hEENEE
CHIH# MC}BILE_

2 W £ 8 * W

E 25 CMCA £Bk{E EiEH Al FHL N

<jRZ&: V1.0.1>
A% ER: 20214 8 A 10 H

CMCA Global Trust Certification
Practice Statement

<Version: V1.0.1>

Effective date: Aug 10t",2021

BEHEER QGRID HRAA
Aspire Digital Technology(Shenzhen) Co., Ltd



R E#BCAH L

CHINA MOBILE CERTIFICATE AUTHORITY

CMCA A FRA5 AL F5 Ik 55 A

AR A E R

ZRBRA | FEBHRHA S8 R [A] BEA
> M/ éﬁ%

V0.1 Wi S 2020.4.10 T4
. EIaE

. & = 4.
VO.1A BT A 2020.4.22 T
. EIaE
% 0 8.
V1.0.1 BT SR 2021.8.10 TR
Control Table of Document Version
Name and | Main modification Completion Modified
version instructions time by

SAPAC
V0.1 New document 2020.4.10 Working

Team
SAPAC
VO0.1A Revised documentation 2020.4.22 Working

Team
SAPAC
V1.0.1 Revised documentation 2021.8.10 Working

Team

Hohk: RN e X R DXARHE ™ S T Ik b KR 7 o 7

P3k: www. cmca. net

M4 : 518057

LT :

0755-66820666




R E#BCAH L

CHINA MOBILE CERTIFICATE AUTHORITY C M CA %fé{ ,f%‘ ,f£ -‘LIE 1:5 ﬂ%%m )|_|\U

H 3% TABLE OF CONTENTS

1. MR GENERAL DESCRIPTION 1
11 IR OVERVIEW ..ot 1
1.2 AL FREHRIR DOCUMENT NAME AND IDENTIFICATION .....oovvooveeiesieeiesise s 5

1.2.1 BT NI ... 5
1.2.2 RN VEESION ... 5
1.3 HTIANIEWE3)2 53 PARTICIPANTS OF ELECTRONIC AUTHENTICATION ACTIVITY ....... 5
1.3.1 H 7L UFRZ L Certification authority(CA) ............ccoeeeeeeeeeeeeeeeeeeeeeeeeeee 5
1.3.2 JTERFPLF Registration Authority (RAD .........cccocoeveeeeeeeeeeeeeeeeeeeeeeeeeeeeeaen 6
1.3.3 BT S SUBSCEIDET ... 6
1.3.4 TKRHTT REIYING PATLY ... 7
1.3.5 HANEZ 52 Other partiCipants .................ccoeueveeeeeeeeeeeeeeeeeeeeeeee e 7
1.4 AEFS N H CERTIFICATE APPLICATION ....ooouoiieiinitriinriaeiseisessessesssessssssesse s ssesssssssse s 7
1.4.1 1B HTUE 1507 Suitable certificate Application....................ccoceeeeeeeeeeeeeeeenann, 7
1.4.2 FR#WZZ 1 7 0E 1507 Application of Restricted / Prohibited Certificates ............ 9
1.5 ZREETEHHE POLICY MANAGEMENT ....oouuiiiieiaincitieisetsts ittt 10
1.5.1 FME X T EFE YL Management organization of policy document.................... 10
1.5.2 THZN CONLACE POFSON ... 11
1.5.3 HRIE CPS 755 M HIPL 14 Organization determining CPS suitability for the policy
11
1.5.4 CPS #LHEFE)F CPS approval procedure.......................cooeeeeeeeeeeeeeeeeeereeeeeeen, 12
1.6 5 X HNZi S DEFINITIONS AND ACRONYMS ......ooimmimmiineenessessessasesessesssessesssesssesennes 12

2. {ERAKAMi5{5 S &% INFORMATION PUBLICATION AND MANAGEMENT ............ 14

2.1 BRI REPOSITORY ...oouiiniiiiicietietistististi ettt 14
2.1.1 155/ F W E . TP Repositories SUPerviSion...................ccc.oeeveeeeeeeeeseeeeenn. 14
2.1.2 15 8.5 14 B HE4E 7 Internal data maintenance of the information database.... 15

2.2 fZGE KA INFORMATION PUBLICATION .....oomiumienrenreseeseeseessesssssessseessssssesssssssssssesens 16
2.2.1 CPS HIIAT CPS PUBLICALION ... 16
222 L ANG B HI K AT Publication of public information......................cccococeveveeeennn... 17
2.2.3 A UF 15 5 19 & 77 Publication of authentication information.............................. 17

2.3 RAGMIE[E EEAZE TIME OR FREQUENCY OF PUBLICATION ....covvmiveianririasiseiesinenes 18

2.4 {ZEEV 4% ] ACCESS CONTROLS ON REPOSITORIES .....co.vooveeniiseciosississienienneas 18

3. S##riR5 %% IDENTIFICATION AND AUTHENTICATION 20

Bl FTH INAMING .. 20
3.1.1 IR TEZE TYPES Of MAMES ... 20
3.1.2 X EF A X FTZK Need for names to be meaningful ................c.cooveveveenn, 20
3.1.3 1 I 2 B 1 4 Anonymity or pseudonymity of subscriber............................. 21
3.14 PEREA 7] 2 F TE 20 HT Y Rules for understanding different forms of names......21
315 BLFFHTHE— 1 Name uniqueness .................ccoooveeeveeeeeieeeieeeeeeeeeeee e 21

3.1.6 FIRRHIAE A S5 FI € Recognition, Identification and Role of Trademarks ..22

Motk RIS X R X RS P2 2T 35 3 KR v i /S i M4 : 518057 Hi%:  0755-66820666

P3k: www. cmca. net



R E#BCAH L

CHINA NOBILE CERTIFICATE AUTHORITY CMCA A BRAZAEIEF 55 R
3.2 WIE SN INITIAL IDENTITY VALIDATION w..oovoionieeioniisiesiesesissses oo 22
3.2.1 UE PG 5 89119 77 7% Method to prove possession of private key...................... 22
322 PG G T H 5 Authentication of organization identity ............................. 23
3.2.3 PG OHTESY Authentication of Individual Identity ......................covveeenea... 35
3.24 KB I AUFHT T 15 5 Subscriber information not validated................................. 36
325 TG Validation of AULROFILY ...............c.coeeeeeeeeeeeeeeeeeeeeeeeeeeeee e 36
3.2.6  LIEEHEN Interoperational guidelines..................ccocooeeeeeeeeeeeeeeeeeieeeeeeeennn 37
3.3 HEHHERAIARIRS 5] IDENTIFICATION AND AUTHENTICATION FOR RENEWAL
REQIUEST ..ttt ettt ettt et ettt e e et e e ea e etua e eaua e eaua e esanetsanaesnnaesnneannnssennnnsesnnnesennsensnnns 37

3.3.1 G F I FR IR #5 Identification and authentication for renewal request... 39
332 i I BRI FR RS 4 5) 1dentification and authentication for renewal after

FOVOCQEION ...ttt ettt et ekttt etk et et et ettt e et et e bt e ebe e et e eteenbeesnneens 39
34 MESIERIIARINS %5 DENTIFICATION AND AUTHENTICATION FOR REVOCATION
REQUEST ..ttt ettt e e et et s et e bbb e e e ta bbb s e e tabaa s e eatabaaeseeeaassaes 40
3.4.1 UE73 iR 8 16 Certificate revocation CONAItion...................ccoeeveeeeveeeeererieieinnnnn, 40
3.4.2 1T TR SE ReVOCALioN OPEFALiON...................cooveveeeeeeeeeeeeeeeeeeeeee e 40
4. FHAEAEBIRIEER CERTIFICATE LIFE CYCLE OPERATIONAL
REQUIREMENTS 41
4.1 AEFHIE CERTIFICATE APPLICATION ...ooouiiieiieniesaeessertsesssessssssesssessesssesssesssessssssssseees 41
4.1.1 HEF3 #5318 Who Can Submit a Certificate Application.................................... 41
4.1.2 JELFES FEAF Envollment process and responsibilities ......................ccc......... 41
4.2  AEfH % CERTIFICATE APPLICATION PROCESSING ......uvuieieieieiiciciesissee e 44
4.2.1 AT IR 5 HEH ) GE Performing identification and authentication functions.....44
4.2.2 CMCA 1F 15 H g #LHERITE 26 Approval and rejection of certificate application...46
4.2.3 LEEEEFS I R 1H] Time to process certificate applications .......................... 47
4.3 UEPZEK CERTIFICATE ISSUANCE ....oieuieiireicie et 47

4.3.1 UF 13350 T L4 FTHE 7 LA E R Z5 B 97T 7 CA Actions during Certificate
Issuance 47

4.3.2 H T UE R LA RIE PN 1T 11938 75 Notification of Certificate Issuance

48
4.4 GET5E5Z CERTIFICATE ACCEPTANCE ...oovuituiectseisetseessetsesssessesiesssssesss s 48
4.4.1 Pk #2252 1 T3 1917 2 Notification of Certificate Issuance........................c........ 48
4.4.2 H T U R ZHL I 1E 1519 % 77 Publication of the certificate by the CA......... 50

4.4.3 CMCA X H ML H738 75 Notification of certificate issuance by the CA to other

entities 50

45  HAHFEFHI#H KEY PAIR AND CERTIFICATE  USAGE ......oovorieeiiiiciees e, 51
4.5.1 1] R B ATE T3 9 1€/ Subscriber private key and certificate usage.................. 51
4.5.2 1R T A ATIE T3 T8/ Relying party public key and certificate usage........... 52

4.6  UFFFEHT CERTIFICATE RENEWAL .....ooceomieenitneesneessensessseseses st ssssssssssessnns 53
4.6.1 UET5 319 7 AT Circumstance for certificate renewal.....................ooooveeeeeee.. 53
4.6.2 IR U5 EFHIENE Who may request renewal...................cceeeveveeeereeeeeranan, 53
4.6.3 UE15 3 Ui 72 Processing certificate renewal requests........................coeeveeeeee.. 53

4.6.4  LFUF TR LT 7 93 77 Notification of new certificate issuance to subscriber

Motk RIS X R X RS P2 2T 35 3 KR v i /S i M4 : 518057 Hi%:  0755-66820666

P3k: www. cmca. net



R E#BCAH L

CHINA MOBILE CERTIFICATE AUTHORITY CMCA %f*{%‘ ,fiiIE;FEik%%mm\U
54
4.6.5 P SE R Ul 151917 79 Conduct constituting acceptance of a renewal
COFLIfICATE ...ttt ettt 54

4.6.6 H T E RS P X iE 7519 % A7 Publication of the renewal certificate by
the CA 54
4.6.7 H T UE R BT A SE 1K 93 75 Notification of certificate issuance by the

CA 10 OLNEE ERLTLIES ...ttt ettt 54
47  UFPBEHEH CERTIFICATE RE-KEY ...t esssees 54
4.7.1 UET5 25 EH 715 TE Circumstance for certificate re-key ................oocveeeeeeee.... 55
4.7.2 1K AE 15287 3 I3 1K Who may request certification of a new public key.... 55
4.7.3 UE15 2 65 i K 4 #E Processing certificate re-keying requests.................. 55
4.7.4 IR FTUF TR XT 1T 7 9368 75 Notification of new certificate issuance to subscriber
55
4.7.5 P ) 52 B BT 15 1977 79 Conduct constituting acceptance of a re-keyed
COPIICAL ... ettt ettt et ettt ettt ettt e st e et e et e beeseensesteeneeateenaenaeas 56
4.7.6 H T LA UEHRZS BLF X 25 67 T8 Rl 14419 & Al Publication of the re-keyed certificate
by the CA56
4.7.7 H T UF R BT A SE 1K 938 75 Notification of certificate issuance by the
CA 10 ONEEF ERLTLIES ...ttt ettt 56
4.8  AETAETE CERTIFICATE MODIFICATION ....ovouiiuienireeneissiseessseseesesisesssessessessessessesssesencs 57
4.8.1 UE5 3 119 7 AT Circumstance for certificate modification................................. 57
4.8.2 IR U133 E RIS Who may request certificate modification........................ 57
4.8.3 UET5 35 [07 72 Processing certificate modification requests .............................. 57
4.8.4  WLHUF TR LT 7 94 77 Notification of new certificate issuance to subscriber
57
4.8.5 Pk 7252 35/ UF 151977 7 Conduct constituting acceptance of modified certificate
57

4.8.6 H T E RS P X 2 & E 75119 % A7 Publication of the modified certificate by
the CA 58
4.8.7 H T UE R BT Al SE 1K 938 75 Notification of certificate issuance by the

CA 10 OO @IEITIES ...ttt ettt ettt ettt ettt ete et entesteeeeenaens 58
49 EP A FIEE#T CERTIFICATE REVOCATION AND SUSPENSION ....ooovvviaeiaierieianinns 58
4.9.1 UETS i AT HTIETE Circumstances for REVOCAtION....................cocoeeeeeeeeeeeeeeerninn, 58
4.9.2 IERAUFT5 77 #THTSE K Who Can Request Revocation....................c..ccoeeeveeeeeen.... 62
4.9.3 TR HTIEFE Who Can Request ReVOCALION...................cccoooeeeeeeeeeeeeee, 63
4.9.4 7 T IEK 7 FRAY Revocation Request Grace Period.....................coooeeeeeeeeeean.. 66
4.9.5 H T LA GE RS P L0 PE (15 7715 K 11 IR Time within which CA Must Process the
ReVOCALION REGUESE ..ottt 67

4.9.6 1R 77 1 2 LE 137 85 19 ZEK Revocation Checking Requirement for Relying
Parties 69

4.9.7 CRL KM CRL iSSUANCE fr@QUENCY ..............oveeeeeeeeeeeeeeeeeeeeeeeeeeeeenn, 69
4.9.8  CRL XA HI@R K i [E] Maximum Latency for CRLS ...............cccccoeveveveennn.. 70
4.9.9 TEZGIRES g9 7] 14 On-line Revocation/Status Checking Availability ........... 70

Motk RIS X R X RS P2 2T 35 3 KR v i /S i M4 : 518057 Hi%:  0755-66820666

P3k: www. cmca. net



R E#BCAH L

CHINA NOBILE CERTIFICATE. AUTHORITY CMCA A BRAZAEIEF 55 R
4.9.10  FZELE B HZ K On-line Revocation Checking Requirements.......................... 72
4.9.11  FHHEEHIHE A K AT ZC Other Forms of Revocation Advertisements Available

73

4.9.12  EHHIFERIIFHZ R Special Requirements Related to Key Compromise............ 73
4.9.13  UFBHEERTEE Circumstances for SUSPENSION...................ccocoeeeeeeeeeeeeeeeeerenn, 74
4.9.14  IEKUFFBHELHTSEE Who Can Request SUSPENSION...................c.cooeveeeeeereeeee. 74
4.9.15  HAIERITIFE Procedure for Suspension Request ........................ccoceeeeeeeeeenne.. 74
4.9.16  FHEFTHIRIR#] Limits on Suspension Period....................c.ccccocoeeeveveeeeeeerennnn. 74
410  EPIRAEMRSS CERTIFICATE STATUS SERVICES ...ccouieererceenceseesneeseessesessessnsssessnees 74
4.10.1  FRIFFFIPE Operational Characteristic...................oo.oooveeeeeeeeeeeeeeeeeeeeeeeeeeeeeeen 74
4.10.2  JRFF AT Service availability ...............c.cooooveeeeveeeeieieieieeeeeeeeeeeeee e 75
4.10.3  AJGEFFAF Optional FEUIEs .................cco.oveeeeeeeeeeeeeeeseeeseeeeeeeeeeeee e 75
4.11 TTTE 2 PR END OF SUBSCRIPTION .....couiuieniaeeneiseseeeseseessessessessessesssesssessesssessensnees 75
412  EHILE H5WE KEY ESCROW AND RECOVERY .....oiouiieeireereisneissisesseese e 76
4.12.1  EHUE I FMES {74 Key escrow and recovery policy and practices............... 76

4.12.2  IFEHIE RS R 1 F WS 517 Session key encapsulation and recovery
POLICY ANA PFACTICES ...ttt ettt 76

5. RN R B HEMEAE 2 24| FACILITY, MANAGEMENT AND
OPERATIONAL SECURITY CONTROLS OF CERTIFICATION BODY 77
51  W)FEZ A1 PHYSICAL SECURITY CONTROLS w.coievierceseiseeseesesseneesesesssssessssenens 77
5.1.1 WFE L i ] -5 # 57 Physical location and architecture......................c............ 77
5.1.2 PYFH L ] PRYSICAL ACCESS ... 78
5.1.3 H1 7] 5 75 1] Power and @ir CONAItIONING .................cooveeveeeireeeeeieeeieeneieee s 79
5.14 TKIBBTTE Water ProteCtion.................ccooeeeveeeeeeeeeeeieeeeeeieeeeeeie e 80
5.1.5  KKBr# Fire prevention and proteCtion.....................ccccceeeeeeeeeeeeeevevseeeeeerernnnnn. 80
5.1.6  IPIEAFHE MediQ SOFAZe...............c.ooooeeeeeeeeeeeeeeeeeee e 80
51.7  JELLFE Waste diSPOSQl.............ooooeeeeveeeeeeieieieeeeeeeeeee e 81
51.8  JPHEBEG Off-STe BACKUP ... 81
5.1.9 W E] LR 55 75 1iF 15 PEFZ #) Physical control of timestamp server certificates ...82
52 Y% A PROCESS SECURITY CONTROLS ..oceouieeeiiesiessneesseesseesesesesesessssessne 82
5.2.1 FJ TG G C THUSLEA TOLES ... 82
5.2.2 FEINT 55 775 ZEHIN £ Number of people required per task................................. 84
5.2.3 REING G HT IR -5 457l Identification and identification of each role................. 84
5.24 R 55 77 # 7 W) Responsibility division principle................ccccocoeeeeeeeeeeeeeeenennn. 85
53 A G PERSONNEL CONTROLS .....ciuuiimiimiimeieissieessisessssisessss s ssesssssenens 86
5.3.1 . BRI KK Qualifications, experience, and clearance requirements
86

5.3.2 A 57 B B FE/7 Background review procedures.....................c.ooeeveeeeeeeveeeeeeenn. 87
5.3.3 LY ZER Training requirements ...................o.ooeeeeeeeeeeeeeeeeeeeeeeseeeeeeeeeeeeeesenas 88
534 FELZ IR ZE K Retraining frequency and requirements................................. 90
5.35 L1E K738 # i BRI Job rotation cycle and sequence......................... 91
5.3.6 KFEAT 94 7] Sanctions for unauthorized Actions........................ccoeeveeeee... 91
5.3.7 ML EZINHIELK Requirements of Independent Contractors ............................. 92

Motk RIS X R X RS P2 2T 35 3 KR v i /S i M4 : 518057 Hi%:  0755-66820666

P3k: www. cmca. net



R E#BCAH L

CHINA MOBILE CERTIFCATE AUTHORITY CMCA AERASATUE 15145 KL
5.3.8 FEHEZE 07 T 1T T Supplements for personnel.................c.c.coeeeeveeeeeeeeveeeeeennnn, 92
54 BT HEFET AUDIT LOG PROCEDURES .......ooreumrirnetmisneesessseessssssesisssssssesesssssessnnees 93
5.4.1 10RFFHIFEZ Types of eVent reCOrds...............cooceeeeeeeeeeeeeeeeeeeeeeeeeeeeen 93
5.4.2 L P H & Frequency of processing log................cocoeeeeeeeeeeeeeeeeeeeeeen. 94
5.4.3 # 1l H.& HTRIFHIIR Retention period for audit [0g ...................c.cocveeveeen 94
5.4.4 # 1l H& HTRY Protection of audit [0g.................c.coooeeeeeeeeeeeeeeeeeeeeeeee 94
5.4.5 # 1l H & 704 FE/7 Back procedures of audit [0g ......................cccooveeeeeeeeennn. 95
5.4.6 B 1T 2 25 Audit collection SYStem..................cooeeeeveeeeeeeeeeeeeeeeeeeeeeen 95
54.7 N GECFFSE I AL PE Processing to event-causing subject............................. 96
5.4.8 HEFTTEFFAG Vulnerability GsSeSSMENtS ..................c.cveveeeveveeeeeeeeeeeeeeeeeeeeseeeeen 96
55  ILKJTEY RECORDS ARCHIVAL ......ouiiiimiincimrineisesieasestesssssessssssesssessesssessssssessssssesenees 98
5.5.1 ARG IERIFEZ Types of records archived.................ocoeeeeeeeeeeeeeeeeeeea. 98
5.52 IR IE R A7 HIIR Retention period for archived records............................... 98
5.5.3 TR AF T RY Protection of Grehive................coeeeeeeeeeeeeeeeeeeeeeeeeeeee e, 98
5.54 ARG AF ) 7517 Backup of archived reCords .................coeveeeeeeeeeeeeeeeeeenn. 99
5.55 IORMT [H] 2K Requirements for time-stamping of records.............................. 99
5.5.6  JHPIEEZ L Archives collection SYStem....................ccoeeeeeeeeeeeeeeeeeeeeeeren, 100
5.5.7 ITERIL 52 VT 115 B HIFE /7 Procedures for obtaining and inspecting archived
IIfOFTIATION ...ttt ettt 100
56  HTIMEMRSHIIZE Y EE KEY REPLACEMENT ..o 100
5.6.1 ZEH B HE(F Key replacement 0peration...................cccoeeeeeveeeeeeeeeeseeeeeenn. 100
5.6.2 ZEH I B (B Key replacement operation management.......................... 101
5.7 HiFEERMEKE DAMAGE AND DISASTER RECOVERY (DR)....c.cooveveveeeveeeccee 102
5.7.1 H Rl F 4 PEFE )T Processing procedure of accident and damage.............. 105

5.7.2 T E IR HAERY B #1977 2K Damage of computing resource, software and/or
data 106

5.7.3 SEARF H717 4L PEFEST Damage treatment procedure of entity private key ....... 107
5.74 KNS L 55 3ELEVFFE 7T Business continuity ability after disaster ... 108
58  HTIAUEMRS A ST ML k25 26 1 CA OR RA TERMINATION ..., 108
5.8.1 CA 2811 JR 4] Termination 1reason of CA.............c.coeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee. 108
582 ZE LA K] Termination NOLICE...................cocveeeeeeeeeeeeeeeeeeeeeeeeeeeeee e, 108
5.8.3  ZRULITES Termination filing...............coceeeeeeeeeeeeeeeeeeeeeieeeeeeeeeseeeeeeeeeee s 109
5.84 2L LT Bl Termination MEASUTES .....................cocveeeeeeeeeeeeeeeeeeeeeeeeeeeeeenee. 109
5.85  RA [IZKIL Termination Of RA .............cooooveveeeeeeeeeeeeeeeeeeeeeeeeeeeeeee 110

6. MERZGH A% L TECHNICAL SAFETY CONTROL OF CERTIFICATION
SYSTEM 111
6.1 EPINIAE ORI 2% GENERATION AND INSTALLATION OF KEY PAIR .......cvvvorvenneen. 111
6.1.1 ZEHIXT 94 ik Generation of CA key Pair............cccoooeeeeeeeeeeeeeeeeeeeeeeeee, 111
6.1.2 FETELZE 1T 7 Public key transfer .............cccooeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeneen 112
6.1.3 LEEX L1525 L] Public key transmission of CA...........cccoeveeeveennn. 113

6.1.4 CMCA H T LIRS WL A BT EX L e i 77 CMCA e-certification service
agency public key is transmitted to the depending party.............ccccecevcevciecenceiceneiieenn, 113
6.1.5 BEFTHTISE LENGtR OF KCY ..o 113

Motk RIS X R X RS P2 2T 35 3 KR v i /S i M4 : 518057 Hi%:  0755-66820666

P3k: www. cmca. net



R E#BCAH L

CHINA MOBILE CERTIFICATE AUTHORITY CMCA AERASATUE 15145 KL
6.1.6 LS H I S 257 2 Generation and quality check of public key .......... 114
6.1.7 B ESH H I Purpose 0f K€y USe ............o.ooeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee, 115

6.2  FFARY R AD A T FE4% H] PRIVATE KEY PROTECTION AND CRYPTOGRAPHIC

MODULE ENGINEERING CONTROLS ... .ottt et et e et e etieeettieeeetaeeetnaeeetuneseranaerrnnsensnnseenns 116
6.2.1 ZNY L b AfEFITEE 7 Cryptographic module standards and controls............. 116
6.2.2 HEHZN 5 Private key multi-person control..................c.cccocoeeeveeeeeeeeennn.. 116
6.2.3 BETICE Private key trusteeship ..............cocoveeeveeeieeeeeeeieeeeeeeeeie e 116
6.2.4 BB Private key BACKUp .................c.cocooveeeeeeeeeeeeeeeeeeeeeeeeeeeeeeen 116
6.2.5 RATITRT Private key Qrchival..................c.cooveeveeeeeeeeeeeeieeeeeeieeeeeee e 117
6.2.6 RGN G BTGP Private key transfer into or from a cryptographic module

118

6.2.7  BEIEEMLGFEIHIF R Private key storage on cryptographic module.............. 118
6.2.8 BT Private key aCtVALION .................cococ.oveeeeeeeeeeeeeeeeeeeeeeeeeeeeeen 119
6.2.9  MEERHHBITINE Private key deactivation....................c.coeeeeveeeeveeeeveeeeineennnn. 120
6.2.10  HFHF A Private key destruction..................c.ccveeeeeeeoeeeeoeeeeeeeieeeeeeeeeeeieen. 121
6.2.11  ZIGHDEFTIFAY Evaluation of cryptographic modul....................cccocoveeveeennn.. 121

6.3  EHANEEIHAL T OTHER ASPECTS OF KEY PAIR MANAGEMENT .................... 122
6.3.1 AT oo 122

6.3.2 UE TS ER I IXNTHE T A Certificate operational periods and key pair usage
periods 122
CMCA WILL ISSUE CERTIFICATE TO CUSTOMERS WITHIN 3 WORKING DAYS AFTER CUSTOMER
APPLICATION PASSES REVIEW. THE KEY PAIR SERVICE LIFE IS CONSISTENT WITH THE

EFFECTIVE DATE IN THE CERTIFICAT, THE SETTING PERIOD IS AS FOLLOWS: ......cc.ccvveunenn. 122
6.4 FBUBEIE SENSITIVE DATA ..ot 123
6.4.1 TRIEAT I 1 724 Sensitive data generation.....................cccoeeeeeveeeeeeeeeeeeeeennn. 123
6.4.2 TRIAT I HT RS Sensitive data protection.....................cceeeeeevveeeeeeeeeeeeeeeean. 123
6.4.3 BRIREL 15 1T A 77 JET Other aspects of sensitive data..................c.coveeeveeennn. 123
6.5  IENLE A COMPUTER SECURITY CONTROLS ....oooveviieriiseieeisesisesisneiseees 124
6.5.1 AT FP L2 5 RZK Computer security technical requirements ........... 124
6.5.2 B WL L2 5P Computer SeCUrity FAHNG ...............c.coeveeeeeeeeeeeeeeeeeeeeeeeeen 126
6.6 ARG A UG SYSTEM LIFE CYCLE CONTROLS w..oovvveierniereeeiseesseeses s 126
6.6.1 ARG IR IEH System development controls...............ooeeeeeeeeeeeeeeeeerenn 126
6.6.2 L E P Security management CONLIOLS ..............coc.coeeeeeeeeeeeeseseeen 127
6.6.3 A TR &2 75 Life cycle security control...............oooceeveeeeeceeeeeeee 127
6.7 ML 245 ] NETWORK SECURITY CONTROLS ....cootnieniaeeniseeeeisenieeseieesse e 127
6.8  HJ[EJEK DIGITAL TIME STAMP (DTS) .ottt 128
7. AEF. R REFIRMELIE RSP CERTIFICATE, CRL, AND OCSP

PROFILES 129
7.1 AEFS CERTIFICATE PROFILE ..ottt 129
7.1.1 HETIR AR S Version NUMBEF(S) ............cocoeveeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeer 138
7.1.2 UE159 I Certificate Content and Extensions; Application of REC 5280....... 138
7.1.3 FEIEN] R FF IR TF Algorithm object identifier ............cccooveeeeeeeeeereieeeeeseininn 142
7.1.4 FEFFTEIC NGAIE JOIM ... 142

Motk RIS X R X RS P2 2T 35 3 KR v i /S i M4 : 518057 Hi%:  0755-66820666

P3k: www. cmca. net



R E#BCAH L

CHINA MOBILE CERTIFICATE AUTHORITY CMCA 4 ER{EAEIE b 55 A0
7.1.5 BB FRAY Name CONSIFQINLS ...............cccooveveeeeeeeeeeeeeeeeeeeeeeeeeee e 145
7.1.6 UE T3 MEXT R p iN7F Certificate Policy Object Identifier ....................cco........ 146
7.1.7 FME IR T2 Usage of Policy Constraints Extension....................... 147
7.1.8  FTMEREFTHIEZAE X Policy Qualifiers Syntax and Semantics................... 147
7.1.9  KIZUFTFENEY RETHI L EEH I Processing Semantics for the Critical
Certificate POlIiCTES EXTENSION ...........cccoceevuiiieiesiieiiesie ettt ettt ettt seeenne s 147

7.2 AEFREHIZR CRLPROFILE ...t sesseesssseeee 147
7.2.1 JRAK G Version RUMDBEF(S ) ..............cccocoeveeeeeeeeeeeeoeeeeeeeeeeeeeeeeeeeeeeee e 147
7.2.2 CRL FI CRL # H 7 /EJi CRL and CRL entry extensions.....................c......... 148

7.3 TELRIEREE I OCSP PROFILE ....oooveeeveeceecveeeve e 149
7.3.1 JRAK S Version RUMDBEF(S ) ..............cccocoeveeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e 149
7.3.2 OCSP 7" JEII OCSP @XIENSION. ... 149

8 MEHILA4H AL P4 AUDIT AND OTHER ASSESSMENTS OF CERTIFICATION
BODY 149

8.1 #5152 FREQUENCY OR CIRCUMSTANCES OF AUDIT ......ooovveiianrirrienieneenn. 149

8.2 F T 17 i QUALIFICATION OF AUDITOR w..ocvumiermresresneesseeseesseessesssesssesssssssssssssssessnees 150

8.3 #it-#& 5+ E# 5 CMCA [f)< & RELATIONSHIPS BETWEEN AUDITORS AND CMCA 151
8.3.1 #HilFSH[EHFES) CMCA [IHK Z Relationships between auditors and CMCA....... 151

8.4 HTT PIZE AUDIT CONTENT ...ttt cis st es sttt 152

8.5 Xif [ Al 5 AN & R EX (14 /it RESOLUTION FOR PROBLEMS AND DEFICIENCIES................ 152

8.6 VAt 45 ML T 5 K AT COMMUNICATIONS OF RESULTS ....voovvveieiieseiseieesssses s 152

8.7 A OTHER oot 153

9 LA FHEM I AL 55 %3k LEGAL RESPONSIBILITY AND OTHER BUSINESS TERMS
153

9.1 ZRH FEES ..t 153
9. 1.1 UFFEZERFIEFZEH Certificate fEes .........ommmnimininieiieieiieeieeeieeeeesieese e 153
9.1.2 HFFEE I 72/ Certificate inquiry fee..............ceeeveeeeeeeeeeeeeieeeeeeeeeeeeee s 154
9.1.3 UF 13/ #1 8K & 15 B HI B 1 #2HH Query fee for certificate revocation or status
FfOFTIATION ...ttt ettt et ettt et be et e b e st enteeteeeeenseeneans 154
9.1.4 H A HRZ 77/ Other Service CRATGES ................coc.ceeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e, 154
9.1.5 1B TEME REfUNA POLICY ... 154

9.2 1445 57T FINANCIAL RESPONSIBILITY w..oocvveierniiseieseesse sttt sssssssssses s 155
9.2.1 REZTEH INSUTANCE COVETAGE ... 155
9.2.2 FMETE 7 OUREE @SSOLS ... 156
9.2.3 W RS T R B 11 (] Insurance or guarantee of end entity ............................... 156

9.3 M55 15 5 A~ % BUSINESS INFORMATION CONFIDENTIALITY ...oivoionienioncinriesie oo 157
9.3.1 RE (5B 75 # Confidential information SCOpe..................ccccoceeeeeeeeeeeeeeereeeeeeren, 157
9.3.2 NE T IRE 15 £ Information not within the scope of confidential information.....157
9.3.3 IRIRE 15 B I 7T 1T Responsibility of business information confidentiality ............ 158

9.4 M A FEFL LR PRIVACY OF INDIVIDUAL INFORMATION ......ooovnieienianieneiseee s sesssseseen 158
9.4.1 FEFRNREE T ZEPrIVACY PLAN ... 158
9.4.2 (E X fE # A FEHT 15 /5 Information treated as private....................ocooeveeeeeeeerveennnan 159

Motk RIS X R X RS P2 2T 35 3 KR v i /S i M4 : 518057 Hi%:  0755-66820666

P3k: www. cmca. net



R E#BCAH L

CHINA MOBILE CERTIFICATE AUTHORITY CMCA 4 ER{EAEIE b 55 A0
9.4.3 NN KBS 115 5 Information not deemed private.....................cocooeeeeevveeeenn. 159
9.4.4 fRIPEEH 1T 7E (T Responsibility to protect private information.................................. 160
9.4.5 (&S 156 175 415 7] & Notice and Consent to Use Private Information..... 160
9.4.6 1KIF IR {TIEEE /7 15 B #E#E Information disclosure in accordance with legal or
AAMINISITATIVE PYOCEAUFES ...ttt ettt ettt 161
9.4.7 Kb (7 B HZEIGTE Other information disclosure..................ccoeveeeeeveeereeereiiin 161

9.5 FHTHFZHL INTELLECTUAL PROPERTY RIGHTS ...ociuieeciniocieiseeiseesseiessss st seseesnees 162
9.6 Mid 540 & REPRESENTATIONS AND WARRANTIES .......oumvvmmirrmrisnresneisesesesisesssssssnees 162
9.6.1 H T IUUFRFEHIHIG SR CA representations and warranties ................. 162
9.6.2 JEMPLIIHI -5 7 £ RA representations and warranties.........................ccc........ 165
9.6.3 1] S-SR Subscriber representations and warranties ............................... 166
9.6.4 157G 7 117432 -5 # IR Representations and warranties of relying party..................... 168
9.6.5 Hh =517/ 5 (R Representations and warranties of other participants.... 168
9.7 1R 4 77 DISCLAIMERS OF WARRANTIES ......vvurtureraresreseesseesesssesssesssssssesssesssssssssnessans 169
9.8 FG R TTAE LIMITED LIABILITY cooovouienienieneeseeesseessesssssse st st st ss st sssssons 170
9.9 JHEE INDEMNITIES w.coovoeeniecinitsie sttt 170
9.10 15 ZWUABR 528 11 TERM AND TERMINATION .....cooviernivesnieseeesesesessseessessssssssesesesesesnns 172
9.10.1 FGECHTIR Term of VAlidity ............ooooveeeeeeieeeieieeieeeeeeeeeeee e 172
9.10.2 ZEUL TeFMINALION ... 172
9.10.3 R HIZ L5 (R ET Termination and reservation of validity .................c.c.cccccoec...... 172
9.11 Xt 53 (A4 Hilif 15 57418 INDIVIDUAL NOTIFICATION AND COMMUNICATION TO
PARTICIPANTS ...ttt ettt ettt e e et ba e e et taba s e e eeaaba s e e eaabaaeseeeranaassaans 173
9.12 fE1T AMENDMENTS ......ouiuimiiiiritieietese e sse sttt 173
9.12.1 MZ3]FE/F ReViSion ProCedure......................c.cccooveeeeeeeeereeeeeeeeeeeeeeeeeeeee e 173
9.12.2 W HIPLHIFIHIIR Notification mechanism and time [imit ................c..cc.coooovveveneinnn. 173
9.12.3 WIIELI 25 I 715 TE Situations where business rules have to be modified... 174
9.13 G+ AL TH DISPUTE RESOLUTION ....cccuuiiuiinrintiniineiseiseesessesessessiesese e ssessessesissessisssensesees 174
9.14 EFHEVEIE GOVERNING LAWS ... eess ittt sss s esses s 174
9.15 J& FIVE I [IFF A1 APPLICABLE LAWS ..o 175
9.16 —MZAKIK GENERAL TERMS ....oouirierircisissiseesssise st sse sttt 175
9.16.1 SEHELP IR ENLire QQre@ment .................c.coveeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e 175
9.16.2 FLLL ASSIGUINENL ... 175
9.16.3 77 Y SEGMENIALION ... 176
9.16.4 FEFIHAT ERFOTCOMENL ... 176
9.16.5 ASFJHLTT FOTCE MAJEUFC ... 177
9.17 HAMZEK OTHER TERMS w.oovoirieciteeseesesseesse s sss sttt 177

Motk RIS X R X RS P2 2T 35 3 KR v i /S i M4 : 518057 Hi%:  0755-66820666

P3k: www. cmca. net



REBHCAHR L

CHINA MOBILE CERTIFICATE AUTHORITY CMCA 2BRE/EUEE ML SHN)

1. BIEMHEAR General Description

1.1 #Ei1R Overview

HEHRSEAR GRIID BIRA TR T ERSEE T A, Aot EESAE
#1.0» (China Mobile Certification Authority, f&i#k CMCA) I HL FIIE RSk 55
B, PR NRIEME TG BALERMA B T IER S VF AT 835 1) CA
Hla
Aspire Digital Technology(Shenzhen) Co., Ltd is a subsidiary of China Mobile.
Aspire Digital Technology(Shenzhen) Co., Ltd which is responsible for the
electronic certification service business operation of China Moblie Certification
Authority (CMCA). CMCA is a third-party authority approved by the Ministry of
Industry and Information Technology of People's Republic of China.

HLFIAMIEME S5 U (CPS, Certification Practice Statement) &< T iAEHL
¥ (CA, Certification Authority) 7E43# Uk (LR RIFRIET) MR85 A i i
W (R, M. BEHTD Tk S S B T FE VR AR SR AN R, A
FMb 55+ FORFEEE DAL 7 T 45 Ak
The Certification Practice Statement (CPS, Certification Practice Statement) is
a detailed description and declaration of the specifications followed by the
business practice of the certification body (CA, Certification Authority) in the
full digital certificate (hereinafter referred to as certificate) service life cycle (e.g.
issuance, revocation, renewal), and is a description of the details of the
relevant business, technical and legal liability aspects.

Hh [E A% ShiE B SR &R (CMTCND a3 NEER R ARG AR,
A CPS j& CMCA 4 BRAGATAR 28 HUE5 V.55 A0 00 75 B, AR 5 [ 5 AH SV R
BR, A CPS W4 A T o E# ) CMCA T & A RS ATAE T E Y 55 1 % TR
U AR GREERE I, LS TUERSS S 5 & 07 kB 3TiE 5 X 55, HHE%
) CMCA J HHAGEMILI (RA) FNLSZHE A1 (LRA) L ZAUEAE A 25 i)
R 2% TR o
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The China Mobile Certificate Trust System (CMTCN) includes the China

domestic trust system and the global trust system. This CPS is a certificate
business rule statement CMCA the global trust system. In accordance with the
requirements of relevant national laws and regulations, this CPS describes in
detail the specifications, procedures and safeguards of China Mobile's global
trust certificate certification business, as well as the responsibilities and
obligations of the participants in the e-certification service, The CMCA and its
authorized registration agencies (RA) and business acceptance points (LRA)
must comply with the specifications in these business rules.

ARICAH) I G (N RIEANE B 7254470« i N RGN E Tl An
&R 1) CRETUAERRSSE BEIMNED o (T YRS RUNEE GRAT)),
DA K i) RFC3647.  (Webtrust 224818175 2.0) «  (EV k45 3N
PL K (Baseline-Requirements) 45, CMCA &7 http://www.cabforum.org b &
AT R B AT AE BN T B0 32 A5 AT I 15 9 40 SR PR BT A
This document is prepared in accordance with the Law of the People's
Republic of China on Electronic Signatures, the Measures for the
Administration of Electronic Certification Services promulgated by the Ministry
of Industry and Information Technology of the People's Republic of China, the
Code of Practice for Electronic Certification (Trial Implementation), and the
latest RFC3647 . ( Webtrust Safety Audit Code 2.0, the Guidelines for EV
Certificates and the Baseline-Requirements) . CMCA follow the latest version
of the baseline requirements for issuing and managing open trusted
certificates published on the http://www.cabforum.org.

CMCA C3RAF 3-8 By R TV RIS B AL BB AU B TN IR IR 95 VR TS5 B 5k,
AT B A R A .

CMCA has obtained the electronic certification service license issued by the
competent unit, namely the Ministry of Industry and Information Technology,
and is within the validity period of the qualification.

CMCA A BR{GAEAA REAE WebTrust AHIRZK, Jfidid S8 2 =77 & 1HH1A4
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#it

CMCA Global Trust System follows the relevant WebTrust requirements and is

audited by external third - party auditors.

A CPS (V1.0.1) 122 H /2 2021 4 8 A 10 HJ

Effective Date of this CPS (V1.0.1 J2021 4 8 A 10 HJ.
CMCA 2 IREAEUE R R I LM T

CMCA GLOBAL TRUST ROOT CA

CMCA SSL CA CMCAEV SSL CA

OV SSL 4Bk 55 231k 15 EV SSL 4 Ek IR &5 23 1E 15

Kl 1 CMCA & BR{E R ER(E AR R 0K

CMCA architecture of the global trust system is as follows:

CMCA GLOBAL TRUST ROOT CA

CMCA SSL CA CMCAEV SSL CA

OV SSL global server certificate EV SSL global server certificate

Figure 1 CMCA Global Trust Certificate Architecture
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CMCA GLOBAL TRUST ROOT CA #R#8HK & 4y 4096-bit, £ % 25 4,
T 2045 4£ 10 H 16 H 2.
CMCA GLOBAL TRUST ROOT CA F &% AR :
® CMCA SSL CA R#E 41K & -y 4096-bit, £ 23 20 4, ¥ T 2040 4
10 16 HEHA, 2k i@ OV SSLiFH, 1T/ iFfa RUHA I 825
Ko
® CMCA EV SSL CA fRZ B 5% 4096-bit, A 30 20 4F, ¥ 2040 4
10 A 16 HEIW, %k EV SSLiET, T/ EBASINAEL 825 K.
CMCA GLOBAL TRUST ROOT CA Root key length 4096- bit, Valid for 25

years, will expire on October 16", 2045,
CMCA GLOBAL TRUST ROOT CA has two subordinate ca:

® CMCA SSL CA Root Key length is 4096-bit, valid for 20 years, will

expire on October 16t", 2040, for issuing a general OV SSL certificate,
the subscriber certificate is valid for no more than 825 days.

® CMCA EV SSL CA key length is 4096-bit, valid for 20 years, will expire

on October 16", 2040, for issuing a EV SSL certificate, the subscriber
certificate is valid for no more than 825 days.

CMCA 1 2R ¥ A IR A% IR BRSNS, AN RBAT R B E A K
Ha S =I5 N WAE, hFAEBRA B 2R idk, 4 CPS MR
{LNETBES
The generation of subordinate CA follows strict management specifications and
is issued by authorized personnel for specific operations. And through the
third-party audit institutions witness, the generation process will be recorded,

this CPS does not do specific elaboration.
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1.2 ¥ &2 5 ¥ 1B Document name and

identification

1.2.1 Z %k Name

AP TR (CMCA EBRAEAEAR R TR SN - (304
{CMCA Global Trust CPS) ) .
AR AL RSN FAR RS RF (OID) 4 1.2.156.711122.1.2.1,
OV SSL IE-Ai5%t R FHIE SR RARR T4F (OID) 04 2.23.140.1.2.2,
EV SSL iEF3 BEFRIEFS H I AR 547 (OID) 74 2.23.140.1.2.2.
This document is known as CMCA Global Trust CPS in English.
Its OID is 1.2.156.711122.1.2.1.
OID corresponding to OV SSL Certificate is 2.23.140.1.2.2.
OID corresponding to the EV SSL certificate is 2.23.140.1.2.2.

1.2.2 li A& Version

A CPS fixA5H: V1.0.1,
The version No. is V0.2

1.3 B FIANIEE B £ 5 & Participants of electronic

authentication activity

1.3.1 BB FIAIEARF #1449 Certification authority(CA)

HL AR5 PR CA (Certrification Authority) FZATUR IEH R SE4K, fi3k
E P50V 5% 5w ] 58 DA SR P26 iy A HA BE . SA 1 . (SR E R A TR, A
B IAIEAR S5 LA I FE CMCA.
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The certification authorities refer to the certificate certification body, which is
the entity to issue the certificate, namely the China Mobile Certification
Authority, be responsible for certificate business policy formulation, certificate
life-cycle management, key management, information base release and other

work, this paper only refers to CMCA. e-certification services

1.3.2 ;X #1449 Registration Authority (RA)

MR (Registration Authority, & #% RA) WM NE N & ZILE, =2H
B 2 FT B SV AR ) SEAA, RHIE S B BEAT By S0 FIAR IR, KRS
BAR IR TS AR R, AR R TN E IR ST UAL LA BE i 15 B8 8 B A HR R
CMCA FRIGATAA R T HKIEM LR 3 /E CMCA A8, i CMCA A & 7K {H
RA ST, JFRZEFEIMEHLAT L RA HLAEETT.
Registration Authority (RA) is also called as registration and auditinstitution,
which is the entity established by end certificate applicant during the
registration process. It can conduct identity authentication and identification of
certificate applicant, initiate or transfer the certificate revocation request, and
approve the application of updating the certificate or key on behalf of CA.
The registered agencies under CMCA Global Trust System are located within
CMCA, which themselves assume RA responsibilities and do not entrust

external agencies to exercise RA institutional responsibilities.

1.3.3 3] P Subscriber

1T 2R M CMCAF IS IE 5 I S o« AEA51T 7 5 UE 45 324402 15 AN AN [R] ik
& UEBTRIR FICMCARTEIE R AYSEAR, EH VD NS, e+ 34K
A AR GUEFE B IE AR, IR ST ARUE S A UEA5 Al B 2 1 S BRI IR 55
A B TR DR 2 — WL 22 3815 0 B it AR50 7 7 ZOR AN 5T S
M55 TR AR U= UE 15 i EE40E B i )45 460077
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The Subscriber is the entity pointing to which CMCA applies for a
certificate .Certificate subscribers and there are two different concepts from
certificate principals .The Certificate Sub scri ber is the entity directed to CMCA,
usually a person or institution; an entity bound to the certificate information ,
usually a trusted server or other facility used to ensure secure communication
with an institution.The certificate subscriber shall bear the corresponding
responsibilities and obligations, and the subject of the certificate is the reliable

party for the certificate to prove.

1.3.4 {k#i/5 Relying party

WA T 2 T 15 M TUE 5 Uk B R A S A 50 R AR I HEAT b 55 1 Bl ) S 44
A dependent party is the entity that relies on the underlying trust relationship

demonstrated by the certificate and conducts business activities accordingly.

1.3.5 B85 Other participants

Fk CMCA. iI " AKk# T AN Z 5 ERARES 5% .
Participants other than CMCA .  subscribers and dependencies are called

other participants.

1.4 JEE R A Certificate application

1.4.1 B8 R9IEPH N A Suitable certificate Application

&R CA B RIEPHRE
CMCA SSL CA OV SSL 2 BRAR S #34F 5
CMCA EV SSL CA EV SSL 4 ERJR 45 2%5F
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CA issued Type of certificate issued
CMCA SSL CA OV SSL Global server certificate

CMCA EV SSL CA EV SSL Global Server Certificate

CMCA GLOBAL TRUST ROOT CAfYH T2 K H R CAIEH:, AR 4T
FUHEFS

CA TES NI BERE N 41 22 4 fi 2

1) B GE: SRIERH A E R 21 CMCAIERIE B & S0 &7k .

2) BiEfE B PRIER A T E 2 5 CMCAK Ik B MK 25 4, w]
PABGAESE BB R PR B, AOR RIS B 5 58 2 —H.

3) WEE TR BB LIAAE 5 KA PRSI s . o Ziidia i, X
TARATH FIE AT 5, AN PTHRAGE B AR H VAR A0 S WU R T R EE
CMCA GLOBAL TRUST ROOT CA is only used to issue subordinate ca
certificate, not final subscriber certificate.

CA certificate applies to the following security requirements:

1) ldentity authentication: to ensure the legitimacy of the identity of the
certificate holder using CMCA authentication.

2) Verify the integrity of information: ensure that when using CMCA digital
certificate and digital signature, we can verify whether the information is
tampered with during the transmission process, and whether the information
sent and received is complete and consistent.

3) Verify digital signature: is the basis for the non-repudiation of trust
transactions. It must be noted that the non-repudiation of any electronic
communication or transaction should be determined in accordance with the

law and dispute resolution.

1.4.1.1CMCA OV SSL 4 £k I %% #& iE s CMCA OV SSL global server
certificate

CMCA OV SSLA IR #HEHE S @I AFIE S . 2. AR
T ZRUEASE & HTAEVT 3 U 2% 5 Web ik 95 4% & [ 5L 22 4x il 18, SEBLEL
P53 BAE R b 5 IR 55 o 2 [B) RN 85 A%, B L 40di 15 2 R Tt R

CMCA OV SSLAk % #5115 (SHA256 ) FHCMCA SSL CA%: jx SHA2561IE 17,
EHKE HRSA-4096.
CMCA OV SSL Global Server certificate contains wildcard certificates, multiple
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domain name certificates, and single domain name certificate type. Such
certificate is suitable for establishing secure channels between the subscriber
browser and Web server to realize encrypted transmission of data information
between client and server and to prevent leakage of data information.

CMCA OV SSL server certificate (SHA256) issued by CMCA SSL CA
certificate, the key length is RSA-4096.

1.4.1.2CMCA EV SSL 4 ¥k It %5 #% ik s CMCA EV SSL Global Ser ver
Certificate

CMCA EV SSLAEFR G5 At IE B & I A UE . ZEAES, ZRIEIE
& HTAELT P g 5 Web ik 55 4 < 18] i 37 22 41T , SEIVER 5 BAE R i 5
H 55 4% Z 1R KT IN A e, By 1R300 A5 5 K it 3k

CMCA EV SSLA: Bkl 55 25 E T HCMCA EV SSL CA%: )i SHA2561E 15, %
YK Z HRSA-4096.
CMCA EV SSL global server certificate contains single domain name
certificate and multi-domain name certificate, this kind of certificate is suitable
for establishing a secure channel between the subscriber browser and the
Web server, realizing the encrypted transmission of data information between
the client and the server, and preventing the leakage of data information.
CMCA EV SSL global server certificate issued by CMCA EV SSL CA SHA256

certificate, key length is RSA-4096.

1.4.2 BR$I/Z 1E BY4E B R A Application of Restricted /
Prohibited Certificates

CMCALIR{EAEAA R N KR -BAR G R B AE D g AT Bk, EL4nEV SSL
MR 2% 28 A Be A T &0 A% R I WEB IR 45 25 -
CMCA certificates under the global trust system are functionally limited by their
type, such as EV SSL server certificates can only be used for strictly

authenticated WEB servers.

SASEP R BEHI AL T PER 3 U AT T IR AT 3 A
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JEETTTRR ] FR1 AT R B T LR A, RS 57 AN ST MR 205, G IEF A
FlE A CPS R MM FHYE R, A% CMCA KRS .

The key usage of all kinds of certificates is limited in the subscriber certificate.

However, the validity of the certificate extension restriction is based on the
application software , and if the participant does not comply with the relevant
agreement , the certificate is beyond the scope limited by this CPS and will not
be protected by CMCA .

CMCA 2 ER{EATAR 2 T 25K BIE B AN BEAE I T UL« AT AT 55 [ 5K sl
JIRAE R AT N R G
Certificates issued CMCA the global trust system cannot be used in any

application system that is contrary to national or local laws and regulations.

1.5 FREZETE Policy management

1.5.1 5K B& 34 & H #1 #9 Management organization of

policy document

A CPS HMHEBEHMEAR (R AR A 22 A UE RIS 5 2 H ] & IF
TITER . ZASTRITAEH, AFEREIBEITA CPS I, W TAEHAHL
5, R E s IR A

This CPS is formulated and managed by the Security Authority Policy

b2l

Administration Committee(SAPAC), which is establishde by Aspire Digital
Technology(Shenzhen) Co., Ltd. SAPAC has a working group. When this CPS
needs to be prepared or revised, it is organized by the working group and

issued after approval by the committee.
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1.5.2 k& A Contact person

FE 23 CMCA KXt CPS #EAT ™ 4% A= il A SCRSE #,  Ht CMCA %
SWIERIEZE 2, BT CPS A R M5t H W 4Ed, faeiaEmeEin
TR AR S o
CMCA shall conduct the strict version control and document management of
CPS, and the Security Authentication Policy Management Committee (SAPAC)
is responsible for the management. The specified CPS management
personnel carry out the maintenance, in addition, the specified Operation
Service Department takes charge of the external liaison.

RAATT: 2 alh 55l

Fifi: 86-755-66820666

¥ 86-755-66820001

Mk BRINEHTHEAR b ] X R X 7 2 A R 7S

HFHEf4::  cmca@aspirecn.com

B Nk : www.cmca.net

Contact department: Security Business

Tel.: 86-755-66820666

Fax: 86-755-66820001

Address: 6th Floor, West Shengang IER Building, South District,
Shenzhen High-tech Industry Park, Shenzhen

E-mail: cmca@aspirecn.com

Contact website: www.cmca.net

153 R E CPS ff & K B¢ K #1 #3 Organization
determining CPS suitability for the policy

CMCA “Z A NIE SIS 2R A 22X A CPS U B A Y e AU i R B AL o

SAPAC has the decision-making power and the final interpretation right for this
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CPS document.

1.5.4 CPS #t:##2F CPS approval procedure

7E 4 [H 5 CMCA AUEME 55 75 B H AT [ 225 2 BT, CMCA 22 4 iAUE g
% R R R R AR S VAT O T, MU AR e . R 2 B RE IR
ML CPS WAITH 7, WHf CPS & B EMET L RBITIHNES, JEHZT
HBATINE, 2RISR A2 HLiE a3 LR A A
Before making any change of CMCA CPS, the Security Authentication SAPAC

=5

of CMCA will research the change suggestions provided and make the change
decision. The Strategy Committee organizes a review of the CPS content at
least every year, clarifying whether the CPS will be revised and revised , and to

be prepared and updated with the approval of the Strategy Committee.

1.6 E X M4EE Definitions and acronyms

CMCTN W E R BE BT AR R
(China Mobile Ceritificate Trust Network)
CP E - SR
(certification policy)
CPS SRR NN S5 WA AR YN T
(certification practice statement )
CRL TEPS A 51 2 BIE 15 2R 42
(certificate revocation list)
CSR IS EECEAT PN
(Cettificate Signing Request)
HTTP AL Fr bl
(Hypertext Transfer Protocol)
HTTPS TARBERZ T K SCA AL ML
(Hypertext Transfer Protocol with SSL)
CA L1 IAIE AR 55 B
(certificate authority)
RA TEMHLAL
(registration authority)
LRA A i T 52 B A B2 B A
(local registration authority)
PIN N ET
(personal identification number)
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OCSP TELRUE TR A A B
(online certificate search protocol)
LDAP R H U7 A
(Lightweight Directory Access Protocol)
PKCS NIE I bR
(Public Key Cryptography Standards)
PKI ASLE AR
(public key infrastructure)
SSL e Zp il )z
(Secure Sockets LRAyer)
URL faE BE B AL E
(uniform resource locator.)
WWW or Web | J5 4k
(World Wide Web)
X.509 [ B HL A () B A AIE A4 2R FROAIE oA v
(the ITU-T standard for certificates and their corresponding
authentication framework)

CMCTN China Mobile Ceritificate Trust Network
CP certification policy

CPS certification practice statement

CRL certificate revocation list

CSR Certificate Signing Request

HTTP Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol with SSL
CA certificate authority

RA registration authority

LRA local registration authority

PIN personal identification number

OCSP online certificate search protocol

LDAP Lightweight Directory Access Protocol
PKCS Public Key Cryptography Standards
PKI public key infrastructure

SSL Secure Sockets LRAyer)

URL uniform resource locator)

WWW or Web | World Wide Web

X.509 the ITU-T standard for certificates and their corresponding

authentication framework
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2. 5B %% 5{EBEE Information publication

and management

2.1 {2 E Repository

CMCA {5 B T 171 1T 7 S e 45 B AR #U7 $E L5 B 5% . M5 B R B EA
BRF LA R PI%5: IETS . CRL. CPS. CP. IEF g5 Bl s BEARSCREFA LA & CMCA
EEAIEFSER

CMCA information database provides information services to subscribers
and certificate application depend encies. The information database includes,
but is not limited to, the following: certificates, CRL, CPS, CP, certificate

service agreement, technical support manual, and CMCA website information.

211 EEEME. KiEHH Repositories supervision

CMCA #HxHE B g L B . L
CMCA establishes the supervision and monitoring mechanism for the

information database:

1) FEHEF T EIRE: I EBCUETS ETEK 1P bR, PR IE DHESRCR
ZCIETS
2) MITCIEF N EIRE: @ B IIE S, f iR T Bk T EEE .

1)Inter face certificate download channel: through the authentication of "
certificate application request IP address “, to ensure the reliable source of the
interface request,

2)Web certificate download channel: through regular download test
certificate, to ensure the reliability of the download address.

DA ORI AS B P 2 A P 5E, JFAORM(E B . 0 K P HOUIEF AN 25t FRAIE 5 —
BT RIIE B SRR — 2, UERAER AN 7T

This ensures that the information base is secure and reliable, that the
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information base, the certificates issued by the distribution base and the
certificates issued are consistent, that the certificates obtained by the
subscribers are consistent with the certificates issued, and that the certificates

are issued accurately to the individual subscribers

2.1.2 EEEERNIHIRE IR Internal data maintenance of the

information database

CMCA R4t N Bl ek, T Ie o f 8 4D Dy X 2% 2 7] 5 Bl AT R
e F A VE T B B SR R A AR 2 FR B FIE R E B (B8 EVIET) , X
SEIE I FR B HLALE A J5 1) S B e bR AR A AT RE IR v USRS HR I

CMCA will maintain internal data records for all certificate information
(including EV certificates) that has been revoked or denied for suspected
phishing suspect or may be exploited by other fraud , which applicant agencies

identify as possible high - risk certificate applications in future authentication.

FEBEAT B 30 UER CMCA K B NI 5 — L8 my MBS LA 44 B b AT LEXS, &
B FR R W] RE A I 2% 40 A B 4 VR H AR RISV, [ BI7E ARG I B
K AR o m XS S, W DRIE TS AE 25 A AT FR B LA A B AR 15 21 58 0 SR IE

For authentication purposes CMCA the list of applicant institutions is
compared with the list of high-risk institutions, mainly those organizations that
are most likely to be the target of phishing or other identity fraud, which are
automatically marked as "high-risk applicants" at the application stage to
ensure that the identity of the applicant institution before issuance is fully
verified.

XA A

1) HEEF R TEH (APWG) K E MM (APAC) Al
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ORENER TEA Y

2) CMCA ¥t [X Ay ] e 18 31 0 2 £ th sl HAth S 40 J0VE B 1 45 3 OV SSL
SRRIRSS 3% EVSSL 4RRIRSS #AE 0, CMCA KR Su i 4 1) it 2 i 4141
B RIC 9 RS G 7, IF BAE A 5 R0 E XU FRE TS (R K4

These lists of organizations have:

1) Refer to the list of fishing targets published by the International
Anti-Fishing Working Group (APWG) and the China Anti-Fishing Alliance
(APAC) for information;

2) CMCA will revoke their certificates OV SSL global servers and EVSSL
global servers for possible phishing or other identity fraud attacks, and will
mark the organization of these rejected applicants as "high-risk applicants" and

serve as a basis for future identification of high-risk applicants.

CMCA R4 kb e U5 S22 HH AAIE S B

CMCA will reject applications for certificates in a high-risk repository

2.2 {§ B %7 Information publication

2.2.1 CPS #1475 CPS publication

7 CPS 4t 181§ RFC 3647 H. & HESRMFTA NE.

A CPS LA R IR SRS B 542 CMCA Wl E K Afi o

A CPS K AN 28y CMCA 4 BRAB ARV 55 FYFE 2 2K, A A SE T,
PSR HT AR gt o

CMCA 1§ http://www.cabforum.org I & i () & A A BE A T #5245 AR IE
FIREZREOR B BOHT A o WIS A SR AR 2 R 2 A AR A — B, FREERAR
ST A .
This CPS structure is in compliance with RFC 3647 and contains all content

required by it.
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This CPS and related technical support information are released on CMCA
website.

Content released by this CPS constitutes the baseline requirement of CMCA's
global trust certificate business. For any version update, the latest version shall
prevail.

CMCA follows the latest version of baseline requirements for publishing and
managing public trusted certificates released on http://www.cabforum.org. In
event of any inconsistency between this document and the baseline

requirements, the baseline requirements shall prevail.

2.2.2 N {EE2 K%L Publication of public information

HEFZ 5l CMCA Rt B I 7 W sl _E 23 A A SR 10 22 AR5 B

CMCA will publish relevant public information on the website in time

2.2.31\ iF 5 R B9 & 47 Publication of authentication

information

IERAER K MG, TEF3) CMCA Bk EIA R A/ B R W54 F.
[ 4% 2l CMCA JE 2 A B UE 5 A 2803 A B PR 1 1 80 E 15 AT A o [ 3% )
CMCA [#) CRL K Afi il ri3RHL .

IR A DLE H E 5 CMCA P il h 25 ) 545 HAIE H A 515 B
After the certificate is successfully issued, CMCA automatically publishes the
certificate copies to the LDAP server. The digital certificate repealed in
certificate effective date published by CMCA regularly can be obtained from
CRL publication site of CMCA.
The certificate customer can inquire and obtain the relevant certificate

information in CMCA website.
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23 % % B B (8] 5 1 F Time or frequency of
publication

UEF ARG AT i o E # 3 CMCA 15 B % 7x24 /INEFREL CPS.

25 CMCA 5 BUMXTH: CPS #EAT B MRA T4, Fo R A 18] Je g
M E 5 CMCA thiE, Z/DRFEX CPS #HATH & —IK, BIFIHATEH.

TE M3 CMCA I X ot SN BT, e A8 58— I TR) A AR AIE A5k 55 A SR 45

FE 5 CMCA 1 H ik 55 & _EA&F H T H =<, @HAE 24 /N B 3l A
BOFNIE P M SR CRL, RATI MR R%E R, Bal AL RAE# CRL. ik
e P Al EF [E A5 CMCA Wk EE ). T 83k Ll CRL.

CPS are available through the repository as 7X24 service.

CMCA has the right to make changes and upgrades to its CPS, and its
publication time and frequency are determined by CMCA. CMCA will publish the
latest version of CPS on the website, and the related parties of certificate can obtain
CPS through CMCA repository within 7x24 hours. Review the CPS at least once a
year and update as appropriate.

CMCA website will update real time, and will publish the information
related to certificate business in the first time.

CMCA LDAP server updates the LDAP every day, and usually
automatically publishes the latest CRL within 24 hours, and the publication
time is the morning of each day. While the latest CRL can also be published
manually. The certificate customers can inquire, download digital certificate

and CRL on CMCA website.

2.4 {5258l %] Access controls on repositories

2.2 T kA E B AW SR QT B AETER S
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i # 2 CMCA % B 115 E5 [ Fhil A 22 A e v H e, ORIUE R SId 524
¥ E# 2h CMCA A A R4 Red 5 AE b E 72 5 CMCA FE LR 1 23 75 FRCA AN
NfER

The information published in section 2.2 is open and without constraints.

CMCA has set up information access controls and security audit
measures to ensure that only authorized CMCA staff can prepare and modify

CMCA online announcement version and publish the information.
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3. B 4 % B 5 £ 3 Identification and

authentication

3.1 % Naming

3.1.1 ZFRIEA Types of names

FRPEUE ) FARRBIATE, FER S CMCA 25k BIE 15 1) 32 44 4 7 1l L2 3k
Y AMIP A, fr 4 fFE X.500 E S HEL 44 T .
According to the type of certificate subject, the subject name of the certificate
issued by CMCA can be domain name, public network IP, etc. The naming

conforms to the distinguished name specification defined by X.500.

312N BB E N B ZE K Need for names to be

meaningful

DN (Distinguished Name) : ME—B5 %, 7EECFIE 0 L FaEH,
A FHE— AR OIEH FARX 50044 7%, & ZIHE RBUED EIREL S0 H). BH
LR X SIEEREAMRENE.

EV SSLAER R 55 a5 10E 45 5 Bl 44 B (1038 FH 42 R B8 21T P LA BT A 1 3
% AT AU B FARAE B S ) A E

SSLAER Mk 55 #50E -5 (10 B 531 44 B o 038 44 7] LURAT 7 BT i i 3044 B
NWIP, S5 1Z3T 7 B HARE B — e i 55 3 AT E
DN (Distinguished Name) :A unique screening name, in the domain of the
subject name of the digital certificate, is used to uniquely identify the X.500
name of the subject of the certificate. It is necessary to fill in the content which
reflects the true identity of the subject of the certificate and has practical
significance and does not conflict with the law.

The universal name under the discriminated name of EV SSL global server
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certificate can only be domain name of the subscriber organization, which can
be authenticated and certified together with other information of the subscriber.
SSL common name in the screening name of a global server certificate can be

a domain name owned by the subscriber or a public network IP, identified and

authenticated together with other information of the subscriber.

3.1.3iTPRE & {h Anonymity or pseudonymity of

subscriber

FE M5 CMCA s A& (1 a BRASARUE P AN R] LU A B 4% B0 44

The subscribers (certificate applicants) shall not be anonymous or pseudo

314 EBRAERBFHEARHMN Rules for understanding

different forms of names

DN (Distinguished Name) a4 CMCA & X, # LA CPS7.1.
I B
The naming rules for DN (Distinguished Name) are defined by CMCA, as
described in this CPS 7.1

3.1.5 ZFRHME—1E Name uniqueness

CMCA {RUEHZZ A HIIESS, F A H5 4%, /£ CMCA B AEIN 22—,
AR AT YRR S ) AR B ) 44 AN se AR R, (B F- [ —37 7, CMCA "] LAA 3L
ME— 18 5 LR ) B D9 R 8 22 SKAIE S o 24 UES FE o HR AN [FIAT P A AE AR (R 44
I, GG RIS E S, e FEE BN BT B iR 0
CMCA guarantee that the certificate issued by it, its subject screening name, is

unique in CMCA trust domain. Different subscribers' certificates cannot have
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the same subject identification name, but for the same subscriber, CMCA can
use their unique subject identification to issue multiple certificates. When
different subscribers have the same name in the certificate application, follow
the principle that the applicant first uses it first, and then the applicant adds

additional identification information to distinguish it.

316 R B & AN . ¥ 5 #1 /A € Recognition,

Identification and Role of Trademarks

CMCA 25K HAIEF5 ) 3= A4 1) 44 AN BL 25 A AT s B B30 PT RE 0 JLABATL A 49 e
RBLHIE B
CMCA the subject identification name of the certificate issued does not contain
any trademark or information that may constitute infringement on other

institutions.

3.2 BB EHIA Initial identity validation

3.2.1 iERABEFLAEARY 5 3% Method to prove possession

of private key

H[E 25 CMCA g 1 T 2872544 1) PKCS#10 4% :UHIE I8 K, 46 1E
UEH HEE AR .

CMCA should verify that the certificate applicant has the private key by
using the certificate request in PKCS#10 format with digital signature.

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S k4w : 518057 HiE:  0755-66820666
Mdk: www. cmca. net #0022 T3k 187 W



REBHCAHR L

CHINA MOBILE CERTIFICATE AUTHORITY CMCA 2BRE/EUEE ML SHN)

322 A N 3 5 4 89 X 3] Authentication of

organization identity

T PHEHTECMCA R ERIE AR R K I AT, NAREA B S 43 F B 3C
fE AEB RSO, RS R A R [FE AR THAR N ) 54T .
Before applying for a certificate issued CMCA the Global Trust System,
subscribers shall provide valid institutional identity documents, certificate
application documents, and accept the relevant terms of the certificate
application and agree to bear the corresponding responsibilities.

CMCA 32T FIIE B HiE fa, SO 1T P 0 B SR VE kAT B A%, A A
Al EE B YR P F BRI T 22 CA PPl N nl SRR IR, ] SE B0 IR 1) PEA%
BAEE BT R AR ] A5 SRR . s fWcEA SR AL H Y. BdE ]
FIAFE ATV DI A SO G R M) X1 7 Sy i B st T i %, JRIE IR
W5 WL T8 235 RAFAT ) B AL
After CMCA accepts the certificate application , review the identity authenticity
of the subscriber , review the authenticity using the reliable data source (the
data source used needs to be evaluated by CA , including the time of reliable
data source , the frequency of information provided , the purpose of data
collection and provision , public accessibility of data availability , forgery and
tampering difficulties) and properly preserve the subscriber application
materials as agreed by both parties.

CMCARM AT ' B4 )4 i R 4
Whether CMCA or its authorized agency auditing organization meets the
requirements, and the identity authentication methods are as follows:

W55 5 BN GUSCERAT Y BB RE,  JERIT 7 B4 AR BEEAT 26 F i A%
The business receptionist collects the subscriber's application materials and
reviews the subscriber's identity and materials offline.

RAERIE AT 7 HIEE B, RAHZ 72 K8 IR A SR N B Ip AT
SR EGETS
RA the operator to enter the subscriber application information, RA the auditor

to review the operator input information again and assist the subscriber to
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download the certificate

3.2.2.1 54 Identity

NSRS DR YR S RRECE bk, CARIGIE Z AL 4N &
fr Ak, I Hizdhb 2 i ARz gk, CA NAEH B R LA i
[ SCARIGAIE FE NI B F ok, Bl it 5 LR B /b — T i

1. BRGNP IE NG R ROL. AAESOA AT I BUR LI ;

2. & M H AR mT SR R Y B =07 B

3. CA =iffoy CA RELMEE =7 #tAT R il BR

4. IEWIE.

If the Subject Identity Information is to include the name or address of an
organization, the CA SHALL verify he identity and address of the organization
and that the address is the Applicant’s address of existence or operation. The
CA SHALL verify the identity and address of the Applicant using
documentation provided by, or through communication with, at least one of the
following:

1. A government agency in the jurisdiction of the Applicant’s legal creation,
existence, or recognition;

2. A third party database that is periodically updated and considered a
Reliable Data Source;

3. A site visit by the CA or a third party who is acting as an agent for the
CA; or

4. An Attestation Letter.

The CA MAY use the same documentation or communication described in
1 through 4 above to verify both the Applicant’s identity and address.

Alternatively, the CA MAY verify the address of the Applicant (but not the
identity of the Applicant) using a utility bill, bank statement, credit card
statement, government-issued tax document, or other form of identification

that the CA determines to be reliable.

V77 0 75 2 T EVSSLELOVSSL 4 Bk Ik 45 25 iE -5, 7] L [r] CMCA B #
CMCARBLHIAR PRI HE A H1E, CMCARSZ BT 7 B FH I .
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Subscribers who need to apply for EVSSL or OVSSL global server certificates
may submit applications to CMCA or authorized agencies CMCA only accept
applications from institutional subscribers.

EVSSLA 3Kk 55 a5 1iE 15 A B & Web ik 55 2 3844, I A2 AN RE AL &8 I
£, ASZERIPHIYE R B, EVSSLAERIRSS ek 17T L2 Bid A4 sl 2 45 A4 E 1
EVSSL global server certificate can only be the domain name of the Web
server, and the domain name cannot contain wildcard *, the application for IP
address is not accepted, EVSSL the global server certificate can be a single
domain name or multi-domain name certificate.

OVSSL BRIk S5 AHUEFS Al VR & Bl 44 . 23844 . BECAFIEF . 2K IP Ak
Fi. T HiE EVSSL. OVSSL BRIk %s fuEfiiy, MRS an kL
OVSSL global server certificate may contain single domain name,
multi-domain name, wildcard certificate, public network I[P certificate.

Subscribers apply EVSSL . OVSSL global server certificates, the following

information should be submitted:

EV SSL iFfi OV SSL i
1 CMCA ARG (TR RIEH iR
2 Z/b—FHUE EAE R R CREPRAGOL N 75 85N A AR AL IR
3 WEF % S (Certificate Signing Request, CSR 3(44)

TR By B AU BEA% S A, ml:
flAR¥E CA/B i1z EVSSL ik

Xt I TR A4 [ BT AT i 44 22 1) 12 AL

4 R | M EOE Y SR CAB 1A AT A 4
I %5 1) SR v AT AR 78 5T \
W 1P FIE B
{58
EV SSL certificates OV SSL certificates
1 CMCA Global Trust System Certificate Request Form
) At least one institutional information certificate (additional other
institutional documents in special circumstances )
3 Certificate Signing Request, CSR file
4 Lawyer Letter and Lawyer Valid proof of control over all

Qualification Documents,Or | namespaces corresponding to a
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other supplementary top-level domain name or proof of
documents approved under | ownership of a public network IP
the CA/B Forum EVSSL endorsed CA/B the Forum.

Certificate requirements

CMCARRX & S 03« k5 B . B G BEHAT SR, EEX A4
IP XX CSREMMEFAT S . FLEE TR, AR R W
CMCA also identifies domain name, IP, national information, in addition to
applicant identity, address information, and CSR compliance. The identification
requirements, process and methods are listed below:
1. B
o Tkl AL HSHIPA
(1) FAF A E VRN EITAAHL, SRS A HBURN RV
(2) WENRNE RIEMR R A BE M 2 7]
(3) AEHALYENA B TR0 S, KRB BB F;
(4) ZBDH—DEFA MR BAE,
(5) TETT ' HIE M ) o b 2T BH Aff A7 R4 AR R
(6) A EH)E NI i,
(7D HURE N ECE V37 BT B £ 035 0 VP CARE AIE i 1R [ 5K
(8) AEHEHBURN B A B F,
1. Organization
® Enterprises, organizations, social teams
(1)Legal organizations recognized by local regulators or licensed by
local governments;
( 2 ) A registered representative office or registered company

recognized by a regulatory body;

(3) Not included in the "closure invalidation

," expiration" and
"breach of trust" lists of organ|zat|ons/regulators;

(4) At least one duly authorized representative;

(5)The authorized representative of the unit must be specified in the
subscriber application materials;

(6) Have a business premises:

(7) Country where agency registration or business place location
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law permits CA to issue a certificate;
(8) Government blacklist not in China.
® BUNHLK: bt %R, BiSs RS, N LR SR
(1) Gl E gz IR REAt A 57,
(2) FrEEZRRVFCAZRKIUET:  (3) AEH EBUN BL BT,
® Government agencies, such as the Public Security Bureau and the
Tax Bureau, should meet the following conditions:

(1) Established by superiors according to their functions;

(2) Country allows the CA to issue a certificate;

(3) Government blacklist not in China.

o [HrA1Z

(1) H— EBUMHIEE AL AN TG MBI RPLAY . CABR
I e ar DL FRIE EVAIE I E BR AL 513K 5

(2) [E BRULF 5 B 78 i 2 20 58 FCMCA M Z FE A E MK 55 BN T
CMCAZUFIE A Rt s

(3) HEEsHUABEAEATFBUM PP I ZE B2 5 (Nt Sy 2kis) b K
TR B3 SRR AR A AE T K B ] B EVAIE S .

® international organization

(1) Private fund , consortium or equivalent institution signed by a
government body of a State .The CAB Forum maintains a list of international
agencies that can apply for EV certificates;

(2) The location of the headquarters of an international institution
must allow CMCA to engage in e-certification operations or to recognize the
validity CMCA digital certificates;

(3) International agencies can not be on prohibited lists (such as
trade embargoes) listed by any Government. A subsidiary or branch may also
apply for a EV certificate in accordance with the requirements of the
guidelines.

2. 4 KIP

2. Domain Name and IP

(1) HiEHUEMHAEVSSLIE i 3844 . OVSSLIE- 44 s
WP BT AT A BME — i AL

(1) The applicant has the ownership or sole right to use the domain
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name in the EVSSL certificate, the domain name in the OVSSL certificate or
the public network IP;
(2) WA EME SR ATFAEWHOISE &, A5 HENMAFR. Hotik
MR 73 WA EME EEH (whois) Ihfig, 15257 EE 4 U i
ZUEME TR, A IRAL M R S AR AL R B 3 A R E A
UE 5 B8 & B SEA A i 44 o [FIIE, CMCAYEIGIE FE AT I 44 16 i B el )
B B SR M SMSECE RER — MBENVE CHRCH N A Z BN E
TFHE30KR, BAEREASHFHBAE AL K4S BOHEETHR A A2 ME— ). ) RIEER I
EA°3 VNS € R EREA IR IR DR N TR =
(2) The domain name registration information should be made

public in the WHOIS database, including the name, address and contact
information of the applicant; through the domain name registration information
query (whois) function, the domain name registrant information of the domain
name certificate applied for is obtained, and the domain name registrant is
consistent with the domain name certificate applicant. Meanwhile, CMCA wiill
verify the applicant's ownership or control of the domain name: a random value
(valid for 30 days from the date that the random value was generated and
unique in each e-mail, fax, text message, or postal mail) by letter, fax, SMS, or
mail. ) sent to the domain name contact and received a confirmation reply
using the random value.

A HE IR A 5 R0 A4 It s 44 EEBUAEBL. B A A AR b, WICMCAZ:
BT Z E WA, Rl m KRR B EREAT EERE,  PAR; IEAR AR VE AL F IR

If the domain name of the application certificate is similar to the domain
name of the well-known website or contains a well-known trademark, CMCA
will conduct a multi-level review and compare it through the high-risk
information base to prevent similar fraud domain name application certificate.

XTTAMIPRISER, @S5k, £ H. SMSEH HSEME —MEUE B R0
NP AZEENUE T a30K, HAEREAS M7 HEfE . AR R4S BCHEEHE A4 o /2 pE
—H. D RIEGIPHIMEER RN, FFUSEE FHZBEHE RIf AR R, DU IE FE A
X IP b P 425 Il AL o

To identify a public IP, a random value (valid for 30 days from the date the
random value is generated and unique in each e-mail, fax, text message, or
post) is sent by letter, fax, SMS, or mail. Send to the IP address contact and

receive a confirmation reply using the random value to verify the applicant's
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control over the |P address.

an R R I A AT AL IR T, CMCAKE S 7 LA 1) — 44 o T 2 384400k
i, CMCAREXT BT A FI4E 344 HEAT 2593 o

If you apply for a generic domain name certificate, CMCA will identify the
secondary domain name it owns. For multi-domain certificates, CMCA will
identify all listed domain names.

3. AT IR AP RN

3. Application Agency Role

FA U L A0 B A

The applicant needs the following roles :

v &N FiERMET NG

Vo OHRTEBAN: FFIERALR TE AN, B S B R AR PR R

UES AR AT A — D RSB A B, A Lol ik 2 > AR 58
o DL b A 0 B B R HR SR B B AR BN, HR 7 B 75 A A A A
TS B SEHERA I ACMCAIA T 1) 77 20 CRAFIEANR VM A & L FEIHEAN
HE METHETR) HTEY, WTALKHIEAGERE, CMCAFRHEL
Hg, IR AT #EAT A .

MAFEHINIE: ERAMIE. 7%,

v Application agent : applicant

v' Confirmation person: the person in charge of the applicant to
confirm the accuracy and validity of the application information

The certificate applicant may authorize one person to complete all roles or
by multiple individuals respectively. The above role must be the employee or
authorized agent of the applicant. The applicant unit shall confirm the
authenticity and accuracy of the application role information through CMCA
approval (including but not limited to the registered official seal, registered
legal person seal , role fingerprints , etc .) . For the false application role
information, CMCA has the right to refuse the application and revoke the
issued certificate .

Personal identity certification: resident ID card , passport , etc .

4, CSRFF &M% 7ICSR conformity identification

SFFCSRYMHI AR X EAE, CSRENERAG SHERPHHIERER
—H, RGFFEMHXHTE, HDNRIGF S, FFoeE 2 S AE R,

The identification of CSR files mainly includes whether the information in
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the CSR is consistent with the application information in the application form,
whether it conforms to the relevant specifications, such as the order of DN, and
verifies whether it has a private key.

5. EVSSL. OVSSL&BkkS s APEF 2K

5. Distribution EVSSL . OVSSL Global Server Certificate Public Key

Certificate

6- CMCANIT P 2R AFIIET:, I AR5 208 25 K i A PIIEF 2 4]

BT
6. CMCA issue the public key certificate for the subscriber and deliver the
issued public key certificate to the subscriber by mail.

3.2.2.2 DBA/@ Z#R #9445 DBA/tradename

FAEP S 2 DBA 8R4 FR, CMCA il LL R 5 20 (1) 28 20— Fh
I\ HH A WUE FH 1% DBA Bl K .
1) BUMFHLR AL A AT E B H i 3 VR 0L . AAE BN AT I ROy

2) WEEREWERE XS E R, SN AN A EE AR

3) SHTTEBIE DBA HUR LA FRHIBUNHLA 74 8

4) ML SO RS, Bk

5) ALK ARAT XU F R ARAIK S BUFRE R IS5 S E CA A

9] FE I Hopth By A IE M

If the certificate subject contains a DBA or tradename, the CA or the
authorized RA shall verify the applicant's right to use the DBA or tradename
using at least one of the following ways.

1) Valid documents provided by a government agency in the jurisdiction of
the applicant's legal creation, existence, or recognition.

2) A reliable data source. (eg: Dun & Bradstreet, Ministry of Commerce
Foreign trade operator registration)

3) Communication with a government agency responsible for the
management of such DBAs or tradenames;

4) An Attestation Letter accompanied by documentary support; or

5) A utility bill, bank statement, credit card statement, government-issued tax
document, or other form of identification that the CA determines to be

reliable.
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3.2.2.3 EBIWIE Verification of Country

AR AL E SR T, CMCAYG I PL T J7 Urh i 22— Fhodi AT B X
HES 8
1) R BUE S = 05 B0 A ) 9 35 DNS 1E 38 52 78 IO P b bk 55 H 35 3 19 1P ik Sk
AT E 5, F R B S AP bR 72 [ 5 i N SeBr AT e E — 2
2) IiERIEA HIccTLD
3) HATEMHAIRILRIE R
4) B ASCEE3.2.2. M HEE AL UG UE IS BT E E KA .

If the certificate subject contains an option of country, the CA or the authorized
RA shall verify the country using one of the following ways.

(1) Confirm the host country by checking the IP address displayed by
the DNS record of the website or the IP address of the applicant through an
authoritative third-party database, and ensure that the country where the
applicant's IP address is located is consistent with the actual country where the
applicant is located.

(2) The ccTLD of the requested domain name.

(3) Information provided by the domain name registrar.

(4) Confirm the country through the information provided by the applicant in
Section 3.2.2.1 of this CPS.

3.2.2.4 HZ BN T 5] Validation of Domain Authorization or Control

XTI ISR AR, A 90 0E ) SEAAR AT DU G # BB A A L T m B E A A,
CMCAKER I LA T %500 5 s ) —Ffr, - ol 3 5 40 123804 .

For the verification of a domain name, the verified entity may be the
applicant's parent company, subsidiary company or affiliate, and the CA or the
authorized RA shall adopt one of the following authentication methods to
confirm that the applicant owns the domain name.

1) ZMEE3.2.2.9775 B ARtk R AN S 00 7732, Il w407 O EFEALE
SN G FUS — MG T Z BE LA R A R B, DL 3 AXTFQDNI BT A AL [
PUAR 2 200 3% B WHOIS T T 2% 58 B4k 4% K R N - BB AR k. CRR s
Baseline Requirements v1.7.6%53.2.2.4. 235, 4 3&1IF J515)
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2)

S8 553.2.2.995 I AE M AR S8 ) v, B R 5 SOR EBE AL,
IR M — A A BE LA B AR B, A HE AT FQDNI T AL . Bl
LA @ 200 & 3% 2 b5 R v 34 B0 R N I B #E £ 3k "adimn’,
‘adiministrator’,’'webmaster’,’hostmaster’' = ‘postmaster’, j5 i/ (‘@”) ZJ5
IRERZRIE4 . (fkiEBaseline Requirements v1.7.6 £53.2.2.4.4 /{154 5
WEJ775)

ke . well-known/ pki-validation” H 3% '~ X} 29 % {5 2t 47 243, #filiT
FXTFQDNIEIFTE R .  (fk#EBaseline Requirements v1.7.6 553.2.2.4.181
WA B )

JEIT7EDNS CNAME. TXTE(CAAILRH e SAA1E T2 E MBENE, CARfA
PR AR . ER: 1) BBIRA: 852 — DT L P RIZ 55
LB 44434, (fk#EBaseline Requirements v1.7.6 #53.2.2.4.7 /{35 4
B UE 5D

RIRERAIE 7 B BB A RO AR BEN LB TT 46 30K
CMCAAA.onion i 844 25 ke SSLABR R 55 w7 E 15

As per the procedure of Verification and the Verification and Authentication
of Email Address in section 3.2.2.9, send a random value by email, and
receive a confirming response using the random value to confirm the
applicant's ownership of the FQDN. The random value must be sent to the
domain name contact email address registered by WHOIS. (Based on the
domain name validation method of Baseline Requirements v1.7.6 Section
3.2.2.4.2)

As per the procedure of Verification and the Verification and Authentication
of Email Address in section 3.2.2.9, send a random value by email, and
receive a confirming response using the random value to confirm the
applicant's ownership of the FQDN. The random value must be sent to the
email address identified as the domain name contact or created by using '
admin,' administrator',’ webmaster', hostmaster' or ' postmaster’, followed
by the at-sign("Q"), followed by an authorized domain name. (Based on the
domain name validation method of Baseline Requirements v1.7.6 Section
3.2.2.4.4)

Confirm the subscriber's ownership of the FQDN by making changes to the

agreedinformation under the "/. well-known/pki-validation"directory. (Based
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on the domain name validation method of Baseline Requirements v1.7.6
Section 3.2.2.4.18)

4) Confirm the subscriber's ownership of the domain name by confirming the
presence of a negotiated random value in a DNS CNAME, TXT or CAA
record.

Requirements:1) authorized domain name; or 2) an authorized domain name

with a prefix starting with underline character. (Based on the validation method

of domain name in Baseline Requirements v1.7.6 Section 3.2.2.4.7).

The random value used in the above validation method remains valid for no

more than30 days from the time of creation. CMCA does not issue SSL Global

Server Certificates for domain names in the form of. onion.

3.2.2.5 IP #utit R936IF Verification of IP address

AWyt CMCA HIF 43K IRSIETS, CMCA REEGAIE H 5 A% 1P Hadik ()
P B, 1P bk 42 AR J7 iR A8 A an 7 5

WA ALH. SMS B MR — NEENUE (A RO A ZBEHLE
TFaG 30 K, HAERASHTHIME. AL H . S s BBUR o2 — . D Rk
IP bk RN, FCEE A BEAUE R BN R, BLEGAIE FH i A 1P ik 42
HIR, M BR &7 3.2.2.5.2 #447 .
CMCA will verify the applicant's ownership or control of the IP address if the
organization applies to CMCA for a global service certificate, |IP address
control verification methods use the following:
A random value (valid for 30 days from the date the random value is generated
and unique in each e-mail, fax, text message, or post) by letter, SMS, or post.)
sent to the IP address contact and received a confirmation reply using the
random value to verify the applicant's control over the IP address, executed in

accordance with section BR 3.2.2.5.2
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3.2.2.6 B EFEI8 T Wildcard domain validation

X T EC T N B R TR A4 1 R, BRAE 3 Be 88 A R0k B0 T
ZIZIEAL A fn 4 SR E SR, S0 CMCA KR Z K i . AR, I
L 3.2.2.4 v (1) 5553 7 FORAZ S BC AT A I B4R A% B s e BOEN, IR
TZHEE .

For applications directly connected to the top domain name on the right side of
the wildcard "*", CMCA will reject the application unless the applicant can

effectively prove its control over all namespace of the top domain name. At the
same time, the authentication in 3.2.2.4 will verify that the domain name on the

right side of the wildcard is effectively registered and belongs to the applicant
3.2.2.7 BUERAY M Accuracy of data sources

CMCA SR HERf . AT EERY 2 =7 BER ISR I UEIE 15 RIS # 105 8 . FEiLH%
e MR — VR 2 BT, CMCA 2 2 H I V5 A AT ARk B e v 428 LA
S S SO O & AT VR . K5 LA LA T T -

1) Prig s SRR

2) ZBARE T R, i DR DR BE R

3) BHEMIGLNTT, PALEHEIER H 1

4) Blla i AR I R RT 5 e A

5) Py Bl 5 e s B AR

X SSL AR B SG IR B U, A5 3R AT AT OB SO I (R AN 825
K, MRS,
CMCA uses accurate and reliable third - party data sources to verify the
information of certificate applicants. CMCA evaluates the dependence on the
data source, the accuracy of the data , and data change and forgery resistance
before choosing whether to rely on a data source.The following aspects will be
considered:

1) Years of information provided;
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2) The frequency of data source updates to ensure that data is kept up to
date;
3) The supply side of the data and the purpose of data collection;
4) Open availability and accessibility;
5) Difficulty in falsifying or altering data
For data sources that validate SSL certificates, you can reuse data or files that

are dependent for no more than 825 days.
3.2.2.8 CAA ig5 CAA records

CMCA &t RFC 8659 I ZZK 1T CAA LKk

T3 CMCA HHE 2 ER{GEIE TS, CMCA & #IT &5 A 182N CA HL
¥y, Bkl i) CAA AJTEEARAWT, WiifiT 7 H1EE CAHLK, Tl CMCA
WA ZEIER R, RZ, CMCA IEHZIIEFL S HiE. R RIES,
WZRAE CAA LK) TTL a1 5G 8 /NP (PR TR .

CMCA CAA record verification according to the requirements of the RFC
8659.
The subscriber applies to CMCA for a global trust certificate, CMCA will inquire
whether the subscriber has a designated CA agency, specifically through the
query CAA public data to judge, if the subscriber has a designated CA agency,
CMCA will no longer accept the certificate application; Conversely, the normal
acceptance of certificate business applications. if a certificate is issued, it must

be within the TTL time or 8 hours of the CAA record (the greater one).

323 M A B4 H X 5] Authentication of Individual

Identity

CMCA AR NAEFNV S5, B 7 BRI Al FE SR BN 511
S50, T EBE) CMCA FHAZIHIESS BE G B SR I SRS 825 —

/
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CMCA objects individual certificate business. This requirement is only targeted

for identity authentication of authorized clerks for corporate application. CMCA
will check whether the certificate applicant information is consistent with the 1D

card information provided, and file the digital certificate applicant ID card.

3.2.4 5 W IEHIT P {5 2 Subscriber information not

validated

CMCA 2K HIEHAE B RE T KAERI1E B .

The certificate information issued by CMCA has no unverified information.

3.2.5 24N Validation of Authority

MG E R HLWT 7 IS UE T, 752 R 2 9% IR (5 2 LRI
TEH RS OIREALPMN R . CMCA A SHEMIAMZIAUE R, IS RBUE
BZERAT

IR I N TP BAE A5V S5 I, N 3 AT A SRR AR 2 A CPS
FHIRER

CMCA oV HiF & fR 2 ML AR HEIE T . 2 H s LA DR 2048 ik
FHAEN, MARZAEZIRE N J SN AR A SEASEF HFTER . AR HE
BN THAE RIS, [ I 2 SR SRR AN R RIE H
When the applicant applies for a certificate on behalf of the organization
subscribers, sufficient certification information is required to demonstrate
whether the applicant has been authorized by the organization. CMCA has
the responsibility to confirm the authorization information and properly
preserve the authorization information .

When the agency authorizes the handler to engage in certificate business, the

verification procedure should refer to equirements of this CPS.
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CMCA gives its consent to applicants to designate independent individuals to
apply for certificates. In case the applicant appoints the certificate applicant in
writing, submission of certification application request by people other than the
designated clerks is prohibited. Upon receipt of the written request confirmed
by the applicant, the applicant shall be provided with a list of its authorized

personnel.

3.2.6 E#{E}EN Interoperational guidelines

XT3 CMCA B4R R T B OV iE+ & EV iE+), CMCA Z&#HXFiT
P B RERRE, B ARFEHAMN AT DT .

CMCA A FATAAE XANTEN S5, A RATATAE SGAUE BIIE TS .
For applying for OV certificates and EV certificates under CMCA Global Trust
System, CMCA undertakes the identification function of subscriber identity and
temporarily does not entrust other agencies to perform this responsibility .
CMCA refrains from covering any cross-certification business, and does not

issue any cross-certified certificates.

S3EHMIBE Kk B R 1R 5 £ 7 Identification and

authentication for renewal request

FEAT R RIART, 107 F ESATH AUESS PLORFFUE 508 A St . e
RS YA E B, NSRS, P E%S CMCA —
FESRAT P A AR R E P RS, RS SE () 4.7) 5 Tk
FEEH”, CMCA B ASCRFIZMRSS, 2/ g ERnEfn, 5B S5
R, LRGS0 IR D RIESS AR B R (A 4.1) , JF b E#23) CMCA st
BB % o

Before the subscriber certificate expires, the subscriber needs to obtain a
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new certificate to maintain the continuity of the certificate use. Certificate
Update requests include both Key Update and Certificate Update. For key
update, CMCA generally requires subscribers to produce a new key pair
instead of expired key with specific reference (as 4.7), CMCA will not complete
the certificate update form and submit the information (as 4.1) and reviewed by
CMCA or its authorized authority.

P S AIE 5 B8 S HAE — N IE BAEROR B AR o 75 HE —ANniE
Foly, AR R B b EA ) CMCA B L BFIEF R 5536 5, 5 LRA i
5 R pENYSS, HEDER G R, o TR E AR R, 1T BRI
PR EY7 10 E #2 5 CMCA B ML FRIE 3 IR 55 3 s AR R IR 95 0T, B
P LRA B, B2 EHEHE HIEEE, REBFRBAT A XRER.
Key updates and certificate updates are technically different from applying for
a new certificate. When applying for a new certificate, the certificate subscriber
must go to the certificate service site of the CMCA or its registered institution,
or LRA the service point to fill in the necessary application information; As
regards key and certificate renewal, subscriber also needs to access
corresponding service webpage of the certificate service site of CMCA or its
registration agency, or log on LRA site to handle it, but the customer shall not
fill in the application information, and the system will automatically obtain the
subscriber’s relevant information.

XF T E 23 CMCA HIIEF RN S5, AR+ ROH 2T A feil i %5
SR EGE B AR AR E . FARZANES &R . BRARERIET
A, 5 AEIEFAA RN R, ASseisd s HnE R R3S A A R 2R K
& R ANET &R
For the certification business of CMCA, certificates with the same issuer,
subject name and certificate purpose can only be issued by key update or
certificate update before the expiration of the certificate validity period. Unless
the certificate is revoked first, the certificate with the same issuer, subject

name and certificate purpose cannot be obtained by applying for a new
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certificate before the expiration of the certificate.

SB1E N EHMBHWHIRE X 5 Identification and

authentication for renewal request

AT IEB R R 5 B s P SR S AL, R SR
2 [E 25 CMCA SRR R — oy 1-2 48, AR AR 825 K.
IERERT— A, FE3 CMCA SI-EAHE T RG & AT IUE T EH .
UEF 2 7 AR EEHHIE S, SHEUEF R, 2G5 47 I Uk 2D PRI ST AH
Kutkk ([ 3.2) , Il EE) CMCA BB # % .
Prior to the expiry of the subscriber certificate, the subscriber needs to obtain
the new certificate to keep the certificate usage continuity.
The certificate issued by CMCA is generally 1 - 2 years, not more than 825
days .
One month before the certificate expires, CMCA reminds the certificate holder
to make the certificate update .
Certificate customer applies for renewal certificate, fill out certificate update
form, submit relevant information according to initial authentication step (same

as 3.2), and be reviewed by CMCA or its authorized organization.

332 EH A IR 5 X 7 Identification and
authentication for renewal after revocation
RS J5 BRTAIE 5 0 250 BT A BT A FAEH G T IR 3.2 R 5E A S RAE TS o

The revoked certificate must regenerate the new public-private key pair and

apply for the new certificate in accordance with 3.2.
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343 EHEFEXKBMHZEIRE X 5 dentification and

authentication for revocation request

3.4.11FBBETE R Certificate revocation condition

WA NHE RAUESS, SR G S0 s AR [F R,
3.2,

e CMCA gkt M, il F A BT A CPS Frile i) 355, WA
TEXTT P G AT AR IR AT S B CA\RA K H I 85 # 4 8H AH . IR request
LR AETE PR R 2 H CARA FAKER 4.

Subscriber himself applies for revocation of the certificate, its identity using the
same process of initial identification, see 3.2 for details.

When CMCA initiates the revocation, if the subscriber fails to fulfill the
obligations stipulated in this CPS, there is no need to identify and identify the
subscriber identity. The revocation operation issued by the CA\RA should have
the corresponding request record to identify the revocation initiated by the

CA\RA subject.

3.4.2 B$H¥1E Revocation operation

UEF 2 B RAIE I, HEIERREFIER, B —Erir, kg,
MR, (A, mrh [EF5) CMCA BB HEAS, Jf it E 3 CMCA 5
FAB UL 4% o
When the certificate customer applies for revocation of the certificate, fill in the
certificate revocation application form and submit it to the CMCA or its
authorized agency by certain means, such as mail, mail, fax, etc., and be

examined by the CMCA or its authorized agency.
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4. PG EHARIEEK Certificate life cycle

operational requirements
4.1 JEH EiF Certificate application

4.1.13E B B iF 5L &£ Who Can Submit a Certificate

Application

IR 3 SEAR AL AR S AN EA MR N A LN CRFEEZLG A
A2 BIARSE
Certificate application entities compose of individuals and organizations with
independent legal personality (including state agencies, enterprises,

institutions, and social organizations and so on.)

412X i+ 38 5 | £ Enroliment process and

responsibilities

HEE N FG 7T P . CP LAk CPS S8 3CH215E RFH I, il 2 X
HoR TR @ VG . BOF. SO FIHE ORI OR N 25

HIiE 3 N A] CMCA 3 AZUE S HE R S ROIE W] SCfF, AT 9 B R HE
HOE T RAEESZAT
The applicant shall have prior knowledge of the matters stipulated in the
Subscriber Agreement, CP and this CPS, in particular those relating to the
scope of application, rights, obligations and guarantees of the certificate.
Applicants should submit a certificate application form and corresponding
supporting documents to CMCA, which means that the applicant has

understood and accepted the subscriber agreement.

FEMURAEFZHT, CA MM FHIE NALTRF LA T S
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1. IEIER, ATRZHTH); A

2. EPATRITT U ERAE 25K, AT AR R T

CA ERTF CA 1l E I X LR I 5 HAT AT HoAt ST A«

FEMURUEPZ 1T, CA N EARKSIE M HE NI BRI I8 K, IE HE
ALV 77 U L $RACRI/ERAE 2 . i S L AR B s AR HIE A
S AR IE S BT 3K, BLA FIE N BACER Fs N HGIE B 2 i i B 15 S
e IEFAI .

Prior to the issuance of a Certificate, the CA SHALL obtain the following

documentation from the Applicant:

1. A certificate request, which may be electronic; and

2. An executed Subscriber Agreement or Terms of Use, which may be
electronic.

The CA SHOULD obtain any additional documentation the CA determines
necessary to meet these Requirements.

Prior to the issuance of a Certificate, the CA SHALL obtain from the Applicant
a certificate request in a form. The certificate request MAY be made, submitted
and/or signed electronically. The certificate request MUST contain a request
from, or on behalf of, the Applicant for the issuance of a Certificate, and a
certification by, or on behalf of, the Applicant that all of the information
contained therein is correct.

1. m&T ]

B AT 7 RV RS UE TS SE A4, 23T 7 A iR FIE R 2 A CPS S 5%
[RICPH FIT R AR 2 53415 55 (ARCPS K AHKCP A A fECMCAM Y, ), Jf
AL 3. 2. 20 E R SR AL LS . HERR B RIS R R (R NRILHE T
BeA0E) WRE, WG RIAICMCASRBLESE . e BANEMKGE R, BiEa ik
A, TSI . CMCABKE CMCAR LA B LA AR 2, 3T 7
LA FEAR N VAR R DT . 3T P A SRR HAAE HE A 22 4.

1. Subscribers

The subscribers, the entity applying for the Certificate, shall expres s ly
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express its willingness to accept relevant responsibilities and obligations under
this CPS and related CP (this CPS and relevant CP are published on CMCA
website) and shall provide true and accurate application information as
required by 3.2.2. According to Electronic Signature Law of the People's Republic of China, If
the applicant fails to provide true, complete and accurate information to CMCA, or has other faults,
causing losses to the electronic signature relying party, CMCA or the agent authorized by CMCA,
the subscriber shall bear corresponding legal and compensation liabilities. The subscriber
has the responsibility to secure the certificate private key that it owns .
2. NIEAENLAY

X T ARG RIUET, CMCARERZ —ACA, RNt & 7ML #HR
€, Wil Al LE#EIAICMCA RIS IEFS, HCMCA® 111 715 B IF AT 7 #iE
Ko VEMALRIRIAT PR AE ) B 0015 B2 M0 3.2. 20 Z R BT %577, CMCAXY i
S JE BT PR RUETS . CMCAE Y B FINIENLA, N3 OREIE5 1T B S
& o CMCASAL B ABEHLAY MLAE T 24 I [ALEAIE T 7 B (S SRS ECMCA, - [R]IS
N8 AT ACPSH BT L E AR K 51T 5 X 55 -
2. Certification and Registration Authority
CMCA is not only a CA, but also a registered institution for global trust system
certificates. For example, subscribers can apply for certificates directly from
CMCA, and the subscriber information is audited by CMCA and the
subscriber's request is processed. According to the requirements of 3.2.2, the
registered institution identifies the identity information provided by the
subscriber CMCA issues a certificate to the authenticated subscriber. CMCA
as an electronic certification body, the certificate subscriber application
information should be properly kept. CMCA authorized agency shall file the

information of the certificate subscriber at the appropriate time CMCA, and

shall fulfill the relevant responsibilities and obligations stipulated in this CPS.
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4.2 1P T Certificate Application Processing

4.21# 171R 3 5 X 5l Ih & Performing identification

and authentication functions

1. CMCA AP+ H i £ /0 F 20 E 3 N AlE A (5 Bk 5 BRI
BRAET . o fE B B RIIERT BLH R — A5 EERIEB ANRAFREYE
FREIEE. B RRIEIR T &
1.At least three trusted roles need to be set up CMCA processing certificate
applications: information collection, information validation, and issuance of
certificates. Where information collection, information verification can be
completed by the same person; but the issuing certificate personnel need to be

separated from information collection, information verification responsibilities.

20 TR B AL, ZERAEH N S /XS GG B 2 4

1) Xt FTE FH LASSIE RS UET B 5 B #-1T Bk, Ak
RIS BB i — P RAEE B

2) WA IR ) 0] R S 75 A5 2t — 3k, CMCAWL AU HiE
BULAE BRREE N FIE H i N B ARG A B R IR IS i — 2P Bk i 5%
BLaGEHE

3) CMCALZIRIE AR I SR FRIE A SR S BB R, 2 DLAA IR
R EF AL B CMCA T A BN K IR AR 15 B, S ICMCAK 4R 441k 15 (1)
% FE 18 H1 AL 5

4) T HE Iy BT A BB Ba ik B Rk N S8 H TR S AN 2 CMCAR B 77 15
5, WACMCAK & A IE YR )I. B8 &0k b ae 71N 7= 58
PR A A R AR AR IR . CAIE I DA R 7T &8 R i 5 R R R A

4.1) BB BERIA RN 25

4.2) WA ITE F e I AREEN LA SE B P 2R, CMCAR AZAREEL
Mk E S R, I B EZAEHbs i I CMCA H A% 2K

5) 14 CA/BForum #4851, CMCA TEHAT IRAIAI SRR 510, 0t

BRI A (5 BT CAA 2], CMCA =& fliT 2 5 E a2 CA L,
AR A i) CAA AJHEERE KA, tHiT 7 A Tae€ CA N, W CMCA #A
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HEIE BT, &k, CMCA IEHZHUEF S HE. RS RIET, W
£ CAA LM TTL B [E]EL 8 /N Y (PR B RE D) o FHAEH il AR

2.For certificate application processing, certificate issuing personnel shall

make final review on the basis of application agency information:

1 ) Review all information and documents used to verify the
application agency certificate application , to find conflicting information or
information requiring further verification ;

2) If the questions raised by the reviewer do need to be further
verified , CMCA must obtain further verified data or evidence from the
application agency , the agreement sig nat ory , the application approv er or
other qualified independent sources of information ;

3) CMCA must ensure that the information and information collected
in connection with the certificate application is sufficient to ensure that the
certificate issued does not contain CMCA known or detected error information,
otherwise CMCA will reject the certificate application and notify the applicant;

4) Where part or all of the authentication content is in a language that
is not the official language of CMCA, the final cross-audit and due diligence will
be completed using appropriately trained personnel with sufficient experience
and judgment. CA perform cross-checking and due diligence by:

4.1) Material content dependent on translation;

4.2)Relying on an agent with this language capability to complete this
step , CMCA reviews the inspection results of the agents , and reviews CMCA
self - audit requirements in the certificate criteria .

5) According to the relevant guidance of CA/BForum , CMCA will CAA

query the domain name information submitted by the customer when
performing the identification and identification responsibilities, CMCA will
inquire whether the subscriber has a designated CA institution , and judge by
inquiring the CAA public data . If the subscriber has a designated CA institution,
CMCA will no longer accept the certificate application ; otherwise , CMCA
normally accepts the certificate business application .If a certificate is issued ,
it must be within TTL or 8 hours of CAA (larger) .

And reflected in the audit records.
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CMCA 2 57 iy MBS IE 51 KA g iEA L 1 -

1. AL MR AR, IREUE B RIE O EAR T A . B
TABE] T ST 2 RS BUFH . BRI A THRESS

2. T H A v XS IS AR AL, CMCA A E B AR+ H i BR
TR AL SRAEAT R

X CLAE AR S B N AR v XU s A SR BEAT B A%, I BLAE SR

H, IFRIGE H 173 CMCA 3 BUE £ iy 85 IR 15 H S Bl S5 L a4 (1 S ik

kL

CMCA establish additional verification mechanisms for high-risk certificate

requests:

1) Establish a list of high-risk applicants and access to information includes,
but is not limited to, anti-fishing unions, anti-virus manufacturers,
government agencies responsible for cybersecurity, public media
coverage, etc;

2) For institutions appearing on the list of high risk applicants, CMCA has the
right to directly reject certificate applications or to provide additional
verification materials ,Certificate issued should also be regularly reviewed
based on the list of high - risk applicants , if appearing in the list and take
appropriate action CMCA has the right to directly revoke the certificate

application or request them to provide additional verification materials .

4.2.2CMCA iE ¥ H iF it # 0 35 4& Approval and

rejection of certificate application

CMCANEAE S BRI I 8] P9 58 IR+ B AL BE . E B 1R I Rk 55 42 B e
RS, 1-3 D TAE H AP TE R . EVSSLAERIR ST A UE 15 AL BEAIE 5 F 37
N TAANEE S TAEH , Rk DU KA 1040 TAFEH

CMCASR 25 B & A B AR T IE S

CMCAJEA % &4 Py RiEs.
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CMCA will complete the certificate application processing within a
reasonable time. If the information submitted by the applicant is complete and
approved, the processing is completed within 1-3 working days .EVSSL Global
Ser ver Certificate Processing Certificate Application does not exceed 5
working days and 1 0 working days in special cases.

CMCA refused to issue certificates containing internal names.

CMCA refused to issue a certificate containing anonymity and

pseudonym.

4.2.3 S IEE P B iERYEFIE) Time to process certificate

applications

FEUEF HEERAC GRS 2R A & ER SO T,  CMCA £ 3 M TAFH N
SERRETS TG AIALEE, EV SSL A BRAR 55 S IE15 A PRAEFS F i I (8] ANk 6 ST
TEH, FIRTE AR 10 M TEH.

If the certificate applicant submits complete information and meets the
requirements, CMCA will complete the processing of the certificate application
within 3 working days , and the EV SSL Global Ser ver certificate processing
certificate application time is not more than 5 working days , and not more than

1 0 working days in special circumstances .

4.3 IFH % £ Certificate Issuance

4.3.1EBFX PEMHAFE FINERSZHARITTA CA

Actions during Certificate Issuance

CMCA 1T P HIFET 2515, RA RGHEIEAF AT HERFER, JHER
RA RGH % i #i#%:; RA RGH I R ZIED G, 7 CA RGIRCHITE; CA &
Ziln) RA RGIRENES, H CA ML 2RI+ g 1T F
CMCA after the subscriber application has passed the authentication, RA the
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system operator input the subscriber application information and submit it to
the RA system auditor for review; after the RA system auditor approves, submit
the application to the CA system; Return the certificate to the RA system by the

CA in a secure form.

432 FANIER SN AMEIRNASITRABNBES

Notification of Certificate Issuance

CMCA Tt e b it e fHhiEiT 7 HIEF Hiil, CMCA 5 X 5545 JiT ;7 Hiig
g5 . CMCA < UAriE. TR AF e At 77 O T P kA7 & .
CMCA is obliged to inform the subscriber of the result of the application,
whether it is to reject or approve the subscriber's certificate application. CMCA

will notify subscribers by telephone, email or otherwise.

4.4 FEHBIES Certificate acceptance

4.4.1 %) gk 33 E B B 17 5 Notification of Certificate

Issuance

UEFS FE 2 SRAGE P N O R % 32 AE S o U5 ARG 45 32 B0 e
Foa, NZEORAF AR50 M AIALE o
— HiER P EME) CMCA KIS A IET, M%52 2 I B SR
BAEHAROAN, WRIEFHAEE A SATER, ABAEFS & AL 1A T
%5l CMCA. EM AL & BT a7 H s PRAEE:
&SRRy R4, R HIEE A Oy Es, IR HERT
Hep B 4ant, AETR2AROEBIF OBAE PG & %%,
2) KGRI 52 AV 1) E 45 H 1 75 FAEH 5
3)UEAS FHE & 1) AUE N MR IR 1) i A I 5 R 3 A SR (1045 S22 SR 1
MU FHEBPIER, #ZESEN;
S)UEF Rt % [E 2 CMCA HLF AL S BN A RE , A T ad AU
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BB SRR H

B)UEAS HIR A2 S AL 1S R H AR AUEN I o BRARZIES: HIiE & K

UEAUAL) 18] ) 5 T B AL AE RS FR S & RAE A SR RUENLAY (B
RN BT NF R TEe, Blin: SCS5UEF T B a8 N R
AT 2 RARATIESS (BOAEHABAEATIE A 281D BOEFS M 51E.

7)— B2, BERRUETS FE & RS A2 E #23) CMCA WML 55

PR B I SRR 26 A IR RN S AR B AIE ST 7 Bl

The certificate applicant is deemed to have agreed to accept the certificate

from the time of obtaining the certificate. After the certificate applicant accepts

the digital certificate, the private key corresponding to his certificate shall be

properly preserved.

Once a certificate issued by the CMCA issuer is accepted, from the time of the

acceptance until the entire period of the use of the certificate without notice :

1)

2)

3)

4)

5)

6)

Each digital signature of the customer is the own digital signature of
the certificate applicant, and in the digital signature , the certificate is a
valid certificate and has been accepted by the certificate applicant ;
Un authorized person has never accessed the certificate applicant
private key;

All the information related to the certificate application stated by the
certificate applicant to the certificate issuing institution is true;

The information contained in the certificate is true;

Certificates will be used only for authorized or other legitimate
purposes as stipulated in the CMCA Electronic Certification Business
Rules;

The certificate applicant is the final certificate applicant and not the
issuing agency. Unless expressly approved by a written agreement
between the certificate applicant and the issuing agency, the certificate

applicant undertakes not to perform the functions performed by the
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issuing agency (or similar institution), For example, the private key
corresponding to the public key contained in the certificate is used to
issue any certificate (or to authenticate any other form of public key) or
certificate revocation list.

7) As soon as the certificate is accepted, it means that the certificate
applicant is aware of and accepts all the terms and conditions in the
CMCA Certification Business statement, and knows and accepts the

corresponding certificate subscriber agreement.

4.4.2 BB FINIERR S AIFHER R 4 70 Publication of the
certificate by the CA

X T RATT FHIET, CMCARARYE I S R BUE M U At s 1T
A ERKATHT, CMCARA AT B AT FHIES
The final subscriber certificate will CMCA be issued in the appropriate form
according to the user's wishes; if the subscriber does not require publication,

CMCA will not issue the final subscriber certificate.

443CMCA %} H fib 52 {4 B9 & & Notification of

certificate issuance by the CA to other entities

X FCMCAZE R HIAIETS, CMCAASGS HoAt AR BEAT I &, WA T AT LLEAS
BPE EBRAT A,
For certificates issued by CMCA, CMCA does not notify other entities , and
dependent parties can query themselves on the information database .
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45 % H M iE B B £ A Key Pair And Certificate

Usage

4.5.1 T PFASAFIER RIEA Subscriber private key and

certificate usage

P BIAHFNE B THE R . #HERHE (FEARCPS1.4.177 € 30
VAR FHUE TSI A AU <7 ACPSHIEK, ZB IR A7F ALY, B AREARN
FRMAE FHA NAERH R A A, 75 W R A ARFE Y .

The private key and certificate of the subscriber shall be used for the specified
and approved purposes (as defined in this section). the subscriber must
comply with the requirements of this CPS when using the certificate, keep its
private key properly, and avoid the occurrence of the use of my certificate by

others without my authorization, otherwise its application is not guaranteed.

1. UETHFA 3 B A PIAIE 34 ]

UEF A 7 R BETESR 2 10N FH VG B A8 AL BHAMIE S, IR 35 B RB 1R %
% T MRUESS Ja A BE A P XS B AIALEH, JF BAEUEP B sl 8 e, s b4
TZAUEAS AR N AL o FURELUIE A5 S0 B2 B FAH R A A UIE PS40 5 B0 Jm 4 e fit
o
2. M7 B A HANE R

BIRMTT R BIBAER G, MiZ:

& RN N R SR AE AT B

& SRR A R

& HRIAZREAL 0 NIRRT {5 A BRI

& iEBRHEEH TN SRR B AR 4 .

PA AR — ARG, AT MR 22 E R

M T 7 B R E N AT BB TN, Ul E MR R IR TN

VRS, AR5 HRIE S B A P0E BN .
1. Public key and certificate usage of certificate holder
The certificate holder can only use the private key and certificate within the

specified scope of application. The certificate holder can only use the
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corresponding private key after accepting the relevant certificate, and after the

certificate expires or is revoked, the certificate and the corresponding private

key shall be stopped. The preplant certificate and the corresponding private

key can only be used after the certificate is bound and activated.

2. Dependent party public key and certificate usage

When the relying party receives the signed information, it should:

€ Obtain corresponding certificates and trust chains;

€ Validation of certificates;

€ Confirm that the certificate corresponding to the signature is the certificate
trusted by the relying party;

€ The purpose of the certificate applies to the corresponding signature;
ordered to verify the signature using the public key on the certificate .

Any of the above links fails, and the dependent party should refuse to accept

the signature information .

When the relying party needs to send the encryption information to the

receiving party, it must first obtain the encryption certificate of the receiving

party through the appropriate way, and then use the public key on the

certificate to encrypt the information.

4.5.2 {k$75 AN AFHEBHIERA Relying party public key

and certificate usage

AT (S RICMCAL RS AR 22 28 A (I UE+S A e I A5 A 50 R I 5 22

1) SREUI 22 BZAE 00 N FRJHIE 54

2) FEAEBUIE - AT E MBS A% RATHINZUE - BOVA ROET, 0. E
CMCA A M5 HTCRL, Bi# it CMCATR AL [ OCSP AR 55 i W Xk 15
AR RAIZIET AR A HBUS FE R AT SEE s R iZaE 1
HIB RO PSS A FA RES R MR 15 Rk 15 2

3) AEfF ML BTE B B AR50 R AT ZIE BB N & 5 P 2R B
wH

Creditors' trust CMCA the relationship of trust evidenced by certificates issued
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by the global trust system need to:

1) Obtain and install the certificate chain corresponding to the certificate;

2) Confirm that the trust certificate is valid before the trust relationship,These
include: checking the latest CRL, published by CMCA or confirming that
the certificate has not been revoked through the OCSP service provided by
the certificate; checking the reliability of all certificates that have appeared
in the certificate path; checking the validity of the certificate; and checking
other information that can affect the validity of the certificate;

3) Prior to the trust relationship proved by the trust certificate, confirm that the

contents of the certificate are consistent with the contents to be proved.

4.6 iEH EEf Certificate renewal

CMCAMN S A BRABATUE F BT IR 55
CMCA does not provide a Global Trust Certificate Update service.

461 E B EFH R Circumstance for certificate

renewal

ANTE
Inapplicability

4.6.2 15K IEPB EHAISE{EX Who may request renewal

AN
Inapplicability

4.6.31iF P & #H ;& & Processing certificate renewal

requests

A&
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Inapplicability

4.6.4 5 & ik B B 53T PR E & Notification of new

certificate issuance to subscriber

AN
Inapplicability

4.6.5 ¥ p¥, 33 % E #H1iE P B9 4T 3 Conduct constituting

acceptance of a renewal certificate

AN
Inapplicability

4.6.6 BB FIAERR SHL 19X EFTIEF A% 75 Publication of
the renewal certificate by the CA

AT
Inapplicability

4.6.7 B FIAERR FH #axT H tE SC{ERYE & Notification of

certificate issuance by the CA to other entities

AT
Inapplicability

4.7 P F4H EH Certificate Re-key

R 2 P S HRAR T 7 AR OB 55 00 I HR i e A BI85 K BTIET: CMCA.

Certificate key update means that the subscriber generates a new key pair
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and applies for the issuance of a new certificate new public key

4.7 1 EBFAEHBI B Circumstance for certificate
re-key
1. 3T PR R A T SR
2. A RSB BE R P A 2 A
3. HEMRESEEHETRHEIL.
1. When the subscriber certificate key is corrupted;
2. When the subscriber confirms or suspects that its certificate key is not

secure;

3.0ther circumstances that may result in key updates.

4.7.21F 3K ik B F $ & F 8 £ & Who may request

certification of a new public key

CZ HiF CMCA UEF 1T 7 A FE e 2 S 5 o
Subscribers who have applied for a CMCA certificate can apply for a

certificate key update.
4.7.3iE P HEHE#HIF KA HE Processing certificate
re-keying requests

Al 3.3,

Same as 3.3.

4.7.4 9 & #iE B B & 1T PRV B & Notification of new

certificate issuance to subscriber

7] 4.3.2.
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Same as 4.3.2.

A7.5%) R ¥ X % 1 FE # ik B B 1T A Conduct
constituting acceptance of a re-keyed certificate

A 4.4.1,

Same as 4.4.1.

47T6EE FTNEMBFNAMNBAENERNLZS

Publication of the re-keyed certificate by the CA

HWRET Rekey, 117 A KASRAG — A H7 HUE TR B e — AN HEES, Frikf
i L AR U 2R

188 5IHEBHEFBEE (S 545)

2. 5 1HUEF AR A A 20H B (i AN 2 22 ) 1 H )

AT HIRUERAFRKAH
The certificate Rekey, subscriber can obtain a new certificate to replace an old
certificate, the new certificate needs to meet the following requirements :

1. contains the same information as the old certificate (identity, domain
name, etc)

2. The same valid date as the old certificate (not the deferred date)

3. Contains public keys different from old certificates

4.7.7 BB FINIERR B M 497 H A SLAAYIE & Notification of
certificate issuance by the CA to other entities

[F] 4.4.3,
Same as 4.4.3.
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4.8 iFF I & Certificate Modification

4.81 EH T E R FE E Circumstance for certificate

modification

ANIEH]
Inapplicability

482 FXKIEP T E M S 4 Who may request

certificate modification

ANIEH]
Inapplicability

483 iE B T & B & & Processing certificate

modification requests

ANiE H]
Inapplicability

4.8.4 MK FEHEBEXITPRE S Notification of new

certificate issuance to subscriber

AN .
Inapplicability

4.8.5 HHRIEZFETEIEPAIITH Conduct constituting

acceptance of modified certificate

AEH
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Inapplicability

4.8.6 HFINIERRFZH X LEEIEH R LT Publication
of the modified certificate by the CA

AN
Inapplicability

4.8.7 BTFIAERZH A EH LStk RYE S Notification
of certificate issuance by the CA to other

entities

A&

Inapplicability

49iF B B $ M #E &£ Certificate revocation and

suspension

4.9.11FB B 5ERYIEH Circumstances for Revocation

491117 FAE P M 1 JE Reasons for Revoking a Subscriber
Certificate

WA R A AT — G OUR AR, T P SRR 8 1 8 -

1) 1T P A5 A IR

2) T P IEACARAYIIET I R & A AL

3) AT FAHAE Bl S A R Bl 2 s, AR OIE T I IR S5 AR 4 A B e
Y B CAHUEYE R IT kPR Mt B8 I 15 T2

4) CMCAZRAICHIL T & I Uk il F AV B 51k, &7k 3T A%
R 5 ik 5 AT P fA 8 C Il 40 Debian 55 % £, E 5 W
http://wiki.debian.org/SSLkeys) ;

5) CANVIAZRAFUESE, E-F5rh BT A0 25 i3 A4 P Ik i 42 i AU IE AN P AT
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F=oN
=

EE
6) CANLMI W 238 %0 Bk LA Ath 5 A3 AR R BHAT PN AV FHAE S e
TR Bk R

The subscriber's certificate will be revoked if any of the following occurs:
1) The subscriber applies for revocation of digital certificate in writing;

2) Subscriber notices CA original certificate application is not validly
authorized;

3)Sub scri bers believe or suspect that the key is leaking or attacked ,
the server where the certificate is damaged or locked ; or CA has evidence of
the private key disclosure of the subscriber certificate;

4) CMCA is made aware of a demonstrated or proven method that
can easily compute the Subscriber ’ s Private Key based on the Public Key in
the Certificate (such as a Debian weak key, see
https://wiki.debian.org/SSLkeys);

5)CMCA obtains evidence that the validation of domain authorization
or control for any Fully- Qualified Domain Name or IP address in the Certificate
should not be relied upon;

6 ) CMCA receives notice or otherwise becomes aware of any
circumstance indicating that use of the email address in the certificate is no

longer legally permitted.

CA NAZAE 24 /NS INHEHIE S, a0 T oI — T2 I, W AE 5 RN
BHUES

1.4F P A F 75 & Mozilla Root Store Policy 5, CA/Browserit Iz ff)Baseline £
Requirements™5£6.1.526.1.6 75 L E;

2. CANUAFIEF it FH R

3. CAFRZRAT ' Ui S VT P W i Bl FH S 30 I 1 — T i 2 T B 2 S 5%

4. CA MUMARFIT P AR EEMERIE B EE R 1P Mok, anikp
B A b T AL T A A B ARRR , Bl AS W R S R N TR A
YRR BRI S5 h Z&E T

5. CA T fif 2358 Be FF kP54 H T SeniE FoA VR R M B R e 44

6. CAIRZBIE R T8 11E BA =R

7 RIIFIESEHAE B AR CAM YIS iLs (CA/Browser Forum) &
i (BT A Y] Guidelines . Baseline Requirment L& CP. CPS ZR (%
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8. CAME BB LA A AR5 AR

9. CA ZRUEFHIBUH O m i s i sl 5 1k, Bk CA CAFH % Hk, 4k
Zr4ty CRL/OCSP;

10. CAJCP J /5 CPSHIL & Hil 5 iiE 13;

11, UES B A 2 B & i 1 N2 B L 7o B AT AN T 1252 (1
DB, 41 CASRI Y AR 3 TR g 57 RN LA B P DO E XU 7K A ]
%52, fE—EWIRA CA NI ESIIET

CA should revoke the certificate within 24 hours, if one or more of the following

must be revoked within 5 days:

1. The certificate no longer complies with Cla uses 6.1.5 and 6.1.6;

2.CA obtained evidence of certificate abuse;

3.CA was informed that the subscriber has b reached one or more
important obligations under the subscriber agreement or the terms of Use ;

4.CA agency learns that the subscriber can no longer legally use the
domain or IP address contained in the certificate, such as the court or
arbitration has stopped the permission of the domain registrar to use a domain
name, or that the use license or service agreement between the domain
registrar and the applicant is terminated

5. CA learned that a wildcard certificate is used to verify a domain name
that is fraudulent and misleading

6. The CA was informed of significant changes in the information
contained in the certificate

7.Found and confirmed that a certificate was not issued under the latest
version of Guidelines . Baseline Requirement released by the CA/ browser
forum (CA/Browser Forum) and the program required by CP. CPS

8.CA identified or knew the in accuracy of any information in the certificate

9.CA's right to issue certificates has expired or been revoked or terminated
unless CA makes arrangements to continue to maintain CRL/OCSP;

10. CA's CP and / or CPS regulations provide to revoke the certificate;
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11.The technical content or format of the certificate poses an unacceptable
risk to the application supplier or relying party, such as the decision of the CA/
browser forum to discard an algorithm or key length, which considers its risk
level unacceptable, and within a certain period of time CA such certificate
should be revoked

4.9.1.2 M4 N2 CAET R F Reasons for Revoking a Subordinate CA
Certificate

S T 2 CAUET BT %

G RAE T —MEZ BN, 2K CA MAE-L(7)RMHES T 9 CA IF1:

1. N RAZUENL IS ZE R T A

2. T CAEFZER CA, JRHKNEPIEREAGREE, It HEKH &4k
FEAEAL;

3. %K CAWUHIEHE, IEMIHATE CA SIET R A RRVARAE T %
B R SR BT A 5 6.1.5 A1 6.1.6 2R IEK;

4. 2R CA WSS B FH RIS,

5. %k CA BIRFHEPA LI CAIX Vg8t (CA/Browser Forum) &
il BHT A ) Guidelines . Baseline Requirement Lz CP. CPS ZR%%
K, BiE TN CA AT CAINE#R181x (CA/Browser Forum) KA i i
BCA ) Guidelines . Baseline Requirement UL}z CP. CPS sk

6. 25K CA B e 8 BT A5 B A 20h 1R S

7. %k CA BiMfyJ@ CA BEUE(TEE M5 1EIE1E, JFBch 2 HEH A CA JyiZik
TR PR S

8. %k CA BN CA 2R UEF FIBCH 2 Jmipg BB sl 2% 1k, BrdF CA
Ci 224, gk2:4E4 CRL/OCSP;

9. 25K CA 1) CP [/ CPS i 7E UM IE+5; 8L
Case of of lower CA certificate

The issuance of the CA shall be revoked within seven (7) days from the
lower CA certificate if one or more of the following occurs:

1. Lower certification authorities require written revocation;
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2.The original certificate request CA, the lower CA notice was not
authorized and there was no subsequent supplementary authorization;

3. the issuing CA to obtain evidence that the private key corresponding to
the public key on the certificate to which it belongs been disclosed or no longer
meets the requirements of articles 6.1.5 and 6.1.6;

4. Evidence of abuse in issuing CA obtaining certificates;

5.The issuing CA is aware that the certificate is not issued in accordance
with the Guidelines . Baseline Requirment and CP. CPS requirements of the
latest version issued by the CA/ Browser Forum (CA/Browser Forum), or that
the subordinate CA does not comply with the Guidelines . Baseline
Requirment and CP. CPS requirements of the latest version issued by the
browser Forum (Browser Forum). The

6.determines that any information contained in the certificate is inaccurate
or misleading;

7. issued CA or affiliated CA ceased operations for any reason and did not
arrange other CA to provide revocation support for the certificate

The right of 8. to issue CA or subordinate CA to issue certificates has
expired or has been revoked or terminated unless the CA has arranged to
continue to maintain the CRL/OCSP;

9. CP and/or CPS provision for revocation of certificates issued; or

492 F K iE B m $ B9 £ {5 Who Can Request

Revocation

AESRIASIE B SR aE: TE. RA. CA. BB, BUF LR A
AR T BeAh, AT AT S R A A S s R A 3 = 5w DA it
FELR PR B BB 1457 20 (B I www.cmca.net B I R 7 20 $2ACHE P i @R
&, AR HAET ) CA BB B 5.
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[FIf, CMCAM A E4.9.1FTiR KTE L T L3 M T 7 HEFS .

The entities that may require certificate revocation include subscribers |,

RA. CA,courts, government authorities and other public authorities .In addition,
subscribers , dependent parties , application software suppliers and other third
parties can submit a certificate issue report by online submission or email (see
the www.cmca.net official website contact information for details) to notify the
CA reason to revoke the certificate .

At the same time, CMCA may voluntarily revoke the subscriber's certificate

in the circumstances described in 4.9.1.

4.9.3 B HIFKRAIFFEZ Who Can Request Revocation

CMCAIRBL72453 € I R G55, T LASEIN 5 32 A S AIE S /A 7 SR ATIE TS
)RR T o TT B S WS N A A N e A LA 28 =05 A B PR B I A7
FER R, AT LLE CMCAE W ANy, A5 AR T BN 1578 AT S AL 1R
UEF R BHAR SRR VR L 33 R AN AT B UE 5 SR AT o] oAt g5
T
CMCA provides 724 stable system services, can accept and respond to
certificate revocation requests and certificate problem reports in real time.
Subscribers, relying parties, application vendors and other third parties may
report problems with certificates in a timely manner through CMCA website,
including private key leaks, certificate misuse or other types of fraud, tradeoffs,
misuse, misconduct or any other matters related to certificates that are not
limited to the following suspicious circumstances.

M NS MBS M. FamARIRIT R MATHIE, HCMCA
B AZ I8 e mASIE BTS2 48 I CMCARR E 1T 7 3 S AIE 15156 FH #)
BN ZUE BURIT T B CAH TG OURER, REURBHIEB R T B EF b
ZAES RE I .

Revocation is divided into active revocation and passive revocation. Active
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revocation refers to the case where the subscriber applies for revocation and
cancels the certificate after CMCA passes the certificate; passive revocation
refers to the certificate by the revocation of the certificate .

4.9.3.1F3) T f4Active revocation

VI R A UE TS AT NS E TS IR BGIESS A FE AR, S RS ik
B SR IR (8 HE SO, R SZAETS M FRE B0 R 2%k, R KA E AR N Y
1T
The subscriber shall appoint and authorize the certificate revocation
application representative in writing before applying for revocation, provide
valid identification documents and certificate revocation application documents,
accept the relevant terms of the certificate revocation application, and agree to
bear the corresponding liability.

CMCAT7* 241321 FHE MBS FTE, JFALEAT e+ mAsiE K.

CMCAT7*24 accepts the subscriber certificate revocation application and
process the subscriber certificate revocation request.

CMCAIEIT 7 i B I E A RS, K& WIT 7 /5 89 HIE T 2 75 SCMCA
B TS EAS & AR ROHN , MR 5 & 2, o Plad WHIE i #EAT M.
CMCA receiving the subscriber's revocation application materials, the
subscriber will inquire whether the certificate to be revoked is issued by CMCA,
whether the certificate is within the validity period, whether the reason for
revocation is true, and if all pass, the certificate will be revoked.

4.9.3.2%%3)) iy i Passive revocation

IS A TE RN, CMCANE L& A8 AT 7, 2 A0l 48 BIE
TAAE. M RE . AR RN RS, ERAT IS A R B R u0s
TLARE.
In the case of passive revocation occurs, CMCA will notify the subscriber in an
appropriate form , inform the contents of the certificate , the reason , the
suspension time limit and other matters , and confirm that the subscriber

receives the revocation notice with no objection .
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CMCATE R BLIEF T /7 5 3 BORHT 1 sl H IR A AR AL T, AR
P CATEIE X 2 i 2 F1 WIE AT A #RAE, o™ P IR M i
® P HIFAPIE
® HURGIANIEFAE ST
o L [EFE CMCA YA L2 MR P IES R A
CMCA if it is found that there is a problem with the identity information of the

certificate subscriber or its illegal use of the certificate, the certificate of the
terminal customer can be revoked according to the CA strategy, without the
need for the user to apply for revocation.
® Private key leak for the certificate
® Customer has failed to pay the certificate - related fees
® Any other reason why CMCA consider it necessary to revoke
customer certificates
% CMCA BB AU ML AR I CA ST 2 - UE B IAT M A i E T,
IR AN N AR AT
® 1 [EFz) CMCA BLIR AL HITE WAL AL B 52 B 5 5 1 355 “4UE 45 7 4 1S
R, JRBE b 25 AR Y 1) R A
® [EFZ) CMCA ERIRBLHIVEM AL 12 [ 55 = 5 i K0 S5 45 i 4 BAIE

5 I BEAT A% 5

o HEMD CMCA Mm% EFJa, UL BRIz e384 i Bl
R S AL

® MIEUETE 24 N ABEA CRL il H#E%5 K CRL, [WAMFA
At o

When CMCA or its authorized registration authority performs the revocation of

the customer's certificate in accordance with the CA policy, it shall follow the
following procedures:

® CMCA or authorized registration agencies or acceptance points to fill

in the "certificate revocation application form" in writing, and attach the

issue of the certificate must be revoked report;
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® CMCA or authorized registration agencies in accordance with the
requirements of Chapter 3 to review pending revocation of the
certificate application;
® After CMCA revokes the customer certificate, the issuing authority will
inform the customer of the revocation and the reason for the
revocation;
® The revoked customer certificate enters CRL within 24 hours or is
issued directly to CRL .
Dependent parties and other third parties have the responsibility and obligation
to report to CMCA suspicious private key leaks, certificate misuse or other
types of fraud, compromise, misuse, misconduct or any other matters relating
to certificates.
R A HAN S =7, A TR L5518 CMCA i i rl Be APtk e+
R BB R O IRVE . P A A AT B IR AR G AT ] oA S 10
Dependent parties and other third parties have the responsibility and
obligation to report to CMCA suspicious private key leaks, certificate misuse or
other types of fraud, compromise, misuse, misconduct or any other matters

relating to certificates.

494 $4 15 K 7 PR H§ Revocation Request Grace

Period

RA sl i iT LAZE T 24 /NS SERR . 177 FAE My, RA RAEN S
BT K 24 /NN AR, A TR .
RA compulsory revocation can be given 24 hours of grace period. When the
terminal customers apply for revocation, RA shall revoke the certificate within

24 hours after receiving the revocation request with no grace period.

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
MHk: www. cmea. net ® 66 7L L 187 W



REBHCAHR L

CHINA MOBILE CERTIFICATE AUTHORITY CMCA ﬁfﬂdﬁfiiﬁ%ﬂi%%ﬂmu
4.9.5 BB FIAERR SHL #4038 B $H1E K BUET PR Time within

which CA Must Process the Revocation Request

EFMEPIEE T, CMCAR R H 45 1E K IF % 5E G, 247N A w88k
SER
If the revocation is active, CMCA shall revoke the certificate within 24 hours

after receiving the revocation request and completing the audit.

FEMB MR EIE S, T RN M ASIE R0 5 19 3 A TAF H A AT [ CMCA
SE A H, CMCA Rf<xf FAFEE H BEAT PPAL, 2 i B el I = AT B
M AT E 34N TAE H AR IR E B m 2 e 71, M CMCA #T- 24 /My T
LA o
Under passive revocation, the subscriber may submit a defence to CMCA
within 3 working days after receiving the notice of revocation, CMCA will
evaluate the defence and not revoke it if the reason is confirmed to be valid; If
the subscriber fails to reply or reply within 3 working days without objection,
CMCA will be revoked within 24 hours.

a. M RAT N R N AN FA 5 =7 SRR, Ak
FISERIALEH MR « R R B SRR VR L P, AL AT SR
5% AT A JFL Al i i = 0

b. B e S ZAIE A 1] R 7

CAEYS B 7] R 15 Jo 24 /NN, NI A IR ) R A DS S S A
0L, I FIAT 7 FISRAZUE 15 i AR 1 Y SEAA S B A0 T A A o
a. clear instructions should be provided to subscribers, relying parties,
application vendors and other third parties to report suspected private key
leaks, certificate misuse or other types of fraud, compromise, misuse,
misconduct or any other issue related to the certificate.

b. High priority certificate problem reports should be identified.
c. Within 24 hours of receiving the certificate issue report, the facts and

circumstances related to the certificate issue report shall be investigated , and
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a preliminary investigation report shall be provided to the subscribers and the
entities that submit the certificate issue report .

FEF A FLANGOUG, N5 1T AR S IE A ] R B Al B A o< I8 0
FROAE i) SEAAR — A2 5 2 75 ZE R UE 15, r SR EERUASUE 15, MLff E B e+ r H 39
MHSCRIRIE 5 17] R AR o5 B3 SRR 7 5 D 2R 1) 23 AT SRS O IS R) AN A58 28 4.9.1.1
SFNTE WU IR o B H 40T B 2% R& R 21 S )

- FTERRR A B (VA . PRERRRE. FRAL. PR RIRE);

- T B0 i SR OGS VT 58 2 AR A5 1) LA AN [R5 5 i),

- USRI A SRS R UE S BRI S 1) R o A 0

- PR RURH SR (BN, PIZ N GO 9 st SRR Bl B PR L LV B
X HARMC R P T W i vt B R 56 0 1),

- M RIFER

d. NRFFIESE 24X7 HE77, XL S St 45 1)@l & BEAT PRSI N, JRAE
EHHOLN, KRR S PIEERT], IR R R T S AR T
After reviewing the facts and circumstances, a determination should be made
with the subscriber and with any other entity reporting on the issue of
certificates or related notices of revocation as to whether to revoke the
certificate and, if so, the date of revocation. The period from the receipt of a
report on the issue of certificates or notice relating to revocation to the
publication of the revocation shall not exceed the period specified in Article
4.9.1.1. The following principles should be taken into account when selecting
the date of revocation:

-The nature of the problem alleged (scope, context, severity, extent, risk of
damage);

- Consequences of revocation (direct and indirect effects on subscribers
and relying parties);

- Number of reports received on specific certificates or user-specific
certificates;

- The submitting entity (e.g. law enforcement officials should have more
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weight in complaints about illegal activities on the website than consumers do
about the goods they have not received);

- Relevant laws and regulations.

d. A continuous 24 x7 capacity should be maintained to respond internally
to high-priority certificate issues reports and, where appropriate, submit such
complaints to law enforcement and/or revoke the certificates involved in such

complaints.

4.9.6 ik K EIED B iHAYE K Revocation Checking

Requirement for Relying Parties

WG TT AEAB AT ML UE TS AT NAS A E A R, B IEF AR M4
The relying party shall check the validity of the certificate before trusting the

certificate and confirm that the certificate has not been revoked.

4.9.7 CRL %735 % CRL issuance frequency

TR CRL 7E 24 /NI N ST T A Re R ZOR I, AR IE LT P I 5K
& CRL RATHIME . CMCA 22k CRLAER, MIEFE, HaLIAL
75 A R AR
CMCA shall publish the revoked certificate within 24 hours through the
certificate blacklist library CRL; If the subscriber has special requirements, the
frequency of CRL release will be updated according to the subscriber's needs.
CMCA issued CRL information, according to the need, can also be manually
released in real time.

CMCA $i&fit CRL %%, M BEI [R] /N 10 £

12 CAUEF ) CRL KA A

CMCA % 12 /> H BgAxb & CRLs — k(i) FEHUEH 2% CAUEH S 1 24 /)
) P9 BB AT #b & CRLs — k().
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CMCA HRAEUE A RO WHT, UET I AR T LAFE CRL i £ M) .

CMCA provide CRL service, response time less than 10 seconds.

The CRL release frequency of the subordinate CA certificate:

CMCA update and reissue CRLs every 12 months (i) and within 24 hours after
revocation of subordinate CA certificate (ii).

CMCA ensures that the revocation status of the certificate can be quer ied in

the CRL before the certificate validity period expires.

4.9.8 CRL % 7 By & X i#% J5 B [8] Maximum Latency for
CRLs

CMCA 1] CRL A i) e K J 16 6] 9 24 /N

The maximum lag time for CMCA CRL release is 24 hours.

4.9.9 FZ&IRSE BRI R M On-line Revocation/Status

Checking Availability

OCSP k4 Mtk https://mpus.cmca.net:8080/ocsp

CMCA #24t OCSP #rififli%s, Miss 7*24 /Nt fil. CMCA ff) OCSP 1 v
#i£ RFC6960 #rifk. CMCA i fRAEUE AT RUNEIR AT, UEA 1 i 8 IR AT LR
OCSP H1 i A& .

(BT R B AT LIRS B 58 MR TEMUT ) 22K . 0 T 22 IR
FR I H e S KBUE S HEAT B 3 %0 5 3RBRI R A5 H07 AL A5 M — MIE S Al
FEE PR E L &l RGBT IZIE B RPRES .

OCSP Services Website: https://mpus.cmca.net:8080/ocsp

CMCA provide OCSP query service, service 7/24 hours available. CMCA
OCSP response meets RFC6960 standards. CMCA ensure that the revocation
status of the certificate can be queried in the OCSP before the expiry date of
the certificate.

Whether the trust party carries out online status query depends entirely on the
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trust party's security requirements. For the application of high security
requirement and complete dependence on certificate for identity identification

and authorization, the trust party can check the status of the certificate through

the certificate status online query system before trusting a certificate.
&t http ¥ ) CMCA 1) OCSP Ilk%, CMCA &%t 2 il Rt T
i, AN AELE:
® IR R am g R A
& f CAEPEHIERE 4 /2 il i
& WUEIE 2 5 A A s DAt
@ BAEUE MU R AR ATIE T8RN
The client visits CMCA OCSP services through a http protocol and checks the

query request, including:

& verify that signature is mandatory

+# verify the signature with CA certificate

+ verification certificate is valid or expired

& whether the certificate issuer is in the trust certificate list

OCSP Wi R AL N R P [ Z AN Y 7%

1% fE B E R RR 1

WA M RORAS, AR 1 RAR AR . ARRERR . Rk
FRIA ARG REAUER LR, ZIRE R w24
5L 4T

fR A V1

B HPE K | OCSP 5k, ShalRSA Hik%4

MR B OCSP stk 28 2 B B a4 (B AIE 45 B 44

FE A ] OCSP i iz {7 A= I 18]

EIRESIER | BIEERP AR IEIRESIR FMEFIRS O IES AR IEF5IR
SUSGERRIEER

IEARIA AL HE i B RPN A4 B R RS AP B AIES
FPol s

EAS IR WEB I EHUIRE, B MR,

EBRIEER | 2R BRSS9 R kB 5 R kI (AR R 1k iR A

OCSP 14 {5 B 5RFC6960—%K.

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b

MdE: www. cmea. net
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OCSP response contains the basic domains and contents of the following

table
field Limit of value or value
Status Response status, including success, request format error, internal

error, retry later, Request without signature and request for signature
certificate without authorization, When the state is successful, it must
be wrapped Include the following

version V1

Signing OCSP algorithm. Sha1RSA algorithm signature

algorithm

Presenter The entity issuing the OCSP .Data summary value and certificate

screening name of the issuer public key

Generation time | OCSP response

Certificate Status | includes the list of certificate status queried in the request. Each
List certificate status includes certificate identification, certificate status
and revocation information

Certificate ID Including data summary algorithm, certificate screening name data
summary value, certificate public key data summary value and
certificate serial number.

Certificate status | The latest status of the certificate, including validity, revocation and

unknown.
Certificate When returning to the status of the certificate of revocation contains
Abolition the time of revocation and the reasons for its revocation

Information

OCSP extended information is consistent with RFC6960.

4.9.10 FEZLIRAEIHER On-line Revocation Checking

Requirements

CMCA BeW S HEIEZRARAS AW, UE 3T 7 A6 7 vl @it OCSP iR 45347
IR SES & i .
CMCA can provide online status query so that certificate subscribers and
dependent parties can perform nowcast query of certificate status through
OCSP service.

OCSP iR FIffE B C 7284, A i 18 .
All information returned by OCSP has been electronically signed and shall

cover all required data.
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ESRU M RIRIGATS oY CMCA AR {5 (EE-F3ulk 5 M
1 E 2 ZICMCARZ it FIOCSP Ik %5 S FFGET /7 2.
OCSP service provided by CMCA supports GET method.
X H AR B 1T FHIE T F CMCA (1) OCSP {5 BB Fidii% R 10 /)
i) OCSP AR5 M B e KIS [ 2h 10 55 OCSP AR4sma vidfs B KA I 10
N

For subordinate ca certificates and subscriber certificates, update frequency of

CMCA's OCSP information is 10 hours; maximum response time of OCSP
service is 10 seconds; maximum validity period of OCSP service response

information is 10 hours.

4911 B 1E 2 B H b X % £ X Other Forms of

Revocation Advertisements Available

UEP AN (E BT Ll i CRLEE OCSPAR %3545 . 11 /7 Al il e i g 3k
FICRLIIEFRFCRLAE B
Certificate revocation information can be obtained through the CRL or OCSP
service. Subscri bers can obtain CRL information from the CRL address in the

certificate extension domain.

4.9.12 % $A 1 ¥ B9 45 7 ZE 3k Special Requirements

Related to Key Compromise

TR JiE & CMCA, K I MBEE Y] 2 A g ait F N, NAZ AL B
UEHS, JFAANE] CRL. M8 a4k S FEIET, $ IR g AR #4714k .
Whether a subscriber or CMCA, discovers or suspects that key security is
compromised, the certificate should be revoked immediately and posted to
CRL.If you need to continue to apply for a certificate after the revocation,

operate according to the certificate application process.
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4.9.13 EHIEERIBR Circumstances for Suspension

CMCA ARt EERFAEIEBHIE B HEGERSS .

CMCA does not provide a certificate hang service for global trust certificates.

4.9.14 i K iE P ¥ & B 3£ & Who Can Request

Suspension

CMCA ARt EEREAEIEBHIE B HEGEARSS .

CMCA does not provide a certificate hang service for global trust certificates.

4.9.15 ¥ #2 iF K 89 & 2 Procedure for Suspension

Request

CMCA At BRAZATUE T FJIE IR 55 -

CMCA does not provide a certificate hang service for global trust certificates.

4.9.16 1EERHAPRPREI Limits on Suspension Period

CMCA ARt EEREAEIEBHIE B HEGEARSS .

CMCA does not provide a certificate hang service for global trust certificates.

4.10 EBIRAHRSS Certificate status services

4.10.1 #{E4FE Operational characteristic

IR T LB CMCAR AL OCSP PLA CRL 3REX (FEIETEIHAZ 1)
R 5 ZARIAIE AR 25 IR 55 I 2% 0 25 0 47 SR A A R 4 i LB ) RN 5 R bR AE 7. UE T PR 1S
B B AR 2 0E 1A O S
The certificate status service which can be obtained by the OCSP provided by

CMCA and the certificate status service (before the certificate expires) should
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have reasonable response time and concurrent processing ability to the query
request. The retention period of certificate revocation information is after the

validity of the certificate.

4.10.2 PRZAT A% Service availability

HE 3 CMCARR 724 /M R RIITOCSP (FELRiFFRASE WD MRS, TEMZE VT
HITE LR, 3T 77 RER8 SE SRAGUE AR A W R S5, e N2 8] - 1040,
The CMCA provides 724 hours uninterrupted OCSP(online certificate status
query) service. When the network allows, the subscriber can obtain the
certificate status query service in real time, and the response time is less than

10 seconds.
4.10.3 AJik%F4E Optional Features

o

None.

411 11JM4 R End Of Subscription

IS AURARIE AT P 21 5 E 2 5) CMCA IR, BL& ARG

1. BUEB RN, UEPIT AN B AR5 3 B A 58T FR R R T
MR55 2 1L HBN .
2AEUE B RIA RO, BT B SR B i S T SR BRI g%, WA
HE M IZIE . T ERs) CMCA RARYEIE 1T 7 I ESR MAFIE . T/
L [E# 3 CMCA IR 25 ¢ 1k
End of order means that the certificate subscriber terminates the service
CMCA, including the following:
1. when the certificate expires, the certificate subscriber does not extend the

certificate service period or reapply for the certificate, the service termination
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automatically arises.

2.During the validity period of the certificate, the 2. unilaterally requests the
termination of the certificate service due to the reason of the certificate
subscriber, such as the user applying for the revocation of the certificate.
CMCA will revoke the certificate according to the requirements of the

certificate subscriber. Certificate Subscriber and CMCA Service Termination

4.12 B E S5 E Key Escrow And Recovery

4121 B R EW KK 5 1T 5 Key escrow and
recovery policy and practices
A& . CMCARNFEEAEMISSLIE T F IAAGH, Db A SR b3 SH Y & i
%

Not applicable. CMCA does not host the private key of any SSL certificate

subscriber and therefore does not provide a key recovery service.

4.12.2 2EFPPHRSHER R SITH Session key
encapsulation and recovery policy and

practices

A&
Not applicable.
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5. AEN#RE. EEMBEREES Facility,
management and operational security

controls of certification body

IRV HEIAEL . SRR RN G 22 245 . CMCA il ] I sh42 1| T Bk
M SEOLE PR R ST IR WE A B PR SERE . JF
MR R TEMAUE . AT BN S 5 FH AR R e hl# AT 1R .
Describe physical environment, operation process and personnel security
controls. CMCA shall use these control means to achieve functions such as
key generation, entity authentication, certificate issuance, certificate revocation,
audit and archiving, etc. And describe non-technology security controls of

repository, RA, subscriber or other participants.

5.1 ¥ L £i§7%l Physical security controls

511 1EBiH A ES & H Physical location and

architecture

CMCARIIZENUBALT T AT M T R [X v 3 % 3335 v [ A% 51y 5 g 2k 3t
Bl b0 BEESHE, HEAHNL AL =38 % %, Ml b5 G BE ik Rk R i 2
GJBZz20219-94 3 #E“C" L ER . ML HEPUR . Bk Bk, fHIRERE. Moz pt
L A AL TR PR IR S5 D BE, AT PRUE AR IR 55 St AN m] S
The operating computer room of CMCA is located on the 5th floor of B data
Center of China Mobile South Base ,333 Gaotang Road, Tianhe District,
Guangzhou City, Guangdong Province. The electromagnetic shielding

efficiency of the computer room meets the "C" level requirement" of the
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GJBz20219-94 standard. The machine room has the functions of earthquake
resistance, fire prevention, waterproof, constant humidity and temperature
control, independent power supply, standby power generation, access control,
video surveillance and so on, which can ensure the continuity and reliability of

the certification service.

5.1.2 335 Physical access

AR N AEANCMCANLES, FRaid B g /7 2. CMCAPIE Hit%, it
ANCMCAWLSG 77 A CMCA TAE N A FE R HEN o

HAEN HEANCMCAZE S LG, AT IR SUNEINT I ZERBLR S AIE, JF
A 24N R % e g BEAT A%

BAEN RN R IXHL G, A =181 R G, HrhpE X80 ]
ZRINE, —ERMATIZERINE, I B T2 HE R e R iE = 1%
RARG LR,

Foreigners entering CMCA machine room need to go through the audit of
China Mobile South Base and CMCA Road . CMCA staff are required to enter
CMCA machine room .

If the operators enter CMCA comprehensive machine room , they must pass
the fingerprint authentication and access control authorization card identity
authentication , and have the 2 4 - hour video monitoring equipment for
monitoring .

Operators entering the safe area computer room must go through three access
control systems, two of which are double fingerprint and access card
authentication, one is double access card authentication, and all access

information will be recorded in the security system of the monitoring room.
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5.1.3 21 5% Power and air conditioning

® IRV LT EEIESHETT, AL A=, MEgH
RPE L HL % UPS 432 28 BE ML 5 e FEAE P20 ) (R 25 S 1 AL &%, 1148
WS BT T AL A . 25 BRIRSEN
AT A TR PR3 ) BC FAR R FH R IEZ8 XL-21 7. R
BN I R T R ER R . ZeE, aRRENR
GisiTIEH

® In order to ensure safe, reliable and continuous operation of computer
equipment, the engineering has introduced three power supplies, of
which two power supplies are connected from total distribution room
UPS of the building to shielding room power distribution cabinet, and
then supply to each computer equipment and access monitoring, etc.
respectively for usage; One power supply is used for electric supply
machine room and special-purpose air conditioning. All electrical
systems are three-phase five-wire systems. Power distribution cabinet
assembled in the engineering shall adopt Changzhou CHINT XL-21
Products. A large number of power wiring shall pass through metal
tube seat for protection in accordance with installation specification. It
is security and reliable, and the overall system can run normally after
inspection.

® YL KM M a LT WAL, IGShHIARCTE X, TR EIX, 6
HIVE HE7E 18°C~28°C, ST HIJEE 1L 30%~75%RH, REMIH LHL55 &
PR KRIFEEAT SATEETE . 2R EoR . 2Aalld 2wt 25K

® The machine room adopts two special-purpose air conditioning
machines for machine room, which supplies air below raised floor and

returns air from top side. The temperature range is controlled within

18°C ~28°C and humidity range is controlled within 30%~75%RH,
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which can meet the requirements of high heat humidity ratio, long time
operation, high reliability and security in the machine room. Reach the

design requirements after detection.

5.1.4 7k BB BhHi& Water protection

HE 25 CMCA 7EHL b3 g ey R BUE R, By i /KAR T, 7870 DR &
Ui
CMCA has taken corresponding measures during the construction of machine

room, to prevent water erosion and fully ensure the system security.

5.1.5 N RBH3R Fire prevention and protection

T E 23 CMCA il 5 E b By KT TR, S 1 K K 55 N 2 L 1 it
WG KRB, T RBE RS BURX (ZB) 22X (U, 72,
FESYI I K5 A% R GBJI4S (= R @SB By K RVE) e i — 2
M K 55 2K o

CMCA can implement the corresponding emergency response measures
such as fire extinguishment, etc. through the coordination with Specialized Fire
Protection Department, to avoid the threatening of fire disaster and fully ensure
the system security. Sensitive area (Floor 3), security area (Floor 4 and 5), fire
resistance rating of its building shall be performed in accordance with
secondary fire resistance rating stipulated in GBJ45 Fire Protection Design of

Tall Buildings.

5.1.6 9T i f71i% Media storage

CMCA fRERIr iR fe . B, Ba. U st AR, #irssE, m%
NEB, FHEI LS B 22 A al FERIORYT, S QiR « P BE AL 77 553 5
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AR AL AT RE A R 18 T AR
Medias refer to storage media such as light disc, hard disc, floppy disc, U-disk,
memory card and tape, etc., and media storage must get safe and reliable

protection, to avoid the possible harm and destruction caused due to
environmental change such as temperature, humidity and magnetic force, etc.

5.1.7 [E414L 3 Waste disposal

4 CA WK ORAF B A R E s CAN P /5 2 A A I R 2y, o B #2 3)
CMCA #4578 A4 B Se s . A AT U R d s AE S, DMt SR @2, 44
AT i sy R E A

BRSO SR CRAERARS Y 5T DGR BRI RIS ) 75 i B3 AT Ry R AL 3
X TAFAk BRSNS S B BT, FEHFE AT EOAN AT SR B R A R I 3
AR A R B4R AU Z A B o I AL A B A PR SR AR I WL B MR
o
When relevant data saved by CA institution is no longer needed or filing period
has expired, CMCA will destroy these data completely. All disposal behavior
shall be recorded for the review, and the destruction behavior shall conform to
our country's law.

Sensitive documents (including paper media, CD or floppy disk waste, etc.)
should be crushed before abandonment; for media that store or transmit
information, it should be unreadable before abandonment; and confidential
media should be treated according to the manufacturer's guidance before
abandonment. Encryption machine and other important equipment abandoned

according to encryption machine management methods to destroy.

5.1.8 Rt &% Off-site backup

CMCARIL | Sttty ML o

o WERBMEAMHL, JFEEMKBE, 2 CA RGHBLRAER, wLU#E
SR L I S MR KR CA R S8

® Xt FTaE AWK AL, R T AT AR F S BER S
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e, SRR H AT —IR&

CMCA established a remote backup mechanism.

® Set up remote backup computer room and configure related
equipment. When the CA system is in disaster, the CA system can be
restored through the backup data of the remote backup center.

® For frequently changing dynamic data, make a daily backup; for
infrequent static or quasi-static data, make a weekly or monthly

backup.

5.1.9 B} |8) &; Bk 55 25 iE B {9 F2 = #I Physical control of

timestamp server certificates

CMCAM LT /| 12 & I (A kR 55 4%, B PIRAFAE IS B, CMCAT{R
FsF 1) 2k IR 25 1k P PO RL B ARATAE 75 A FIPS-140-22 73l 83 58 3 2 i A s LR
CMCAF [H] Bk R 25 52 A 1 B a0 A A F g, SR B A ) 2% Bt [ SR 32 ) A o P iR
NFIEJSFUTC.
CMCA independently controls and operates the time stamp server , whose key
is stored in the crypto graphy machine , CMCA ensures that the private key
used by the time stamp service is saved in the FIPS-140-2 level or higher , the
time source provided by CMCA time stamp service is Beidou , UTC. from the

National Time Grant Coordination Center of Chinese Academy of Sciences.

5.2 #ZiEL£§T# Process security controls

5.2.1 A[{5f & Trusted roles

W [E#5h CMCA BB E T ULR B ER se R M5 A e
1) BUE AN
2) UEPRZER NG
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3)
4)
5)
6)
7)
8)
9)

HHEHA A
MREF AR

M 7y B 7> 5

ZANERC S ANANCER YIRS & S-S (EYNAD)
BEEHMAN (BFEZOTE. BERFAEHE)

ZOBARNR FEAREE . O 5D

10) 3% CMCA I} %511 5%
11) % CMCA AN 1% JE 7Tt
12) O EH TR

CMCA clearly stipulated that the following key functional positions are trusted

roles:
1)
2)
3)
4)
5)
6)
7)

Verification personnel;

Certificate issuance personnel;
Key administrative personnel;
Archives administrative personnel;
Sharer for secret division

Safety management personnel

Maintenance personnel of core area (including operating personnel for

encryption equipment)

8) Operation administrative personnel (including core director and

operation service manager, etc.)

9) Core technical personnel (technical director and core R&D personnel)

10) Financial administrator in charge of CMCA

11) Human resources director in charge of CMCA

12) Core Auditor

Hohik: VRDITT R HT IX R DX AR T 7 A T 3k bt A 7 i 7S MiZh: 518057
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5.2.2 BINEFFEER A Number of people required
per task

FIEF2 S CMCA BRI NABERZ . S KB EH. M E®D)
CMCA 1] CA RGAFE HIHIE 50 S I FAEH
CMCA shall ensure a single person cannot touch, derive, recover, update and
revoke the corresponding private key of root certificate stored in CA system of
CMCA.

A NA GEAE ] — IO S48 E N 5 OR 5 1% 5 70 FUR & B SRt
ATAEAT S P R
At least two persons can use the key segmentation and synthetic technique
which is confidential to operators participated to conduct the key recovery
operation.

T E 25 CMCA X 5ig 1T MHEAF AR SR IR e A BWh A 7> 1, BTAY) E AR 2 il
2 4 HL] o
CMCA should have a clear division of functions related to running and
operation, and carry out the security mechanism of mutual containment.

VPR AR, CA RV 0 52 A5 A A i) N 53 28 /05 P 00 EE 425 )
BEAT BT B N 0 03 5 A7

CA private key must be backed up and stored in a physically secure
environment by the CA private key must be carried out by the person of the

trusted role at least using dual control.

523 8 1M AR B 5 X 5 Identification and
identification of each role
B TR E#25) CMCA FITEER N 53 B 1R 1) 5 4 ) AR 2 18 i 45 22 4 A fi b o

1, A N R 08 AE S, AREEAE L BT AER A AR I 75 22, RTR SR A
R IR BN BRAFIESS . K S8 2 . X e
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R, HE#S CMCA R GuR A 58 B Hhd s H I d AT .
All the on-the-job personnel of CMCA are identified and authenticated through

various security tokens. All personnel must pass the authentication and issue
security tokens such as system operation card, access card, login password,
operation certificate, job account number and so on according to the nature of
the operation and the need of the position authority. For employees who use
security tokens, the CMCA system will record all its operations independently
and completely.

T 1 E R 5l CMCA TEBRN 5306 25 {7

® MM Z L A HER T NS

® RINHIEEL A RVILE

H [E#%5 5 CMCA ) R Ge IR Fr il i VR0 AN [R] 4, 0 #8437 AL PR %
il o
All mobile CMCA employees must ensure that:

® Security to k ens issued belong directly to individuals or organizations

® Security tokens issued do not allow sharing

CMCA system and program by identifying different tokens to the operator

authority control.
5.2.4 A5 EI[EN Responsibility division principle

1 E 5 CMCA Kizs i LA 57 CA b R iE. FFR . 4:57 1 i Tk
AT, XK EAR 8. thah, IEBRBOER T H, FEEREANE
B A% RN 5N AN RN B3 4EAE
Operating employees and employees who take charge of design, development
and maintenance of CMCAsystem of CMCA shall assume different
responsibilities, and post of each party is separated with each other. Besides,
in the key link of certificate issuance, different persons serve as the information

entry personnel and the review signer.
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2 CA b A THMREE, B8 QAT 1 RIBUERAE, BIInR S IRA AL
A B AR Y CA At R GEBEAT OBURAE, CA L AEA3 25 B R LRl
1EZ i Tt CA FRDIEF RS 1A 2R o ARTETE ™ HALE, SEMR AR IR AT 7ML

KL B it
— H R LiR1E DL, CA Hp 7 BIE R B 2% 1z N L TAE
When a CMCAemployee is suspected or has performed unauthorized

operations, such as unauthorized abuse of rights or using the CMCAsystem
beyond authority or performing unauthorized operations, the
CMCAiIimmediately suspends the employee's access to the CMCAcertificate
service system after receiving the information. According to the seriousness of
the circumstances, measures including submitting to judicial authorities for
handling are implemented.

Once the above condition is found, CMCAimmediately cancels or terminates

the work of such personnel.

5.3 AmRi¥Z#Hl Personnel controls

5311 1% . £ B Mk & & E 3k Qualifications,

experience, and clearance requirements

NFEFHI REHAILL CA tL i N AR AL E, fREE CA HHL i 2 4xia
B NFEHEG AN R ERES S, ] ES.
The personnel management system confirms the personnel and post setting
with CMCAto ensure the safe operation of CA center. Personnel management
system includes the credibility review of personnel, post setting, etc.

HE 25 CMCA X i TAEBIA% . & 77 HA & P hg K, 1 B T IAE
A TESREAHERIT IR R, BgemmEE.
CMCA has strict requirement to staff in qualification and experience, and the

staff appointed shall have no law fault with high reliability.
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CA H L Bl 7 A5 N 53 SR S b b AT N R R el {5 B o A RE .l {5 A
NS IR T2 T SR A, A REUE BRI B 773 AT 0 e S R A BT A
IEAEG -

CMCAshall formulate the trusted personnel strategy and conduct the reliability

review and employment of personnel based on this. The trusted personnel
shall receive ad conduct wide background survey to certify that they have the
ability to conduct the key operation with necessary trust level.

CA Xt NI E K P& i 5 HEO ST AT R, SRIPAY
N GBI RIAE B . BEAT AIAE N G 5 2 06 UG [ X AR SV VAR
Y2 HIEHE SRR, LR IEN CARER . REBLEZ4AN,
CA 1 OoHf L AZ SE1Z N 53 B B A ATRT A5
CMCAshould investigate the educational level, working experience and credit
standing of employees to assess their credibility. Background investigation of
credible personnel must be consistent with relevant laws, regulations and
policies of the country.
For people participating in the certificate management process as an
employee, agent or independent contractor of the CA, the CMCAshall verify

their identity and credibility.

5.3.2 5 =2HEIEF Background review procedures

CA Tl B TSN ™M B W A, AR B S 75 3 I AH B AT A5 A B9 DA
T. BILHEA2ADHMHEEN, WRIEE RS R ZHA R TAF e Rl
HRFE AL CA HO R 20 5 THITERTT. KAL. HoR, BUR. HE. %
G257 T I
CMCA staff shall be enrolled with strict review, and the corresponding trusty
staff is added according to the post need. The staff shall experience 2-month
survey period, and corresponding work is arranged, or the staff is refused and

leave the post according to the survey result. CMCAconducts the training in
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responsibility, post, technology, policy, laws, safety and other aspects
according to the demand.

CA by Xt HOGHE A CA MR AT I I i & . ZE AR E RS &
UL CA Hb X AIEAE S TS5, 3P R STE S AL AT DALE UL E
WIS %R,  (AARFEE CA FOIEBZ I HFEF CA HOE 5k
55 P
CMCA would conduct the strict background survey to its key staff. The
operator at the LRA could be reviewed by reference of the survey method
made by the CMCAto the trusted staff. The responsible unit at the LRA could
add survey and training terms on such basis, but shall not violate the certificate
acceptance rule of CMCAand the certificate business statement of CA center.

CA HH DS LR AR EAN, Hk CA R T2 B & R EFERIL W, AVt
#& CA HDIEBIRS R RMBURE R . FrarR TS CA L& ERZE L.
CMCA confirms the process management rules, and CA staff shall not give
away the sensitive information of certificate service system in CMCAdue to
constraint from contract and Articles of Association. All staff shall sign the

confidentiality agreement with CA center.

5.3.3 $ZIIE3K Training requirements

CA rulaxt CA Hle 53 THEAT LU T WA ZR G RS-
PR G R R

CA FL R RGN A

CA iz ER R4

AT Kol 55 ke

SRR EHINESE

CMCAconducts the comprehensive training of the following contents to its

S

staff:

< Uniform new staff training of company
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< Introduction to technical system of CMCA

< Introduction to operation system of CA center

< Post responsibility and business process

< Relevant laws and management method, etc.

HE 25 CMCA sk I % L A AN A o 22 HE G Il Bl N« PKI
PG EIR . RACER ST WA E I RE . AIERG AT AR AT B 1E &R
i 54 1SO9000 Ji ik &, 1S027001 15 B %A F kR, CPS %,

CMCA arranges training for recruiters according to their positions and
roles. The training contents include: PKI related knowledge, job responsibilities,
internal rules and regulations, certification system software, related application
software, operating system and network, ISO9000 quality control system,
ISO27001 information security management system, CPS and so on.

b FRAIE A5V 55 A0 5 1) G b 25 52 T A 55
1) WA ATHE B S M IIERER A CIIEE 57 Rt ReEE . BN A

FEEEAL PKI FR . 5 A% 5 500k 1) BRI R oSk i A% 1 32 Sl R 2= Cl,

W 28yt Je HoAth AL 2 TR 500K
2) REEANGERIC, JF Hi0 R AR 5 e 8 AT B 05 BRI TAER BOR

R
3) IRUET AL AHEHANF B AR KT LA T AR I ZE AR UEF AR, HoARK

I PARAE R B Il A A DL RO B35 b v — L
4) HRRNHAET ZK 0 B A UETRR AT, ANFRAKFER AR KA

AT BE
5) EORPTA MG IE L ZCE I 5% TUE bR B SR ZOR ) CA W EEH 1.
Employees involved in the certification business must receive the following
training:

1) Provide skills training to all staff responsible for information authentication

(" Verification experts "). The training includes basic PKI knowledge , audit

and verification systems and processes , major threat factors to the

verification process (For example, phishing and other social engineering
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strategies) ;

2) Maintain personnel training records and ensure that "certification experts"
are up to the technical requirements of authentication;

3) Validation experts must be granted different certification authority
according to their different technical level, and the technical level
classification standard should be consistent with the training content and
performance appraisal standard;

4) Ensure that certification experts at different levels of technology have
sufficient competence before assigning certification authority to
certification experts;

5) All certification experts are required to pass CA internal examinations

on authentication requirements in certification standards.

5.3.4 5 1Z i)l & #A #0 2 3k Retraining frequency and

requirements

TG EAGBSOMEER O AR, BEED%Z CMCA HA R H
K

RIFATWIEEE . CA O RIgAEE . KRG EHEHE N, CA LA fEE
R THATAREE RS, DOE R AR

T EF 3 CMCA s 2B R A BN NIRRT S CA IR USR] —
BUIHAE KT
For those who act as credible or other important roles, they are trained at least
once a year by CMCA organizations.
Depending on industry laws and regulations, CMCAstrategy adjustment |,
system updates, etc., the CMCAmay require employees to continue their
training to accommodate new changes .
Personnel of all trusted roles in CMCA should maintain skills consistent with

CA's training and performance plan.
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5.3.5 T{ER{I 2 # A A G Job rotation cycle and

sequence

CA Hiz BERS  TA 5T CA Wb Tk 49 1) 52 TR AR HER BT,
X7 R AL AR 70 1, B 63 TS B3 170 B S0

CMCA HR ¥ B AR TARAE DL 2 HF I 58 53 T AT b 57 R e #8J 91 5 Py
The CMCA Operations Service staff and those responsible for the
development and maintenance of the CMCAassume different responsibilities,
with their positions separated from each other , namely the principle of
separation between development and operating employees .
CMCA according to the specific work situation to arrange and formulate the

employee job rotation cycle and order.

5.3.6 & % 17 5 89 & 5] Sanctions for unauthorized

actions

24 CA b U THAEE, B0 CHEAT T RSBUERAT, Bl R 252800 HI AL
M Bk HABURAE ] CA ol REEBGHEATBARME, CA HuLEREIME B G LBl
1EZ G THEN CA O IRk 5 o RIS T AL, St iE IR 2 mlvEpL
RACFREAE M. — BRI R fE oL, CA FO A RIE R B2 bz N A 1) TAE
When the personnel in CMCAIis doubted or operates without authorization, for
example, the right is abused without authorization or the CMCAsystem is used
beyond the permission or the operation is conducted beyond the power,
CMCAshall immediately suspend the staff entering the CMCAcertificate
service system after knowing the information. Implement the measures,
including submitting to judiciary authorities for handling according to the case
seriousness. Once the above condition is found, CMCAimmediately cancels or

terminates the work of such personnel.
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53.70 M & & A B E 3k Requirements of

Independent Contractors

CA NI IEFR B S =J7 N RAEUE-B ARG R e 747 & 26 5.3.3 IR I
MFLREESKR, PLRER 5.4.1 1B RAF A ST D 3 2R
XANJE T CMCA WHBH)TAE AN 51, {HAEE CMCA H 5155 I A S5 057
244, CMCA 4 —Z KT
(APNIZVEE SEZER-E g T
2. HAMFNS K TAFZL
3. fFr A CPS5.3.3 I E K.
A AR AT A A 0 U 75 55 BN B3 PR R —H.
CA shall verify that authorized third party personnel comply with the training
and skills requirements of Section 5.3.3, as well as the event recording
requirements of Section 5.4.1 during the certificate issuance process.
For independent contractors who do not belong within CMCA, but those
engaged in CMCA business , the unified requirements of CMCA are as
follows :
1. Personnel files for record management;
2. Experience in related business;
3. Meet the requirements of this CPS5.3.3.
If you assume a credible role, you need to be consistent with internal

personnel management requirements.

5.3.8 12 {44 5 T HY3C#4 Supplements for personnel

A (P EFZ) CMCA DRSS RN « (T E# 3 CMCA iz =& H
MIE) o (P ERS) CMCA BiEEHMTE) « (hE#3) CMCA k% BATE)
FHOVRAE . BOK. il BE UL LU SR8 B 1) 2 45
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The document includes the Certification Business Rules of CMCA, Operations
Management Specification of CMCA, Authentication Management
Specification of CMCA, Service Management Specification of CMCA, the
relevant laws, policies, system introduction and the relevant management

system, etc.

5.4 Eit HE#ZFF Audit log procedures

5.4.1idFEHHFRAR Types of event records

CMCAL K1) HE(E B AFEEAR T LU R4

1. CATYIEar I B B, AR & IRE. IR
B

2. RARGICFKMIERIT S5 R

3. R IS UERAE, GRS IEBEHEN . T m e
S L

4. RGi. MEEZaids, AFRAMRNARSER R KRG H BT AR
HEXX. RGO T8, REALHE TR,

5. N7 EHd s

6. Rkl

R HEE BRI RIS s SR Sy HERESE.

Log information logged by CMCA includes , but is not limited to , the following
types :

1. Management event within CA key life cycle, including Key generation,
backup, storage, recovery, archival and destruction. .

2. Certificate subscriber identity information recorded by the RA system .

3. Actions in the certificate life cycle , including Certificate application,
approval, renewal and revocation.;

4. System and network security records , including records of intrusion
detection system , log files generated by daily operation , system fault
processing orders , system change list, etc . ;

5. Personnel access control records;
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6. System patrol inspection records .
The above log information includes record time, serial number , recorded
entity identity , log type , etc .

5.4.2 2032 HERI BRI Frequency of processing log

CMCA Xf b2k 1 RO G B &I H AR E R, 2. 3 R0 M8
RAF, JFRERBHMT — I B, BT —IRE%h: 4 RHEERADRE
fEEM S L. 5 RHERFRET - RET: 6 RHEEERET KA.
CMCA the first class log in the above article is collected and managed by the
key administrator; the 2 and 3 kinds of logs are saved by the database, and the
incremental backup is carried out once a day, and the full backup is carried out
once a week; the 4 kinds of logs are automatically saved on the backup device
every day. Class 5 logs are audited quarterly and class 6 logs are checked

daily.

5.4.3 % i+ HE B R FHABR Retention period for audit

log

1 E 3 CMCA E84E FE R A7 ik 20 =4 H, BN 2D,
CMCA shall preserve the review record in database for three months at least,

and keep in the archives off line for 7 years at least.

5.4.4 EHit HERI%R3IP Protection of audit log

25 CMCA $AAT ™ 4% (U5 IR 42 ) B, w0k R o [ #23h CMCA #3724¢
HIN B3 BE R SE o Al S X BT RAE T/ IR TIRTES, T ZE D71
B B M R S5 44

CMCA implements the strict visit control management to ensure only the
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personnel with the authorization of CMCA could access these review record.
These records are in strict protection status, no visit, reading, amendment,

deletion and other operations are allowed.

5.4.5 #Hit HE &1 12 Back procedures of audit log

H[E 25 CMCA CRAEFTA I 2 10 R B 2 sl &5 A4 IR b [E 2 5)) CMCA &
AR ENRE P 54T o ARYEIC PR BRI EER, SRR AT 2 () & Mg A,
AR BERL B B MEEES ML &0 .

CMCA ensures all review records and review summary are conducted
according to the backup standard and procedure of CMCA. Based on the
record nature and requirement, various online and offline backup tools are
adopted with the real-time, daily, weekly, monthly, yearly, and other various

backup.

5.4.6 it sE &4 Audit collection system

HE# 5 CMCA ®HitilUE R G Je:
mEPEE AL
B EBEK RS
B EPHRARS:
m TR R
TE-P A H R 48
B UiREH RS (AR KEED
P, Bl L e R RS
m A EZ CMCA A LEH B RS,
HE# ) CMCA & RIEHES FR RGNS EHANE A TH. f£75Z1n
{5, HEF5) CMCA 23 BB A 1 8 T H R 2 #5100 o A R 255K
Audit collection system of CMCA involves::

B Certificate management system;
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B Certificate issuance system;

Certificate LDAP system;
Telecommunication system

Certificate approval management system
Visit control system (including the firewall);

Website and database safety guarantee system;

Other necessary review systems by CMCA
CMCA prepares the check management and review tool of the above systems
all time. When required, CMCA would apply these tools to meet the

requirement of various reviews at any time.

5473 S B =T 4 = 4 19 4 ¥ Processing to

event-causing subject

HE 5 CMCA X B A H A Bl I R 4 id s, RV VAT VS
I N IB I, OR B R B R SRS i HIBCH), dn: D)W Bl # 211K
HIIRSS 3828 AR T A B A8 15 it

CMCA A BLLE & 150 3 BRI SHAR AT 7
CMCA should take a detailed record of the attacks found in the review, ascend
the attackers within the law, and reserve the right to take appropriate
countermeasures, such as: Cutting off the open service to attacker, submitting
the judicial department for treatment, and other measures.
CMCA has the right to decide whether to notify the entity that caused the

event.

5.4.8 fie851%1%F4& Vulnerability assessments

CMCA BEFEREAT — IR B PPAL, IR
1 BRIRTTRL T AR AT R B, 7T RE S BURZ RPNV IR $5. =A
S A RN IR A A 5 K el 5 PR A
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2. VPRI L P T e R AE R, (RIS 2 RRE 1 A R A I A
R A AN

3. Pl CA Jxi A e g I R I B . 127 ERE RS BORAILAD
LA R

CMCA conducts an annual risk assessment as follows:

1) Identi fy foreseeable internal and external threats that may lead to
unauthorized access, disclosure , misuse , change or destruction of
any certificate data or certificate management process ;

2) Assess the likelihood and potential harm of these threats, taking into
account the sensitivity of certificate data and the certificate
management process; and

3) Assess the adequacy of the policies, procedures , information
systems , technologies , and other arrangements taken by the CA to
address these threats .

MHEH AP R RGeS, T E#5) CMCA MR A R,
BAEHIME R, ZeEHE R RGBT %, SERER LN RG LV
A, JCFEBEAT AN A E AL, HEPEG IR, IR 1 D A RGeS
PEREAT B4
For the system vulnerability found in the review process, the relevant key
personnel of CMCA, including audit administrator, safety administrator, system
super administrator or the employed professional system safety evaluation unit,
jointly conduct the corresponding vulnerability evaluation, issue the evaluation
report, and repair the system vulnerability within one month.

XHEH AR KRB 2 4, W24, N5y inl i, 2 K
AT AE VL P Ak ZERR AR 4R o
The problems in physical security, system security and personnel security

found in the review process should be handled and solved accordingly.
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5.5 id5%V3#Y4 Records archival

5.5.1 )32 R AR Types of records archived

FE S CMCA Xt CA HIHE % 2 4714, T8l 8] 1 7 B # 5) CMCA
HATHRE, RSN A EF2 5 CMCA RATHIET A CRL. # & ¥ ic 3¢
IEHHAIFHE AR (RS G R/AF, A RPN TTAE SR A &
ZSEDI
CMCA would regularly file the CA database, and the internal time is voluntarily
decided by CMCA, and the filing content includes the certificate and CRL
released by CMCA, review data record, certificate application approval data,
etc. (The signature private key is saved by the entity, and the responsibility

related to the private key is undertaken by the entity).

5.5.2)3 ¥4 12 F B /&= 77 H fR Retention period for

archived records

HE 25 CMCA RifR B T 5E-151E K & I UEA RIS, BLA AR
Fo R, AT SRR FE P R s 2B

CMCA shall retain all documents relating to the certificate request and its
verification, as well as all certificates and their revocation, at least seven years

after the expiry of any certificate based on the document.

5.5.3 AR ST {-BI4R$P Protection of archive

AN R B WL e iR ORI, QB i e i B, AP ASE 5 57 A
fiti, WHBEMEBRMRIE, WA XS BE, AR TRBR 5 E

RAA G AU AR N %Ry € 1 2 2207 A Re I el

FE 5 CMCA {RIAH R AL S i B A B A By, BIARR L . HR AN
1677 BIRBIA o
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The filing contents have both the physical security measures and password

technology guarantee.

Only the working personnel with authorization could access them in the
specific safety method.

Relevant archives should be protected from threat of adverse environment,
such as destruction of temperature, humidity, and magnetic forces by CMCA.

CMCA would verify the integrity of filing information every year.

5.5.4 V382U 4 Backup of archived records

P AR SO B 2 B 1 IR AR E 323 CMCA I 1 Bk, IEKGAE
S ORAT A

AR B PR B PR SRR 1 7 2, BAMNRAN K AEAE AL H..

HAERBE TAEN B A GAE I B BB O, RS S HEAT B U AR

HE %3 CMCA 7£ 22 L] LR IESE IEXAS 58 S & #AT MBS . 1B 5%
SE (S
All filing document databases are stored in the main storage library of CMCA,
besides their backups would be kept in another place.
The filing database has no information interaction with the outside world in the
method of physical separation or logic separation.
Only the authorized personnel could read the file under the supervision
condition.
CMCA ensures no deletion, amendment and other operations to its files and

backup are allowed in safety mechanism.

5.5.5 id & BB E K Requirements for time-stamping

of records

P 1745 A BRI TE) s i
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All archived content should be identified with time.

5.5.6 U4 YL R4 Archives collection system

HEF2 5 CMCA B RIS R 45 et N T ERAEAN 5 S48/ P87 4L
Document collection system in CMCA consists of manual operation and

automatic operation.

5573 B MK KV 5 B /Y 2 F Procedures for

obtaining and inspecting archived information

PRI N0 ok DR B A B A w95 DL, I B 1 B ORAS SR A5 JE B HERR
T EXTIX AN DUEAT L . CMCA RHE S IR RS S s B
Two copies of the archived data are kept separately and are compared to
ensure the accuracy of the archival information. CMCA verifies the integrity of

the archived information each year.

5.6 B FIAMEAR S5HL#H $HEE Key replacement

5.6.1 B E & #1E Key replacement operation

TEIX B2 T & 2 18 24 b E #23) CMCA R AIE 15 21 1 11 75 22 5 45 AR 255 B0 )
PR U6 I . A7 ROV W, 6.3.2.
The key replacement refers to the measures taken when CMCA root certificate
expires and needs to replace root key pair. Valid date is seen in 6.3.2.

fEFE 5 CMCA LRI |, [E Rz CMCA K xR AL B BEAT B 46t
TP AR A TH 8 FI0 )3 8 B e 2 i iR . TR E A2 3) CMCA
IR LR 75 3

® B CANGAEILRH RN AN TN 2 CA B4 dr 2 AT 1E2E K

H N H CAIEH (IR K HID .
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o AEMTHIEYIXS, ZACHI B CAES.
® (EYFIERAUEHRI A Z G, X T HtAER T % CA Bl 4% ki
K, FERAENR) CA B AR AR
The CMCA will replace the root private key before the expiration of the CMCA

certificate. The key conversion program plays a transition role in the
conversion of the old key pair to the new key pair. CMCA Key Converter:
® A superior CA will stop issuing a new lower CA certificate (Stop Issue
Date) before its private key expires less than the life of the lower CA .
® Generate new key pairs and issue new superior CA certificates.
® The certificate will be issued with a new CA key for the approved
subordinate CA or final customer certificate request after the date of
stopping issuing the certificate.
H1[EF% 5 CMCA K4k 24 FH IH ) CA FAPH% K 1) CRL, ELE|HIHK CA A
PR HIAE 2 1k .
CMCA shall continue to use CRL issued by the former CA private key until the

certificate issued by the former CA private key expires.

5.6.2% {1 E & % /E & I Key replacement operation

management

CMCA AL ™ 5 51 B8 (R PR

1. YV B DR AT IR A T it SR 2R T M e R R A
2. HYPE BT AR TIC R B, ISR =05 $ AL ILE;
3. ISR ET 30 A AIAH KT .

CMCA establish strict key turnover management requirements:

1. The key administrator shall submit key replacement approval in advance, and
operation is granted with consent by the policy committee;

2.The key-replacement process will be recorded and recorded in full and

witnessed by a third-party audit institution;
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3.Key replacement will be notified 30 days in advance.

5.7 i E 5 R ¥ % & Damage and Disaster Recovery
(DR)

CA RGN RAMEWE, TR NRIEER A RE OKR. K. RS H R
KE, BT KR RIS A RBIR U NN KRR MR
BEFIRAE IR D B S5 G T2 30 CA W RHER I, REfS IR CA IE A
JEERE
The Disaster Recovery (DR) of CA system refers to the key and customer data
which could recover CA when the disaster (flood, wind disaster, earthquake
and other natural disasters, or electricity interruption, fire hazard, explosion
and other structural damage, and human error, network hacker attack, virus
and other operation problems) or war and other attacks happen and CA is
completely damaged.

T I 7E S b ST HE 28 3 Oy T LS A HE MR R, 9 HE 2% 40 R O AF T T 45

HIFABHAN S P 88l . A5 3h CMCA & B 5 Gt 4%t ik 55 4% 1 2 e 3ol i
&0, AT 208 3] R K&
The DR could be achieved by setting up a disaster backup center at another
place, and the disaster backup center stores the backup private key and
customer data. CMCA regularly backups the data of the system backup server
by magnetic tape, and sends it to the disaster backup center in another place
by manpower.

BN (PKD KA sofEvE RS, T E 23 CMCA Gk EizE
MIRE S . AT — b, CMCA MAE 2 /N N X T35S 3F, CMCA £
24 /NI IR 0T RAEPE AT, AE 32388 M H I O HE SR AN AT S
MANREIE R IZE I, CMCA KAE 48 /NI, ) FH £ 4 Bt A o5 72 250805 &6 o
ORE BT AERS
When the public key infrastructure (PKI) catastrophic failure, CMCA has the
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ability to resume operations. CMCA will solve the general failure within 2 hours;
for emergencies, CMCA within 24 hours; for catastrophic events, in the event
of a disaster or force majeure accident at the main operation site and can not
operate normally, CMCA will restore electronic authentication services in the
data backup center using backup data and equipment within 48 hours.

CA N AT S A N -4 7 5 e 1
The CA should have event response plans and disaster recovery plans.

CA N g i) Mb 55 JE SR R MK BREF, HITAER A R 22 E Bl 5%
R IS 388 0 O B ORI LR R P R BE R AT Bl AR T
CA shall prepare business continuity and disaster recovery procedures to
inform and reasonably protect application software suppliers, subscribers and
depend encies in case of disaster , security damage or business failure .

CA N B IT 5 Hlk 5 G2 v+, (H AR K A CA B H THIm 2 fit
FONV S5 2t R A 22 4 it
CA do not need to publicly disclose their business continuity plans, but should
provide their business continuity plans and security plans to CA auditors as
required.

CA NAFFEX X LR FPBEAT G, A AN .
These procedures shall be tested, reviewed and updated annually .

WSS IESNETH R 0L B a0 N2

1. Bt RIe st

RXEEF
[EIPESUW:
R REFP
THRI A 44 Rl
UNIGIESGSE: SN
MANHITHE
PRI ] H A%(RTO)
5E IR AR T )

© ® N o 0o bk~ 0N
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10. RHNV S RE T BRI, CA THRIR I 4P sk 2 CA Ik 553
{E

M. FETRHME AL 1 — B TR A, AR PR i e gl o 14 e ) 22 4
MG, R REORAP H B AR T -
The business continuity plan must include the following:
1. Conditions for starting a plan
emergency procedure
Retreat process
Recovery program
Planned maintenance Plan
Cog nitive and educational requirements
Personal responsibility

Recovery time target (RTO)

© ® N o o bk~ N

Regular test of the strain plan

RN
o

. CA plan to maintain or resume CA operations in a timely manner
after critical business processes are interrupted or failed
11. procedures to protect their facilities as far as possible during the

period following the disaster and before restoring a safe
environment in the original base or remote location.

FAMEVR I ) B A TAF (45

il € AR TR 5

By 1%y AN AF A 5

Bl B A T

JE B R 5

AV I 75 I 1) PP A

Specific disaster recovery efforts include:

® Development of disaster recovery plans;
® Backup and storage of data;

® Auxiliary equipment preparation;
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® Start up the disaster recovery plan;

® Time assessment for disaster recovery.

AV R TRl S i«

1. FrAR BSR4 18 DL R 2 4 P 5L BOR LR 1325

2. MRIEIRAERINET, 7 B4 IR 5 R 2 A B LS AL

3. W HREMMEE B A A im0 dkse, H3EdE, InEIET A CRL
AT RS, —EHREHANELTIKE T HS, 24T IABUR
HALER T AU E T AT AH E #23) CMCA R 4eH) H kg5 ik 2
E# 3 CMCA %k .

Disaster Recovery Plan implementation:

1) All passwords are changed by the head of the security department and the
relevant security administrator, policy approval department.

2) Depending on the nature of the disaster, some or all of the certificates
need to be revoked or re-certified later.

3) Where the directory cannot be used or the directory is suspected of being
impure, directory data, encryption certificates and CRL need to be restored.
Once the directory administrator recovers the directory from the backup,
the security department and the policy approval department, the
authorized operation department can restore the CMCA data from the

directory server of the CMCA system.

5.71 B & Fn i F & I 32 [F¥ Processing procedure of

accident and damage

FHHO5 3 A ERURE N -

1. DRAEBUA FXS AMR LI T A e REG IE H IR BUIR ST, JF HAT X B30T
BERSE,

2. PR CA NP R 55 #B B A& AR I A%

3. WBLMBERS, B PURRIEF XHAMEHAR SN A bR, idsibEI, X T
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s TR IR, IR R 5 28 AN BE DR i o m) @Y, B 25 58 A B
KEME.

4. TEFCMRS AR B, B S AR A

The process is as follows::

1) Ensure all equipment provided outsides could normally provide service,
and set the emergency plan aiming at each link.

2) All CA application services own basic monitoring.

3) When the fault occurs, record the fault site as soon as possible aiming at
normally providing service outsides. For the fault with large influence area,
in case the problems couldn't be solved rapidly within 5 minutes after the
problems are found, the emergency plan shall be started.

4) For the fault which severely influences the foreign service, promptly report

to the competent leader.

572 B #IFE . B/ # #E 805 IF Damage of

computing resource, software and/or data

AR BIR . PN B S BRI, BEAT DU R A

1. WEIREE. CA RGUF&A Hdi i F4;

2. NESREUET, BEHHEATINE;

3. RWRESNEZRS.
When the computing resource, software and/or data is damaged, the following
operations shall be conducted:

1.Recover the environment, CA system and backup data, and on line;

2.Conduct the certification again to recover the certificate for the customer;

3.Start the original system as early as possible. -
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5.7.33¢ & FA 47 #1 ¥ & ¥ 2 F Damage treatment

procedure of entity private key

T SARIE BRI E, T E#s) CMCA A Ui T AP E SR AR

1) A% RISARIE BRI ER, N RS A AT, S RI;
7] 7 K # 5l CMCA BAH LRI M ATLAA) FROIE 5 i 55 W ki 4 HLAIE 45, B
LRI G B 7 ACE R [E 323 CMCA B LR i
BHAET . P E#3) CMCA 14§ 4.9 KAWL+ MAHE L.

2) L E M5 CMCA Bl ML A BLIE 1T 7 B S AR AL B 52 2140
iKf, HHEF25) CMCA BIEMALRPRE LT R AR IE S, JFEANEAS T,
VAL SL RN A A . T E M3 CMCA 14§ 4.9 K ATIES 7 4

=
E;m\o

3) Y EFEF) CMCA 1) CAWE HHIIFAHII R, S EF#3) CMCA ¥437
B4 CAEF I SN I8 I )38 A3 A2 38 KK A 7 » 2R A2 T i) CA
YR AT CAIEF .

For the damage of entity certificate private key, CMCA has the following

treatment requirements and procedures:

1)

3)

When finding the entity certificate private key is damaged, the customer
shall immediately stop using the private key, and immediately visit the
certificate services website of CMCA or the corresponding RA to revoke its
certificates, or immediately notify CMCA or the RA to revoke his certificate
by phone and e-mail. CMCA releases the revocation information of
certificate according to § 4.9.

When finding the entity certificate private key of certificate subscriber is
damaged, CMCA or RA would immediately revoke the certificate, and
notify the certificate subscriber, then the subscriber shall immediately stop
using his private key. CMCA releases the revocation information of
certificate according to § 4.9.

When the private key of CA certificate of CMCA is damaged, CMCA would

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
Mk www. cmea. net #0107 W OH 187 W



REBHCAHR L

CHINA MOBILE CERTIFICATE AUTHORITY CMCA %}*1%4 ,f£ iIE:P}ik%%m[}][J

immediately revoke such CA certificate and promptly notify the relying
party by wide approaches, then generate new CA key pair and sign new

CA certificate.

5.7.4 % 3 i5 B A %5 ¥ 4 14 §& /7 Business continuity

ability after disaster

FAMER A5 T E 5 CMCA SLRIM A R 4t a7 a4 VR R RGeS
i, RGEZIFRE P IRBURS, RERS RS
After the disaster happens, CMCA immediately recovers the system and data
from the backup system or off-site backup center, then the system is online

and provides the service for the customer to keep the business continuity.

5.8 B FINIERR SSHL A E ML A RY ML 548 1F CA or RA

termination

5.8.1 CA &1t 5[ Termination reason of CA

CA 2 1Bk 55 1 S5 BRI RT LA) 9 B 32 451 S BRI A 35 BH 2 40 L A
The service termination reason of CA could be divided into key damage reason

and non-key damage reason.

5.8.2 22 1F & H1 Termination notice

A EF2E) CMCA TR Z& LA, S IEaE RS HEEE)
CMCA HALHE MM 32 B SFIE T 2 A, JREZ RS S+ H Al
[ [ 55 B 5 B BB BRI, 3R SR UE X 20 BRI AT A
In event CMCA intends to terminate its operations, it shall notify the

registration agency, acceptance point and certificate subscribers authorized by

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
Mk www. cmea. net #0108 T 4t 187 W



REBHCAHR L

CHINA MOBILE CERTIFICATE AUTHORITY CMCA 2BRE/EUEE ML SHN)

CMCA in writing 90 days prior to termination of operations, and shall report to
the State Council’s information industry department 60 days in advance. All

procedures are in compliance with related laws and regulations.
5.8.3 £&1EY344 Termination filing

H[E 2 5 CMCA 2 # HEAH IR AR (R 58 S 22 FIF I A S ATIE 5 A7 A LA
CMCA would arrange the storage of file and certificate according to the

relevant law regulations.

5.8.4 2% 1F £ Termination measures

£ CA il Mifa], SR LA T & Bt 2% 1kl 55 -
B EE CA ZIEFEH;

A CA I SEAA

L NERS S

UEF5 S

AL BRAFAS SCAFIE %

S IEVE O B IR S5 5

A H R RS54

PIENER

EH P E ) CMCA A48 B i M [H 45 CMCA %4 5 ;

Kb RN

A BT Ak BRSO RS

B ERR CA F L.

During the termination period of CA, the following measures are adopted to

terminate the business::
B Draw up the CA termination statement;
B Notify the entity related to CA;

B Close the secondary LDAP server;
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B Certificate cancellation;

Handle the filing document record;
Stop the service of certification center;
File the main LDAP server;

Close the main LDAP server;

Manage the system administrator and safety administrator of

CMCA;

Handle the encryption key;
B Handle and store the sensitive documents;

B Eliminate the host hardware of CA.
5.8.5 RA B4 1F Termination of RA

R E 3 CMCA 5 RA TP Z1E RA BE5S .
The RA business is terminated according to the agreement signed by CMCA

and RA..

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
M3k www. cmca. net #0110 71 3L 187 W



REBHCAHR L

CHINA MOBILE CERTIFICATE AUTHORITY CMCA 2BRE/EUEE ML SHN)

6. NiE & 4 £ R & £ & #l Technical safety

control of certification system

6.1 BIAM B E AR Generation and installation of
key pair

T 2P0 R 2 LA oCtE, FrbAfE CPS HrifilE TN RLE, i fR%
PIXPRY A ARIR . RS AR IR, S BEAA I A
Since the key pair is the key of security mechanism, so the corresponding
regulations are formulated in CPS to ensure that the generation, convey,

installation of key pair own the confidentiality, integrity and non-repudiation.

6.1.1 BiAXAI4E B Generation of CA key pair

CA Z 90 H Hh e N BN [ 2 A 324 80 T I v AV AT ) e a AR B . -
HhAe N BN DN T 25 05 77 i A UGIE RS H A& S BLER, Rk, CMCA 1
TR B A ORI NGEAE AN R A S E #EAT
TEICIEA |, E0H CNS 15135, 1SO 19790 5k FIPS140-2 FrifE fAH M 2, A
FAAF G PR AE R AR 1 £ AR ORI B CA %80 . CA B8 AL U FE 75 AR MO 28
=TT AETT AR N #EAT, JEE A RS . CA BFHHA B H Bl A I E L
BT, KK AR

VP PIR AT 7 B B R 55 A B B e N B B A LA A
¥ 5l CMCA A7 3 5545 AT IR IE W AR A 7 % 8, T E#23) CMCA 454855
YT EC IR TS, IR Rl /5 B SR ACAR N A HOR SR A AT 7 A
T B o
The CA key pair is generated by a device approved and licensed by the
cryptography authority of the people's Republic of China. Since the people's

Republic of China has strict management requirements for cryptographic
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products and authentication systems, CMCA should follow the relevant
provisions of the people's Republic of China in key generation, management,
storage, backup and recovery. On this basis, CMCA should follow the relevant
provisions of CNS 15135, ISO 19790 or fips140-2 standards, The CA key is
generated and managed by hardware devices that meet its standards. The CA
key generation process needs to be witnessed by an independent third party,
who will issue a witness report. The CA key generation log is recorded in the
encrypt or device and will be saved permanently.

The subscriber key pair is generated by the built-in key generation mechanism
of the subscriber's own server or other devices. CMCA has the obligation to
guide the subscriber to produce the key according to the correct process.
CMCA refuses the weak key application for digital certificate, and can provide
the corresponding technical support personnel to help the subscriber generate
the correct key.

The private key is generated by the subscriber itself, and it is not necessary to
pass the private key to the subscriber. The key for OV SSL and EV SSL

certificate is on the subscriber's own server.

6.1.2 FASAMEIX 41T P Public key transfer

MBI P BATER, A ERAYIEEZLT ). OV SSL LK EV SSL ik
SELOEE R AN RN E == 0 B s s
The certificate subscriber's public key submits the certificate request to Ca in

PKCs # 10 format, which should be transmitted in a safe and reliable way.
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6.1.3 N AEIELIEBZE 5 14 Public key transmission
of CA

UEFIT P AL PKCS #10 # X EACUE R4 CA, Nl 224 ml S£ (177
AT AL
The root public key of CMCA is included in root certificate of CMCA. The
certificate subscriber could download the root certificate of CMCA from the

website of CMCA.

6.1.4cmcA B FINIERR F AL QAR X LK BT cmea
e-certification service agency public key is

transmitted to the depending party

1 E 25 CMCA KR AP E1E T E 25 CMCA RIEF . E451T 7 Ay A
M EF25) CMCA )Mk F T % [E#% 5) CMCA HRIEH .
Root public key of CMCA is contained in root certificate of CMCA. Certificate
subscribers can download the CMCA root certificate from the website of

CMCA.

6.1.5 B4RV E Length of key

HEF2 5 CMCA M [ SR AR BUR 35 B IR S50 25 K B 110 B aff
EAMESR, HAv:

CMCA complies with the clear regulations and requirements of national
laws and regulations and government authorities on key length

ROOT CA---RSA-4096/SHA-256

EV SSL CA---RSA-4096/SHA-256

SSL CA---RSA-4096/SHA-256

1T BRI E YN RSA-4096
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The length of subscriber key is rsa-4096

6.1.6 A& ¥ A X KR = # E Generation and

quality check of public key

NAZHHEZHENEE RV R P ERES) CMCA BIFIE-BEK RE5L
R BORE A=A
The public key parameter is generated by the hardware which is permitted by
State Cryptography Administration and supported by digital certificate issuing
system of CMCA.

CMCA £ R IX B8 48 I SR L0 J0U B AT [ 2 2 0 328 FB 1 XA L B8
T ZCE S LB TR AT GIESINIE R G i S 58 2 R e ) BAK
FABAR SRR AIPRHEZER, Al 2B i) A S B LA S hriE, XN E
HIPSL, BRAE LY ik B e W I 22 R B R A
When purchasing these devices, CMCA requires that they must have the
corresponding qualification of the national cryptography authority, and comply
with the "technical specification for password and related security of certificate
authentication system" issued by the national cryptography authority, as well
as other relevant specifications and standards, such as the quality inspection
standard for generated public key parameters, the built-in protocols of these

devices The algorithm has reached enough security level requirements.

FEAE FHBERBEAE T, TP ES) CMCA FEXHREAFBEAT I, SeiiciE i 5 7]
BT, HA AT A 512 804 B 0 A 7
Before using this kind of hardware, CMCA will test the hardware and put it into
use after passing the acceptance, and check the quality of public key

parameter generation from time to time.
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6.1.7 B4HEA B /Y Purpose of key use

CMCA 2% BT FEF52 X509 v3 hinAs, W& 7 &A@y . i
CMCA fEHZ R EH s Py I N 15 9] 7 i, UEA51T 7 e 0% % 4
WP P 3 156 P 2 6

The subscriber certificate issued by CMCA is x509 V3 version, which contains
key usage extension. If CMCA specifies the purpose in the key usage
extension for which it issued the certificate, the certificate subscriber must use

the key for the specified purpose.

1 E 25 CMCA KIAAPIHI T2 K B HETS. 5 CAES. 1T/ iE+A0 CRL,
FEF2 3 CMCA AP T RAEFAHZE 4 .

The private key of CMCA is used to issue its own certificate, sub-CA certificate,
subscriber certificate and CRL, and the public key of CMCA is used to verify

the private key signature.

HE 25 CMCA HIRRIE XS B A FA R AN RE ] T2 BE 15
The private key corresponding to the root certificate of CMCA cannot be used

to sign the certificate.

I VWA

1. BEAIETRRIR CA & 5;

2. %% CAs iEBHAL XAES;

3. FH T HEEAIBOE R (B B A Il NES CA #/E s & uE-fh), M

4. OCSP i B 55 E k5 o

Except for:

1. self-signed certificate represents root CA itself;

2. lower level CAS certificate and cross certificate;

3. certificate for infrastructure (management role certificate, internal CA

operation equipment certificate); and
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4. OCSP response verification certificate.

6.2 FATARIP AN IR R T F2 =5 Private key protection

and cryptographic module engineering controls

6.2.1 BBIERFREFITH Cryptographic module

standards and controls

H [E#%5 5h) CMCA 18 FH | 2 2 i B =) Vi AT ) 7 i, B DRSS R AR R 7T 5 [
FIE R ER
CMCA uses the products permitted by the State Cryptography Administration,
and the standards of cryptographic module meet the requirements stipulated

by the state.

6.2.2 FA$A % A4l Private key multi-person control

HE# ) CMCA K M ik N 2 A\ Su& B0 4 FH L 45 1 Th [E #2.3) CMCA
24 %E8H, M>=N, M A5, N A 3.
CMCA adopts the N-out-of-M multi-person control policy to activate, use and

stop the signature key of CMCA. M>=N (M is 5 and N is 3).

6.2.3 FASAIEE Private key trusteeship

XI T CA #.8H,CMCA THEE L5 .

For CA private key, CMCA has no managed service.

6.2.4 FA$A & Private key backup

CA HIRTH =LA, I IE BB &y, HIRAFAED =R B X
Btk AT A, EINE AL & A RT3 AN LA E(BHE 3 N) A A 5E k.
The private key of Ca is generated by the encryptor. The encryptor is backed

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S k4w : 518057 HiE:  0755-66820666
M3k www. cmca. net #0116 71 4L 187 W



REBHCAHR L

CHINA MOBILE CERTIFICATE AUTHORITY CMCA 2BRE/EUEE ML SHN)

up by two computers and stored in the environment of high temperature,
humidity and magnetic field. The backup operation of the encryptor can only be
completed by more than three people (including three people).

BRI AT P, @UGT 7 BAT &0, JER &t BRVETR A 11 4
A7 R IR R, By LB AR i 2 R
The private key of the subscriber is generated by the subscriber. It is
suggested that the subscriber backup the private key by himself, and protect
the backup private key by password or other access control mechanism to

prevent unauthorized modification or disclosure

6.2.5 FA$AY345 Private key archival

2 CMCA i) CA FHX B f5 , IXLeB PR A frAr 20 10 4. 94
) CA YR RAFAEAR CPS6.2.1 ik KIREAF &t i e, JF H CMCA B 814
H RIS AR A O T VAR S 0 CA BN A S B T4 Rt . a8
CA ZHXE BN HR R HIR 2 J5, CMCA ¥zl A CPS6.2.10 Arid 1) 7524t
1T 2B ER
When the CA key pairs of CMCA expire, these key pairs will be archived for at
least 10 years. The archived CA key pair is stored in the hardware password
module described in cps6.2.1. The key management strategy and process of
CMCA ensure that the archived CA key pair will not be used in the production
system. When the backup CA key pair reaches the archive retention period,

CMCA will be destroyed safely in accordance with the method described in

cps6.2.10.
CMCA %7 PKI BR AT 7 AR s AL R VAR 2 IR CA I3 1Ak Ty
IRBEAT VAR

CMCA AMRHAt 2% CA LIRS E IR
CMCA is based on PKI theory to archive the encrypted private key generated
by subscribers by referring to the key archiving method of ca.

CMCA does not generate archive key pairs on behalf of other subordinate ca
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subordinate ca.

6.2.6 TAHSAN . SHEHLIELR Private key transfer into

or from a cryptographic module

CMCA i i i Az il CA BEHXT, #hE T &/ InE e, CA EBHHXE
iR ib i DL 2 5 sk AT .
CMCA generates CA key pair through hardware module and deploys backup
encryption device. CA key pair is encrypted offline during backup transmission.
I A AT AN RE 5 H B AR . oA 7V AR AT P ALVEHAE B
H P N SR O 2 1) 5 AT
The subscriber private key generated by hardware cannot be exported to
cryptographic module. The private key generated by other methods should be
encrypted when exporting.
CMCA AR Al H 2% CA A TR X
CMCA does not generate archive key pairs on behalf of other subordinate

CAs.

6.2.7 A $A 7£ B 10 X 3R Y 77 fif Private key storage on
cryptographic module

IR
The private key is encrypted and stored in the hardware encryption module
which has passed the product authentication of the national password
management department.

CA N 44 27 2 /D18 2| FIPS140level 3 BUE 4 1138 F AR (R4 L &
A B2 4 H bR, EALA (B ) B 2R G BB A B4 0 2 0 R B AU B DR 4P
ANFAR 55 7 1) 25K

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
M3k www. cmca. net #0118 71 4L 187 W



REBHCAHR L

CHINA MOBILE CERTIFICATE AUTHORITY CMCA 2BRE/EUEE ML SHN)

CMCA should protect its key in the system or device that at least meets
fips140level 3 or appropriate common standard protection profile or security
goal, EAL 4 (or higher), including the requirements for known threat amount,

key protection and other assets.

6.2.8 HiEFAEH Private key activation

° RAEPIEBFA$A Describer certificate private key

TRAFAE TR He b (R B 28 PAE BAMVH TR AR % N H1 4 (B PIN B3 5L
TRECGEF ARG S CBUEEIR) J5ABRME, A Rereue i/ .
The private key of describer certificate stored in the cryptographic module
could be activated and used after the customer inputs the password (or PIN

code) or fingerprint and other key protection information (data activation). .
® EBEEMRSEFIEHFEA Operation server certificate private key

Xf T ob A S T AIE O IS E IR S5 s IE T RA BT B0 ) CA AP I
o X E#E CMCA EMNA RIZE IR FFHHEBAY], FEEIINZEE
SEHYNAE TPNS Rl B S Wit S
The activation of operation server certificate private key of CMCA is the same
as that of CA private key; The operation server certificate private key of
CMCA's RA could be activated after the professional safety management

personnel input the protection password.
° CA #A%A CA private key

Hh [E#% 2 B T A TE G 1) CA RV A TE R B A B, HL s Hdis
1% CPS § 6.2.2 #H{74r %], X7 i CA RPN (EELEiELL) , HEFEE
3)) CMCACA A% 5 M & 73 & & R i 2 /0 3 NAEHE B i [N 2037, H 3 4
R oy B MNFLE B CBOEEER JEABEBIE. —H CA RIS, ¥
IRASKRFES] CA BiLk.
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CA private key to CMCA is stored in hardware cryptographic module, and its
activation data is partitioned according to CPS § 6.2.2. CA private key (online
or offline) could be activated when 5 private managers (at least in 3
administrators) of CA private key of CMCACA and the key administrator arrive
at the same time, and 3 secret managers input the secret division (data
activation). Once the CA private key is activated, the activation state will

remain until the CA is offline.

6.2.9 iR FAEAEUEIRTS Private key deactivation

X T IRSAUESS, RS AEF R P RS A Bl AR S W i R FABH B I AR
IR
For the server certificate, the private key immediately enters in the
non-activation status after service procedure is closed; the system is cancelled
or the system is powered off.
X EM 3 CMCA A HEMHLG I E k55 4 iE ALY, 25 CA B RA
ARG A B RLUR H8 H (logout) B85 A BB A 1) B A A H & 2k P (close)
H2 B IBOAAPI R AR b e, AAPIREAARBHIRES
For the private key of operation server certificate of CMCA and its RA, when
CA or RA system sends the logout instruction to the cryptographic module or
the password management software sends the close instruction to the
cryptographic module, or the cryptographic module which is used to store the
private key is powered off, the private key enters in the non-activation state.
X E# S CMCA FA8H, 2 CA REG R H IS & & (logout) B#
PRI ) AR R e (close) $84, BT TBURAEH A 1 2 A A B by
B, FABIBEA ARG RE
For the private key to CMCA, when CA system sends out logout to
cryptographic module, or the password management software sends out the
close command to cryptographic module, or the hardware cryptographic

module storing private key loses power, the private key will enter in the
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inactivated state.

6.2.10 $52:FA%A Private key destruction

£ CA A an A IZE R e, T E#25) CMCA # CA A4k BifRA7AE — 1
A, JEHEAT AR, AR CA RPTE M 2 A . AR
CARHIFEF ARG K )G, TAEZ L EN RS E5REN N Z24%. CA
AP R 1 Of CA FABH BRSO BTER rh A MBS, AR AR RE R
After the CA private key life cycle ends, CMCA shall continue keeping the CA
private key in a backup hardware cryptographic module, and conduct the
archival. Other CA private key backup is safely destroyed. After the filing
deadline of archiving CA private key ends, the private key shall be destroyed
when many trusted persons participate in. CA private key shall be completely
destroyed from the hardware cryptographic module without any residual

information.

6.2.11 B E A FES Evaluation of cryptographic

modul

CMCA {3 F [ S84 28 A 1 46 i FFALHEAE A (0 B B 32 k0B AL ey i
TN Ve, AT ISR hrE . VG PR ST IRAE % IR,
CMCA uses the high-speed host encryption equipment with independent
intellectual property rights identified and approved by the national encryption
authority, and accepts various standards, specifications, evaluation results and

other requirements issued by CMCA.
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6.3 BIAXEENWHEMASE Other aspects of key pair
management
6.3.1 AV

HE %3 CMCA X Ay B AP BEAT R4 3, G852 1T B AR A 2 8
BEAT A, e RAFERE T, RIE T AR At
CMCA archives all public keys through special archiving software and store

them in the database after encryption, to ensure the safety of public keys.

6.3.23F P I/EHI fn F A *F F A HA Certificate

operational periods and key pair usage periods

FEFE CMCA 2AE% ) g sz Eld, 3L H ARIEB UL 4
Z YIS AL R SRR A RO B WE IR

CMCA will issue certificate to customers within 3 working days after
customer application passes review. The key pair service life is
consistent with the effective date in the certificat, The setting period is

as follows:

MRAUEFHA RONN 2 i K 25 4

g% CAIEFA RO KN 20 4F

M UEBA RN AR 825 K

The root certificate should be valid for a maximum of 25 years

The maximum validity period of subordinate CA certificate is 20 years

The validity period of user certificate shall not exceed 825

daysSensitive data
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6.4 FIR#IE Sensitive data

6.4.1 HUEHIERI & Sensitive data generation

B R 0 45 T E 30 CMCA $ROL 14 o eSS . T E®
CMCA $firE— AR SFMN ) 14 o XL 14 i E 5 CMCA MRS AU 1
VERIVF AT UA TR 5B )

Sensitive data includes password and encrypted data provided by CMCA.
CMCA provides the only unpredictable password. These passwords are only
given to authorized customers by CMCA according to authorization and

operation permission.

6.4.2 R HIEIRIP Sensitive data protection

T [E 3l CMCA KB 2 L & 2 F oy SUORS UK, DL S RIRAL
] RSB A A P U R 1L B T0E A I, SusdidE 2 B sh e .
CMCA adopts multiple ways, including encryption and decryption mechanism
to protect sensitive data, to avoid unauthorized use. The unauthorized
customer attempts to reach the predicted purpose with the sensitive data
which shall be automatically locked. Mobile CMCA adopts encryption and
decryption mechanism to protect sensitive data to avoid unauthorized use.
When unauthorized customers attempt to use sensitive data to achieve the

intended purpose, the sensitive data will be automatically locked.

6.4.3 R ERY H fb 5 | Other aspects of sensitive
data

° BOEBIERIfEH Activation of data transmission

FE4 CA RPN B AR IC & I8 R A74E CMCA et & X ML)
ARESHEAT BT CMCA. UnESEMARFER TG DL T 75 ZEHHT AR (U Bk & R4t
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), HARIE SRR TR EAE CMCA 2 BN GO A BN 53 3 [ 1 B F 1 40
AT

Encryption devices and related IC cards with CA private key are usually stored

in the most secure computer room of CMCA and cannot be carried away from
CMCA. For example, in some special circumstances, the transmission process
needs to be supervised by CMCA security manager and key manager.
XFFAEAST 7, I P g A% 5 T EOE AP I, /5 SR EUIN %5 55 O 47
For certificate subscribers, when the password used to activate the private
key is transmitted over the network, encryption and other protection measures

should be taken to prevent loss.
o BB HIERYSEEE Destruction of activation data

CMCA i X W& AR AL B 5 TR HS S CA RA B B0E Hcdhs -

VTV RA B 0E BUIs AE AN 77 B 3T 7 EAT B8 1T ML Rt A\ Jo izl nd
PRARAE S A LR B A 12 P R O o
CMCA destroys the activation data of CA private key by initializing the device.
The activation data of the subscriber's private key shall be destroyed by the
subscriber when it is not needed. The subscriber shall ensure that the
activation data cannot be recovered directly or indirectly by others through

residual information or storage medium.

6.5 I E =24 Computer Security Controls

6.5.1 RF 8 EH R £ H KEk Computer security

technical requirements

CMCA KU vl 525 & & Gt (0 B SCIF A e s by Bl CMCA 2 4t #E 57 4
I, Rad[E CMCA B ELOIRAL, HENRARERIEMEZESR CMCA 4.

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
M3k www. cmea. net o124 O H 187 W



REBHCAHR L

CHINA MOBILE CERTIFICATE AUTHORITY CMCA 2BRE/EUEE ML SHN)
E CMCAMIEH O RSGEBEZRAF] KIPTKEEZ N, IR RGNS 24

The data document and equipment of CMCA digital certificate issuing system

are maintained by CMCA system administrator. Without the authorization of
CMCA administrator, anyone can't operate and control CMCA system; Other
common customer has no system account and password. CMCA system is
deployed in the firewall of multi-level different manufacturers to ensure the
system network security.

H1E CMCA "L RGN HYTHENIR I 17 a0l kBs . AR, RS
g VR $RAE RS A T SRR Ve i, e ORIE 1 ENLR) 2 ] 5
The computers in CMCA system shall adopt the preventive measures such as
firewall, intrusion detection, host service port restriction, operation system
security patches, etc. to fully ensure the computer's safety and reliability.

TR H — B e B R AYE S ] -

There is a complete system for the storage and maintenance of the
equipment:

1. TANAFTERARSENRE , s i 3 AR R 5l .

Special personnel shall be responsible for the collection and storage of

equipment, and the equipment collection, access to warehouse and scrap
registration shall be made.

2. Mg AT A, BRI
Check, clean and maintain the equipment regularly.
3. MR RLEB IR, IR IE R IE R ARER I S R & A

Make equipment maintenance plan and establish a vulnerable spare parts
warehouse meeting the minimum requirements of normal operation.

4. XWFBATYBN, DAUCKEBRIXN R SRR HRRE. 1 E
When repairing the equipment, the maintenance objects, causes of
faults, troubleshooting methods and main points must be recorded

5. 4 &k 54 H RIFILE.

Maintenance process and related conditions.

6. WRL4EBN, LAHIRE NEGIRE .

When the equipment is maintained, special personnel must be assigned
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to supervise on the spot.
7. ME—RBCRED.
Unique device password.

I HAE—/MEH CMCA REEH N G il FME— e iE 4, AN RECER
V1] BRI AT TAFBADT ZR A e /MLBR , - s A R ZNIE

And every person using CMCA system must use a unique digital
certificate. The access limit of personnel configuration is the minimum
permission required to perform the work responsibilities, and meet the double
factor authentication.

CA XA BENS B3 BOIEFAUA B IK 7 5t 22 BRI 3 IE .

CA performs multi factor certification for all accounts that can directly lead

to certificate issuance.

6.5.2 i+ &L £t Computer security rating

HrE 53 CMCA 5 1 B it 150 46 e 3 i [ 5 0 A 3 JRy v 2 7 F) 3 i st
B o HARIE 2 MR % AL RGUEAEEHI I 1 S0 538 1T R A,
JE AR

The cryptographic equipment used by CMCA is the cryptographic
equipment manufactured through the approval of the State Cryptography
Administration. The network equipment involving security, host, system
software, etc. are the qualified products passing the inspection of the relevant

state department.

6.6 R4 sy A HAIEE] System life cycle controls

6.6.1 R4t H % 1=#] System development controls

CMCA 1 5 Gt 145 & B 5X0HH 9% 22 A b AN B A 3 A A v B8 o (0 ] S JF R T
Tk, HIFRSFEREG CMCA R4 HE FEIN & TLE o
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CMCA system is developed by a reliable developer which meets relevant
national security standards and has the qualification for cryptography
standards, and the developing process complies with all requirements of

CMCA system management.
6.6.2 L EI1F=H Security management controls

CMCA CilE 1 &M 4 skmg V& HHIE 5infEx, CA 88 RGMT w2
M,
CMCA has made various security policies, management systems and

procedures to carry out security management to CA operation system.

6.6.3 & W E IR L £1=# Life cycle security control

CMCA HIEBIMERGHE R G it i 78 AT 1 2518, Tkl
FEH A PR AR AT A 2 4 B, AETF R e U HEAT 1" A& 1) 2 i, 72
B HANES VERA RN ARG LA
Security has been fully considered during the design of CMCA certificate
authentication system. There are strict procedures for code security
management in the development process, and strict security tests are
conducted after the system is developed. The system passes system security

review of relevant national department before being used formally.

6.7 ML Z £iTH] Network security controls

1 E 3 CMCA A B s L AR 7 R 3= w L O 97, HBCE R ir 2%
BIHLER VT ) o HasEE AR i T LG & PRIE 2R S8 M 2% 1) 22 42
CMCA is protected by firewall and other access control mechanisms, and its
configuration only accept the visit of authorized machine. Pass the intrusion

detection, vulnerability scanning and other mechanisms to ensure the system
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network security.

REZ SR E#ES) CMCA 7t T A Retg ik A [E 23 CMCA %K &
gt TE5) CMCA VEM R4t HE#Z3) CMCA H ks 4. T1E5) CMCA
EF R AT RGFEBR ARG IR LAH SR 2 a2 M, JF s
P90 AIE .

Only authorized employees of CMCA can enter the equipment or systems
including CMCA issuing system, CMCA registration system, CMCA LDAP
server, CMCA certificate issuing system. All authorized customers shall have

the legal safety token which shall pass the password verification.

6.8 B8] &; Digital Time Stamp (DTS)

¥zt & (DTS: Digital Time Stamp) XTI A/{E BB %4, 18
T S B 78 AE 25— I [) AN ST SEAFAE AN 72 2 A ST AE I T)_E 2 4R 50
RIAE.

Digital Time Stamp (DTS) is the digital signature of time information, which is
mainly used to confirm certain document really exists at certain time and

confirm the logic relation function of many documents on the time.
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7. BB, IEPRWEINRMELIEBREHY
CERTIFICATE, CRL, AND OCSP PROFILES

7.1 iE$P Certificate Profile

CMCA Z R IE 5341754 X.509 V3 1E-fitk . 4% RFC5280 & &, #F
# CA/Browser [fI Y FTARAZLR . IE T REATFERSNAEN TR,
All the certificates issued by CMCA conform to the format of X.509 V3
certificate. All of them are set according to rfc5280 and meet the requirements
of the current version of Ca / browser. The most basic fields and contents of
the certificate are shown in the table below.

CMCA GLOBAL TRUST ROOT CA

EF55 e

A V3

Feols 5 24 S HIFENLEL

ESE A ATS SHA256RSA

MR HE CN = CMCA GLOBAL TRUST ROOT CA
O = Aspire Technologies
C=CN

ARk IEH UEFA RO AR 1)

A RZIEH UE A RO 2 I 1]

B WA DN, W CSP7.1.4

yNGE RSA (4096)

i Path Length Gonsiraini=None

B FH Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)

CMCA GLOBAL TRUST ROOT CA

Certificate Field value

domain
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Edition V3

Serial number Random number containing 24 bits
Signature SHA256RSA

algorithm

Issuer CN = CMCA GLOBAL TRUST ROOT CA

O = Aspire Technologies
C=CN

Effective date

Certificate validity start time

Expiry date Certificate expiry date
Theme Subject DN of certificate, see csp7.1.4
Public key RSA (4096)

Basic restrictions

Subject Type=CA
Path Length Constraint=None

Key Usage Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)
CMCA SSL CA

EF53, B8

A V3

FPo5 A5 24 AL FERLEL

ESE A AT SHA256RSA

WU CN = CMCA GLOBAL TRUST ROOT CA
O = Aspire Technologies
C=CN

AROREIEH UEHA RO AR 6]

A ROHZIEH E A Y] 25 1B ]

T WE A4 DN, W CSP7.1.4

YNGR RSA (4096)

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b
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IV IR AR REE RS

[1]Authority Info Access
Access Method=IEBMANIEMAZ (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=https://mpus.cmca.net:8080/files/downloadcenter/ CMCA
GLOBALTRUSTROOTCA.cer
[2]Authority Info Access
Access Method=BAHIIEPRESIMN (1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=https://mpus.cmca.net:8080/ocsp

Subject Type=CA
%ZKBE%U Path Length Constraint=None
iEJFE %Eﬂ% [1]Certificate Policy:
Policy Identifier=Fra A 5%
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
https://mpus.cmca.net:8080/files/downloadcenter/cps.doc
CRL & Aii & ZEREST— URL, FTFIE CRL XX,
%!@H}Eﬁ/z Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)
CMCA SSL CA
Certificate Field value
domain
Edition V3
Serial number Random number containing 24 bits
Signature SHA256RSA
algorithm
Issuer CN = CMCA GLOBAL TRUST ROOT CA

O = Aspire Technologies
C=CN

Effective date

Certificate validity start time

Expiry date Certificate expiry date
Theme Subject DN of certificate, see csp7.1.4
Public key RSA (4096)

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b
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Authority access

information

[1]Authority Info Access
Access Method=Certificate issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=https://mpus.cmca.net:8080/files/downloadcenter/ CMCA
GLOBALTRUSTROOTCA.cer
[2]Authority Info Access
Access Method=Online Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=https://mpus.cmca.net:8080/ocsp

Basic restrictions

Subject Type=CA
Path Length Constraint=None

Certificate Policy

[1]Certificate Policy:
Policy Identifier=All award strategies
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
https://mpus.cmca.net:8080/files/downloadcenter/cps.doc

CRL publishing
point

The publishing point contains a URL to get the CRL file.

Key Usage Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)
CMCA EV SSL CA

EF55 e

A V3

Feols 05 24 S HIFENLEL

EE AN RS SHA256RSA

WU CN = CMCA GLOBAL TRUST ROOT CA
O = Aspire Technologies
C=CN

A ROk IR H UEFA RO AR 5]

A RHZIEH UE A RO Z5 1B ]

T WEHRY 3@ DN, . CSP7.1.4

YNGR RSA (4096)
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IV IR AR REE RS

[1]Authority Info Access
Access Method=IEBMANIEMAZ (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=https://mpus.cmca.net:8080/files/downloadcenter/ CMCA
GLOBALTRUSTROOTCA.cer
[2]Authority Info Access
Access Method=BAHIIEPRESIMN (1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=https://mpus.cmca.net:8080/ocsp

Subject Type=CA
%ZKBE%U Path Length Constraint=None
iEJFE %Eﬂ% [1]Certificate Policy:
Policy Identifier=Fra A 5%
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
https://mpus.cmca.net:8080/files/downloadcenter/cps.doc
CRL & Aii & ZEREST— URL, FTFIE CRL XX,
%!@H}Eﬁ/z Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)
CMCA EV SSL CA
Certificate Field value
domain
Edition V3
Serial number Random number containing 24 bits
Signature SHA256RSA
algorithm
Issuer CN = CMCA GLOBAL TRUST ROOT CA

O = Aspire Technologies
C=CN

Effective date

Certificate validity start time

Expiry date Certificate expiry date
Theme Subject DN of certificate, see csp7.1.4
Public key RSA (4096)

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b
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Authority access

information

[1]Authority Info Access
Access Method=Certificate authority issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=https://mpus.cmca.net:8080/files/downloadcenter/ CMCA
GLOBALTRUSTROOTCA.cer
[2]Authority Info Access
Access Method=Online certificate status protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=https://mpus.cmca.net:8080/ocsp

Basic restrictions

Subject Type=CA
Path Length Constraint=None

Certificate Policy

[1]Certificate Policy:
Policy Identifier=All issuance strategies
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
https://mpus.cmca.net:8080/files/downloadcenter/cps.doc

CRL publishing
point

The publishing point contains a URL to get the CRL file.

Key Usage

Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)

WER (EV)

EF53, B8

A V3

Fr o5 A5 24 AL FERLEL

e A AT SHA256RSA

i CN =CMCA EV SSL CA
O = Aspire Technologies
C=CN

AROPEIEH UEHA RO G 6]

RS EIINE WEH A RO 2 ki [A]

B WE A4 DN, W CSP7.1.4

yNGE RSA (4096)
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[1]Authority Info Access
Access Method=IEBMANIEMAZ (1.3.6.1.5.5.7.48.2)
Alternative Name:

URL=https://mpus.cmca.net:8080/files/downloadcenter/ CMCAEVSSLCA.cer

[2]Authority Info Access
Access Method=BAHIIEPRESIMN (1.3.6.1.5.5.7.48.1)

Alternative Name:
URL=https://mpus.cmca.net:8080/ocsp

3 ipases [1]Certificate Policy:
1EJFJKEH§ Policy Identifier=2.23.140.1.2.2
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
https://mpus.cmca.net:8080/files/downloadcenter/cps.doc
CRL At ki ZRMMEE T URL, FF3kS CRL 3.
%%ﬂﬁﬁ/ﬁ Digital Signature, Key Encipherment (a0)
0 2 FH V2 EPREMHIT (1.3.6.1.5.5.7.3.2)
IRSSEEEMIRIE (1.3.6.1.5.5.7.3.1)

B E i E2 2

Subscriber certificate (EV)

Certificate Field value

domain

Edition V3

Serial number Random number containing 24 bits
Signature SHA256RSA

algorithm

Issuer CN=CMCAEV SSL CA

O = Aspire Technologies
C=CN

Effective date

Certificate validity start time

Expiry date Certificate expiry date
Theme Subject DN of certificate, see csp7.1.4
Public key RSA (4096)

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b

W3k : www. cmea. net

k4w : 518057 FETE

CMCA &ER{EAEAE 5l 35N

0755-66820666
135 1 3£ 187 W



I E B BCAFR

CHINA MOBILE CERTIFICATE AUTHORITY CMCA S ER{EAFIE LS5

Authority access

information

[1]Authority Info Access

Access Method=Certificate authority issuer
(1.3.6.1.5.5.7.48.2)

Alternative Name:

URL=https://mpus.cmca.net:8080/files/downloadcenter/ CMCAEVSSLCA.cer
[2]Authority Info Access
Access Method=0nline certificate status protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=https://mpus.cmca.net:8080/ocsp

Certificate Policy

[1]Certificate Policy:
Policy Identifier=2.23.140.1.2.2
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
https://mpus.cmca.net:8080/files/downloadcenter/cps.doc

CRL publishing
point

The publishing point contains a URL to get the CRL file.

Key Usage Digital Signature, Key Encipherment (a0)
Enhanced key Client authentication (1.3.6.1.5.5.7.3.2)
usage Server authentication (1.3.6.1.5.5.7.3.1)

Subject alternate
name

Domain name

WER (OV)

EF53, B8
A V3
Feols 05 24 S HIFENLEL
EE AN RS SHA256RSA
MR CN =CMCA SSL CA
O = Aspire Technologies
C=CN
A ROk IR H UEFA RO R 1)
A ROHZIEH UE A RO 25 1B I ]
T WE A DN, W CSP7.1.4
yNGE RSA (4096)
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IV IR AR REE RS

[1]Authority Info Access
Access Method=IEBMANIEMAZ (1.3.6.1.5.5.7.48.2)
Alternative Name:

URL=https://mpus.cmca.net:8080/files/downloadcenter/ CMCASSLCA.cer
[2]Authority Info Access
Access Method=BAHIIEPRESIMN (1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=https://mpus.cmca.net:8080/ocsp

S e i [1]Certificate Policy:
1EJFJKEH§ Policy Identifier=2.23.140.1.2.2

[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
https://mpus.cmca.net:8080/files/downloadcenter/cps.doc

CRL BAf & ZRIEEAT— URL, FIF3X/S CRL i

%!@H}Eﬁ/z Digital Signature, Key Encipherment (a0)

H8 5 5 B v ZPUHSHIT (1.3.6.1.5.5.7.3.2)
IRSSEEEMIRIE (1.3.6.1.5.5.7.3.1)

B E i E2 2

Subscriber Certificate (OV)

Certificate Field value
domain
Edition V3
Serial number Random number containing 24 bits
Signature SHA256RSA
algorithm
Issuer CN =CMCA SSL CA
O = Aspire Technologies
C=CN
Effective date Certificate validity start time
Expiry date Certificate expiry date
Theme Subject DN of certificate, see csp7.1.4
Public key RSA (4096)
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Authority access ,
[1]Authority Info Access

information Access Method=Certificate authority issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:

URL=https://mpus.cmca.net:8080/files/downloadcenter/ CMCASSLCA.cer
[2]Authority Info Access
Access Method=0nline certificate status protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=https://mpus.cmca.net:8080/ocsp

Certificate Policy | [1]Certificate Policy:
Policy Identifier=2.23.140.1.2.2

[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
https://mpus.cmca.net:8080/files/downloadcenter/cps.doc

CRL publishing The publishing point contains a URL to get the CRL file.
point

Key Usage Digital Signature, Key Encipherment (a0)

Enhanced key | Qo 8 antetion (1.5 6.1 55750

usage | Serverauthentication (1.36.1.5.5.7.3.

Subject alternate | Domain name

name

7.1.1EB A S Version Number(s)

X.509 V3.

7.1.23EB ¥ B IN Certificate Content and Extensions;
Application of RFC 5280

CMCA 2K HJUESS, HAEHY RIUENE IETF RFC 5280 fr#E2iK .,
The certificate extension of CMCA follows the requirements of IETF RFC 5280.

7.1.2.1 RIEBH RBIE Root CA Certificate

1. ZYH: Key usage
%8 RFC5280 #1778, W% A Digital Signature, Certificate Signing,
Off-line CRL Signing, CRL Signing (86), 1%Ui[1] criticality % & 4 true.
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Fill in according to rfc5280, the contents are digital signature, certificate
signing, off-line CRL signing, CRL signing (86), and the criticality field of this
item is set to true.
2. H:ARZ){ Basic constraints
Path Length Constraint=None, 1% criticality 3% & 4 true.
Path length constraint = none, and the criticality field of the item is set to true.
3. MR MU E PR IRST Authority Key Identifier
iR E LR PR URAT AR CAEF A8 160 2 SHA1 B H . %0
[¥) criticality 381 &N false.
The authority key identifier consists of a 160 bit SHA1 hash of the public key of
the root CA certificate. The criticality field of the item is set to false.
4, FMREHPRIRAF Subject key identifier
FARE PR IRAT AR CAGEH A H1H) 160 £i2 SHAT A4 . % TiH)
criticality 315 & v false.
The principal key identifier consists of 160 bit SHA1 hash of the root CA

certificate public key. The criticality field of the item is set to false.
7.1.2.2 L BRI Subordinate certificate extension

1. ML (Key Usage) Key usage

¥ % RFC5280 #EAT#8 78, N %N Digital Signature, Certificate Signing,
Off-line CRL Signing, CRL Signing (86), i criticality 15X &~ true.
Fill in according to rfc5280, the contents are digital signature, certificate
signing, off-line CRL signing, CRL signing (86), and the criticality field of this
item is set to true.

2. ET5 5% (Certificate Policies Extension) Certificate Policies extension

78 RFC5280 #EATIH S . 1ZTiMY criticality 1% & A false.
Fill according to rfc5280. The criticality field of the item is set to false.

3. HAZH (Basic Constraints) Basic constraints

Path Length Constraint=None, %] criticality 3% & 4 true.
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Path length constraint = none, and the criticality field of the item is set to true.
4. CRL kAi s (CRL Distribution Points) CRL distribution points
% K i oA 8 &% 7 — A URL , URL H#i i A
https://mpus.cmca.net:8080/crl/crl1.crl FT3k13 CRL S, 1ZIiH criticality 13
wHE A false.
The publishing point contains a URL, the URL address s
https://mpus.cmca.net : 8080 / CRL / crl1.crl is used to get the CRL file, and
the criticality field of this item is set to false.
5. MikHE WA (Authority Key Identifier) Authority key identifier
iR E LA PR RAT AR CAEF A8 160 2 SHA1 B H M. %0
(1) criticality 38i% & X false.
The authority key identifier consists of a 160 bit SHA1 hash of the public
key of the root CA certificate. The criticality field of the item is set to false.
6. TIREHIMRTT (Subject Key Identifier) Subject key identifier
TR PR IRFT 2 CAUEF A9/ 160 A7 SHAT BUBZH B . 1ZT0H)
criticality 315 & v false.
The principal key identifier consists of a 160 bit SHA1 hash of the subordinate
CA certificate public key. The criticality field of the item is set to false.
7. WURFEHNAVIA (Authority Info Access)  Authority info access
AR BN T I A RHE TR ML, 1% criticality 351 &y false.
The authority access is the online certificate status protocol, and the criticality

field of the key is set to false.

7.1.2.3 iTPiEB ¥ EBIn Subscriber Certificate

1. FHH: (Key Usage) Key usage

1% RFC5280 #4731 78, %% 4 Digital Signature, Key Encipherment (a0),
ZI criticality 1515 & A true.

Fill in according to rfc5280, the content is digital signature, key encryption

(A0), and the criticality field of the item is set to true.

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
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2. E1iEmE (Certificate Policies Extension) Certificate Policies extension
i RFC5280 #1738 78 . 1ZTiY criticality 151 & N false.
Fill according to rfc5280. The criticality field of the item is set to false.

3. ¥ EZEY R (Extended Key Usage) Extended key usage

WA 1R MRFC5280HTIH, N NE ) i & 4 iiF (1.3.6.1.5.5.7.3.2),
MR %528 SR IE (1.3.6.1.5.5.7.3.1). %K criticalityls 1% & Hyfalse.

If yes, it will be filled in according to rfc5280, including client authentication
(1.3.6.1.5.5.7.3.2) and server authentication (1.3.6.1.5.5.7.3.1). The criticality
field of the item is set to false.

4. CRL kA7 & (CRL Distribution Points) CRL distribution points

RAREAE T —A URL, T3k CRL 3, ZIY criticality 1% & N
false.

The publishing point contains a URL to get the CRL file, and the criticality field
of the item is set to false.
5. MiKRHA VI ZHFRRST (Authority Key Identifier) Authority key identifier

WU A B AR IR ST B Th R CATE B A 1606 SHATER S 4 /. 101
criticality® % & Hfalse.

The issuer key identifier consists of a 160 bit SHA1 hash of the subordinate CA
certificate public key. The criticality field of the item is set to false.
6. TEHEHPRIRIST (Subject Key Identifier) Subject key identifier

FREYPIRIRFFIRR T HGER 28], 7T T X [R]— AR A R %
CAEBEPIERN D o NP P aliE A s —E R A S H . 2T
criticalitylz 1% & Hfalse.
The subject key identifier identifies the authenticated public key, which can be

used to distinguish different keys used by the same principal (such as when
the certificate key is updated). Its value is derived from the public key or from a
method that generates a unique value. The criticality field of the item is set to
false.
7. MRBEHAIVIE (Authority Info Access) Authority info access
AR E AR U7 R BB UIE RS PR, Z I criticality 3% 152 & A false.
The authority access is the online certificate status protocol, and the criticality

field of the key is set to false.
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8. ffif# &4 (Subject Alternative Name) Subject alternative name
¥ RFC5280 HFATIE A, 1T criticality #5(i% & 4 false.

Fill in according to rfc5280, and the criticality field of the item is set to false.

7.1.3 BEEHWRFRIREF Algorithm object identifier

T [EF22) CMCA 28 & [Pl 4% 8 RFC 5280 #rifE, H SHA256 Hik%E 4,
The certificate issued by CMCA is signed with sha256 algorithm according to
RFC 5280 standard.

7.1.4 Z# R, Name form

CMCA 2 & HJIE CEFEMRIET . EHEF LT P IESS) 1 DN #fR
X.500 (Distinguished Name; DN) fix % /73, &1 RFC5280 FHHLE -
The DN of certificates issued by CMCA (including root certificate, subordinate
certificate and subscriber certificate) adopts X.500 (distinguished name;

According to rfc5280.
7.1.4.1 iEB %L & Certificate issuer

» OV SSLiE+t (certificate)

CN =CMCA QV SSL CA

O = Aspire Technologies

C=CN

» EV SSLiE+f (certificate)

CN =CMCAEV SSL CA

O = Aspire Technologies

C=CN

» CMCAEV SSL CA #1ZiE+5 (Subordinate Certificate )
CN = CMCA GLOBAL TRUST ROOT CA

O = Aspire Technologies
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C=CN
» CMCA SSL CA H 415 (Subordinate Certificate)
CN = CMCA GLOBAL TRUST ROOT CA

O = Aspire Technologies

C=CN

> CMCA GLOBAL TRUST ROOT CA ##iE+: (Root certificate)
CN = CMCA GLOBAL TRUST ROOT CA

O = Aspire Technologies

C=CN
7.1.4.2 JEB F R Subject Information — Subscriber Certificates

CMCA Z5 S UE T B3 44 75 & X.500 2% THL5 44 R E . CMCA fRIUEZE K
YA —ANIE T B B ) 42 T A2 PHE— 1)

DN T A0 & B 5K 48 T 2044 PR U8 PSSR T R AT AR AE A B (Al
SO country code) .

The screening name of the certificate issued by CMCA meets the
requirements of X.500 on screening alias. CMCA guarantees that the
screening name of each certificate issued is unique.

The national, provincial and municipal names contained in DN items must
use the standard names issued by authoritative departments ( Such as so

country code).

7.1.4.%.1 iTFiE+H DN E5K Subject Alternative Name Extension

1. CN &7y AT/ MRS 44

2. OU &i7r: w BLRIRSEARIIER T A PR L2 P i A U5 = s

3. O#BIy: WJ AR SR I FSE A4 K

4. L7y MRl Bz & ik B 2e 3k iy o ) 55 20 AT B X 4
5. S #r: T RREN AL BE = Ik BT A2 4 R S 400 4T B X 4k
6. C#ksr: MTAsiE bk e F R shX, RS, W ET b
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A C=CN.,
VTP E FHEIE TSI 2 IR R AR RGIE T 45 741 R S0 (CSR,  Certificate
Signature Request) , & CMCA @it )5 CMCA £ KiEH.

1. Cn part: the real domain name of the subscriber;

2. Ou part: it can indicate the Department name of the entity and the valid
information confirmed by the customer;

3. Part o: can represent the real name of the entity;

4. Part L: used to indicate the city where the registered address or
operating address is located or the administrative region of the same level;

5. Parts: used to indicate the province or equivalent administrative region
where the registered address or operating address is located;

6. Part C: used to identify the country or region where the business
address is located, all in capitals. For example, the Chinese subscriber
identification is C = CN.

When applying for a certificate, the subscriber should refer to this requirement
to generate a certificate signature request file (CSR)

Signature request), which is approved by CMCA and issued by CMCA.

7.1.4.%.2 Subject Distinguished Name Fields

1. CN #i43: CMCAEV SSL CA;
2. O #B4)r: Aspire Technologies;
3. C#i4r: CN.

1. CN part: CMCAEV SSL CA;
2. O part: Aspire Technologies;
3. Cpart: CN
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7.1.4.%.3 CMCA SSL CA

1. CN #fi43: CMCA SSL CA;
2. O #B4)r: Aspire Technologies;
3. C#f7r: CN.

1. CN part: CMCA SSL CA;

2. O part: Aspire Technologies;
3. Cpart: CN.

7.1.4.%.4 CMCA GLOBAL TRUST ROOT CA

1. CN #4r: CMCA GLOBAL TRUST ROOT CA;
2. O #$4r: Aspire Technologies;

3. C#ksr: CN.

1. Cn part: CMCA global trust root CA;

2. Part o: aspire technologies;

3. PartC: CN.

7.1.5 Z ¥R BR#$) Name Constraints

CMCA &IRfEAEAR NERIIIES, HSALIRA RV NE LB 4,
WA IR SCRITR AR, A5 T 9 SCA4 FRINE L BE IR R I SEAR A4 K
The physical name of the certificate issued under CMCA global trust system is
not allowed to be anonymous or pseudo name. It must be an identification
name with clear meaning. When using English name, it should be able to

correctly express the entity name.
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7.1.6 1 B 5K BE X R #7512 &F Certificate Policy Object

Identifier

CA HZLEHRIE RIS Y R, certificatePolicies:policyldentifier % &
i anyPolicy;

VT PHIE 1 ST SR IR I T

OV SSL XS Bz IEF5 S AR IS #F (OID) 4 2.23.140.1.2.2,

EV SSL kx5 R IE 5 5B X SRR 5 4/F (OID) 4 2.23.140.1.2.2.

CMCA 28 FUE T3 RLAL & SRIEBR R R o IF 15 S AR R A 7 —MIE T3 5w
X GARNEF OID Al URL Hhdike 3T 77 30E o FRHIE 5 S 6 AR AT L 1.2, HiE
o BIE 15 SRBE AT SR AT BT s, ARAIE 1A E SR SAR IR T o 1T FHE
Fi. PIOEH IR LR URL A

https://mpus.cmca.net:8080/files/downloadcenter/cps.doc

In the Certificate Policy Extension of Ca subordinate certificate,
certificatep olicies: policyldentifier Set to anyPolicy;

The subscriber Certificate Policy object identifier is as follows:

The oid corresponding to ov SSL certificate is 2.23.140.1.2.2.

The oid of EV SSL certificate is 2.23.140.1.2.2.

Certificate issued by CMCA should contain policy identifier. The certificate
policy identifier contains a certificate policy object identifier oid and a URL
address. For the Certificate Policy object identifier of subscriber certificate, see
1.2. The Certificate Policy object identifier of subordinate certificate is all
policies, and the root certificate has no certificate policy object identifier. The
policy expression URL of subscriber certificate and subordinate certificate is
https://mpus.cmca.net:8080/files/downloadcenter/cps.doc

IEPFRIRFF AT & CAI 2% 8 4% (CA/Browsr Forum) il it
www.cabforum.org K Af TR FE7.1.638 5> 223K
The certificate identifier meets the requirements of Ca / browsr forum

www.cabforum.org Part 7.1.6 of the published guidelines.
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7TATE B BR & ¥ B 1 B B }% Usage of Policy

Constraints Extension

RAEHAT e

This extended domain is not used.

7.1.8 KGR E ARV ;Z 118 X Policy Qualifiers Syntax

and Semantics

RAEHAT

This extended domain is not used.

TA9XRIFH R BITA A MM Processing
Semantics for the Critical Certificate Policies

Extension

RAEHAT e

This extended domain is not used.

7.2 iEE F4$4%)%F CRL PROFILE

CMCA 5E 125 )k CRLGIE- PR B B2, (1T 7 Bl . H A2 1L SGP.22
CMCA regularly issues CRL (Certificate Revocation List). It is for subscribers’

inquiries. See SGP.22 for details.

7.2.1 i A5 Version number(s)

X.509: V2,
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CMCA &ER{EAEAE 5l 35N

7.22CRL # CRL # B # R Il CRL and CRL entry

extensions

CRL 7545 RFC5280 ZE3K . FIR A& A M 7 BOR N 2 P E B IR -

FB N

Version S 721 &Y

Signature X CRL #4784 1 5H . 2% RFC3279
Algorithm

Issure 22 CRL )54, CRL AR -

Effective Date

CRL LA (5 A7 I 18]

Next Update

CRL ) F—# KAl [a]. CRL KIRAMFESH 4.9.7.

Revoked e BUE I B . BFEIE T 515 DL H O, B R
Certificates
CRL FEA 7B

CRL meets the requirements of rfc5280. The list contains the most basic

fields and contents specified in the following table:

Field Content

Version Refer to section 7.2.1

Signature The algorithm used to sign CRL. Refer to rfc3279
Algorithm

Issure The entity that issues the CRL, the issuer of the CRL.

Effective Date

Release time of CRL file

Next Update

The next release time of CRL. Refer to 4.9.7 for release

frequency of CRL

Revoked

Certificates

List of certificates for the plug. Including certificate serial

number, revocation date and revocation reason.

CRL basic fields

H1[E#55h CMCA HE5 24 /N 3 & A BB i) CRL.
CMCA automatically releases the latest CRL every 24 hours.

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b
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7.3 ELRIEBRESE I OCSP Profile

CMCA JNilEF5 i 42 OCSP (FEZRIF PR A A ) iIlRS:, OCSP 5 CRL

ARckhge, J7EUEIT A LA UEIRAE B . RAH RFC 2560 OCSP #4i.
CMCA provides OCSP (Online Certificate Status Protocol) service for the
certificate customer, and OCSP is the effective complement of CRL in order

that the certificate subscriber promptly inquires the certificate status
information. The RFC 2560 OCSP protocol is adopted.

7.3.1 liA<S Version number(s)

H E 3 CMCA NIEBE 24t OCSP (TELIE IR A ) k%, OCSP
N CRL WA AN, J7 IR IT 7 S B RS S B .

A 54 OCSP: V1.

CMCA provides OCSP (Online Certificate Status Protocol) service for the
certificate customer, and OCSP is the effective complement of CRL in order
that the certificate subscriber promptly inquires the certificate status
information

Version No.OCSP: V1.

7.3.20CSP ¥ BIin OCSP extension

5 RFC2560 —#. Consistent with rfc2560.

8 A\ IE #l 4 & 3+ #1 H #B iF f& Audit and other

assessments of certification body

8.1 it mI S E o {§A Frequency or circumstances of

audit

CMCATEUN N & A EAT PPA -
1. R (hHEANRIME R TE42E) « CRTAERS EEIMNE)
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CHEFINERS HWEEEINE) e, HZFETMITRWAE IR .

2. AN VLA B E A PEA o

3. B =J7Hi it A\l I\ Webtrust®i 11,

BRELOEESYSE

1. SEFEVPE . B2 R IR CMCABH T IR, @ NEERE,
HARCFEEHTTER A,

2. EIAVEAL A2 IR IE PR R 1 P AH SR SR 4 52 A T HH LR ) 5 A

Pl

4. CMCAXHEFRE T Webtrustthi i,  H ®vH4Rk &5 A& A H A G0 T4
RIS AR G = H .

CMCA evaluates in the following situations:

1. In accordance with the "law of the people's Republic of China on
electronic signature", "measures for the administration of electronic
authentication services" and "measures for the administration of electronic
authentication services password", we will accept the assessment and
inspection of the competent department.

2. Accept regular evaluation from external audit organization.

3. Accept the WebTrust audit of the third party audit company.

The frequency of assessment is:

1. Annual evaluation: accept the inspection of CMCA by the
competent department, usually the annual inspection, and the specific
requirements of the competent department are given priority to;

2. Regular evaluation: accept the regular evaluation of external audit
institutions in accordance with international and domestic standards.

4. CMCA will conduct an annual WebTrust audit, and the release
date of the audit report shall not be later than three months after the end of the
audit period.

8.2 it & B # | Qualification of auditor

4 5 181 AN UL X CMCAREAT P, CMCARMEFEABITIZ EE .
HA ZHFH M2 0% tHHL X CMCAR Iz s & BT — BthE it AT w it
T, VLA I AU E A~ PSR R RS BOR SR RV EEE M VG 2R
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KT T T ZE RN R

M AR ARG (E BAHL. F 8 %4, PKIFRGH A RHH =
77 INIE AR 55 B8 A ASL S M 55 s Ml 2 A SR R S5 i, HLEVIE S
WebTrust e #1155 52 Bl ZUZ A R ;- Mol 6 B AICPABLIL A H A ] #f ik
B AR E R 22 PR -

If it is necessary to invite external auditors to evaluate CMCA, CMCA will

select auditors who are familiar with it operation management and have many
years of audit experience to conduct consistency audit on CMCA operation
management. Before auditing, audit institutions must be familiar with PKI
technology and relevant laws, regulations, standards and specifications.

The requirements for external auditors are as follows:

The practitioners must be independent accounting firms with the qualification
of providing third-party certification services related to information technology,
information security, PKI and system audit; When practitioners provide
services, their EV certificate WebTrust audit service qualification must be valid;
Practitioners must be members of AICPA or other associations with clear

membership criteria.

8.3 Hit&E 5 h E# %1 CMCA B & & Relationships
between auditors and CMCA

8.31 Wit & 5 th E # 5 CMCA A % %& Relationships
between auditors and CMCA

H 11 5 CMCA BLGARATME 55 W 5543 ok 0 H & e DA i Pty 2 W ) )
%_:9\%/\0
The auditor and CMCA shall have no business, financial transactions or other

interests that may affect the objectivity of the assessment.
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8.4 it A& Audit content

X EF% 5 CMCA I THEFEART LT WA
1. CA P3R5 Fnd il

2. HYVEHERAE

3. Al CA il

4. RS A S PR

5. CAMLZHI

The regulation audit to CMCA should include::
1. CA physical environment and control

2. Key management operations

3. Basic CA control

4. Certificate lifecycle management

5. CA business rules

8.5 WEBME AR EXREAIEIHE Resolution for problems

and deficiencies

AN SRAE TR P A I PAT A A2 AL, T EFES) CMCA KR ¥ d i1
Rt N BRI RT3, IR PR SE AR
If finding the standard implemented has deficiencies during the audit, CMCA
will prepare a rectification plan according to the audit report contents and solve

the deficiencies as soon as possible.

8.6 L& B A5 £ % Communications of results

HCMCATE AT E & M I T B B AL 5, AT ML M 1T & 17 2 AR A AT X
CMCARJFE BB 25 R . CMCARLSZ AN s T I i 5, CMCARAER
a Pt AN F A R . HCMCAREAT Wl s i )a, 4R REX RN
HREATARIE .
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When CMCA is inspected or evaluated by the industry authorities, the industry
authorities will release the inspection or evaluation results of CMCA to the
public.

When CMCA is audited by an external auditor, CMCA will publish the external
audit results on the company's website.

When CMCA conducts internal audit, the audit results will only be

communicated within the company.

8.7 H ftb Other

CMCA FETIE P25 A1) Ay A& A% 1 iRk 25 o1 B DL S GRAIEXT CPL CPS K& BR i
W )45k S A D R P AT — IR H R O, BEALECE 2 = (I
I FEAD IR BT PEAL
In order to strictly control the service quality and ensure the compliance with
CP, CPS and Br standards, CMCA shall conduct self audit at least once a
quarter during the certificate issuing period, and randomly select 3% (or one

sample if less than one) samples for evaluation.

9 EEFEFMHE I 55 KFK Legal responsibility

and other business terms
9.1 % Fees

9.1.1iEEEAFNEFEHA Certificate fees

RT3 B TR E, CMCARWIEHE 2, JFEAETT P I CMCA
VIEE PSR, $EFTE BE BRI R SEH A
According to the regulations of the marketing and management departments,
CMCA will charge a reasonable fee and inform the subscriber of the issuing
and updating fee of the certificate in advance when ordering the certificate
from CMCA.
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9.1.2 IEH EG KA Certificate inquiry fee

CMCA & AU s 3, (H O B T 101 Al 25 WAL 2% BRI AUR
CMCA does not charge for this service, but reserves the right to charge for this

service

QIS IFERHEBIRTSEENEEMHER Query fee for

certificate revocation or status information

CMCA B AU IS 2, AELOR B X IR I3 55 WAL 9% BRI o
CMCA does not charge for this service, but reserves the right to charge for this

service.

9.1.4 H{thfr %% A Other service charges

CMCA {x B YSUHR LAt A 55 5% F A BUR

CMCA reserves the right to charge for other services.

9.1.5 IBF KM Refund policy

FRIECMCAILE | ACPSHTHLE K TS X 5%, T/ A LAESRIR K. 50,
CMCAXIT FYSCHL) 2 FH 3 AN IR ik

TP RO HERF G CMCAZR I 58 8 . s, MEMRE R HRiIEEE, S
CMCAX I3 B 4503 2 A Je AR AR AT A T3 4F:
Unless CMCA is in breach of its responsibilities and obligations under this CPS,
subscriber may request a refund. Otherwise, the fees charged by CMCA to
subscribers will not be refunded.
The subscriber shall provide complete, true and accurate certificate application
information that meets the requirements of CMCA, otherwise CMCA will not be
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responsible for the losses and consequences.

9.2 I & HR4E Financial responsibility

FIE 25 CMCA K LA 70 SCHLR B % B A 445 s AR A AT H 9T AE
KBRS, NAZA REJ RIS AT T L M7 538 A ) KUK o

H E 3 CMCA F4E 8 At 1 228 =07 BEAT I 55 % % .

T E 25 CMCA X TAEHE & RS  AER X, 7 IRFRZ 7 IR, #
HENLIA S5 IR <, FRSEAT B IE Sl 55 7 AR i I 42
CMCA and its authorized branch shall own the economic ability to maintain its
operation and perform its responsibility, and shall have the ability to undertake
the risk incurred due to the subscriber, relying party, etc.
CMCA entrusts just and objective third party for financial audit regularly each
year.
For the risks incurred for certificate operation service, in order to safeguard
customer's rights and benefits, CMCA will establish financial indemnification

fund to pay for indemnification incurred for certificate business.

9.2.1 {xB&35El Insurance coverage

HrEF25l CMCA MR ML 55 A R 15 L o 8 HAL IR Sems, BFE(EA R T

1. SRRSO ) KR S5 R AR

2. UEPTUER, ORIV & P E A2 5 CMCA E 1T 7 AHIE R # 7

PRSI T8) LRI+ B AP

F1[E 5 CMCA fECRR G A A IHA IR DTE

CMCA determines its insurance policies according to the business
development condition, including but not limited to:

1. The fire hazard of building and hardware facility, and other accident

insurance;
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2 . Certificate liability insurance, with insurance covering the certificate
subscribers of CMCA and certificate relying party
The insurance time is within the effective date of certificate.

CMCA only bears limited liabilities within the insurance scope.

9.2.2 H{hiB = Other assets

CMCA i fr B A 08 1) 55 55 1 R 4ERF H 1% 478 IF ORI A B 55 () 8
17, G B HURIEXAT Y ST 5T

IERIE T AR E H
CMCA ensures that it has sufficient financial strength to maintain its normal
operation and ensure the performance of corresponding obligations, and
reasonably assumes the responsibility to subscribers and relying parties.

The same applies to certificate subscribers.

9.2.3 W EHE AR FKIBIR Insurance or guarantee of

end entity

R CMCARE A CPSEAT A AN E , LA K mVEH T A9 AH I 432 A/ 54 b
EOUVER, CMCARHAZ BEAH SR AE AL E AP Hp AL B3 E B A Pk
THAH LT85 £2 54T o
If CMCA is liable for compensation and / or compensation in accordance with
this CPS or any laws and judicial decisions, CMCA will be liable for
compensation in accordance with relevant laws and regulations, arbitration

institutions' decisions or court decisions.
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9.3 Al 515 B {& & Business information confidentiality

9.3.1 A F{5 BEE Confidential information scope

1. CMCAST P Z Al M. BERHR R AT A B 45E R TIRE(E R . Bk
AR SCHIE BUBURT « BN RS R ZER, CMCAZK I AN Ah 2 A i #1171 IE
Fif5 B LAMART B RRAME B

2. PR THVERR, TP NEREARCPSHME 2 RE, WHEAT
JUH SRR G BB, 1T N B AT AR .

1. The agreements, letters and commercial treaties between CMCA and the
certificate issuing authority authorized by CMCA, between CMCA and
relying party/subscribers, and those between RAs authorized by CMCA
and relying party/subscribers shall not be published arbitrarily by one party
without the approval of the other party generally, unless expressly
specified by laws.

2. The private key of certificate subscribers is confidential, which should be
properly kept by certificate subscribers and can't be disclosed to
unauthorized third party. The losses caused by disclosure of private key by
certificate subscribers shall be borne by the subscribers.

9.3.2 FEBFRZFEHIE R Information not within the scope of

confidential information

1. CARGZ K IETE B AMCRLAHIE R

2. AR FELBHRAUE BT, ORI e KRS S .

3. FERMT I E ARG S B SR B AE B2 )a, A TR I
JE AT T A 40 i A 12

4. 2T G FHARIRAR R 2 AR — &R o B A

5. AP 158 =7 98k 4 1552 07 WA AN 2

6. HARF LB AL, ATHRERSHE .
1. Certificate information issued by CA system and information in CRL.

2. Data and information held by the receiving party prior to the disclosure of
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data and information by the provider.

3. Information disclosed by the provider, or after the disclosure of the data
and information, not for the reasons of the recipient.

4. Become part of the data and information in the public domain, either
publicly or through other means.

5. Data and information disclosed to the receiving party by a third party
entitled to disclose.

6. Other information that can be obtained through public and public channels.

9.3.3 & 7 & & 15 B B FT 1 Responsibility of business

information confidentiality

CMCA A &M ™ i HHI . WEMBLARTBORRIVEE R, BiEE
ARFEMALE . K EESE. CMCA R A TV B2 (5 B AR % 7 H Mk
il
CMCA has a variety of strict management systems, processes and technical
means to protect confidential information, including but not limited to business
secrets, customer information, etc. Every employee of CMCA should receive

training on information confidentiality.

9.4 ™ AB2FA{RE Privacy of individual information

9.4.1 B2FAREE 5 X Privacy plan

2 P NEEAME BAFE T CAL RA BE R, 1R IR 5 AR I A7 i T £ dle
e, REFBTIEIG .

CMCA H A 1T P AMBATHIRE AL, N NS SR 7 Rl sy BT A
CL4 A 452 CMCA [IBSAL R Il FE
Customer's individual privacy information is stored in CA and RA databases,

and the certificate private key is stored in database after being encrypted,
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which can't be obtained without authorization.
CMCA respects all subscribers and their privacy, and the privacy information
confidentiality scheme of individual privacy complies with the existing laws and

states that it has agreed to accept the privacy protection system of CMCA.

9.4.2 {E B FLA L ERAY{E B Information treated as private

CMCA 7E& B A T P IR A A5 B, Br TIEBh e2afEmrER
PASAEADIREAZ RO, 123 A SR 9 Fa A AL B, X 615 B R e
CMCA i/, dR&1T P A B RIFEER . AT TR I8 5 i iE 22
K, CMCA ANSATEATF. RN CMCA A& it AR HHIE R R RS -

When CMCA manages and uses the relevant information provided by the
subscriber, in addition to the information already included in the certificate and
the status information of the certificate, the basic information of the subscriber
will be treated as privacy. This information can only be used by CMCA, and
CMCA will not disclose it arbitrarily without the consent of the subscriber or
according to the legal procedure requirements of the relevant laws and
regulations and public authorities. At the same time, CMCA will not provide

certificate retrieval service.

9.4.3 7 ABaFARY{E 2 Information not deemed private

UEH A AR RE B BLUGZIEBRPREE B SR T LA TR, FABAL RS
BEE.
he information included in the certificate and the status information of the
certificate could be publicized, and wouldn't be regarded as the private

information.
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9.4.4 1% 37 B& FA B9 3 {£ Responsibility to protect private

information

CMCA. FEMHLIE S T 77 W07 S LA B AN S5 1R A CPSHIE ,
ARIHAR N B B FA ORI DT . AEVEERIE A SR Tl SE R F R T,
CMCAT] LA E X R AT FaFAME B, CMCATG 7 A& 1 B i i AT A 52 4T
CMCA, registration agencies, subscribers, relying parties and other institutions
or individuals are all obliged to undertake corresponding responsibilities on
privacy protection in compliance with provisions of this CPS. Under
requirements of laws and regulations or public authorities through legal
procedures, CMCA can pronounce private information to specific objects, and

CMCA does not need to bear any incurring responsibility.

945 FHERIEENS M5 R E Notice and Consent to

Use Private Information

1. TP AR, CMCATEME 55 Fil A 4% A CPSHLE 1Y KA R4 BUR AL H

IR HAEATT PSR, iR EW A BEH, CMCAYTF LA & HIT .
2. PR, FEARNERE M ERA LRI TR T, CMCAIAR E X 4

P F& PR RS S, CMCARRT LI & 5T .

1. Subscriber agrees that CMCA may use any subscriber information
obtained in the business scope and in accordance with the privacy
protection policy stipulated in this CPS, whether it involves privacy or not,
CMCA may not inform subscribers.

2. Subscriber agrees that CMCA may not inform subscribers when disclosing
privacy information to specific objects, as required by any law, regulation
or public authority.
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9.4.6 {K:EEFRITHIZEFEB{E B E Information disclosure in

accordance with legal or administrative procedures

BRAERT & T FI26 A, CMCAAS KT RS B g HoAl > NBsE =J7

HIRAE
1. A ATEGER T B Ab R AR IR B T TR AR BUR R AR &

RIE i 25 HU RS I8 SV H Y I
2. R AT A EE B R R AL
3. ARCPSHLE i HoAh AT DL 5 HI T I

CMCA will not provide subscriber's confidential information to other individuals

or third parties unless the following conditions are met:

1. The application filed by the judicial, administrative departments or other
departments authorized by laws and regulations through legal
authorization in accordance with the provisions of government laws and
regulations, rules, decisions, orders, etc.

Subscriber's authorization for information disclosure is in writing.

3. Other circumstances that can be disclosed in this CPS.

9.4.7 = 2 E B Other information disclosure

CMCA. AT/ JEMLAL « HATT S B A 512 A CPSHILE ,
ARTEAE L CRAP B A DA o ZEVEARIE I B A FEAU 38 1 Tl Sy A e T 7
TG RAE SR T, CMCAT] LA HFIE HIX R AATFEAME S, CMCATG 5 4K $H Hi itk
i BT AR T34 F
CMCA, subscribers, registered institutions, relying parties and other
institutions or individuals are obliged to bear the corresponding responsibility
for privacy protection in accordance with the provisions of this CPS. CMCA can
publish private information to specific objects under the legal procedures or the
written authorization requirements of subscribers by laws and regulations or
public authority departments, and CMCA does not need to bear any
responsibility.
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9.5 MR~ Intellectual property rights

CMCA=ZA IR B XFIEFS L AL CMCASR (I (1) iR« Bk, Bl 45 & 1
B BRI GRS A AR 8 CMCARIT H RATICPS. CP. AR HF
W AR HIUE TS A1 CRLAE H BT A BUNT AR A4 JH J& T CMCA.
CMCA shall enjoy and retain all intellectual property rights such as copyright,
patent application right and other intellectual property rights to certificate and
all software, data, data, etc. provided by CMCA; The ownership and
intellectual property rights of CPS, CP, technical support manual, issued
certificate and CRL formulated and issued by CMCA are all attributed to
CMCA.

9.6 fRi& 53B4R Representations and warranties

9.6.1 B FINIERRSHMRIBRASIESR CA  representations

and warranties

9.6.1.1 AE®HN CMCA HIT{EFI X 55 Responsibilities and obligations of
CMCA

FIE 5 CMCA S AKH [ RE— AN X (1 TTAEAN 552 -
® {RIEFEMZ) CMCA WA B AU K 2~ AR AE DA @ W R

AT T AN I 5
® [{RUETHEFZZ) CMCA %4 A1 T [E 25 CMCACSF W &5 2%
M B PR 5

® H[EME) CMCA HALAIHAT IR & LT & F X BCRE

o H[EFZ) CMCA FERZa N G MAHBAHERN T Kl A
B R ARIE, TEUEBARBIAN, CMCA XK R EHIETR, Ci#sF BR
€, L& CMCA ] CP 5 CPS.

o HE#Z) CMCA IEHAERAEIE LSSl fEd, XLAMMERE #E47 7e Bik
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1A FH 342 55 IP Hhik AR
2 AEFE AL
315 B HEREE
4. KA RFEE
5. F1iE NSy
6.1 7
7ARE
8.444H ,
The sole and absolute responsibility and obligation that CMCA shall bear

are:
® Ensure the public key algorithm used and issued by CMCA wouldn't be
broken under the existing common technical conditions;
® To ensure secure storage and protection of the signature private key in
CMCACSF,;
® The security mechanism established and implemented by CMCA
complies with the requirements of national policies
® CMCA declares and warrants to the certificate beneficiary (subscriber,
application software supplier and relying party) that during the validity
of the certificate, CMCA has complied with br regulations when issuing
and managing the certificate, as well as CP and CPS of CMCA.
® CMCA certificate guarantee , in the process of certificate business,
conducts complete and accurate verification of the following
information. After the verification is passed, relevant certificate
operation can be performed:
1. right to use domain name or IP address
2. Certificate Authorization
3. accuracy of information

4. no misleading information
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5. applicant's identity

6. user agreement

7. status

8. cancellation

B FRBLE ER T %K, T E#3 CMCA. HEF3) CMCA RS LK.

HE 25 CMCA SRALRIEMALL . T EZ) CMCA I G AN AT L AT X
55 R, ANIENL S5 A BRI N, S AR5 JEn] DU 75 AR e R [ 72
2 CMCA iR 5 & 1) X S5 el rp E#25)) CMCA 0 Z50f AT AR LB 7K
Wi o
Except for the above-mentioned terms of responsibility, CMCA, CMCA service
organization, registered institution authorized by CMCA and employees of
CMCA shall not bear any other obligations. It must be noted that the content of
this certification business statement has no information that can imply or
explain that CMCA must undertake other obligations or CMCA must make

other commitments to its actions.

9.6.1.2 ZWMEINMATATHL /1 Objective accident and force majeure

FE M5 CMCA AN T2 WS SN B AR AN o] 5T 77 343 R4 A SR e sk
SEIRFRAATATHR . IR B 22 DA . XA RS Zh A Gy 25— I is
EERAT A R B30 B2l Mg KR BRRE. R KR B A A 5 U
£

CMCA doesn't undertake any loss, damage or indemnification responsibility to
the operation failure or delay incurred due to objective accident or other force
majeure. These events include the labor dispute, intentionally or unintentional
behavior of one transaction party, strike, riot, turmoil, war, fire hazard,

explosion, earthquake, flood or other catastrophes.

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
M3k www. cmea. net #o164 T H 187 T



REBHCAHR L

CHINA MOBILE CERTIFICATE AUTHORITY CMCA 2BRE/EUEE ML SHN)

9.6.1.3 Hftk Others

FE5 9.6.1.2 S5 B HATATIB LT, T EEES) CMCA T3 2520,
AIERES 9.6.1.1 ZaK. AAUEME 55 75 BHATAH ML CP FILE ) DA 355 .

HTEARMHED S RE, NRIEEBR 2 et PE#5) CMCA £ZKiE
FAT P it SEHAIE S DRIE S E#25) CMCA BESE 47 H#UEAT 9.6.1.1 %K.
Under any circumstance listed in Article 9.6.1.2, due to being affected, CMCA
can be exempted from the responsibilities and obligations specified in Article
9.6.1.1, the CPS and corresponding CP. .
Due to the progress and development of technology, to ensure the certificate
security, CMCA may require certificate subscribers to replace certificate timely,

to ensure that CMCA can perform Article 9.6.1.1 in a better way.

9.6.2 ;¥ i} ¥ 9 B9 P& iR 5 3B {R RA representations and

warranties

VE ML DA 208 57 ARV 25 A B 26, A& (R [E#23) CMCA iz B4
HMIE) 1 (FEs) CMCA RA BHELIIE) “EMyul i,

TN UG 35 25038 <7 -4 B SE IR RE AL UE A R T A PAT SR IR AR, #hERIE
FHRE R IR P AT ] SE 1
RAs must abide by the CPS terms, as well as the standardizing system of
Operations Management Specification of CMCA and Management
Specification of CMCA RA.
RAs must follow and strictly implement the certificate authentication process
according to the standard for certificate authentication before the certificate is

issued, to ensure the accuracy and reliability of certificate issuing.
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9.6.3 iT PHIPFRIA 5384% Subscriber representations and

warranties

FERERAERZHT, AT CANHEF 223 NI BRI, UEA51T P b AR AT 4R
RIS FF# & 1) (CMCA i HiER) o Fra KEHIT P — B3 IZ
kL, BIECAA P FE (HEs) CMCA Uil HiT P i) R 246K,
P — B AT PSR B 5 KR R SOOI R B e RS T, B
FH L HVAR 5T AT
Before issuing the certificate, for the clear interests of Ca and certificate
beneficiary, the certificate subscriber must submit the paper signed and sealed
CMCA digital certificate application form. Once all certificate subscribers
submit this material, it means that the default user agrees to all the terms in
CMCA digital certificate subscriber agreement. Once the user violates the
terms in the subscriber agreement, he will bear the consequences and
responsibilities caused by the violation of the terms, including the
corresponding legal liabilities.
UEFS F IS A CA FIIE 552 2 A AT ARV AT ORALE o
® A IR LT P b 257 M 8 5 0% TR S H IR DA SCRAEH I BT O 2 4 R
FFHRBIRER, TR ORI UE TS % 5

® E-IiT P AEIE R R LB LIH S T A NS B e . HE
FAANILSERT, AEFAT P 0 ARSI B A e P g AR sk i o, fErp
E#25) CMCA B3¢ ik 2 1A% 5K 5

® EPA S, UEITIEE U SR _E R IBAE %52 CMCA 25K [IE
155

o EFIT P ORIENT HRIEHIIE AR GG E N A, wdEEE, ET
VP RSE R At R ) — D i LS 54

® E AT 7 250 A% T ST AT Al AR MY 55 R BRI E B B el o [ A% B
CMCA HEFFAE B 22 4= 48 it

® EFIT AR B AVAENL 55 S R U SIE-B AR S HRE B BGR, &/
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CMCA 4 sRf3 AR F3 k45 H001
SRS IT P UE A U T A R PR«

® — HRAEAEMATRE SE NN, AHERIT FERAA . B
ol DA R A L, AIE R T P S ST @ e E R 3 CMCA sl [
Z)) CMCA FAUMEMNLI, g REUER . MAY S I

® UNEPIT WL AESS, RN ) CA Hrlef i .

The applicant of the certificate undertakes and guarantees for the Ca and the
beneficiary of the certificate.

® All certificate subscribers shall strictly abide by the procedures of
ownership and safety savings about the certification application and
private key:;

@ All statements and information filled in the certificate application form
or filled online by certificate subscribers must be complete, accurate
and true, which are for inspection and verification of CMCA or LRAs.

® After the certificate is issued, the certificate subscriber accepts the
certificate issued by CMCA through the email box on the certificate
application form;

® The certificate subscriber guarantees that the certificate applied for is
used within a reasonable and legal range. If the certificate is used in
violation of the regulations, the certificate Subscriber shall bear all the
problems and responsibilities arising therefrom.

® Certificate subscribers must strictly follow and obey the security
measures specified in the CPS or recommended by CMC;

® Certificate subscribers should be familiar with the regulations of the
CPS and certificate policies related to the certificate, and shall follow
related restrictions about use of subscriber's certificate;

® In case of any circumstance that may result in security crisis, such as
certificate subscriber's losing, forgetting or disclosing private key or
other circumstances, the certificate subscriber shall inform CMCA or

RAs authorized by CMCA to apply for adopting the disposal measures
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for reporting the loss of the certificate or revoking the certificate.
e If the subscriber needs to terminate the use of the certificate, he

should apply to the CMCAIn time.

9.6.4 {k# 75 BIBF A 538 4% Representations and warranties

of relying party

WRGETT AEAS M P E A% 5 CMCA TE -SRI, 06 Z5 DR AIEIRE 57 AN S LA 26K

W ARAORIIE BECE, T RRIER A EH .

W TR R AT CAETS AT, 240K 75 5547 1) CRL UK A E F RS,
RAEWINZIE A AR, ZEB4 B3

B TH AT AR, AT IE S A AT st R B A AT AR T AR I
A <201

The relying party shall promise to follow and implement the following terms
when trusting the certificate of CMCA:

B The relying party gets familiar with the relevant certificate policy, and
knows the use purpose of the certificate.

B The relying party shall check the latest CRL to inspect the certificate
status before trusting any CA certificate. The certificate could be
effective only it isn't cancelled by confirmation.

B All relying parties shall promise their trusts to certificate indicate they

promise they know the relevant regulations here.

965 HM £ 5 & M5 & 5 $8 {f Representations and

warranties of other participants

FohthZ 5340 H S5 He i« DAL H A SR Bt B 5~ DA IR AH 5 IR 95 1 SE A4 75 22
sy [E#5 CMCA 1 CPS.
Other participants, such as LDAP serve providers and other entities providing

services related to electronic authentication, shall follow the CPS of CMCA.
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9.7 $8{% % &% Disclaimers of warranties

AN RAEFS S NSOE B S SR A e AT R s RIS, ik X
AR 1L AR S 1 A i A S, kS 2] 1 [E#25) CMCA HLIAE A
R IEFS . HHIE SR 25T 20 %y b el F IS N fl&dE, T E#25) CMCA Ak
HEUEF N B R BNERAI 2 5 5T4T, H AT DURYE 32 3538 9T SRR AL U 2 35 B
In case the certificate applicant intentionally or unintentionally provides the
incomplete, unreliable and expired information, but he also provides the
necessary review document according to the normal processes, thus obtains
the digital certificate issued by CMCA. All economic disputes incurred due to
this shall be undertaken by the applicant, and CMCA doesn't undertake legal
and economic responsibility related to the certificate consent, but could provide
the survey assistance and help according to the request of the victim.

H [ #% 5)) CMCA ARIBAT A oAt R 2 5AX 1) N ERAL 2 LA [ % 5)) CMCA 44
Mgk R RO A TSR BT 51 BV DT
CMCA shall not bear any legal responsibility caused by preparing, publishing
or spreading unreliable information by any other unauthorized person or
organization in the name of CMCA..

FEF2 S CMCA FEREVF AT B N, MR ¥ 52 5 3 Bah A i ER an s fR 1t
L1528 2y AR R AN TR R B - 2 44 A, (B IR ANXS R VAR 54T .
CMCA truthfully provides the "non-repudiation" digital signature basis in the
electronic transaction and operation according to the requirements of victim or
laws within the permitted scope of laws, but it doesn't undertake legal
responsibility.

H [ #25)) CMCA AN AR AR — 77 7647 #IE 5 sl £ F IR 53 7 v 51 S ) B e
()3 ()40 R AR H AT

CMCA doesn't undertake the responsibility to the direct or indirect loss

incurred by any party in the certificate trust or usage process.
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9.8 HPRH{E Limited liability

N CMCA R4 CPS BRAEMIEEINE, LA S w5 2R 8 A2 A/
AME TR, CMCA K IRAR VA RE R AL E « i B B 8 72 B2 e ) 1)
DRACHEAE N, T 2 5T A
If CMCA is liable for compensation and / or compensation in accordance with
this CPS or any laws and judicial decisions, CMCA will be liable for
compensation in accordance with relevant laws and regulations, arbitration

institutions' decisions or court decisions.

9.9 iz£= Indemnities

1. BRIAEA HAMURE i) 5E, X T ARFIACPS I T IR Ak 5 1 5 U A
455, CMCAANAITT 7 M/ BRI TT AR FEAT AT s 22 A0/ B kM2 5T AT o
1. Unless otherwise specified or agreed, CMCA shall not be liable to the
subscriber and / or the relying party for any loss not caused by the certification
services under this CPS

2. AT B 5 AT B RS B CMC AR AL R AR IR 25 11 38 52 i 453 2%,
CMCARHK Y AXCPSHIMH IS 5% ik 4n TAH M. (I £ . (HE R and], 4nRCMCARE
HERA AL IR S5 R (244D« (CERFINERSE# /M%) - CMCA
) EE TR RAICPSSLHtf, WA ACMCAN R G T £, CMCAKAXTIT
J RS TT AR AEAT AT I A2 B M T AT
2. CMCA will make corresponding compensation in accordance with the
relevant provisions of this CPS for the losses suffered by subscribers or relying
parties in civil activities due to the certification services provided by CMCA.
However, in any case, if CMCA can prove that the services provided by CMCA
are implemented in accordance with the electronic signature law, the
administrative measures for electronic authentication services and the CPS
filed by CMCA with the competent authorities, it shall be deemed that CMCA
does not have any fault, and CMCA will not be liable for any compensation or
compensation to the subscriber or the relying party.

3. LIWACPSE N HMKEARIE, wLl FHkedidE, CMCAAKIE
A AT VR 2 1 B AMEE DT AT«
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CORT A BT (AR AT TR et 2 o LB s ) B (¥ A0 ) g N 45 2%
(EE B AR E AT RN AR R . KRBT« USSR BT AT AT 4
i TR AR TR AR AT
(2) th ERE (1) BUITIR AR S AH AL B b 7 51 RS ) 3 2R B 5
(3) FECMCAAT AT T B K+
(4) BRI SBHLR, WBET. KB ®E. BRAMLNE

29
~J o

3. Regardless of the contrary or different provisions of this CPS, CMCA shall
not be liable for any compensation and / or compensation for the following
losses or damages:

(1) Any indirect loss, direct or indirect loss of profit or revenue,
damage to reputation or goodwill, loss of business opportunities or
opportunities, loss of project, loss or inability to use any data, equipment or
software of subscriber and / or relying party;

(2) Loss or damage arising from or incidental to the loss mentioned in
(1) above;
(3) Losses caused by non CMCA actions;
(4) Losses caused by force majeure, such as strikes, wars, disasters,
malicious code viruses, etc.
4. TIWACPSRZEAMKREAFIME, tRCMCARYEACPSEUT(TIE
HHLE, DL SR]TE A E AURTH G2 RIS ME TTAE ), CMCA i F B AH G2
HERLRRLE « U 10 38 15 1 0 e LR I 1 42 3 £
4. If CMCA is subject to this CPS or any law, whether or not this CPS is
otherwise or not specified CMCA will be liable for compensation in accordance
with the relevant laws and regulations, the arbitration agency's decision or the
court judgment if the law stipulates that the judicial judgment shall bear the

liability for compensation and / or compensation.
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9.10 5 HAPR 5481k Term and termination

9.10.1 BHHHIFR Term of validity

A CPS HRAiZ HiEZIEX AR, E—/AK CPS AN K% 4 CPS £
— A CPS Az HEfE CMCA £ 1k TN UE IR 45 B 2R 200
This CPS shall come into effect on the date of issue, and the CPS of the
previous version shall be invalid at the same time; This CPS shall become
invalid on the effective date of the next version of CPS or when CMCA

terminates the electronic authentication service.

9.10.2 #&1F Termination

CMCA # b TIAIEARSS I, A CPS £ 1k,

When CMCA terminates the electronic authentication service, this CPS will
terminate.

9.10.3 ¥ H KL It 5% 8 Termination and reservation of

validity

A CPS &1t J5, HuITEFRIN 1, CPS HN I TEAEH, HX}
b2 HATRAERERES, A CPS H1Xf & 77 TTAE M AUE K TR S bR R & H
After the termination of this CPS, its effect will be terminated at the same time,
and the contents in the CPS will be regarded as invalid use. However, for the
legal facts occurring before the date of termination, the provisions of this CPS

on the liability of all parties and the exemption of liability still apply.
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9.11 HE5ERNMHIELS 58IE Individual notification

and communication to participants

Z5FMBEH L TIEMAA CPS g ks e, #IEEEER,
AJ DL R B BB 22 CMCA.

B Z M k. www.cmca.net

Bt R IF4E: cmca@aspirecn.com

If participants need to know more about any service, specification, operation
and other information mentioned in this CPS, they can contact CMCA through
website or email.

Contact website: www.cmca.net

Contact email: cmca@aspirecn.com

9.12 {&1] Amendments

9.12.1 {&iT#£F Revision procedure

BATHEF 54 CPS1.5.4“CPS #t#EfE /7 1 .

The revision procedure is the same as cps1.5.4 "CPS approval procedure".

9.12.2 &E A ¥ %) #1HA PR Notification mechanism and time
limit

BT JG R CPS &3tk J5 14 57 Bl £F CMCA [ %k www.cmca.net b & A

The revised CPS will be published on CMCA's website(www.cmca.net) as

soon as it is approved.
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9.12.3 &Rl & MM BB Situations where business

rules have to be modified

CMCA A0 A CPS BHTESIH I Hs: CPS iR WA 5 E IR E
A5 B EE BT AU RN 55 B ) 58 el 4 2K 55
The situations that CMCA must modify this CPS include: the inconsistency
between the relevant contents of CPS and the governing laws, and the clear
requirements of the national regulatory authorities for the change or

adjustment of the certification business of CMCA.

9.13 i) &2 Dispute resolution

F AR S5 75 B R S5 A RIE « 48507 6 AR ELHR ik, & P b A A
ARV S5 P B I 20

LRI ARENY 2% 75 W 512 1) 5 5 AR 25 75 WA G 1) — D14+, 43 A3
) 5 B ROR GARYID A R m) T 7E N R e 5
In case the provisions in this CPS mutually contradict with other provisions and
guideline, the customer shall receive the constraint stated in the CPS.
For all disputes incurred by this CPS or related to this CPS, all parties consent
the local People's Court of ASPIRE TECHNOLOGIES (SHENZHEN) LTD. to

administer.

9.14 E3E;%X# Governing laws

ARV 55 75 WAL 57 T Al A r 8 N RS ] 128 42 725 ) 8 A R AR
This CPS is subject to the control and explanation of Law of Electronic

Signature of the People's Republic of China in all aspects.
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9.15 B A RS ™ Applicable laws

T A A B AR AR AR A 3 S e 18 2 R AE T [ LR &R, T E 5]
CMCA YIEMESS B AT« RE . BT R 25y Y vh e N R [ 13
(e

IR R BRI RN I A % 7 B G — IR Fe AR, T AN A AT T o) A
AR AEAR] A ASE FHAIE T o
The implementation, interpretation, translation and validity of CMCA
certification business statement shall be governed by the laws of the people's
Republic of China regardless of the choice of contract or other legal terms and
whether or not a business relationship is established in China.

The choice of law is to ensure that there is a uniform procedure and
interpretation for all customers, regardless of where they live and where they

use certificates.

9.16 —fig &5k General terms

9.16.1 SeE 1Y Entire agreement

AP UONT AT ) X7 S BT 8 S Tk R i) 4 S B AN [ 2, BT A XY
Ja AT IA B AT PSR AR A S
The agreement and appendixes shall constitute complete understanding and
consent between both parties with respect to the matters concerned, and shall
supersede all temporary agreements or memorandum of understanding

between them prior to the effective date of the agreement.
9.16.2 §%iL Assignment

TR A2 T7 s G /R I ZRAE . AT Bk . AR, BB AL
N, FEE) CMCA 1) CPS B fRIEHA 2, FHX A LIRS B 05 nI A
il (BffIFE B A iEsR) T ER5) CMCA [ CPS FHik BUHAN
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For any of successor, performer, heir, representative, manager or assignee

expressed or implied by either party, the CPS of CMCA will ensure their rights
and benefits and bind on them. Either party may transfer (including merger or

transferring controllable securities) the rights and obligations specifically
described in the CPS of CMCA according to laws.

9.16.3 £ EIt4 Segmentation

1 E %5 CMCA () CPS HATA S5k s N, 40 SR RO ATA] JiR ] el AEAT:
] 35 Bl P9 R I TE AN e AT, B4 CPS HAIIER 4 (LA E 7 TR A
RESAT A2 G DD B &M S PR U B S AR RS MR FEANT
It EE, T E#z) CMCA ¥ CPS FTHlE I TTAERRH . PRIEEH & % 57 %K
BRRR G B H G M HERR A, ZR TS T & SR AN A 2k, IR In ABRAT
In case any terms of CPS or its applications of CMCA are invalid or couldn't be
implemented due to any reason or within any scope, the residual part (and the
serviceability of invalid or unexecutable terms of other parties) of CPS would
make reasonable explanation to reflect the original intention of the party. The
relevant parties know and agree that the responsibility limitation as regulated
in the CPS of CMCA, guarantee, or other exceptions or limitation, or
elimination of damages is the individual term which could be independent of

other terms and could be implemented.

9.16.4 3% 1T Enforcement

CMCA 7, iE1T )7 KU S5 L 43047 CMCA i) CPS H T FLE -
FAEFIT 77y KT 2552k R 44T CMCA ) CPS W R:IHLE , AN iz se ik
BERAPAT LI AR E -

CMCA states that certificate subscribers, relying parties, etc. must implement
all the provisions in CPS of CMCA. If the certificate subscriber, relying party

and other entities do not implement a provision of CPS of CMCA, it is not
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considered that the entity will not implement this or other provisions in the

future.

9.16.5 4~A[$1/] Force majeure

T E 25 CMCA MU UENLRRE AN PA T e AT 2% 1) 58 77 34 i e
[z CMCA ¥y CPS HilE HH R TTAEiE R SEREIIEBAT 5. AFHi)
—REFET MG LG T ESREERNAT N 2. &3, R, W3, 8
Fro e, KO BRIE. MR KRB R R A
CMCA and certifying authority shall not be responsible for the violation, delay
or failure of fulfillment of guarantee liability specified in the CPS of CMCA
caused by the following force majeure events. The force majeure generally
includes the labor dispute, intentionally or unintentional behavior of one
transaction party, strike, riot, pestilence, turmoil, war, outage, fire hazard,

explosion, earthquake, flood or other catastrophes.

9.17 H b5 Other terms

HEF 3 CMCA 5 BARE P o o S AT oAt 26K, A ARAE LIk i 9]
R HA AR 5¢ P9 2 5
CMCA could separately confirm other terms after negotiation with the specific

customers, including other relevant content terms instructed in the above.
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