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1. BIEMHEAR General Description

1.1 #Ei1R Overview

HEHRSEAR GRIID BIRA TR T ERSEE T A, Aot EESAE
#1.0» (China Mobile Certification Authority, f&i#k CMCA) I HL FIIE RSk 55
B8, RPN RSEANE TV ANE B A FUR ) BT IR IR S5 VF AT 535 H H
WAEMR S Z
Aspire Digital Technology(Shenzhen) Co., Ltd is a subsidiary of China Mobile.
Aspire Digital Technology(Shenzhen) Co., Ltd which is responsible for the
electronic certification service business operation of China Moblie Certification
Authority (CMCA). CMCA is a third-party authority approved by the Ministry of
Industry and Information Technology of People's Republic of China.

HLFIAMIEME S5 U (CPS, Certification Practice Statement) &< T iAEHL
¥ (CA, Certification Authority) 7E43# Uk (LR RIFRIET) MR85 A i i
W (R, M. BEHTD Tk S S B T FE VR AR SR AN R, A
FMb 55+ FORFEEE DAL 7 T 45 Ak
The Certification Practice Statement (CPS, Certification Practice Statement) is
a detailed description and declaration of the specifications followed by the
business practice of the certification body (CA, Certification Authority) in the
full digital certificate (hereinafter referred to as certificate) service life cycle (e.g.
issuance, revocation, renewal), and is a description of the details of the
relevant business, technical and legal liability aspects.

Hh [E A% ShiE B SR &R (CMTCND a3 NEER R ARG AR,
A CPS j& CMCA 4 BRAGATAR 28 HUE5 V.55 A0 00 75 B, AR 5 [ 5 AH SV R
BR, A CPS W4 A T o E# ) CMCA T & A RS ATAE T E Y 55 1 % TR
. MAEAREER I, AR TIUERS S5 &7 R 5T S 5%

The China Mobile Certificate Trust System (CMTCN) includes the China

domestic trust system and the global trust system. This CPS is a certificate

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
Mdk: www. cmca. net #1177 |



REBHCAHR L

CHINA MOBILE CERTIFICATE AUTHORITY CMCA 2BRE/EUEE ML SHN)

business rule statement CMCA the global trust system. In accordance with the
requirements of relevant national laws and regulations, this CPS describes in
detail the specifications, procedures and safeguards of China Mobile's global
trust certificate certification business, as well as the responsibilities and
obligations of the participants in the e-certification service.

ARICAH IR G (N RIEAE B 7254270 i N RGN E Tl An
SR ER A B CRRTVGEIRSSE FINED « (TR S GRAT)),
PAK i) RFC3647.  (Webtrust 224818175 2.0) «  (EV k45 3N
PL K (Baseline-Requirements) 45, CMCA &7 http://www.cabforum.org b &
AT R B ATAE BN T B0 B2 A5 AT IE 15 9 40 SR PR B T U AS
This document is prepared in accordance with the Law of the People's
Republic of China on Electronic Signatures, the Measures for the
Administration of Electronic Certification Services promulgated by the Ministry
of Industry and Information Technology of the People's Republic of China, the
Code of Practice for Electronic Certification (Trial Implementation), and the
latest RFC3647 . ( Webtrust Safety Audit Code 2.0, the Guidelines for EV
Certificates and the Baseline-Requirements) . CMCA follow the latest version
of the baseline requirements for issuing and managing open trusted
certificates published on the http://www.cabforum.org.

CMCA C3RAF 3-8 By R TV AIE B AL BB AU B TN IR IR 95 VR T S5 B 5k,
AT B A R A .

CMCA has obtained the electronic certification service license issued by the
competent unit, namely the Ministry of Industry and Information Technology,
and is within the validity period of the qualification.

CMCA 43R5 14 R 1E1E WebTrust AHICER, H@ i 4MAE S =77 & tH LAY
Bt
CMCA Global Trust System follows the relevant WebTrust requirements and is

audited by external third - party auditors.

A CPS (V2.0) HEXLH 14 2022 4 6 A 30 H

o
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Effective Date of this CPS (V2.0 )2022 £ 6 H 30 H|.
CMCA &R (SRR R 2R h .

{CMCA GLOBAL TRUST ROOT CAJ

PRCAR
[ CMCA SSL CA } [ CMCA EV SSL CA J
TAIES
[ DV SSLilF$3 } [ OV SSLIF$ } L EV SSLIE$ J

Kl 1 CMCA BRI ERIG AT UE A R ALK

CMCA architecture of the global trust system is as follows:

CMCA GLOBAL
TRUST ROOT CA
| 1
~
CMCA SSL CA CMCAEV SSL CA
J
~
DV SSL global server OV SSL global server EV SSL global server
certificate certificate certificate

J

Figure 1 CMCA Global Trust Certificate Architecture
CMCA GLOBAL TRUST ROOT CA R % 7+ v RSA4096-bit, 1 4%
25 4, 4T 2045 4210 H 16 H 2.
CMCA GLOBAL TRUST ROOT CA TN AR

® CMCA SSL CA R#Z= 4K N RSA4096-bit, AR 20 4, ¥ T 2040
£ 10 H 16 HEME, 25k%iE DV SSL k541 OV SSLE+S, 1 ik
FEHBONA L 397 K.

® CMCA EV SSL CA R #] K £y RSA4096-bit, 7 %M 20 4, Hf
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T 2040 4 10 /] 16 HEW, 2Kk EV SSLUESS, I/ EBARINA
it 397 K.

CMCA GLOBAL TRUST ROOT CA Root key length RSA4096- bit, Valid for 25
years, will expire on October 16", 2045,
CMCA GLOBAL TRUST ROOT CA has two subordinate ca:
® CMCA SSL CA Root Key length is RSA4096-bit, valid for 20 years, will
expire on October 16, 2040, for issuing a general DV SSL certificate
and OV SSL certificate, the subscriber certificate is valid for no more
than 397 days.
® CMCA EV SSL CA key length is RSA4096-bit, valid for 20 years, will
expire on October 16", 2040, for issuing a EV SSL certificate, the
subscriber certificate is valid for no more than 397 days.

CMCA 1 ZZ MR A IR ™ A% B FERIE,  HHRAN RPAT R e 1A E AR K
HA WS =I5 UG WAE, ORGSR 2Rl x, A& CPS AMiE
AR
The generation of subordinate CA follows strict management specifications and
is issued by authorized personnel for specific operations. And through the
third-party audit institutions witness, the generation process will be recorded,

this CPS does not do specific elaboration.

1.2 ¥ &2 5 ¥ 1B Document name and

identification

1.2.1 ZF% Name

AR P A FRN (CMCA EIREER R T UGEF ) (34
{CMCA Global Trust Certification Practice Statement) ) .

DV SSL L4534 R (IEAS St b il 545 (OID) 4 2.23.140.1.2.1

OV SSL iiEF5xf W HE 5 S ig i RARIR S FF (OID) 4 2.23.140.1.2.2.
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EV SSL UL NI S SRR 5 7F (OID) 04 2.23.140.1.1,

OID corresponding to DV SSL Certificate is 2.23.140.1.2.1.

OID corresponding to OV SSL Certificate is 2.23.140.1.2.2.

OID corresponding to the EV SSL certificate is 2.23.140.1.1.

1.2.2 li A& Version

A CPS figA 5 H: V2.0,
The version No. is V2.0

1.3 BB FIAIEE B £ 5 & Participants of electronic

authentication activity

1.3.1 B FIAUERR S #1#4 Certification authority(CA)

HL T IAE RS HLK) CA (Certrification Authority) &4 & IF 5 () Sk, 615t
R 2% S i 52 DL RGIEF AR R B . B B R RS TAE, A3
HLFEARSS AL SR CMCA.

The certification authorities refer to the certificate certification body, which is
the entity to issue the certificate, namely the China Mobile Certification
Authority, be responsible for certificate business policy formulation, certificate
life-cycle management, key management, information base release and other

work, this paper only refers to CMCA. e-certification services

1.3.2 ;X #1449 Registration Authority (RA)

EMAL (Registration Authority, fijFR RA) HHCNEM S ZHAE, & A
B A FRE @ S I R SR, PR S B A AT B S AR IR, R
AL SARIE R E G .

CMCA FRIGATAA R T KEMALR 3 /E CMCA A8, i CMCA A & 7K {H
RABRTT, JERZEFEAMEHLAIATAE RA HLAEHER 5T
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Registration Authority (RA) is also called as registration and auditinstitution,
which is the entity established by end certificate applicant during the
registration process. It can conduct identity authentication and identification of
certificate applicant, initiate or transfer entity certificate management
information.

The registered agencies under CMCA Global Trust System are located within
CMCA, which themselves assume RA responsibilities and do not entrust

external agencies to exercise RA institutional responsibilities.

1.3.3 3] P Subscriber

1T P 248 1\ CMCA FHEIE T SE A
The Subscriber is the entity pointing to which CMCA applies for a certificate .

SSL certificate subscribers are enterprise institutions.

1.3.4 {k#i75 Relying party

WA T 2 T 15 M TUE 5 B Uk B R A S A 50 BRI AR I HEAT b 55 1 Bl ) S 44
A dependent party is the entity that relies on the underlying trust relationship

demonstrated by the certificate and conducts business activities accordingly.

1.3.5 B fh:&53& Other participants

Fx CMCA. 1T 7 AK# T LIS S 5EIRA R ES 54 .
Participants other than CMCA . subscribers and dependencies are called

other participants.

1.4 JEE R A Certificate application

1.4.1 B8 R9IEPH N A Suitable certificate Application

Z R CA B RIEHAREA
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DV SSL 4k 45 #81E 15
CMCA SSL CA ‘ \
OV SSL 4 BkARSS 2k

CMCA EV SSL CA EV SSL 4RSS 251F 1

CA issued Type of certificate issued

DV SSL Global server certificate
OV SSL Global server certificate
CMCA EV SSL CA EV SSL Global Server Certificate

CMCA SSL CA

CMCA GLOBAL TRUST ROOT CAY A T2 K L CAIEFS, AR 1T
FUHEFS
CMCA GLOBAL TRUST ROOT CA is only used to issue subordinate ca
certificate, not final subscriber certificate.

1.4.1.1SSL 4 ERl 55 #31F+ SSL global server certificate

SSL Bk #HE B E & DV SSL BRIk 5 #51E 15 Al OV SSL Bkl 25 7%
R, ¥SCRREMATIE . 2T PR UEBRE. ZRIEBE S TE
TR ER S Web 55 #% 2 (Mg 3722 4 iliE, SEIEHE(E BAER P i 5 ik 55 2
Z AN A4, By b AR (S B ER .

DV SSL 2Bk 55 #51E 15 F1 OV SSL 4Bk ik 45 %k +5 fH CMCA SSL CA %%

& SHA256 iE15, #HIKEZ N RSA-4096.
SSL Global Server certificate contains DV SSL Global server certificate and
OV SSL Global server certificate, all supported wildcard certificates, multiple
domain name certificates, and single domain name certificate type. Such
certificate is suitable for establishing secure channels between the subscriber
browser and Web server to realize encrypted transmission of data information
between client and server and to prevent leakage of data information.

DV SSL Global server certificate and OV SSL Global server certificate issued
by CMCA SSL CA certificate, the key length is RSA-4096.
1.4.1.2EV SSL 2 ERAk %5 251F 5 EV SSL Global Ser ver Certificate

CMCA EV SSL £ EkiR 55 2Rk AL & ik e . Z28AED, ZRIEHiE
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EHTAET X A5 Web IS5 #% 2 [ 22 4818, SCIEE(E BAE % S i
SRS A 2 E & A, By IR EER(E SRR .

CMCA EV SSL 4Bkl %5 #iE 5 1 CMCA EV SSL CA %% SHA256 iE-,
FEAK N RSA-4096.

CMCA EV SSL global server certificate contains single domain name

certificate and multi-domain name certificate, this kind of certificate is suitable
for establishing a secure channel between the subscriber browser and the
Web server, realizing the encrypted transmission of data information between
the client and the server, and preventing the leakage of data information.

CMCA EV SSL global server certificate issued by CMCA EV SSL CA SHA256

certificate, key length is RSA-4096.

1.4.2 BR&I /2 1ERYIE$ B A Application of Restricted /
Prohibited Certificates

CMCAZBRIEAEA R T BB R H KR T B EA PR, LLInEV SSL
k55 A+ A BEH T 23 A% I WEB IR 55 25 -
CMCA certificates under the global trust system are functionally limited by their
type, such as EV SSL server certificates can only be used for strictly
authenticated WEB servers.

FIAEB B YA Py et 4r 7RG ZR MR TR
Jee TR 1] B A R BT L A, R E 55 AN ST AR A 5E , I B R
JlE A CPS [RE N FHYE ], A% CMCA KRS .
The key usage of all kinds of certificates is limited in the subscriber certificate.
However, the validity of the certificate extension restriction is based on the
application software , and if the participant does not comply with the relevant
agreement , the certificate is beyond the scope limited by this CPS and will not
be protected by CMCA .

CMCA 2 ER{EATAR 2 T 25K BIE T AN BEAE I T UG - AT AT 55 [ X sl
TIRAE AT N R G

Certificates issued CMCA the global trust system cannot be used in any
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application system that is contrary to national or local laws and regulations.

1.5 SR EHE Policy management

1.5.1 FR B L E B Y13 Management organization of

policy document

A CPS s BH A GRID HIR A7 A NESRIEZ b A E I
UVEH. ZRSTMTRIHEY, AFERTEBITA CPS I, i T/E4HH %
5, H& s itE R

This CPS is formulated and managed by the Security Authority Policy

il

o

Administration Committee(SAPAC), which is establishde by Aspire Digital
Technology(Shenzhen) Co., Ltd. SAPAC has a working group. When this CPS
needs to be prepared or revised, it is organized by the working group and

issued after approval by the committee.

1.5.2 X% A Contact person

HE 25 CMCA KXt CPS #EAT ™A% K ARCAIZ B A1 TR B, 1 CMCA %
SINERIEZR A2, ML CPS B A RMATTHE4EY, e mesin
TR AMERES
CMCA shall conduct the strict version control and document management of
CPS, and the Security Authentication Policy Management Committee (SAPAC)
is responsible for the management. The specified CPS management
personnel carry out the maintenance, in addition, the specified Operation
Service Department takes charge of the external liaison.

BRARATT: a5l

H1f: 86-755-66820666

f£H.: 86-755-66820001

Huhik e RYI R M X R DR 7 S i it KR 7 e
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HFHEf4::  cmca@aspirecn.com

B Nk : www.cmca.net

Contact department: Security Business

Tel.: 86-755-66820666

Fax: 86-755-66820001

Address: 6th Floor, West Shengang IER Building, South District,
Shenzhen High-tech Industry Park, Shenzhen

E-mail: cmca@aspirecn.com

Contact website: www.cmca.net

1.5.3: R E CPS ff & K B¢ K #1 #3 Organization
determining CPS suitability for the policy

CMCA 2 AN IERIS R B 20 A CPS SUF B W 8 BURN i & SR REA
SAPAC has the decision-making power and the final interpretation right for this

CPS document.

1.5.4 CPS #t:;E¥EFF CPS approval procedure

fEH E %5 CMCA YR 55 75 B U AT AT AL S 22 BT, CMCA 22 A iAIE SIS
Z AR XS SE A AR B R VAT T, M A g . g R BRI
ML CPS WARATH &, Wi CPS &M EBAT A BITHINE, JFHHTAE
HAATHS, LRIRE G AHE)S T LUER A A
Before making any change of CMCA CPS, the Security Authentication SAPAC
of CMCA will research the change suggestions provided and make the change
decision. The Strategy Committee organizes a review of the CPS content at
least every year, clarifying whether the CPS will be revised and revised , and to

be prepared and updated with the approval of the Strategy Committee.
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1.6 E X F4EE Definitions and acronyms

CMCTN W E R BIE BAEEAE R
(China Mobile Ceritificate Trust Network)
CP IEF5 S
(certification policy)
CPS FEL DAY 55 R0 0] B8 - AR V. 55 15 B
(certification practice statement )
CRL R A 51 R BGIE S R 44
(certificate revocation list)
CSR EBREAIE R
(Certificate Signing Request)
HTTP T SCAAR ML
(Hypertext Transfer Protocol)
HTTPS LAERE T W SRSl
(Hypertext Transfer Protocol with SSL)
CA LA E IR 55 B
(certificate authority)
RA T
(registration authority)
LRA A i T 52 PR A 52 B A
(local registration authority)
PIN M NIBUD
(personal identification number)
OCSP TELRE TR A A B
(online certificate search protocol)
LDAP Lz =B RIS A
(Lightweight Directory Access Protocol)
PKCS ASLE I bRk
(Public Key Cryptography Standards)
PKI NI Y1 IR Rt
(public key infrastructure)
SSL e B hr - iUz
(Secure Sockets LRAyer)
URL € S BALE
(uniform resource locator)
WWW or Web | J5 4k
(World Wide Web)
X.509 I s R A ) B DA 3R FRAIE P
(the ITU-T standard for certificates and their corresponding
authentication framework)
CMCTN China Mobile Ceritificate Trust Network
CP certification policy
CPS certification practice statement
CRL certificate revocation list
CSR Certificate Signing Request
HTTP Hypertext Transfer Protocol
HTTPS Hypertext Transfer Protocol with SSL
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CA certificate authority

RA registration authority

LRA local registration authority

PIN personal identification number

OCSP online certificate search protocol

LDAP Lightweight Directory Access Protocol

PKCS Public Key Cryptography Standards

PKI public key infrastructure

SSL Secure Sockets LRAyer)

URL uniform resource locator)

WWW or Web | World Wide Web

X.509 the ITU-T standard for certificates and their corresponding
authentication framework

2. {EE %% 552 Information publication

and management

2.1 {2 E Repository

CMCA {5 B 1 171 1T )7 S k45 B AR #7 SE L5 B 5% . M5 B R B EA
PR LA NN %R IETS. CRL. CPS. CP. iE RS Vh i« HiA S HFM LUK CMCA
EEAIEFSER

CMCA information database provides information services to subscribers
and certificate application depend encies. The information database includes,
but is not limited to, the following: certificates, CRL, CPS, CP, certificate

service agreement, technical support manual, and CMCA website information.

211 EEENE. KiEHH Repositories supervision

CMCA X5 B R L B . Maam L], DLMLORRR(E B E 2 e ml 5, JFif
DRAS S 70 R P B UE A5 AN 25 % HH IE 5 — B0 3T 7 SREAIE B 5 2 R IE— 2,
UEFHER A ZE 7T

CMCA establishes the supervision and monitoring mechanism for the
information database.This ensures that the information base is secure and

reliable, that the information base, the certificates issued by the distribution

Hohik: VRDITT R HT IX R DX AR T 7 A T 3k bt A 7 i 7S MiZh: 518057 Hi%:  0755-66820666
Mdk: www. cmca. net #0012 W3k 177 |



REBHCAHR L

CHINA MOBILE CERTIFICATE AUTHORITY CMCA 2BRE/EUEE ML SHN)

base and the certificates issued are consistent, that the certificates obtained by
the subscribers are consistent with the certificates issued, and that the

certificates are issued accurately to the individual subscribers.

2.1.2 EE2 ERNZHIELEIR Internal data maintenance of the

information database

CMCA R4t N Bl ic sk, HTIC kI a S 4D Dy N 2% £ 0 ] 5 sl A] A
A FLAR IR T B F B0 S R e A AR 4 FRE IE RS B (B4 EVIETD) , X
SETIE S BRI WG LE 4 J5 1 B 4 38 UE A bR TR A mT e 1 v RS UE 45 F S

CMCA will maintain internal data records for all certificate information
(including EV certificates) that has been revoked or denied for suspected
phishing suspect or may be exploited by other fraud , which applicant agencies
identify as possible high - risk certificate applications in future authentication.

FEBEAT B 30 UER CMCA K B NI 5 — 28 my MBS LA 44 B b AT LEXS, &
B FR R W] RE A W 2% 40 A B 4 VR H AR RO AL SN, [ BI7E ARG I B
K AR o m XS A&, W DRIE TS AE 25 A AT F B LA A B AR 15 21 58 0 SR IE

For authentication purposes CMCA the list of applicant institutions is
compared with the list of high-risk institutions, mainly those organizations that
are most likely to be the target of phishing or other identity fraud, which are
automatically marked as "high-risk applicants" at the application stage to
ensure that the identity of the applicant institution before issuance is fully
verified.

XA A

1) ZEEF R TEH (APWG) K E MM (APAC) Al
Pyt H bR 44 5

2) CMCA K Bl Jy ] REIE 21 X 25 £ # m3H At B 4 VR Bt i 4 3 OV SSL
IR EVSSL 2 BRIRS#RIET5, CMCA H X Eo il 45 244 1) FH 15 7 1 ZH 21
PURARIE e RS FRIE 7, IF AT 9% e 3R v KU HAE LS 4K 3
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These lists of organizations have:

1) Refer to the list of fishing targets published by the International
Anti-Fishing Working Group (APWG) and the China Anti-Fishing Alliance
(APAC) for information;

2) CMCA will revoke their certificates OV SSL global servers and EVSSL
global servers for possible phishing or other identity fraud attacks, and will
mark the organization of these rejected applicants as "high-risk applicants" and
serve as a basis for future identification of high-risk applicants.

CMCA R R 2 A0 T MRS B2 AIE S HHE

CMCA will reject applications for certificates in a high-risk repository
2.2 {§ B %7 Information publication

2.2.1 CPS #% 75 CPS publication

A CPS 4514i%1F RFC 3647 HA & HERMFTH A% .

A% CPS LA R AHR AR SRR E B A 7E CMCA M - AiAf o

A CPS KA N2y CMCA A BRAGAEAE b 55 I FE 2R K, 4 hAS SE 3T,
PSR HT AR gt o

CMCA 1§ http://www.cabforum.org I & i () K& A A BE A T #5245 AR IE
FIREZREOR B BOHTIRA o WIS A SR AR 2 Rk 2 A AR A — B, FREERAR
Se T AR
This CPS structure is in compliance with RFC 3647 and contains all content
required by it.
This CPS and related technical support information are released on CMCA
website.
Content released by this CPS constitutes the baseline requirement of CMCA's
global trust certificate business. For any version update, the latest version shall
prevail.

CMCA follows the latest version of baseline requirements for publishing and
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managing public trusted certificates released on http://www.cabforum.org. In
event of any inconsistency between this document and the baseline

requirements, the baseline requirements shall prevail.
2.2.2 N {EE M%7 Publication of public information

TE 5l CMCA R A I £E M 3t _E A AR IS I A A5 2

CMCA will publish relevant public information on the website in time

2.2.37\iF & B B9 & %7 Publication of authentication

information

EBAER K MG, T EFE) CMCA B SR Rl A R A 2 H x5 4 F.

T E 23 CMCA € J AT BIUE TS A ROW N R 1E B IE 5 v b B % 5)
CMCA 1] CRL KA i3k HL .

UEF 2 ] LAE P E A 5 CMCA i Hh A v 3R A5 HAIE A /A5 B
After the certificate is successfully issued, CMCA automatically publishes the
certificate copies to the LDAP server. The digital certificate repealed in
certificate effective date published by CMCA regularly can be obtained from
CRL publication site of CMCA.
The certificate customer can inquire and obtain the relevant certificate

information in CMCA website.

23 % 7 B9 B 18 3¢ 3 £ Time or frequency of

publication

WEFAR SCT7 wdE s E A% 5 CMCA 15 B 7x24 /N 3RHL CPS.

FE Mz CMCA AR CPS #EAT s ARCA T4, o AN ] fe i
W E 5 CMCA tig, F/ADRFEXS CPS #EATH &I, B IEAT BT

T E M2l CMCA [ X 3 SN BT, o A8 58— I TR) AR AIE A5k 35 AR 45
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I

EHAE AT JE, CMCA H BHAIE S RI A KA 2 H 54 L

T E 25 CMCA ¥ 1 24 /NN B 3 & A fofniiE 5 AR 513 CRL, A
IR N R I R, ] N TR A i# CRL. iE%& P e+ E#3) CMCA M
uh EEW . EECTIEF LR CRL,

CPS are available through the repository as 7*24 service.

CMCA has the right to make changes and upgrades to its CPS, and its
publication time and frequency are determined by CMCA. CMCA will publish the
latest version of CPS on the website, and the related parties of certificate can obtain
CPS through CMCA repository within 7x24 hours. Review the CPS at least once a
year and update as appropriate.

CMCA website will update real time, and will publish the information
related to certificate business in the first time.

After the certificate is successfully issued, CMCA automatically publishes
the copy of the certificate to the LDAP.

CMCA LDAP usually automatically publishes the latest CRL within 24
hours, and the publication time is the morning of each day. While the latest
CRL can also be published manually. The certificate customers can inquire,

download digital certificate and CRL on CMCA website.

2.4 {5250l H] Access controls on repositories

2.2 P kAR B SREUR ATFHY, A AT R .

HEF 3 CMCA W& 15 BU7 M HA 22 4 i TH i, ORIE R A 2l 574
I [E #23) CMCA TAE N A A B4 5 AME i [E #2 5l CMCA TEZL 1) 2 15 Wi A Al
NAE R

The information published in section 2.2 is open and without constraints.

CMCA has set up information access controls and security audit
measures to ensure that only authorized CMCA staff can prepare and modify

CMCA online announcement version and publish the information.
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3. 5 4 ¥ 1R 5 £ 3 Identification and

authentication

3.1 % Naming

3.1.1 B 2E! Types of names

RIFUE T EARFAUAR, FEE3I CMCA %K FIE I £ R4 7 0] L2
Y AW P, arfTa X.500 5E A 44 FITE .
According to the type of certificate subject, the subject name of the certificate
issued by CMCA can be domain name, public network IP, etc. The naming

conforms to the distinguished name specification defined by X.500.

312N BB = N B ZE K Need for names to be

meaningful

DN (Distinguished Name) : ME—Hi5 %, 7EECFUE 0L T,
A FHE— AR OEH FARX 50044 7%, & ZIHE RBUED EIREL S H) . BH
LR X SIERAM RN

EV SSLAER R 55 a5 0E 45 5 Bl 44 B (1038 FH 42 R B8 21T P LA BT A 1 3
% AT AU B FARAE B S R A E.

DV SSLA KR5S 25 E 5. OV SSLA BRIk 55 25 Uk 5 (1) Bl 44 Fx b (1) 38 FH 44
A LT RT A I 8 AP, 256137 7 ) HARAS B — & 5 A
ko
DN (Distinguished Name ) :A unique screening name, in the domain of the
subject name of the digital certificate, is used to uniquely identify the X.500
name of the subject of the certificate. It is necessary to fill in the content which
reflects the true identity of the subject of the certificate and has practical
significance and does not conflict with the law.
The universal name under the discriminated name of EV SSL global server
certificate can only be domain name of the subscriber organization, which can

be authenticated and certified together with other information of the subscriber.
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SSL common name in the screening name of DV SSL global server certificate
and OV SSL global server certificate can be a domain name owned by the
subscriber or a public network IP, identified and authenticated together with

other information of the subscriber.

3.1.3iTPHE & T (A8 Anonymity or pseudonymity of

subscriber

FE M5 CMCA s & [ BR A ARUE P AN R] LLE A B 4% B0 44

The subscribers (certificate applicants) shall not be anonymous or pseudo

314 EBRAERBFHEARHMN Rules for understanding

different forms of names

DN (Distinguished Name) a4 U CMCA 5 X, #ILA CPS7.1,
Tt B o
The naming rules for DN (Distinguished Name) are defined by CMCA, as
described in this CPS 7.1

3.1.5 ZFrHYME—1% Name uniqueness

CMCA {RUEFHAS A HIIETS, 3@ EL 44, /£ CMCA BUME ATk Y f2 ME—HY .
AR AT Y HES B) AR B ) 44 AN se AR R, (B F- [/ —3T7 7, CMCA "] LAA 3L
ME— B¢ 32 R 1) BH O 25 O 22 SRAIE S o 4R FR s o B [T A AE AR [ 44 B
I, EPESEFTEE SN, ) A SN BN RS T A A SR I
CMCA guarantee that the certificate issued by it, its subject screening name, is
unique in CMCA trust domain. Different subscribers' certificates cannot have
the same subject identification name, but for the same subscriber, CMCA can
use their unique subject identification to issue multiple certificates. When

different subscribers have the same name in the certificate application, follow
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the principle that the applicant first uses it first, and then the applicant adds

additional identification information to distinguish it.

316 R B & A . ¥ 5 #1 /A € Recognition,

Identification and Role of Trademarks

CMCA 25K HAIEF5 ) 3= A4 B 1) 44 AN L 25 A AT 8 b B30 PT RE 0 L ABATLA 49 e
RALHIE B
CMCA the subject identification name of the certificate issued does not contain
any trademark or information that may constitute infringement on other

institutions.

3.2 BB 3EHIA Initial identity validation

3.2.1 iERAEBEFLAEARY 5 3% Method to prove possession

of private key

H[E 25 CMCA g 1 T 2872544 1) PKCS#10 4% :UHIEIE K, 46 1E
UEH HEE AR .

CMCA should verify that the certificate applicant has the private key by
using the certificate request in PKCS#10 format with digital signature.

CMCA TE9HITEFH 2 AL AT, FRGUK B s H A PIRAIE A2 1
AR R O ) S s, DUOR FI BT FR B 2 A AL

Before CMCA issues a certificate for the applicant, the system will
automatically use its public key to verify the validity of its private key signature
and the integrity of the application data, in order to determine that the applicant

has a private key.
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322 A N 3 5 4 89 X 3] Authentication of

organization identity

T PHEHTECMCA R ERIE AR R K I AT, NAREA B S 43 F B 3C
fE AEB RSO, RS R A R [FE AR THAR N ) 54T .
Before applying for a certificate issued CMCA the Global Trust System,
subscribers shall provide valid institutional identity documents, certificate
application documents, and accept the relevant terms of the certificate
application and agree to bear the corresponding responsibilities.

CMCA 32T FIIE B HiE fa, SO 1T P 0 B SR VE kAT B A%, A A
Al EE B YR P F BRI T 22 CA PPl N nl SRR IR, ] SE B0 IR 1) PEA%
BAEE BT R AR ] A5 SRR . s fWcEA SR AL H Y. BdE ]
FIAFE ATV DI A SO G R M) X1 7 Sy i B st T i %, JRIE IR
W5 WL T8 235 RAFAT ) B AL
After CMCA accepts the certificate application , review the identity authenticity
of the subscriber , review the authenticity using the reliable data source (the
data source used needs to be evaluated by CA , including the time of reliable
data source , the frequency of information provided , the purpose of data
collection and provision , public accessibility of data availability , forgery and
tampering difficulties) and properly preserve the subscriber application
materials as agreed by both parties.

CMCARM AT ' B4 )4 i R 4
Whether CMCA or its authorized agency auditing organization meets the
requirements, and the identity authentication methods are as follows:

W55 5 BN GUSCERAT Y BB RE,  JERIT 7 B4 AR BEEAT 26 F i A%
The business receptionist collects the subscriber's application materials and
reviews the subscriber's identity and materials offline.

RAERIE AT 7 HIEE B, RAHZ 72 K8 IR A SR N B Ip AT
SR EGETS
RA the operator to enter the subscriber application information, RA the auditor

to review the operator input information again and assist the subscriber to

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
Mdk: www. cmca. net #0020 W 3L 177 W



REBHCAHR L

CHINA MOBILE CERTIFICATE AUTHORITY CMCA 2BRE/EUEE ML SHN)

download the certificate

3.2.2.1 54 Identity

NSRS DR YR S RRECE bk, CARIGIE Z AL 4N &
O Ak, JF HiZzdhk i NfAAEsia g bk . CA RNl H AR LA $R £
SCAFBSAIE HE N B S Ak, Blodd 5 PR 2/ — I

1. BRGNP IE NG R ROL. AAESOA AT I BUR LI ;

2. & M H AR mT SR R Y B =07 B

3. CA 2ifEJy CA MRS =T #-AT B VT Il ;

4. IEWIE.

If the Subject Identity Information is to include the name or address of an
organization, the CA SHALL verify he identity and address of the organization
and that the address is the Applicant’s address of existence or operation. The
CA SHALL verify the identity and address of the Applicant using
documentation provided by, or through communication with, at least one of the
following:

1. A government agency in the jurisdiction of the Applicant’s legal creation,
existence, or recognition;

2. A third party database that is periodically updated and considered a
Reliable Data Source;

3. A site visit by the CA or a third party who is acting as an agent for the
CA; or

4. An Attestation Letter.

The CA MAY use the same documentation or communication described in
1 through 4 above to verify both the Applicant’s identity and address.

Alternatively, the CA MAY verify the address of the Applicant (but not the
identity of the Applicant) using a utility bill, bank statement, credit card
statement, government-issued tax document, or other form of identification
that the CA determines to be reliable.

TP N7 ELHHEEV SSL. OV SSLEDV SSLABR 55 #51E 15, 7] LAFICMCA
& CMCAR A AR B HI TS, CMCAUZ BB IT 7 B HI i
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Subscribers who need to apply for EV SSL ,O0V SSL or DV SSL global server

certificates may submit applications to CMCA or authorized agencies CMCA

only accept applications from institutional subscribers.

EV SSLAERR S5 ik 15 K BE 2 Weblik &5 28 1444, IF HISA44 A e 5 i ie
R, A2 BRIPHuLE ) G, EVSSLAERIR a1k 15 AT DU Hus 44 B 4 A% 15
EVSSL global server certificate can only be the domain name of the Web
server, and the domain name cannot contain wildcard *, the application for IP
address is not accepted, EVSSL the global server certificate can be a single

domain name or multi-domain name certificate.

OV SSL,DV SSL £ BRIk S5 a iEH ] LA & Hskids . 2340 . R ATIESS
AW P EFS

1T/ H3 EVSSL. OVSSL. DVSSL A BRI SSAHETIT, MRS U0 N # K
OVSSL. DVSSL global server certificate may contain single domain name,
multi-domain name, wildcard certificate, public network IP certificate.
Subscribers apply EVSSL. OVSSL. DVSSL global server certificates, the

following information should be submitted:

EV SSL iEs OV SSL i3 DV SSLiEP

1 CMCA B EAE A RUE HiFE

/b P E BAEATRE CREFRTE DL R f 8ok |\
SR IABHLAIE)

3 IE P % 0 (Certificate Signing Request, CSR 3C44)

T T B L2 A U BE A \
‘ Xt R TG A4 R BT AT i 44
SO, B A AR 9

B 2% 8] (1) 4 A R RGE B
4 |CAB iz EVSSL|
g CA/B wizxiIAm A

UE 5 %5 A1) R Al
o AR 1P HE ]
AJ R AR 78 A
EV SSL certificates OV SSL certificates DV SSL certificates

CMCA Global Trust System Certificate Request Form

2 At least one institutional information certificate |\
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(additional other institutional documents in special

circumstances )

3 Certificate Signing Request, CSR file

Lawyer Letter and . \
o Valid proof of control over
Lawyer Qualification
all namespaces
Documents,Or other ]
corresponding to a
supplementary .
top-level domain name or
4 documents approved

under the CA/B
Forum EVSSL
Certificate

proof of ownership of a
public network IP
endorsed CA/B the

. Forum.
requirements

CMCAFRRX HEE 5 4« k(5 B BEAE BT, BT84
IP & CSRE MM REAT % 0] o FLEERER . WMAR R TIEIT
CMCA also identifies domain name, IP, national information, in addition to
applicant identity, address information, and CSR compliance. The identification
requirements, process and methods are listed below:
1. B
o LA, A, A
(1) FAF U IR E NI ACN I EGIEHL, BT U HUBUR RV
(2) WE NN E MR AL B i 2 7 5
(3) NEHLRENRIM L TER WA “RE" SR F;
(4) ZBDH—DNEEABHHRBE:
(5) TETT P HIE M ) o b 2T BH ff A7 R 4R 3R 5
(6) 4 [l 52 B E 37 s
(7D AUREE N BCE 37 Pl B 76 VA Fo v CARE A UE I B 5K
(8) A [E BT A 52 5.
1. Organization
® Enterprises, organizations, social teams
(1)Legal organizations recognized by local regulators or licensed by
local governments;

( 2 ) A registered representative office or registered company
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recognized by a regulatory body;

(3) Not included in the "closure "," invalidation "," expiration" and
"breach of trust" lists of organizations/regulators;

(4) Atleast one duly authorized representative;

(5)The authorized representative of the unit must be specified in the
subscriber application materials;

(6) Have a business premises:

(7) Country where agency registration or business place location
law permits CA to issue a certificate;

(8) Government blacklist not in China.

® UMM A% )m. BiSRSE, B LT %A

(1) Gl E gz IR REAt A 57,

(2) FrE EZ R CAZKIET:

(3) A E BT A 52 5.

® Government agencies, such as the Public Security Bureau and the
Tax Bureau, should meet the following conditions:

(1) Established by superiors according to their functions;

(2) Country allows the CA to issue a certificate;

(3) Government blacklist not in China.

o [HrA1Z

(1) H— EBUMHIEE AL AN TG WM BIaE RPLAY . CABR
I aT DL FRIEEVAIE I E BR AL 513K 5

(2) [H FRHLA S5 Fr AE H 2 20 72 VF CMCA M Z HE 1A GIE M 25 B A 7]
CMCAZFIEHA Rt

(3) EEsHU A REAEATFBUM PP I ZE B2 5 (Nt Sy 2kis) b K
TR B I3 SRR AR A AE T 5K ] B EVAIE .

® international organization

(1) Private fund , consortium or equivalent institution signed by a
government body of a State .The CAB Forum maintains a list of international
agencies that can apply for EV certificates;

(2) The location of the headquarters of an international institution
must allow CMCA to engage in e-certification operations or to recognize the
validity CMCA digital certificates;

(3) International agencies can not be on prohibited lists (such as
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trade embargoes) listed by any Government. A subsidiary or branch may also
apply for a EV certificate in accordance with the requirements of the
guidelines.

2, B4 K&IP

2. Domain Name and IP

HIE WA A EVSSLIE 15 1 #3844 . OVSSLIE 15 7 13844 5L A IIP 1 BT
A B e — {5 FH AL 5
The applicant has the ownership or sole right to use the domain name in the
EVSSL certificate, the domain name in the OVSSL certificate or the public
network IP;

A ENHME B AT EWHOISE M 72, A5 FHiFAL A FR . Mk A R 07
s A EIME B & (whois) Thfg, 15 3BT FHF 44 IR A4 T T
ORL, BRI ENE S A A UE T RS B WD AR E 4 A4 R T RS
FRSLHNA R4 . R, CMCANEEUE 11 AN 44 1 B A A Bz il A Jd i
{58 fZH.. SMSEHHRIER — NREVUE CA RSN BN E T 4630°K,
BAEGAHTHE ABE . 05 BB o M — 1. ) RIAGHAEKARN,
SRV EIEC R REAL IR (=N 0o RN E =)
The domain name registration information should be made public in the
WHOIS database, including the name, address and contact information of the
applicant; through the domain name registration information query (whois)
function, the domain name registrant information of the domain name
certificate applied for is obtained, and the domain name registrant is consistent
with the domain name certificate applicant. Meanwhile, CMCA will verify the
applicant's ownership or control of the domain name: a random value (valid for
30 days from the date that the random value was generated and unique in
each e-mail, fax, text message, or postal mail) by letter, fax, SMS, or mail. )
sent to the domain name contact and received a confirmation reply using the
random value.

AR P A 5 0 A% It g 44 EE AR BL . B0 A R 44 ridr, WICMCAS:
BT Z E WA, il KRAE B AT EERE,  PAR; IEAR AR ViE AL F IR

If the domain name of the application certificate is similar to the domain
name of the well-known website or contains a well-known trademark, CMCA
will conduct a multi-level review and compare it through the high-risk
information base to prevent similar fraud domain name application certificate.
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ST AMIPHISE A, Bk £ 5. SMSE MR iFks — AN BEYLE (B %0
NP A ZBEN AT AR30K, HAERA M- HBAE &5 S MmO o H g pk
—M. D KIBLGIPHBEE RN, R ZBENE RN RS, DERIEHR A
St IP Rk ) AL

To identify a public IP, a random value (valid for 30 days from the date the

random value is generated and unique in each e-mail, fax, text message, or
post) is sent by letter, fax, SMS, or mail. Send to the IP address contact and
receive a confirmation reply using the random value to verify the applicant's
control over the |IP address.

N R R IE RO AT AL IE T, CMCAKE 5 73 A B — 444 . X T 234400k
o, CMCAXEX BT A #1125 B33 A% AT 2591 o

If you apply for a generic domain name certificate, CMCA will identify the
secondary domain name it owns. For multi-domain certificates, CMCA will
identify all listed domain names.

3. AT IR AP RN

3. Application Agency Role

C L AE I PR

The applicant needs the following roles :

v RN BIE AT R

v OHITERIAN: T ERAL R NG, BN RIS S B A AR PR A R

UES AR AT A — D NR BRI A B, A Lol ik 2 > AR 58
o BLE A i 25 B S B R SR B BN, FR T B2 75 A FH A £
IS B E SRR I LLCMCAIN AT 1977 30 CBFREA IR T A & HEHEAAN
. METHETR) HTEY, WTALKHIEAGERE, CMCAHRHEL
HIR, 0 AR THIE B EAT M4

PMANEHHAIE: JEREMIE. 75,

v' Application agent : applicant

v' Confirmation person: the person in charge of the applicant to
confirm the accuracy and validity of the application information

The certificate applicant may authorize one person to complete all roles or
by multiple individuals respectively. The above role must be the employee or
authorized agent of the applicant. The applicant unit shall confirm the
authenticity and accuracy of the application role information through CMCA
approval (including but not limited to the registered official seal, registered
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legal person seal , role fingerprints , etc .) . For the false application role
information, CMCA has the right to refuse the application and revoke the
issued certificate .

Personal identity certification: resident ID card , passport , etc .

4, CSR#F &% HICSR conformity identification

X FCSRIYCHE I % 7 T B 5, CSRAKIME B AT 5 HiERF R HERE R
—8, RERFEMAHIHE, LDNRN T, JFIIEL R B E A .

The identification of CSR files mainly includes whether the information in
the CSR is consistent with the application information in the application form,
whether it conforms to the relevant specifications, such as the order of DN, and
verifies whether it has a private key.

5. EVSSL. OVSSL. DLSSLAEkAR S #: ik T AEHIE 170 &

5. Distribution EVSSL. OVSSL Global Server Certificate . DVSSL Global

Server Certificate Public Key Certificate

CMCAIT 2R eSS, JF LA 7 2R A R B A FIIE B A AT 51T 7 e
CMCA issue the public key certificate for the subscriber and deliver the issued

public key certificate to the subscriber by mail.
3.2.2.2 DBA/@E & FREVE 5] DBA/tradename
FAEBE S-S DBA sk 4 Fk, CMCA ¥l it LA R 5 s i 2 0 — iy

IWHHFE AL 1% DBA B4 PR
1) BUMNHA SR ATIE B B SE AL . AFE B0 AT A ROk

2) WIEERIEERERIE (B E RS RS AR S e H % )

3) SHMTUEHEIE DBA BNV AFRIIBUR LA 174 E ;

4) B IE B SO IR

5) AFEIKE . ARATXIIK A SRR BUFRE R MBS S FEL CA A

N AT S B A B 3 UE B 3
If the certificate subject contains a DBA or tradename, the CA or the
authorized RA shall verify the applicant's right to use the DBA or tradename
using at least one of the following ways.

1) Valid documents provided by a government agency in the jurisdiction of
the applicant's legal creation, existence, or recognition.

2) A reliable data source. (eg: Dun & Bradstreet, Ministry of Commerce
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Foreign trade operator registration)

3) Communication with a government agency responsible for the
management of such DBAs or tradenames;

4) An Attestation Letter accompanied by documentary support; or

5) A utility bill, bank statement, credit card statement, government-issued tax
document, or other form of identification that the CA determines to be
reliable.

3.2.2.3 [EAIIEUE Verification of Country

b AL E SR T, CMCANG I LR J7 2Urh i) 22 /b — Bl AT [ X
2551 o
1) I8 BB — 7 EE 25 1) 9 5 DNSIE 3% 2 7 [ IP Ak B HH 175 25 71 IP A1k ok
WA FTTEE 2K, A ER s A B IP bk B 78 [ 5 F N SRR TE [ — 2.
2) R4 KCcTLD
3) HAENHI IR BERIE R
4) ERACE3.2.2 A7 R S SR A RN URIE BE B AR E S A
If the certificate subject contains an option of country, the CA or the authorized
RA shall verify the country using one of the following ways.

(1) Confirm the host country by checking the IP address displayed by
the DNS record of the website or the IP address of the applicant through an
authoritative third-party database, and ensure that the country where the
applicant's IP address is located is consistent with the actual country where the
applicant is located.

(2) The ccTLD of the requested domain name.

(3) Information provided by the domain name registrar.

(4) Confirm the country through the information provided by the applicant in
Section 3.2.2.1 of this CPS.

3.2.2.4 HZ 1A Fn1X& 51 Validation of Domain Authorization or Control

XF T34 PR IRAIE, AR I SEAA AT DL FE 2 I BREA A] L A w) BUE A F,
CMCAKER I LAT %500 5 s ) —Ffr, - ol R0 5 40 123804 .
For the verification of a domain name, the verified entity may be the

applicant's parent company, subsidiary company or affiliate, and the CA or the
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authorized RA shall adopt one of the following authentication methods to

confirm that the applicant owns the domain name.

1)

I AR A7 AGEBENUE, AR WM A BN LA BRI R, AL
i AXTFQDN BT A AL . BENLE 2 200 15 BIWHOISTE M £ 2 44 HK RN
THfbk . (HR#EBaseline Requirements v1.7.6%53.2.2.4 . 2138 4 5&41F J7
)
I IR A7 AGEBENUE, AR WM A BN LA BRI R, AL H
AN FQDNII T A Lo BEAUE 2 20415 BIFR TR I A% B 2R NI FE - BB - b
Hik’adimn’, ‘adiministrator’,’ webmaster’,’hostmaster’ &\, ‘postmaster’, J& [ &
(‘@ JEERERPUE 4 . (K HEBaseline Requirements v1.7.6 #53.2.2.4.4
(3R A44 B iIE 792D
H 1 7E".well-known/ pki-validation” H 3% T X1 29 & 1M B3t AT 28, #iiliT
FIXTFQDNIFTE L.  (fkHEBaseline Requirements v1.7.6 #53.2.2.4.18[1
BAARIE TR
IS /EDNS CNAME. TXTE(CAAILKH & S AFAE O 2 E RIBEHUE, LAhIA
PRI A R B3R 1) BSR4 85 2) — AT L PRI
TR Z A, (k4 Baseline Requirements v1.7.6 %53.2.2.4.7 #1544
ETT)
R AE 7 % F B B UE A RO A BEE T 45 30K .
CMCAA A .onion & s 844 25 i SSLA IR iRk 55 41k F5 .
Send a random value by email, and receive a confirming response using
the random value to confirm the applicant's ownership of the FQDN. The
random value must be sent to the domain name contact email address
registered by WHOIS. (Based on the domain name validation method of
Baseline Requirements v1.7.6 Section 3.2.2.4.2)
Send a random value by email, and receive a confirming response using
the random value to confirm the applicant's ownership of the FQDN. The
random value must be sent to the email address identified as the domain
name contact or created by using ' admin,' administrator',) webmaster’,
hostmaster' or ' postmaster’, followed by the at-sign("Q"), followed by an
authorized domain name. (Based on the domain name validation method
of Baseline Requirements v1.7.6 Section 3.2.2.4.4)
Confirm the subscriber's ownership of the FQDN by making changes to the

agreedinformation under the "/. well-known/pki-validation"directory. (Based
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on the domain name validation method of Baseline Requirements v1.7.6
Section 3.2.2.4.18)

4) Confirm the subscriber's ownership of the domain name by confirming the
presence of a negotiated random value in a DNS CNAME, TXT or CAA
record.

Requirements:1) authorized domain name; or 2) an authorized domain name

with a prefix starting with underline character. (Based on the validation method

of domain name in Baseline Requirements v1.7.6 Section 3.2.2.4.7).

The random value used in the above validation method remains valid for no

more than30 days from the time of creation. CMCA does not issue SSL Global

Server Certificates for domain names in the form of. onion.

3.2.2.5 IP #utit R936IF Verification of IP address

AWyt CMCA HIF 43K IRSIETS, CMCA REEGAIE H 5 A% 1P Hadik ()
P B, 1P bk 42 AR J7 iR A8 A an 7 5

WA ALH. SMS B MR — NEENUE (A RO A ZBEHLE
TFaG 30 K, HAERASHTHIME. AL H . S s BBUR o2 — . D Rk
IP bk RN, FCEE A BEAUE R BN R, BLEGAIE FH i A 1P ik 42
HIR, M BR &7 3.2.2.5.2 #447 .
CMCA will verify the applicant's ownership or control of the IP address if the
organization applies to CMCA for a global service certificate, |IP address
control verification methods use the following:
A random value (valid for 30 days from the date the random value is generated
and unique in each e-mail, fax, text message, or post) by letter, SMS, or post.)
sent to the IP address contact and received a confirmation reply using the
random value to verify the applicant's control over the IP address, executed in

accordance with section BR 3.2.2.5.2
3.2.2.6 @A FFF L8 Wildcard domain validation

XTI ECAT A I B T A% B RS, B AR HE & BENE A RO L T
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i 3.2.2.4 w5 U5 R A% SLIBRCAT A O] (K4 1 Sk e RaE, )R
TZHEH.

For applications directly connected to the top domain name on the right side of

the wildcard "*", CMCA will reject the application unless the applicant can
effectively prove its control over all namespace of the top domain name. At the
same time, the authentication in 3.2.2.4 will verify that the domain name on the

right side of the wildcard is effectively registered and belongs to the applicant
3.2.2.7 BUERAY M Accuracy of data sources

CMCA SR HIHERf . AT EERY 2 =7 BER PSR IR IE 15 S # 105 8. 7RIk H%
e MO — N BEIR BT, CMCA 230 i 84 Y B P AOmE « Hicdls B A 28 LA
S S SO O & AT VR0 . KB B LA LA T T -

1) Prig s B AFER

2) ZBIRE R, B DR DR SR

3) HHEMIHENTT, VLR H Y

4) Blla i AR I R R 5 e

5) Py Bl 5 B s B AR

XFF SSL AR IS UE BRI, 7 IRAT P UR AS  B SO I ) AN R I A
CPS % 6.3.2 T A EHIE i KA R, M S,
CMCA uses accurate and reliable third - party data sources to verify the
information of certificate applicants. CMCA evaluates the dependence on the
data source, the accuracy of the data , and data change and forgery resistance
before choosing whether to rely on a data source.The following aspects will be
considered:

1) Years of information provided;

2) The frequency of data source updates to ensure that data is kept up to

date;

3) The supply side of the data and the purpose of data collection;
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4) Open availability and accessibility;

5) Difficulty in falsifying or altering data

For data sources that validate SSL certificates, you can reuse data or files
that are dependent for no more than the maximum validity period of the

certificate as stipulated in Section 6.3.2 of this CPS.
3.2.2.8 CAA ig5% CAA records

CMCA 7E25 7% SSL AR Z R, K0 2 Ak S 1 /U 2 9 Fe b i B — A
dNSName it CAA itk i 2, HOBAE 2 i B FE /R « iR RUFTS, WAIE CAA
) TTL IS5 8 /Ny (PREEE R
CMCA will check for CAA records for each dNSName in the certificate
SubiectAlternative Name extension before issuing the SSL certificate and
follow the instructions found. If a certificate is issued, it must be within the TTL
time or 8 hours of the CAA record (the greater one).

CMCA # 45 RFC8659 [ H & kb #"issue". "issuewild" % "iodef" [f] J& PE bR 25 :
*i"issue”. "issuewild" iR A7 AE I H A A "emcea.net”, U] CMCA A& &%)
RIHJIET:: #5 CAA il Hf77E " iodef"b54%, W] CMCA 5 Hiii # i1l 5 g & 1
NEMURAES
CMCA shall process the property tags of "issue", "issuewild" and "iodef" as
specified in RFC8659: if the "issue", "issuewild" tags exist and do not contain
"cmca.net", CMCA will not issue the corresponding certificate, if the “iodef tag
appears in the CAA record, CMCA will communicate with the applicant and
then decide whether to issuethe certificate.

CMCA LA 41 CAA itk B R B Nl 28 R UEH 26 F: 1) fE4F
CMCA (Al it 25 ) CAA LRI 20 b2l — IR E BT &4k CAA iT
s 3) A T E XN EE SR 7] ICNNA R IX 35 [1) DNSSEC %ilk 4% .

CMCA is permitted to treat a record lookup failure as permission to issue if:
1) The failure is outside the CA's infrastructure.

2) The lookup has been retried at least once.
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3) the domain's zone does not have a DNSSEC validation chain to the ICANN

root.

323 M A B4 HX 5] Authentication of Individual

Identity

CMCA N2 FA NUEFNVS5, 7 ZERAEE XS A b G AL RN S Y
5. T EB ) CMCA RAZXHIET #1115 A& B 5 R4 S ik E B —
B, IPRECAIET IS NS IE R EARS % 5
CMCA objects individual certificate business. This requirement is only targeted
for identity authentication of authorized clerks for corporate application. CMCA
will check whether the certificate applicant information is consistent with the ID

card information provided, and file the digital certificate applicant ID card.

3.2.4 38 HE YT A {5 2 Subscriber information not

validated

CMCA 25K BIIET5E B A R AT BAERE & .

The certificate information issued by CMCA has no unverified information.
3.2.5 %A Validation of Authority

2 E AR ALSWITT 7 HFIETI, 75 2 7R 208 HIE S S DLIE ]
HHE RN OB ASWREEE . CMCA B THEHINZIZAUE B, HRRAUS
BB RAT

AP IR N TP EAUE AL 5 I, B 34T A% SR AR IR A 2 A CPS
FAFRELK

CMCA o ¥FHIE & g AL AR HFIEF . 25 Fs 5 A A5 T % 2048 € E
TN, WA SZAEZAR E N 3 LA H A N SR ASUESS HFE R . RN R H
BRI TR RIS, N 1A S SR A SO T 5 .
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When the applicant applies for a certificate on behalf of the organization
subscribers, sufficient certification information is required to demonstrate
whether the applicant has been authorized by the organization. CMCA has
the responsibility to confirm the authorization information and properly
preserve the authorization information .

When the agency authorizes the handler to engage in certificate business, the
verification procedure should refer to equirements of this CPS.

CMCA gives its consent to applicants to designate independent individuals to
apply for certificates. In case the applicant appoints the certificate applicant in
writing, submission of certification application request by people other than the
designated clerks is prohibited. Upon receipt of the written request confirmed
by the applicant, the applicant shall be provided with a list of its authorized

personnel.

3.2.6 E#{E}EN] Interoperational guidelines

X HE CMCA & BRE(EA & T DV iE+5. OV iE+ & EV iE+5, CMCA
ARIEX LT Sy BB IR EE, B A RFE AL AT S eI 5T

CMCA A FATAAE XANTEN S5, A RATATAE SGAUE HIIE TS .
For applying for DV certificates. OV certificates and EV certificates under
CMCA Global Trust System, CMCA undertakes the identification function of
subscriber identity and temporarily does not entrust other agencies to perform
this responsibility .
CMCA refrains from covering any cross-certification business, and does not

issue any cross-certified certificates.

S3EHMIBEKRK B R IR 5 £ 7 Identification and

authentication for renewal request

FEAT R BIART, 177 F SRR AR PLORFFUE 508 A St . e
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SRR E YA EBE R, T R, hE%5) CMCA —
FESRAT P A AN s A s, RRS % (A 4.7) Tk
FEH", CMCA BA SR ZMRSS . 20/ WG SEOBrE I, 75 g S k45 5T
R, IR SR SR SRRSO BURL (A 4.1) , JF i EF23h CMCA Bl
O CIRAL R

Before the subscriber certificate expires, the subscriber needs to obtain a

new certificate to maintain the continuity of the certificate use. Certificate
Update requests include both Key Update and Certificate Update. For key
update, CMCA generally requires subscribers to produce a new key pair
instead of expired key with specific reference (as 4.7), CMCA will not complete
the certificate update form and submit the information (as 4.1) and reviewed by

CMCA or its authorized authority.

SB1E N EHBHFHKIRE X 5 Identification and

authentication for renewal request

B IEBREI . RS S s P G O, IR
2 [H 5 CMCA 25 KUEB A R — 0N 1 4, ARINA T 397 K.
EBREIH—H, P ERZ CMCA S3EUEHREE #HATIEBER .
UEF 2 7 S EEFTUET5 I, SHEUE R, R BYIIR S 50 IE P JRIE S
Kokl (A 3.2) , It E3) CMCA BB H A% o
Prior to the expiry of the subscriber certificate, the subscriber needs to obtain
the new certificate to keep the certificate usage continuity.
The certificate issued by CMCA is generally 1 years, not more than 397 days .
One month before the certificate expires, CMCA reminds the certificate holder
to make the certificate update .
Certificate customer applies for renewal certificate, fill out certificate update
form, submit relevant information according to initial authentication step (same

as 3.2), and be reviewed by CMCA or its authorized organization.
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332 HHIE EFiEiiR 5 X J Identification and

authentication for renewal after revocation

F1 48 i B IE 5 D0 20 BT AE ORI A RL R R 3.2 I E FE BT RS
The revoked certificate must regenerate the new public-private key pair and

apply for the new certificate in accordance with 3.2.

34 B F KRB IR 5 X 5 dentification and

authentication for revocation request

3.4.1iEB BT Certificate revocation condition

AR NHE AR, S0 &0 TR S i R AR, 7R
3.2,

Nt CMCA L3k MY, il E BATA CPS FTflE i) 55, A
BT P S AT RR IR A 4550 . B CARA R H IR 8588 4F A A .Y request
LSRR AR I H A B CA\RA A A S 1 T 4 -

Subscriber himself applies for revocation of the certificate, its identity using the
same process of initial identification, see 3.2 for details.

When CMCA initiates the revocation, if the subscriber fails to fulfill the
obligations stipulated in this CPS, there is no need to identify and identify the
subscriber identity. The revocation operation issued by the CA\RA should have
the corresponding request record to identify the revocation initiated by the

CA\RA subiject.
3.4.2 | $H¥{E Revocation operation

UEFE 7 G AL, SHSIEH M RIER, @l —Err, wmees.
mEfE. A, i EEES) CMCA 4228, IRttt E#3h CMCA .

When the certificate customer applies for revocation of the certificate, fill in the
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certificate revocation application form and submit it to the CMCA by certain

means, such as mail, mail, fax, etc., and be examined by the CMCA.

4. EBEHERARIEEK Certificate life cycle

operational requirements
4.1 JEB HiF Certificate application

4.1.13F B B iF 5 5 Who Can Submit a Certificate

Application

FEAMTSEAA T 2248 CMCA 2 ERIGAEAR R T 2K HIIEB I, ¥4 k4
-‘[/%EO
Any entity that needs to use a certificate issued under the CMCA global trust

system can submit a certificate application.

412X i+ 38 5 | £ Enroliment process and

responsibilities

HEE N FG 7T P . CP LAk CPS S8 3CH215E RFH I, il 2 X
HoR TR @ VG . BOF. SO FIHE ORI OR N 25

HIiE 3 N A] CMCA 3 AZUE S HE R S ROIE W] SCfF, AT 9 B R HE
HOE T RAEESZAT
The applicant shall have prior knowledge of the matters stipulated in the
Subscriber Agreement, CP and this CPS, in particular those relating to the
scope of application, rights, obligations and guarantees of the certificate.
Applicants should submit a certificate application form and corresponding
supporting documents to CMCA, which means that the applicant has
understood and accepted the subscriber agreement.

1. mA&T ]
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BT P BRI (R Sk, B AT P AU I R H I S 2 AR CPS S Ok
[ICP R BT LE (A 5E BT 5 L 55 (ARCPS KARKCP A TECMCAM 1), If
T P I 3. 2. 20 BRSBTS HER IS E R RS (bR A RIEAE i 7
REAATE) WIHLE, HIEHE RFICMCATRMEI L. SERAMERIE R, BiE A Kb
I, A TEL KT . CMCABE CMCASZ AL I SR R 1Y, 1)
R RE L (A M B2 5T . 1T P A SRR A (FIE RS 22 42

1. Subscribers

The subscribers, the entity applying for the Certificate, shall expres s ly
express its willingness to accept relevant responsibilities and obligations under
this CPS and related CP (this CPS and relevant CP are published on CMCA
website) and shall provide true and accurate application information as
required by 3.2.2. According to Electronic Signature Law of the People's Republic of China, If
the applicant fails to provide true, complete and accurate information to CMCA, or has other faults,
causing losses to the electronic signature relying party, CMCA or the agent authorized by CMCA,
the subscriber shall bear corresponding legal and compensation liabilities. The subscriber
has the responsibility to secure the certificate private key that it owns .
2. NIEAEN LAY

T Al DL E 421 CMCAHEIETS, HICMCAR %11 15 B IR A B AT P 1)iE
Ko VEMLAXTIT P 52 (0 B 015 B 2 M 3.2, 2 2K i3k 4T %550, CMCAX i
G PR RAUE Y . CMCAE N TAENI, N2 38 (REE51T 7 G (E
& o CMCARFE 2 I AR UEFR T 7 BUAE B VAR, R R B AT ACPS 1 BT i€ Y
FRIUEE L5
2. Certification and Registration Authority
Subscribers can apply for certificates directly from CMCA, and the subscriber
information is audited by CMCA and the subscriber's request is processed.
According to the requirements of 3.2.2, the registered institution identifies the
identity information provided by the subscriber CMCA issues a certificate to the
authenticated subscriber. CMCA as an electronic certification body, the

certificate subscriber application information should be properly kept. CMCA

shall file the information of the certificate subscriber at the appropriate time,
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and shall fulfill the relevant responsibilities and obligations stipulated in this
CPS.

4.2 iEHH# Certificate Application Processing

4.21# 171R 7 5 £ 5l Th & Performing identification

and authentication functions

1.CMCA Ab#E-P i /0T ZE W E 3 M AlE Mt FERA BREK. X
EF . HPE RN R ERTT A

1.At least three trusted roles need to be set up CMCA processing certificate
applications: information entry, information validation, and issuance of
certificates.  Separation of responsibilities is required for information entry
and information validation.

20 AR HTE AL, BEAETS N G 75X FRE WA S SR 4 i -

1) XA I PASGAIE FR S HUAGIE T B 5 45 B EAT B A%, A dkoh
RS BB i — P IRIE IS R

2) R N ) A SE 7 AR B HE— P50k, CMCAWL M Hi i
PURY S PRMEEE N FRE B At N B A & 4 S A5 BRIV BT Bt — P 36 IR 1Y 5%
Bl UESE ;

3) CMCAWLZfRIE SR I S IEF BB G IS B AN BURE, 2 LARA R
BRHIEB A ECMCAC FIE N KA R1E B, 7 NCMCAK < EZEIE15 1)
F U S8 6 A AL 5

4) GRS BT B A BRI B RN A E TS S AR CMCAR)E 5 18
5, WACMCA¥ i A IE U B4 2% &I A A Wrae /1N R 5E
I A A XA AR AR IR 2 . CAIEIE DA R 73T 2 R i 5 R IR R A

4.1) WATEN PR 2

4.2) HOBANA BETE S BE U RN SE Bt 2P 3R, CMCAR AZAREEHL
MR AL R, I HERAE iR FRICMCAE R -2 EK

5) tR#E CA/BForum ({54551, CMCA TEHATIRAI A S BB TR, KXt
®PRA A S BT CAA #f), CMCA & &1 P2 5 H 18 2 1 CA HLA,
HARE A1) CAA ATFEHE R AW, WiT P AR CA YLK, Il CMCA #4A
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2.For certificate application processing, certificate issuing personnel shall

make final review on the basis of application agency information:

1 ) Review all information and documents used to verify the
application agency certificate application , to find conflicting information or
information requiring further verification ;

2) If the questions raised by the reviewer do need to be further
verified , CMCA must obtain further verified data or evidence from the
application agency , the agreement sig nat ory , the application approv er or
other qualified independent sources of information ;

3) CMCA must ensure that the information and information collected
in connection with the certificate application is sufficient to ensure that the
certificate issued does not contain CMCA known or detected error information,
otherwise CMCA will reject the certificate application and notify the applicant;

4) Where part or all of the authentication content is in a language that
is not the official language of CMCA, the final cross-audit and due diligence will
be completed using appropriately trained personnel with sufficient experience
and judgment. CA perform cross-checking and due diligence by:

4.1) Material content dependent on translation;

4.2)Relying on an agent with this language capability to complete this
step , CMCA reviews the inspection results of the agents , and reviews CMCA
self - audit requirements in the certificate criteria .

5) According to the relevant guidance of CA/BForum , CMCA will CAA

query the domain name information submitted by the customer when
performing the identification and identification responsibilities, CMCA will
inquire whether the subscriber has a designated CA institution , and judge by
inquiring the CAA public data . If the subscriber has a designated CA institution,
CMCA will no longer accept the certificate application ; otherwise , CMCA
normally accepts the certificate business application .If a certificate is issued ,
it must be within TTL or 8 hours of CAA (larger) .

And reflected in the audit records.
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CHA NOBLE GERTFGATE ATHORTY CMCA A BR{ (Rl 55 U
3. CMCA 3775 IR iE -1 1 SR A4 56 E AL ]

1) 3w RS HE A2, SRS B T GRSy e . B 7
7R SR R A ST U AL L A A TFARAE 45

2) X DU XU R A SR IR, CMCA A BB AR AR 15 H s i L
SEAVBSNRIRAEAS R, X T LR AOTIET5 8 5 AR e KUK R s A8t AT 52
%, WHBERIR S, FERIUGE 4780 CMCA 5 B 1 B UE-15 il s HL 4
PSS SAT P

3.CMCA establish additional verification mechanisms for high-risk certificate

requests:

1) Establish a list of high-risk applicants and access to information includes,
but is not limited to, anti-fishing unions, anti-virus manufacturers,
government agencies responsible for cybersecurity, public media
coverage, etc;

2) For institutions appearing on the list of high risk applicants, CMCA has the
right to directly reject certificate applications or to provide additional
verification materials ,Certificate issued should also be regularly reviewed
based on the list of high - risk applicants , if appearing in the list and take
appropriate action CMCA has the right to directly revoke the certificate

application or request them to provide additional verification materials .

4.2.2CMCA iE $ B iF #it /& 1 5 4 Approval and

rejection of certificate application

CMCAREAE & BRIKI I 1] 4 58 FGUE 5 R AR B o 78 FR G 5 4R 5 ) B RS54 HL o
B RO, -3 TAF H AP TE R . EVSSLAER S5 45 UE 15 AL BRE S Fi i
I A AN SN TAEH, ReR G DL AN 104 T H .

CMCATR A% AL E A B A4 AR HTIESS -

CMCAR#ZE K& B4 . A iES.

CMCA will complete the certificate application processing within a
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reasonable time. If the information submitted by the applicant is complete and
approved, the processing is completed within 1-3 working days .EVSSL Global
Ser ver Certificate Processing Certificate Application does not exceed 5
working days and 1 0 working days in special cases.

CMCA refused to issue certificates containing internal names.

CMCA refused to issue a certificate containing anonymity and

pseudonym.

4.2.3 I8 E B BHiFRIET 8] Time to process certificate

applications

FEAEF B #E IR BRSE R IF AT S EOR ISR T, CMCA £ 3 M TAEH N
SERGEF HB AL EE, EV SSL BRIk 55 a5 UE 5 AL FEUE S HH i N [a] AVEE 5 AT
fEH, RO K AT 10 A TEH.

If the certificate applicant submits complete information and meets the
requirements, CMCA will complete the processing of the certificate application
within 3 working days , and the EV SSL Global Ser ver certificate processing
certificate application time is not more than 5 working days , and not more than

1 0 working days in special circumstances .

4.3 WFPZ & Certificate Issuance

4.3.1EBEL PEMYAFEBEFAERSZHARITHA CA

Actions during Certificate Issuance

CMCA fEIT P HIEEN %75, RA RGRIERAFNIT P HIBEERE, L
RA ZGt# i1 % #:; RA RGHZ I HZEL G, [ CA RGHRALHITE: CA R
Ziln) RA REGIRENES, B CA U2 R 2URHIE R4 1T F .
CMCA after the subscriber application has passed the authentication, RA the

system operator input the subscriber application information and submit it to
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the RA system auditor for review; after the RA system auditor approves, submit
the application to the CA system; Return the certificate to the RA system by the

CAin a secure form.

432 FANMERFNAMEIMNASITRABNBES

Notification of Certificate Issuance

CMCA Toig 240 4630 2 AELT 7 UE i Hiil, CMCA A U555 51T Hiih
5. CMCA & UARLTE. IR AR s 77 x0T P g AT i 55
CMCA is obliged to inform the subscriber of the result of the application,
whether it is to reject or approve the subscriber's certificate application. CMCA

will notify subscribers by telephone, email or otherwise.

4.4 iEBFEF Certificate acceptance

4.4.1 %) g 3EZ9F B B9 17 5 Notification of Certificate

Issuance

VEFS B g A SRAFIE T AL s B WA L IR B 2 15 A 13 Bl 5 B 2 Bk
o), B A7 FHAE Tx R FAEH o
— B2 h E#3) CMCA RAFHUM SR IET, M EZ 2 ke B 2 E 11
B G ROHAN, I FAUE B R EE A S ATEE, EAE g B g 16
¥ 5 CMCA. ML S A 7 H A T ARk -
N R — X4, HRIET HiIEE H OB %4, I BT
W 4mt, AR RA OB CHE T i #%52
2)REFALI N 5L AT 1) I E 15 11 & FAEH
3)UE 13 1 & ) RAEHUAL BRI (4 BT IE 15 B AR O 115 B R LS s
AVBEEEIERPIER, HRESEH,
S)E 42+ E R 5 CMCA H-FUGEML S U R, R A F &2
BH B AVEIAE A H
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6) UL+ HE 2 S AL HIE H AR SOENY . BRARZEUETS g & MKk

UEATLAS) 8] i s I LA, IR 3 DRAEAS N AGIEN LA (8.
KA FrNERIThEE, Flan: 8 5UE T ETE R A B TR LA
P T RAEFRES (BAEHAETE W 28] BEEH M 5%,

7)— 2R, BRI UETS s H R B AL 2 E 4 3) CMCA AAEME 55

PR B A SRR 2 A DR RIE A SR B IE T 7 Bl

The certificate applicant is deemed to have agreed to accept the certificate

from the time of obtaining the certificate. After the certificate applicant accepts

the digital certificate, the private key corresponding to his certificate shall be

properly preserved.

Once a certificate issued by the CMCA issuer is accepted, from the time of the

acceptance until the entire period of the use of the certificate without notice :

1)

2)

3)

4)

5)

6)

Each digital signature of the customer is the own digital signature of
the certificate applicant, and in the digital signature , the certificate is a
valid certificate and has been accepted by the certificate applicant ;
Un authorized person has never accessed the certificate applicant
private key;

All the information related to the certificate application stated by the
certificate applicant to the certificate issuing institution is true;

The information contained in the certificate is true;

Certificates will be used only for authorized or other legitimate
purposes as stipulated in the CMCA Electronic Certification Business
Rules;

The certificate applicant is the final certificate applicant and not the
issuing agency. Unless expressly approved by a written agreement
between the certificate applicant and the issuing agency, the certificate
applicant undertakes not to perform the functions performed by the
issuing agency (or similar institution), For example, the private key

corresponding to the public key contained in the certificate is used to
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issue any certificate (or to authenticate any other form of public key) or
certificate revocation list.

7) As soon as the certificate is accepted, it means that the certificate
applicant is aware of and accepts all the terms and conditions in the
CMCA Certification Business statement, and knows and accepts the

corresponding certificate subscriber agreement.

4.4.2 BB FINIERR S HAIFHER R 4 75 Publication of the
certificate by the CA

X T RATT FHIET, CMCARARYE I S R BUE B U At s 1T 7K
A EORKATHT, CMCARA AT B AT FHIES
The final subscriber certificate will CMCA be issued in the appropriate form
according to the user's wishes; if the subscriber does not require publication,

CMCA will not issue the final subscriber certificate.

443CMCA %} H fib 52 {4 By & & Notification of

certificate issuance by the CA to other entities

X FCMCAZE R HIETS, CMCAARS Hofth SEARBEAT I &, HKMT 7] LLEAE B
e b HATE
For certificates issued by CMCA, CMCA does not notify other entities , and
dependent parties can query themselves on the information database .
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45 % H M iE B B £ A Key Pair And Certificate

Usage

4.5.1 T PFASAFIER RIEA Subscriber private key and

certificate usage

P BIAHFNE B THE R . #HERHE (FEARCPS1.4.177 € 30
VAR FHUE TSI A AU <7 ACPSHIEK, ZB IR A7F ALY, B AREARN
FRMAE FHA NAERH R A A, 75 W R A ARFE Y .

The private key and certificate of the subscriber shall be used for the specified
and approved purposes (as defined in this section). the subscriber must
comply with the requirements of this CPS when using the certificate, keep its
private key properly, and avoid the occurrence of the use of my certificate by

others without my authorization, otherwise its application is not guaranteed.

1. UETHFA 3 B A PIAIE 34 ]

UEF A 7 R BETESR 2 10N FH VG B A8 AL BHAMIE S, IR 35 B RB 1R %
% T MRUESS Ja A BE A P XS B AIALEH, JF BAEUEP B sl 8 e, s b4
TZAUEAS AR N AL o FURELUIE A5 S0 B2 B FAH R A A UIE PS40 5 B0 Jm 4 e fit
o
2. M7 B A HANE R

BIRMTT R BIBAER G, MiZ:

& RN N R SR AE AT B

& SRR A R

& HRIAZREAL 0 NIRRT {5 A BRI

& iEBRHEEH TN SRR B AR 4 .

PA AR — ARG, AT MR 22 E R

M T 7 B R E N AT BB TN, Ul E MR R IR TN
VRS, AR5 HRIE S B A P0E BN .
1. Public key and certificate usage of certificate holder
The certificate holder can only use the private key and certificate within the

specified scope of application. The certificate holder can only use the
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corresponding private key after accepting the relevant certificate, and after the

certificate expires or is revoked, the certificate and the corresponding private

key shall be stopped. The preplant certificate and the corresponding private

key can only be used after the certificate is bound and activated.

2. Dependent party public key and certificate usage

When the relying party receives the signed information, it should:

€ Obtain corresponding certificates and trust chains;

€ Validation of certificates;

€ Confirm that the certificate corresponding to the signature is the certificate
trusted by the relying party;

€ The purpose of the certificate applies to the corresponding signature;
ordered to verify the signature using the public key on the certificate .

Any of the above links fails, and the dependent party should refuse to accept

the signature information .

When the relying party needs to send the encryption information to the

receiving party, it must first obtain the encryption certificate of the receiving

party through the appropriate way, and then use the public key on the

certificate to encrypt the information.

4.5.2 {k$75 AN AFHEBHIERA Relying party public key

and certificate usage

AT (S RICMCAL RS AR 22 28 A (I UE+S A e I A5 A 50 R I 5 22

1) SREUI 22 BZAE 00 N FRJHIE 54

2) FEAEBUIE - AT E MBS A% RATHINZUE - BOVA ROET, 0. E
CMCA A M5 HTCRL, Bi# it CMCATR AL [ OCSP AR 55 i W Xk 15
AR RAIZIET AR A HBUS FE R AT SEE s R iZaE 1
HIB RO PSS A FA RES R MR 15 Rk 15 2

3) AEfF ML BTE B B AR50 R AT ZIE BB N & 5 P 2R B
wH

Creditors' trust CMCA the relationship of trust evidenced by certificates issued
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by the global trust system need to:

1) Obtain and install the certificate chain corresponding to the certificate;

2) Confirm that the trust certificate is valid before the trust relationship,These
include: checking the latest CRL, published by CMCA or confirming that
the certificate has not been revoked through the OCSP service provided by
the certificate; checking the reliability of all certificates that have appeared
in the certificate path; checking the validity of the certificate; and checking
other information that can affect the validity of the certificate;

3) Prior to the trust relationship proved by the trust certificate, confirm that the

contents of the certificate are consistent with the contents to be proved.

4.6 1E B EFH Certificate renewal

CMCANRAE A IRAFAEAE 5 B HT NS5
CMCA does not provide a Global Trust Certificate Update service.

4.6.1 1 FBEFHBIEE Circumstance for Renewal

A&
Not applicable.

4.6.2 15K IEP EHAISE{F Who may request renewal

ANEH
Not applicable.

4.6.3 IEP EF#FE Processing for Renewal

ANEH
Not applicable.
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4.6.4 M & Fhif B B X 1T P BV I8 & Notification of new

certificate issuance to subscriber

AEH
Not applicable.

4.6.5 ¥ pY, 3 5 ¥ #HiE P 8997 B3 Conduct constituting

acceptance of a renewal certificate

AEH
Not applicable.

4.6.6 BB FIAERR SHLH9XS EFTIEF A% 75 Publication of
the renewal certificate by the CA

AEH
Not applicable.

4.6.7 B FIAERR FH #axT H tE SC{ERYE & Notification of

certificate issuance by the CA to other entities

ANEH
Not applicable.

4.7 P F4H EH Certificate Re-key

UE TS 2B B 2 H8 1T P A2 BOHT R 55 BH0) 9F H i S A B2 K HTIE 5 CMCA.
Certificate key update means that the subscriber generates a new key pair

and applies for the issuance of a new certificate new public key
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4.71 IEPF EHEFH B Circumstance for Re-key

1 ST PHES B Y BRAR
2. T PUIESKEIRBEIE B AR % A
3. HE A GEEH BRI

1. When the subscriber certificate key is corrupted;

2. When the subscriber confirms or suspects that its certificate key is not

Secure;

3.0ther circumstances that may result in key updates.

4.7.21F 3K ik P % $1 &= # 89 £ £ Who may request

certification of a new public key

O g CMCA IEF 3T 7 a] B IE 2550 58T
Subscribers who have applied for a CMCA certificate can apply for a

certificate key update.

4.7.3 iEBEAEFHIFT KR Processing for Re-key

A 3.3.

Same as 3.3.

4.7.4 90 & ¥ iE B B 31T PRV B S Notification of new

certificate issuance to subscriber

[F 4.3.2,
Same as 4.3.2.
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4.7.5%) Bf ¥ F % A E # iE B B 1T A Conduct

constituting acceptance of a re-keyed certificate

[F] 4.4.1,

Same as 4.4.1.

4768 FAERFZFNEUXNBHENELHNEZS
Publication of the re-keyed certificate by the CA

[5] 4.4.2.
Same as 4.4.2.

4.7.7 B FINERR FZH #axT H tE SC{ERYE & Notification of

certificate issuance by the CA to other entities

[F] 4.4.3,
Same as 4.4.3.

4.8 iFF I &E Certificate Modification

4.8.1 EBTEREE Circumstance for Modification

AN
Not applicable.

482 FXKIEP T E M S 4 Who may request

certificate modification

AN
Not applicable.
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4.8.3 EBTERARIE Processing for Modification

A&
Not applicable.

4.8.4 MK FEHEBEXITPRE S Notification of new

certificate issuance to subscriber

A&
Not applicable.

4.8.5 HHRIEZFETEIEPEAIITH Conduct constituting

acceptance of modified certificate

AN
Not applicable.

4.8.6 EETFIAIEARSSHLHIXZEEIEH R LT Publication
of the modified certificate by the CA

AN
Not applicable.

4.8.7 BEFIAERS A% H i SCiERIE S Notification
of certificate issuance by the CA to other

entities

A&
Not applicable.
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49iF B B $ M #E &£ Certificate revocation and

suspension

4.9.11FB B EBYIFH Circumstances for Revocation

491117 FE P M A R Reasons for Revoking a Subscriber
Certificate

WA RS AT — PRI GUR AR, T P SR 4 4

1) VT A A A B AR P

2) T P AICAR A IR G R & H BEAL

3) AT FAHAE B S B e B S Ty, AR TROIE T I IR S5 A4 I Bia B E
N B CAH IR R T PR FABH Mt 28 IR 15 T

4) CMCASA CHIL T & Bk T P AV B 7715, &7k T A%
R o 5O 3T P FA 8 ( #] 4n Debian 55 % # , i & [
http://wiki.debian.orq/SSLkeys) ;

5) CAVLAZRAFIESE, E5rh B A0 2 (3844 I P ik iy 4 i AU IE AN FE ]

i

6) CAN U 2138 S0 B A At 75 A5 RE TR BT 7 AN B E A b
TR T L

The subscriber's certificate will be revoked if any of the following occurs:
1) The subscriber applies for revocation of digital certificate in writing;

2) Subscriber notices CA original certificate application is not validly
authorized;

3)Sub scri bers believe or suspect that the key is leaking or attacked ,
the server where the certificate is damaged or locked ; or CA has evidence of
the private key disclosure of the subscriber certificate;

4) CMCA is made aware of a demonstrated or proven method that
can easily compute the Subscriber ’ s Private Key based on the Public Key in
the Certificate (such as a Debian weak key, see
https://wiki.debian.org/SSLkeys);

5)CMCA obtains evidence that the validation of domain authorization
or control for any Fully- Qualified Domain Name or IP address in the Certificate
should not be relied upon;
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6 ) CMCA receives notice or otherwise becomes aware of any
circumstance indicating that use of the email address in the certificate is no

longer legally permitted.

CA RL%7E 24 /NI I REBT 1S, g T AR s — ek 2 10, M 4I7E 5 K A
BHET

1.4E P A R A Mozilla Root Store Policy 5 CA/Browserit Iz [f)Baseline £
Requirements+ 2£6.1.526.1.6 75 K HLE;

2. CAHUAFIE it FH H RS

3. CAFRZEAT 7 i S T Bl Bt Y 2k I 8 — Tl 2 T 2 B S 55

4. CA HUMARFNT P A HREA A AR A& A 1P Hidilk, WikRe
Al A5 LB A VT R A A A B RLIR, ms A VR R R N T R A
VFATEUIR S P 21k T

5. CA [ 2| F @ MAHIE 4 T30 uE B IRVE R SR 4

6. CAZRBIE P T s (5 B B

7 RIIFESEHAEB R AR CAN 2t Is (CA/Browser Forum) &
i B B AS ) Guidelines . Baseline Requirment UL J2CP. CPS Z3R [ fE
ERIIESY3

8. CAME BURIZBIUE TS A ATAT(E B A

9. CA % KUEHHIBCH] O Jm i sl e s 1k, BRE CA CEH e f, 4k
449" CRL/OCSP;

10. CAJCP A /5 CPSHI & HeH ik +15;

11, TR R A 25 miAg 2ol Bl 18 B B it L s B A S 7 A AT 432 52 )
UK, 40 CAJRINE 3 18 35 1R E 37 A VA B P B, A9 RS 7K P AT
ez, RN CA N IS
CA should revoke the certificate within 24 hours, if one or more of the following
must be revoked within 5 days:

1. The certificate no longer complies with Cla uses 6.1.5 and 6.1.6;

2.CA obtained evidence of certificate abuse;

3.CA was informed that the subscriber has b reached one or more

important obligations under the subscriber agreement or the terms of Use ;

4.CA agency learns that the subscriber can no longer legally use the
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domain or IP address contained in the certificate, such as the court or
arbitration has stopped the permission of the domain registrar to use a domain
name, or that the use license or service agreement between the domain
registrar and the applicant is terminated

5. CA learned that a wildcard certificate is used to verify a domain name
that is fraudulent and misleading

6. The CA was informed of significant changes in the information
contained in the certificate

7.Found and confirmed that a certificate was not issued under the latest
version of Guidelines . Baseline Requirement released by the CA/ browser
forum (CA/Browser Forum) and the program required by CP. CPS

8.CA identified or knew the in accuracy of any information in the certificate

9.CA's right to issue certificates has expired or been revoked or terminated
unless CA makes arrangements to continue to maintain CRL/OCSP;

10. CA's CP and / or CPS regulations provide to revoke the certificate;

11.The technical content or format of the certificate poses an unacceptable
risk to the application supplier or relying party, such as the decision of the CA/
browser forum to discard an algorithm or key length, which considers its risk
level unacceptable, and within a certain period of time CA such certificate
should be revoked

4.9.1.2 W45 N2 CA LBy JE A Reasons for Revoking a Subordinate CA
Certificate

U T CAET TS

G RAETH—MEBZMIEN, 2K CA NIEL(T)R MG T % CAIET:

1. N RAZUENL O ZE R AT 4

2. T CAEFIZK CA, JFRINIEBIE RBEAMGIERI, It BRAH 524k
TR,

3. %k CA BUHIESE, UEILATE CA Sk LI AX R IR KA T %
PR AN A2 6.1.5 1 6.1.6 25K,
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4. 2R CA WSS B FH e,

5. %k CA BIRFHEPA LI CAIX Y218t (CA/Browser Forum) &
il BHT A ) Guidelines . Baseline Requirement L2 CP. CPS ZR%%
K, B N CA B CAINIYE#Rieis (CA/Browser Forum) KA i
BCA ) Guidelines . Baseline Requirement UL}z CP. CPS sk

6. %K CA g ik Fr 8 A5 BAER) B = 31

7. %K CA BiffJ® CA BHUEAMTHE i ks e, JH&AH 2 it CA JNizik
Fie S SCRF

8. %K CA BN CA XA AR HIBUA O Jm i B s sl 2% 1k, FBreE CA
L e e, 4k4k4Ed CRL/OCSP;

9. 2 CA 1] CP /5 CPS HiLyE ik 3; 8%

Case of of lower CA certificate

The issuance of the CA shall be revoked within seven (7) days from the
lower CA certificate if one or more of the following occurs:

1. Lower certification authorities require written revocation;

2.The original certificate request CA, the lower CA notice was not
authorized and there was no subsequent supplementary authorization;

3. the issuing CA to obtain evidence that the private key corresponding to
the public key on the certificate to which it belongs been disclosed or no longer
meets the requirements of articles 6.1.5 and 6.1.6;

4. Evidence of abuse in issuing CA obtaining certificates;

5.The issuing CA is aware that the certificate is not issued in accordance
with the Guidelines . Baseline Requirment and CP. CPS requirements of the
latest version issued by the CA/ Browser Forum (CA/Browser Forum), or that
the subordinate CA does not comply with the Guidelines . Baseline
Requirment and CP . CPS requirements of the latest version issued by the
browser Forum (Browser Forum). The

6.determines that any information contained in the certificate is inaccurate

or misleading;

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
MHk: www. cmea. net #0056 3L 177 W



REBHCAHR L

CHINA MOBILE CERTIFICATE AUTHORITY CMCA %}*1%4 ,f£ iIE:P}ik%%m[}][J

7. issued CA or affiliated CA ceased operations for any reason and did not
arrange other CA to provide revocation support for the certificate

The right of 8. to issue CA or subordinate CA to issue certificates has
expired or has been revoked or terminated unless the CA has arranged to
continue to maintain the CRL/OCSP;

9. CP and/or CPS provision for revocation of certificates issued; or

492 F K iE B m $ B9 £ {5 Who Can Request

Revocation

A EDRBUEIE BB dE: 1T0# . RAL CAL EBE. BUF &I &I
AR T BEAL, AT B ARRUT TR (A S R AT A 55 =75 mT DA
TELRARAT B MR 55 77 20 (VL www.cmca.net BB R 75 30 32 0E 3 1) R4k
i, AU HIET 1) CA RS IE A R A

AN, CMCA R #£4.9. 1T 5~ L3 M T 7 eSS

The entities that may require certificate revocation include subscribers ,

RA. CA,courts, government authorities and other public authorities .In addition,
subscribers , dependent parties , application software suppliers and other third
parties can submit a certificate issue report by online submission or email (see
the www.cmca.net official website contact information for details) to notify the
CA reason to revoke the certificate .

At the same time, CMCA may voluntarily revoke the subscriber's certificate

in the circumstances described in 4.9.1.

4.9.3 BEHIFKBRIZE Processing for Revocation

CMCAMT24F3E I R G SS, 7T LA #2252 AN S AIE 5 73 8 18 SRATIE +
FpRR T o VTR MR« I FH A (A L e R A 28 =75 i I B PR SR A5 47
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1.

CMCA provides 724 stable system services, can accept and respond to
certificate revocation requests and certificate problem reports in real time.
Subscribers, relying parties, application vendors and other third parties may
report problems with certificates in a timely manner through CMCA website,
including private key leaks, certificate misuse or other types of fraud, tradeoffs,
misuse, misconduct or any other matters related to certificates that are not
limited to the following suspicious circumstances.

M NS MAHMEEI M. FamARIRIT R MATHIE, HCMCA
B AZ I8 e mASIE DTS B a2 48 I CMCARA E 1T 7 3 S AIE 15156 FH #)
BN ZE BURIT T B CAH TG OURER, REURHIEB R T B E 1B
ZAES RE .
Revocation is divided into active revocation and passive revocation. Active
revocation refers to the case where the subscriber applies for revocation and
cancels the certificate after CMCA passes the certificate; passive revocation
refers to the certificate by the revocation of the certificate .

4.9.3.1E5)) i 44Active revocation

VI FRAE A IE 15 B NE A 8 IR P TSGR 41 F B AR, SRt RS e
WA SCAE IR B HAR SO, IR SZAETS Al FRE I R 26K, TR RS EAR N Y
it
The subscriber shall appoint and authorize the certificate revocation
application representative in writing before applying for revocation, provide
valid identification documents and certificate revocation application documents,
accept the relevant terms of the certificate revocation application, and agree to
bear the corresponding liability.

CMCAT7*244 32T PR A TG, JRACFEIT e+ masiE K.

CMCAT7*24 accepts the subscriber certificate revocation application and
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process the subscriber certificate revocation request.

CMCAIEIT i B I E A RS, K& WIT 7 /5 M8 HIE T 2 75 JCMCA
BT WEAS & AR ROHN , MR 5 & 8, o Hlad W HIEFH #EAT i .
CMCA receiving the subscriber's revocation application materials, the
subscriber will inquire whether the certificate to be revoked is issued by CMCA,
whether the certificate is within the validity period, whether the reason for
revocation is true, and if all pass, the certificate will be revoked.

4.9.3.2%%3)) ity i Passive revocation

LIS A TS TR, CMCANE L& A8 AT 7, 2 A0l 4l BIE

TAAE. mARE . AR RN REEFT, ErAT IS A R B R w0s
TLARE.
In the case of passive revocation occurs, CMCA will notify the subscriber in an
appropriate form , inform the contents of the certificate , the reason , the
suspension time limit and other matters , and confirm that the subscriber
receives the revocation notice with no objection .

CMCATE R ILAE AT 7 B BURHA 1 B HIE B A AREE B LT, ATR
P CATRIE X 28 i 25 1 AR TS 0T M4 AE, Jom FH P 1R H M i
E-S AL B ke
% FIARBRNIEF5AH G 2
FoAthrh E 5 CMCA A YA W6 2 i 4% Ik ) SR A
T E#2 5 CMCA BE A VE WL AL B3 32 PR 5 45 T 3 5 e 5 5 4 R R
K7, JEE b 25 A I ) R
® 1[EFZ) CMCA BRI B E ML 12 6 585 = 5 i RN S5 45 i A 1AIE

5 HE HEAT A% 5

o HE3) CMCA M4H%& FUEF )G, KRUENUALHGE R17 P e B A DL &%
i B R A 5

® MM FIUETTE 24 /M HEN CRL sl B #:%5 & CRL, [H4MEA
A o

CMCA if it is found that there is a problem with the identity information of the
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certificate subscriber or its illegal use of the certificate, the certificate of the

terminal customer can be revoked according to the CA strategy, without the

need for the user to apply for revocation.

Private key leak for the certificate

Customer has failed to pay the certificate - related fees

Any other reason why CMCA consider it necessary to revoke
customer certificates

CMCA or authorized registration agencies or acceptance points to fill
in the "certificate revocation application form" in writing, and attach the
issue of the certificate must be revoked report;

CMCA or authorized registration agencies in accordance with the
requirements of Chapter 3 to review pending revocation of the
certificate application;

After CMCA revokes the customer certificate, the issuing authority will
inform the customer of the revocation and the reason for the
revocation;

The revoked customer certificate enters CRL within 24 hours or is

issued directly to CRL .

AT AL S =07, A DU L5517 CMCA i35 I SE AL Bt R4S
R ECHARR R RVE . I, R A AT SRS AR SR A AT oAt = T

Dependent parties and other third parties have the responsibility and

obligation to report to CMCA suspicious private key leaks, certificate misuse or

other types of fraud, compromise, misuse, misconduct or any other matters

relating to certificates.

494 $4 15 K 7 PR H§ Revocation Request Grace

Period

RA 55| Fi 4 T A2 T 24 /NI TERR T 177 HE R AR I, RA NAEYCE]
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BTE K 24 /NN mASIETS, oA TR .

RA compulsory revocation can be given 24 hours of grace period. When the

terminal customers apply for revocation, RA shall revoke the certificate within

24 hours after receiving the revocation request with no grace period.

4.9.5 B FIAIEAR B HL A IR /P $51E K BB PR Time within

which CA Must Process the Revocation Request

EXEBNBEIEE T, CMCAIRE] T TE R I FAZ TG, 247N N A IE
i,
If the revocation is active, CMCA shall revoke the certificate within 24 hours

after receiving the revocation request and completing the audit.

ERENRE R T, TP RS mAaE R =1 3 A LAEH N AT CMCA

SE AT, CMCA Kg 20 F B i B AT AL, A i DA LB ey IE 2 AN 77 A
M AT 3 LAEH AR IR B m 28 7, N CMCA KT 24 /NN ¥
PAMAH .
Under passive revocation, the subscriber may submit a defence to CMCA
within 3 working days after receiving the notice of revocation, CMCA will
evaluate the defence and not revoke it if the reason is confirmed to be valid; If
the subscriber fails to reply or reply within 3 working days without objection,
CMCA will be revoked within 24 hours.

a.MLETT T ARET S N AN R A AR 2 =7 SR B AR s, AR
FIBERIAL MR R R A BSOS R B IVE L ST R AT RS
5% AR AT A JF Al i i = 0

b. SR L G ZRAIE S ] AR 7

CAEMCEIE 1S ) U 157 J5 24 /NP, R0 A 5 IE A ) AR A O S AT
oL, IFFAT ISR AT UE S A AR 1 A SEAR SR AL 0 R AR o
a. clear instructions should be provided to subscribers, relying parties,

application vendors and other third parties to report suspected private key
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leaks, certificate misuse or other types of fraud, compromise, misuse,
misconduct or any other issue related to the certificate.
b. High priority certificate problem reports should be identified.
c. Within 24 hours of receiving the certificate issue report, the facts and
circumstances related to the certificate issue report shall be investigated , and
a preliminary investigation report shall be provided to the subscribers and the
entities that submit the certificate issue report .

FEH ARG OLG , LTI AR 15 ] 4 75 BOH A 5 U A o< a0
R AT SEEAAR — DA 5 2 75 R R 15, an SR RS UE S, REf E U e g H 3.
MNHSC BRI 5 7] R A o5 B35 4RO A7 5 D30 260 28] 8 A 4R8N O I TR) AN I 28 4.9.1.1
AN E WU o R H 40T 2% R& R 21 JE )

- PTERRIA R B (FE L R P EARE . B FERRUR);

- FCEH D JE RO VT T 3 R AR 5 ) L AT [ 2 R i ),

- YRR SR A8 UE S B 7 A 5 1) o5 R K

- R BRBI SR (BN, PR GO Rk N ARVETE SRR LV
X HORWCEI BT Wi b B4R EE A 0 ),

- ML

d. S ERIFIELE ) 24X7 BESy, W LSRR 15 ) AR 15 HEAT A BRI N, JRAE
EHTHOUN, KSR R S PGEER ], I SR T S AIE S .
After reviewing the facts and circumstances, a determination should be made
with the subscriber and with any other entity reporting on the issue of
certificates or related notices of revocation as to whether to revoke the
certificate and, if so, the date of revocation. The period from the receipt of a
report on the issue of certificates or notice relating to revocation to the
publication of the revocation shall not exceed the period specified in Article
4.9.1.1. The following principles should be taken into account when selecting
the date of revocation:

-The nature of the problem alleged (scope, context, severity, extent, risk of

damage);
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- Consequences of revocation (direct and indirect effects on subscribers
and relying parties);

- Number of reports received on specific certificates or user-specific
certificates;

- The submitting entity (e.g. law enforcement officials should have more
weight in complaints about illegal activities on the website than consumers do
about the goods they have not received);

- Relevant laws and regulations.

d. A continuous 24 x7 capacity should be maintained to respond internally
to high-priority certificate issues reports and, where appropriate, submit such
complaints to law enforcement and/or revoke the certificates involved in such

complaints.

4.9.6 ki S EIEB B EAYE R Revocation Checking

Requirement for Relying Parties

WHGTT AEAF AT SEUE 5 /T NAS AR P A R, BRI AR 4
The relying party shall check the validity of the certificate before trusting the

certificate and confirm that the certificate has not been revoked.

4.9.7 CRL %735 % CRL issuance frequency

WPUETS ) CRL 7E 24 /N PN BT 11 7 B R IREOR B, FARYET 7 B/ 3K,
& 5 H CRL RATHIAIAE . CMCA %1 CRLAER, MRIEFTHE, WAL
T3 SR A
CMCA shall publish the revoked certificate within 24 hours through the
certificate blacklist library CRL; If the subscriber has special requirements, the
frequency of CRL release will be updated according to the subscriber's needs.

CMCA issued CRL information, according to the need, can also be manually
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released in real time.

HiZf CAETIY CRL KA Ali% : CMCA & 12 A~ A B Hi Al & CRLs —¥X(i),
TERUEH % CA UET S 1) 24 /NI BT AR R CRLs — K (ii).

CMCA B IRIEIE A BON S AT, WE-BH MAPIRA T LE CRL A,
The CRL release frequency of the subordinate CA certificate:
CMCA update and reissue CRLs every 12 months (i) and within 24 hours after
revocation of subordinate CA certificate (ii).
CMCA ensures that the revocation status of the certificate can be quer ied in

the CRL before the certificate validity period expires.

4.9.8 CRL % 7 By & X% J5 B [8] Maximum Latency for
CRLs

CMCA 1] CRL A i) e K Jiii Je I 6] 9 24 /N

The maximum lag time for CMCA CRL release is 24 hours.

4.9.9 FZ&IRSE BRI A M On-line Revocation/Status

Checking Availability

OCSP g5 Mt

http://mpus.cmca.net:8083/ocsp

https://mpus.cmca.net:8080/ocsp

CMCA #24t OCSP #rififli%s, s 7*24 /Nt . CMCA ff) OCSP 1 v
#i£ RFC6960 #rifk. CMCA i fREEUE AT RUNE IR AT, UEA (1 i 8 IR AT LR
OCSP 1 & ifi .

(BT 2 B AT RSB 58 MR TE U7 ) 22K . 0 T 22 IR
ER I H e S KBUE S EAT B 3 %0 53BN » A5 H07 AL A5 M — MIE S Al
FEEFUIRSEL & il R GR B IZIE RIS .

OCSP Services Website:
http://mpus.cmca.net:8083/ocsp
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https://mpus.cmca.net:8080/ocsp
CMCA provide OCSP query service, service 7/24 hours available. CMCA
OCSP response meets RFC6960 standards. CMCA ensure that the revocation
status of the certificate can be queried in the OCSP before the expiry date of
the certificate.
Whether the trust party carries out online status query depends entirely on the
trust party's security requirements. For the application of high security
requirement and complete dependence on certificate for identity identification
and authorization, the trust party can check the status of the certificate through
the certificate status online query system before trusting a certificate.

@ http #0151 CMCA ) OCSP fliR%s, CMCA 25 B ifj il Rk T i
i, AN AL

L SrAlI R E R T

& F CAEPEHIERE 4 /2 il it

& WEIE 2 5 A s DAt

@ IAEIE MU & R AR AR T8RN
The client visits CMCA OCSP services through a http protocol and checks the
query request, including:

& verify that signature is mandatory

+# verify the signature with CA certificate

+ verification certificate is valid or expired

# whether the certificate issuer is in the trust certificate list

OCSP Wi S AL 55 N R P [ Z AN Py 7%

1% B E K R 1

WA M RORAS, AR SRR AR . AARRERR . Rk
FRA A AERE A UER LR, ZIRE N 24
5 LU 4T

A V1

B HPZNK | OCSP 5%k, ShalRSA Hik%4

MR B OCSP stk 283 2 B B a4 (B A 45 B 44
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7 ] OCSP i 7 it 7 A= i ]

EIRESIER | BIEERP I ERIEFIRESIR . FMEFIRSORFEIE AR IEF5IR
SUSGERRIEER

IEARIA LA HE i B RPN A4 MO R RS AP A AIES
FPol s,

EAS IR WEB I EHUIRE, B MR,

ERRIEE | 2R BNE AR D9 R kB 5 R kB (A R 1 iR A

OCSP ¥ JE {5 & 5RFC6960—F .

OCSP response contains the basic domains and contents of the following

table
field Limit of value or value
Status Response status, including success, request format error, internal

error, retry later, Request without signature and request for signature
certificate without authorization, When the state is successful, it must
be wrapped Include the following

version V1

Signing OCSP algorithm. Sha1RSA algorithm signature

algorithm

Presenter The entity issuing the OCSP .Data summary value and certificate

screening name of the issuer public key

Generation time

OCSP response

Certificate Status
List

and revocation information

includes the list of certificate status queried in the request. Each
certificate status includes certificate identification, certificate status

Certificate ID

certificate serial number.

Including data summary algorithm, certificate screening name data
summary value, certificate public key data summary value and

Certificate status

unknown.

The latest status of the certificate, including validity, revocation and

Certificate
Abolition

Information

When returning to the status of the certificate of revocation contains

the time of revocation and the reasons for its revocation

OCSP extended information is consistent with RFC6960.

4.9.10 FEZIRASEIHZER On-line Revocation Checking

Requirements

CMCA fefig SR AR LIRS AW, WE51T 7 A6 5 T i85 OCSP Ik 55 #EAT

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b

MdE: www. cmea. net

k4w : 518057

CERnE

0755-66820666
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CMCA can provide online status query so that certificate subscribers and

dependent parties can perform nowcast query of certificate status through
OCSP service.

OCSP iR M5 B C T84, JHEHE A B B %R .
All information returned by OCSP has been electronically signed and shall
cover all required data.

H [E# 5 CMCATE HEFIOCSP R %5 > R GET 77 3\
OCSP service provided by CMCA supports GET method.

X T HRGIE TS B AT FIE T & CMCA ) OCSP {3 B I BiAiE N 10 /)
I} OCSP [ 45 Wi e KIS ] 4 10 #0; OCSP k5 Wi Bif5 B KA BIH A 10
/INE
For subordinate ca certificates and subscriber certificates, update frequency of
CMCA's OCSP information is 10 hours; maximum response time of OCSP
service is 10 seconds; maximum validity period of OCSP service response

information is 10 hours.

4911 B IE 2 B H b &% % £ X Other Forms of

Revocation Advertisements Available

WEPS A9 (5 S 0T LUl i CRLEE OCSPAR S5 #:15 o 11 /7 nl il i e Fod g 4
ICRLIEFRFCRLYE & .
Certificate revocation information can be obtained through the CRL or OCSP
service. Subscri bers can obtain CRL information from the CRL address in the

certificate extension domain.
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4.9.12 % $A i F 89 5 5 E K Special Requirements

Related to Key Compromise

TR I CMCA, K I MBEE ] 2 A e it FF N, NAZ AL B
UEHS, JFAANE] CRL. MAH)E IRk S: FBIET, $IRE - g AR #4784k .
Whether a subscriber or CMCA, discovers or suspects that key security is
compromised, the certificate should be revoked immediately and posted to
CRL.If you need to continue to apply for a certificate after the revocation,

operate according to the certificate application process.
4.9.13 EHIEERIBER Circumstances for Suspension

CMCA ARt EEREAEIEBHIE B HEGEARSS .

CMCA does not provide a certificate hang service for global trust certificates.

4.9.14 iF X iE B £ £ B9 £ & Who Can Request

Suspension

CMCA ARt EFREAEIEBHIE B HEGEARSS .

CMCA does not provide a certificate hang service for global trust certificates.

4.9.15 ¥ #2 iF K 89 K 2 Procedure for Suspension

Request

CMCA At BRAZATUE T FIEF IR 55 -

CMCA does not provide a certificate hang service for global trust certificates.

4.9.16 1EERAAPRPREI Limits on Suspension Period

CMCA ARt EFRFAEIEBHIEBHEGEARSS .

CMCA does not provide a certificate hang service for global trust certificates.
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4.10 EBIRAHRSS Certificate status services

4.10.1 #{E4FE Operational characteristic

IEIRZAE T LB CMCAR AL OCSP PLA CRL 3REX (FEIETEIHAZ 1)
R T R FIR S IR 55 N 1200 5 10 175 SR A 5 2 R i 82 N 8] A0 A AL B RE /T AIE
i 8945 B A DR B IR =R A RO )5
The certificate status service which can be obtained by the OCSP provided by
CMCA and the certificate status service (before the certificate expires) should
have reasonable response time and concurrent processing ability to the query
request. The retention period of certificate revocation information is after the

validity of the certificate.

4.10.2 PRZAI A% Service availability

H [ # 5ICMCAR B 7*24 /N A A TOCSP (FELRIEFRRA W) ARy, TEMIZE VT
HIEBL T, 3T R SEI SRAGIE A IR B ik 55, Wi SIS [8) /N F-10F0.
The CMCA provides 724 hours uninterrupted OCSP(online certificate status
query) service. When the network allows, the subscriber can obtain the
certificate status query service in real time, and the response time is less than

10 seconds.

4.10.3 AJE4HE Optional Features

o

None.

4.11 1JM45R End Of Subscription

IR FARIE T T &k 5 E 3 CMCA HIRSs, & UG
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1. SUEPEIAR, UET PR AL 3 3 sl S T R, R
g SN E I JRa o

2 BT A FAAPY, BT UE T P A i R S TR & B E S R SS, nFH
HE BAIZAET . ERZ) CMCA KARIEIE-BIT P ZER BASIE . IEHT
5 E 5 CMCA [ 45 4 1k

End of order means that the certificate subscriber terminates the service

CMCA, including the following:

1. when the certificate expires, the certificate subscriber does not extend the
certificate service period or reapply for the certificate, the service termination
automatically arises.

2.During the validity period of the certificate, the 2. unilaterally requests the
termination of the certificate service due to the reason of the certificate
subscriber, such as the user applying for the revocation of the certificate.
CMCA will revoke the certificate according to the requirements of the

certificate subscriber. Certificate Subscriber and CMCA Service Termination

4.12 ZFE{AFEE S5 % E Key Escrow And Recovery

A1 BZHAMRENEKE S 1T A Key escrow and

recovery policy and practices

AEH . CMCAMNEEAEMISSLUEFIT P IIFAEH, Rt AR E IR R
%
Not applicable. CMCA does not host the private key of any SSL certificate

subscriber and therefore does not provide a key recovery service.
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4.12.2 2EFPPHRSHER R SITH Session key

encapsulation and recovery policy and

practices

AN
Not applicable.

5. AIEHLMERE. EIERFRIERLIEH Facility,
management and operational security

controls of certification body

R ERIR YIRS SRR RN 510 22 A .
This chapter describe physical environment, operation process and personnel

security controls.

5.1 ¥ L £i7#l Physical security controls

511 B i B 5 & I Physical location and

architecture

CMCARIIZE N AL T A8 T M T R [X s % 333 v [ A% 51y B Uy Fk
By 0BRSS, AN A =8 &, Bl R E R RE T 2
GJBz20219-94 R #E"C" R E R . ML BAAPIRE Bk Bk, fERRIESE. Mozt
L A6 T AR T8 AU A2 25 ThRE, T ORIE AR IR S5 B SR AT SE 1
The operating computer room of CMCA is located on the 5th floor of B data
Center of China Mobile South Base ,333 Gaotang Road, Tianhe District,
Guangzhou City, Guangdong Province. The electromagnetic shielding
efficiency of the computer room meets the "C" level requirement" of the

GJBz20219-94 standard. The machine room has the functions of earthquake
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resistance, fire prevention, waterproof, constant humidity and temperature
control, independent power supply, standby power generation, access control,
video surveillance and so on, which can ensure the continuity and reliability of

the certification service.
5.1.2 ¥1383j5)0] Physical access

SR N EANCMCANLES, Fgeid B g Jr Hkit . CMCAPIE Hitx, it
ACMCAWL 7 ZH CMCA TAE N Gis FIHEN

BAEN RFEACMCAZE S WL, A TR SONIEIN T 2R B A AiE, JIF
A 24/ NI AL 45 B A HEAT A%

BAE N SUENCARZ O X /5 EEXUNFG SO T TZERVGIE, oAl X3y 5N FR AL
ITIZERVGE, JF A T2 R B S fE I S 2R AR G Pl k.
Foreigners entering CMCA machine room need to go through the audit of
China Mobile South Base and CMCA Road . CMCA staff are required to enter
CMCA machine room .

If the operators enter CMCA comprehensive machine room , they must pass
the fingerprint authentication and access control authorization card identity
authentication , and have the 2 4 - hour video monitoring equipment for
monitoring .

Operators entering the CA core area require dual fingerprint and access card
authentication, while other areas require single fingerprint and access card
authentication. All access information will be recorded in the security system of

the monitoring room.
5.1.3 21 5% Power and air conditioning

® iy HtRIT RNl LW R ELHELT, A TSI A= B, P
KA SIC RS UPS 2% 2 B ML b5 e Fa e /20 0 2 Bk SEPL %, 1748
WSS — iR AL AR 2R ] . ARG N
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SARILER M. A TR PR K30 W AR SR A M IEZR XL-21 7= . K
BINEN AL M T SIRERRY . kAW, SRBRESR
GUSATIEH .

® In order to ensure safe, reliable and continuous operation of computer

equipment, the engineering has introduced three power supplies, of
which two power supplies are connected from total distribution room
UPS of the building to shielding room power distribution cabinet, and
then supply to each computer equipment and access monitoring, etc.
respectively for usage; One power supply is used for electric supply
machine room and special-purpose air conditioning. All electrical
systems are three-phase five-wire systems. Power distribution cabinet
assembled in the engineering shall adopt Changzhou CHINT XL-21
Products. A large number of power wiring shall pass through metal
tube seat for protection in accordance with installation specification. It
is security and reliable, and the overall system can run normally after
inspection.

® Nl RHMENS TR, TSR IR, T e R, 5
il £ 18°C~28°C, JRJZEHIVEH £ 30%~75%RH, AeUs i L LS5 =
PIRLE . KIFEEAT S EEtE . 2 tEER . KR IE ST 2K .

® The machine room adopts two special-purpose air conditioning
machines for machine room, which supplies air below raised floor and

returns air from top side. The temperature range is controlled within
18°C~28°C and humidity range is controlled within 30%~75%RH,

which can meet the requirements of high heat humidity ratio, long time
operation, high reliability and security in the machine room. Reach the

design requirements after detection.

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
MHk: www. cmea. net #0073 W3k 177 |



REBHCAHR L

CHINA MOBILE CERTIFICATE AUTHORITY CMCA 2BRE/EUEE ML SHN)

5.1.4 7k BB BhHi& Water protection

HE %5 CMCA 7EHL b3 g iy R BUE R i, By tE/KARph, - 78 70 DR &
YL A
CMCA has taken corresponding measures during the construction of machine

room, to prevent water erosion and fully ensure the system security.

5.1.5 N RBH3R Fire prevention and protection

T E 23 CMCA L 5 E b By KT TR, S 1 K K 55 N 2 L 1 it
WG KRB, T RBE RS a . BURX (ZB) 22X (U, 12,
FESYI I K5 A% R GBJ4S (= R @SBy K VE) e 1 — 2
M K 55 2 o

CMCA can implement the corresponding emergency response measures
such as fire extinguishment, etc. through the coordination with Specialized Fire
Protection Department, to avoid the threatening of fire disaster and fully ensure
the system security. Sensitive area (Floor 3), security area (Floor 4 and 5), fire
resistance rating of its building shall be performed in accordance with
secondary fire resistance rating stipulated in GBJ45 Fire Protection Design of

Tall Buildings.

5.1.6 9T i f7{i% Media storage

CMCA fRERIr iR fe . B, Ba. U Bt AR, #irssE, m%
NEB, FHAEI LS B 22 A al FERIORYT, WS QiR « Y BEANL 77 553 5
ARG T BE AL B 0E TR

Medias refer to storage media such as light disc, hard disc, floppy disc, U-disk,
memory card and tape, etc., and media storage must get safe and reliable
protection, to avoid the possible harm and destruction caused due to
environmental change such as temperature, humidity and magnetic force, etc.
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5.1.7 B4 I8 Waste disposal

2 CA WUHORAF B AR R E s C AN /5 el A R 2, E#2 3)
CMCA 4 58 A48 X Se 5l . o e HAT MBS E R, DMt B RE, 4
AT i sy R E R A

BURHI A SR CRIFEARA Y 5T DGR BRI R A5 ) Y 75 B AT Ry i AL 3
XF T Ak B AR S A5 S B o, AEYTE AT EAN AT B AL B A AR I T
AR A7 B B4R AU AL B o I AL A B B A R S AR AR I s L B M
5o
When relevant data saved by CA institution is no longer needed or filing period
has expired, CMCA will destroy these data completely. All disposal behavior
shall be recorded for the review, and the destruction behavior shall conform to
our country's law.

Sensitive documents (including paper media, CD or floppy disk waste, etc.)
should be crushed before abandonment; for media that store or transmit
information, it should be unreadable before abandonment; and confidential
media should be treated according to the manufacturer's guidance before
abandonment. Encryption machine and other important equipment abandoned

according to encryption machine management methods to destroy.

5.1.8 R &1} Off-site backup

CMCAZAL | bt Hlifil . W& & dlps, JHFECEMH KK E, HCA
ARG BLIHERS, 7] DUE I 7 254 O B B A BE IR EE. CA R St
CMCA established a remote backup mechanism.Set up remote backup
computer room and configure related equipment. When the CA system is in
disaster, the CA system can be restored through the backup data of the

remote backup center.
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timestamp server certificates

CMCAMSZAZHIIF I E I [ #5545, O P RAAAE I L, CMCAT IR
I [ B 55 FH A FABH 3 LR AT AE A5 & FIPS-140-220 77 8 5 = 4l i 2 AL,
CMCAI [k R 25 $2 AL (0 i T Y5 A AR b i, B3R B oh B R B [ 4% 1w B A
5 (]I UTC.
CMCA independently controls and operates the time stamp server , whose key
is stored in the crypto graphy machine , CMCA ensures that the private key
used by the time stamp service is saved in the FIPS-140-2 level or higher , the
time source provided by CMCA time stamp service is Beidou , UTC. from the

National Time Grant Coordination Center of Chinese Academy of Sciences.

5.2 iZIELR£1=H Process security controls

5.2.1 A[{E A f Trusted roles

T3 CMCA BIHRLE 1 EA R e HR RE ALl 45 A o
1) RGEHENG: B EHES ARG HEEH, B84, WESsHEL
BN G, JF AR 5 2R R 55 a e B A R A eI A
ZEFHAG: ZEEENAN CA RO 2 EMAG Ze 5t 7
DUIE A B AR AR, DU H R 2 e TR T S .
i

3) WHVEEAR: WIS R G ARG, A BT ERE,

2)

4) UEPMLSEE R XS5 A AT
5) #OEIARANGR: 8 CA RGM LI R WA 52 8GIE 5 Rk 55 HR SCHF
LRI
CMCA clearly stipulated that the following key functional positions are trusted
roles:

1) System management personnel: refers to personnel who carry out daily
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management, operation, monitoring, and other daily processing of digital
certificate systems, and can issue server certificates and system role
certificates as needed.

2) Security management personnel: Security management personnel are
responsible for the physical security and system security of the CA center,
responsible for formulating security management systems and operational
procedures, as well as supervising and managing the execution of daily
security work.

3) Key management personnel: Key administrators are responsible for
managing key facilities and operating keys, such as key generation,
backup, recovery, destruction, etc

4) Certificate business administrator: manages business operators.

5) Core technical personnel: Refers to professional developers, testers, or

certificate service technical support professionals of the CA system.

5.2.2 BINEFFEER A Number of people required

per task

CMCA Xf 5z A7 MERE A S I RER B B 70 1, 0 T HUERAE, B H
FR A ) 22 LA
Xf FE PRI B A, 72 5 A AME N AP 3 AR SR
MFUERH . BREDTE 2 MEFL S EH R
CMCA have a clear division of functions related to running and operation, and
carry out the security mechanism of mutual containment for sensitive
operations.
For the operation of keys and encryption devices, 3 out of 5 trusted personnel
are required to complete it together;
For certificate review and issuance, at least 2 certificate business

administrators are required.
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523 1M A BNIR B 5 X 3 Identification and

identification of each role

BT E %3 CMCA HIFEIR N BRI 5 %500 # fe a1 % b 22 4= & bR s
1, FrA N i ARG, ARIEVEE BT ERA A IR K 75 2, KR SR
Ry TR G BAEED. kS5 2 e M X 24 M)
AL, PEFED CMCA RGUK AL 5 8 it s AT R E1T .
All the on-the-job personnel of CMCA are identified and authenticated through
various security tokens. All personnel must pass the authentication and issue
security tokens such as system operation card, access card, login password,
operation certificate, job account number and so on according to the nature of
the operation and the need of the position authority. For employees who use
security tokens, the CMCA system will record all its operations independently
and completely.

FiT A i E %3 CMCA ZEHAN 7 L 25U O -

® KM LM A EREE TN NEHL A

® RINHI L ARV E

HE 23 CMCA H R GuAIRE Pl i VU AN [R] B4 i, 0 #8438 BEAT AL IR 4%
i) o
All mobile CMCA employees must ensure that:

® Security to k ens issued belong directly to individuals or organizations

® Security tokens issued do not allow sharing

CMCA system and program by identifying different tokens to the operator

authority control.
5.2.4 AE45r &R Responsibility division principle

FE ) CMCA KJizE i TAIA 5T CA Hub RGeicit JFR . 4847 1 i TK
AR RHIR ST, XTI RO HAH 8. JeAh, IR RO T, FESRANE
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Operating employees and employees who take charge of design, development

and maintenance of CMCAsystem of CMCA shall assume different
responsibilities, and post of each party is separated with each other. Besides,
in the key link of certificate issuance, different persons serve as the information

entry personnel and the review signer.

24 CA b U THMAEE, B CHEHT 7 ORSEBIERAE, Bl iR 252800 HI AL
M Bk AR AE T CA ol REEBGHEATBAERIE, CA HLEREIME B G LBl
1EZ B THEN CA IRk 5 o RIS IE T AR, St AE IR 2 mlvEpL
A P L 5 i

— BRI ERED, CA FOSrRIFERE A iz N A 1) TAE

When a CMCAemployee is suspected or has performed unauthorized

operations, such as unauthorized abuse of rights or using the CMCAsystem
beyond authority or performing unauthorized operations, the
CMCAiIimmediately suspends the employee's access to the CMCAcertificate
service system after receiving the information. According to the seriousness of
the circumstances, measures including submitting to judicial authorities for
handling are implemented.

Once the above condition is found, CMCAimmediately cancels or terminates

the work of such personnel.

5.3 A miT#l Personnel controls

5311 1% . £ B Mk & & E 3k Qualifications,

experience, and clearance requirements

NG HEHEHEL CA b e N A AL i B, frfi CA Fub 2 4xis
o NHEHEGEORBANRWAEEHEE. MALRES.
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The personnel management system confirms the personnel and post setting
with CMCAto ensure the safe operation of CA center. Personnel management
system includes the credibility review of personnel, post setting, etc.

HEF 5 CMCA X R TAER K . G177 A& k& HEK, 1 H BT )
A TLESRECHERIT N R, BgmmlfEE.

CMCA has strict requirement to staff in qualification and experience, and the
staff appointed shall have no law fault with high reliability.

CA Pt N 5 IS N B3 SRS 4l b #h AT N\ 2 BRI P i B AIS ] . Al {3 A
R IR T2 (0 SR A, A REUE W AATT A RE T EAT IS LL SCBR AR P 4
IHABAT S o
CMCAshall formulate the trusted personnel strategy and conduct the reliability
review and employment of personnel based on this. The trusted personnel
shall receive ad conduct wide background survey to certify that they have the
ability to conduct the key operation with necessary trust level.

CA Ut NARIEE K Mgy, 5 G0 SET AT R A, KoEeh
NGB . AT IS N 0215 S 2 0 Z08 G [ 50 DAL, VEANEUE .
MM Z HIEHE SRR N G, T RIEN CARER . REBLEZA AN,
CA LR NAZ SEAZ N G2 B i AR A JEE
CMCAshould investigate the educational level, working experience and credit
standing of employees to assess their credibility. Background investigation of
credible personnel must be consistent with relevant laws, regulations and
policies of the country.

For people participating in the certificate management process as an
employee, agent or independent contractor of the CA, the CMCAshall verify
their identity and credibility.

5.3.2 5 =EHEFEFF Background review procedures

CA rhls A TS B R A% B o A, AR B oz 75 G A L AT A5 AR A 52
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T. RALHEAE2MAMEEN, RIEEEREE R HA R K LAESE FHE T

HFIBE AL CA HO MR 77 Z0 i THETERST. ML, Bk, BOR. 3. %7
Evifinp

CMCA staff shall be enrolled with strict review, and the corresponding trusty

staff is added according to the post need. The staff shall experience 2-month
survey period, and corresponding work is arranged, or the staff is refused and
leave the post according to the survey result. CMCAconducts the training in
responsibility, post, technology, policy, laws, safety and other aspects
according to the demand.

CA br ot HOGHE I CA MR HEAT kg (0 S A . 23 fURAE i

ALAZ [ CA HrLX B4R R THIHEE T 2 R SUE AL A PR LA |
WA KR, EAET CA FLE 2 AR CA FCiuFE ik
5.
CMCA would conduct the strict background survey to its key staff. The
operator at the LRA could be reviewed by reference of the survey method
made by the CMCAto the trusted staff. The responsible unit at the LRA could
add survey and training terms on such basis, but shall not violate the certificate
acceptance rule of CMCAand the certificate business statement of CA center.

CA HOHSL PR AN, ik CA B T2 B & RMEBEREMLAR, Avrit
#& CA HDIEPIRF A RBURER . FrAMRLTYE CA FLAERE P,
CMCA confirms the process management rules, and CA staff shall not give
away the sensitive information of certificate service system in CMCAdue to
constraint from contract and Articles of Association. All staff shall sign the

confidentiality agreement with CA center.

5.3.3 1ZIIE 5k Training requirements

CA X} CA Hl i3 THEAT LU R WA ZR A TERS I -
> AEGE R R T
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CMCAconducts the comprehensive training of the following contents to its

staff:
< Uniform new staff training of company
< Introduction to technical system of CMCA
< Introduction to operation system of CA center
< Post responsibility and business process

< Relevant laws and management method, etc.

HEF2 5 CMCA s I A% [ b L AT AR 8 22 e 55 . BRIl PKI
FIAEDCRENR . RIACER ST PSRRI . VOIE RS AE . MR BER
FZEM %%, 1SO9000 FEEHIAR. 1SO27001 5 & EH AR, CPS £,

CMCA arranges training for recruiters according to their positions and
roles. The training contents include: PKI related knowledge, job responsibilities,
internal rules and regulations, certification system software, related application
software, operating system and network, ISO9000 quality control system,
ISO27001 information security management system, CPS and so on.

APV 25 AR 5 () SR T 2 32 T BRI
1) AR THE B S MBI IR CRAEL ) SRR BRI N A

FEAERE PKI &R o R 5 3 ki) B2 AR AR e Ser ik i R i = B R R 2=

W28 g £ J o AhAL 2 TR 23R 0g D
2) DREANRAERIRCS, I HA R IGAIE T 5 BEW AT B 015 B E TAER) HoR

R,

3) WUET AL HAFRIEA KSR T AR BB AR, HARK

o GARAERL S 55U A 2 DL SO S5 W bR — L
4)  BRNRAES ZK 0 B2 AUE TR AT, ANFRAKFEER KA T Z A

ARG AT BE
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Employees involved in the certification business must receive the following

training:

1) Provide skills training to all staff responsible for information authentication
(" Verification experts "). The training includes basic PKI knowledge , audit
and verification systems and processes , major threat factors to the
verification process (For example, phishing and other social engineering
strategies) ;

2) Maintain personnel training records and ensure that "certification experts"
are up to the technical requirements of authentication;

3) Validation experts must be granted different certification authority
according to their different technical level, and the technical level
classification standard should be consistent with the training content and
performance appraisal standard;

4) Ensure that certification experts at different levels of technology have
sufficient competence before assigning certification authority to
certification experts;

5) All certification experts are required to pass CA internal examinations

on authentication requirements in certification standards.

5.3.4 1/ 1= 1)l A #1 #1 2 3k Retraining frequency and

requirements

XFRHE A O EEA NG, BFERDEZ CMCA AR,
YK

RAEATAEENE R CA L RIKIHEE . ARG HEFERHIL, CA HuLAlfE
R A TREATIRERI, L& BRI AEAE

FE 3N CMCA T ZEEM O N ANREF S CA RIS X —
BUHRE KT o
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For those who act as credible or other important roles, they are trained at least
once a year by CMCA organizations.

Depending on industry laws and regulations, CMCAstrategy adjustment |,
system updates, etc., the CMCAmay require employees to continue their
training to accommodate new changes .

Personnel of all trusted roles in CMCA should maintain skills consistent with

CA's training and performance plan.

5.3.5 T {E3 i 4t & B BA AR & Job rotation cycle and

sequence

CA iz Bk S R TAA 57 CA WO IT K 4E9 1) 2 AR AR ER T3,
X7 IR B AR 8, RIOFA 52 TS S 3 T B A R

CMCA ¥ B AR TARNE O 22 HE I 52 51 T AR b L R e i 39 5 U
The CMCA Operations Service staff and those responsible for the
development and maintenance of the CMCAassume different responsibilities,
with their positions separated from each other , namely the principle of
separation between development and operating employees .
CMCA according to the specific work situation to arrange and formulate the

employee job rotation cycle and order.

5.3.6 & % 1 17 5 89 & 7] Sanctions for unauthorized

actions

2 CA Hl A THEMREE, BUE AT 7 RSBUNIRAE, Bk R AL
A Bk AL BRAE Y CA Hle RGBT BABRAE, CA FbERRIE B R LRI+
1% 5 Tt N CA FtilE PRS2 o ARFEH 1™ AL, SOt AR PR A mIVEANL
FACFRESE . — BRI R TEHL, CA O L BRI B b aZ N T AR

When the personnel in CMCAIis doubted or operates without authorization, for
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example, the right is abused without authorization or the CMCAsystem is used
beyond the permission or the operation is conducted beyond the power,
CMCAshall immediately suspend the staff entering the CMCAcertificate
service system after knowing the information. Implement the measures,
including submitting to judiciary authorities for handling according to the case
seriousness. Once the above condition is found, CMCAimmediately cancels or

terminates the work of such personnel.

53.7M i & Y9 A B E Kk Requirements of

Independent Contractors

CA M ISUERZ ALK =77 N UAEIE Bk i FE 2 B AF & 28 5.3.3 TR RS
MEEREER, LRSS 5.4.1 1B RAF AN AT IE 2K
XA & T CMCA W ERI LAE N 51, {HMEE CMCA A RV 55 )N 51554057
Z¥)%, CMCA M4 —ZK T
1. N AR ST & R 3
2. HAMRES I TAEZL
3. FFHA CPS5.3.3 KR,
ARAH AT AE A U 75 5 BN B PR R —H
CA shall verify that authorized third party personnel comply with the training
and skills requirements of Section 5.3.3, as well as the event recording
requirements of Section 5.4.1 during the certificate issuance process.
For independent contractors who do not belong within CMCA, but those
engaged in CMCA business , the unified requirements of CMCA are as
follows :
1. Personnel files for record management;
2. Experience in related business;

3. Meet the requirements of this CPS5.3.3.
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If you assume a credible role, you need to be consistent with internal

personnel management requirements.

5.3.8 12 {44 5 T HY3C#4 Supplements for personnel

B (PEES CMCA MRS  (FE#3) CMCA izE & H
MIEY « (hE#3) CMCA SR HMYE) . (FE#3) CMCA k%5 E EATE)
FHORVAME . USR] R 0 I DR AT O B JEE 5

The document includes the Certification Business Rules of CMCA, Operations
Management Specification of CMCA, Authentication Management
Specification of CMCA, Service Management Specification of CMCA, the
relevant laws, policies, system introduction and the relevant management

system, etc.

5.4 Hit HE#EF Audit log procedures

54112 EFHRIAE Types of event records

CMCAIL 3 H A5 BB EAR T BN KA.
1. CAEYIEm A W E R, RmEHAR. &0, WE. IR

2. RARGRICFEMNERIT G0 E L.

3. UEPAEM AR S ERE, GRIER RS RS HER . UET R
LHAE

4. RG. WEZaids, UFNMREN RS DxR. R8H ¥ BT 4ER
HEX. RGilbEE T8, RGELHE THE;

5. NG5SR

R HEE B AFRRNE FPAT . s SR S . HERESE.
Log information logged by CMCA includes , but is not limited to , the following
types :

1. Management event within CA key life cycle, including Key generation,

backup, storage, recovery, archival and destruction. .

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
MHk: www. cmea. net #0086 T 3L 177 W



REBHCAHR L

CHINA MOBILE CERTIFICATE AUTHORITY CMCA %}*1%4 ,f£ iIE:P}ik%%m[}][J

2. Certificate subscriber identity information recorded by the RA system .

3. Actions in the certificate life cycle , including Certificate application,
approval, renewal and revocation.;

4. System and network security records , including records of intrusion
detection system , log files generated by daily operation , system fault
processing orders , system change list , etc . ;

5. Personnel access control records;

The above log information includes record time, serial number , recorded

entity identity , log type , etc .

5.4.2 232 HERI BRI Frequency of processing log

CMCA Xf b2k 1 RO GBI H R E R, 2. 3 RO hBdFE
RAF, JFRERBHMT — I B, BT —IRE%h: 4 RHEERADRE
fE#A et b 5 KA EFFREIAT KA1,

CMCA the first class log in the above article is collected and managed by the
key administrator; the 2 and 3 kinds of logs are saved by the database, and the
incremental backup is carried out once a day, and the full backup is carried out
once a week; the 4 kinds of logs are automatically saved on the backup device

every day. Class 5 logs are audited quarterly .

5.4.3 % it HE MR 7 HBR Retention period for audit
log
i [E 5 CMCA fEl FE R il k20 =4 H, BLAMESLE.

CMCA shall preserve the review record in database for three months at least,

and keep in the archives off line for 7 years at least.
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5.4.4 Fit HERI{R$P Protection of audit log

FE 3 CMCA ST /™ % B 5 iR 12 ) & 2, Ok A T B3 CMCA L
HIN A A RERL X S A0 o IR EEESRAL T P A I ERAPOIRAS, A% AR 1R T7 i)
I A ORI R S5 45A
CMCA implements the strict visit control management to ensure only the
personnel with the authorization of CMCA could access these review record.
These records are in strict protection status, no visit, reading, amendment,

deletion and other operations are allowed.

5.4.5 #Hit HE &1 12 Back procedures of audit log

H[E 25 CMCA CRIEFTA I o 2 10 R B A sl &5 A # He b [E 2 5)) CMCA &
PR ENTRE P EAT o ARYEIC PR BRI EER, SRR AT 2 ) & M a4 T A,
AR BERL B B MEEES ML &0 .

CMCA ensures all review records and review summary are conducted
according to the backup standard and procedure of CMCA. Based on the
record nature and requirement, various online and offline backup tools are
adopted with the real-time, daily, weekly, monthly, yearly, and other various

backup.

5.4.6 it sE &4 Audit collection system

RIIRER . WIERFIERAE R G055 R 2 H B AL B THER AT SRS B
Applications, networks, and operating systems will automatically generate

audit data and record information.
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5473 S B =T % = 4 19 4 ¥ Processing to

event-causing subject

HE 5 CMCA X B A o A Bl I SRR 4l s, RV VAT VS
PWIBIITCT R, I OR B R UM RS SRS T IBCH, dn: D)W 2ol # 211K
HIIRSS 3828 AR T A B 48 5 it

CMCA A BLLE =& 150 3 BRI SR AT 2
CMCA should take a detailed record of the attacks found in the review, ascend
the attackers within the law, and reserve the right to take appropriate
countermeasures, such as: Cutting off the open service to attacker, submitting
the judicial department for treatment, and other measures.

CMCA has the right to decide whether to notify the entity that caused the

event.

5.4.8 fie 851 1F4& Vulnerability assessments

CMCA BEFEREAT — IR B PP, IR

1 RBIAT TR AR AT AR, T RE S BURZBRBUNTT IR 8. =M
SE A RN A AT A 5 K el 5 PR A

2. VAKX AT REVE R AR, RIS 25 REAE S e e B R

I BBURRAE AT
3. Pl CA XA e I KRB BUR . 18R B R RS, BRI Ah
ZHE 7R

CMCA conducts an annual risk assessment as follows:

1) Identi fy foreseeable internal and external threats that may lead to
unauthorized access, disclosure , misuse , change or destruction of
any certificate data or certificate management process ;

2) Assess the likelihood and potential harm of these threats, taking into

account the sensitivity of certificate data and the certificate
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management process; and

3) Assess the adequacy of the policies, procedures , information
systems , technologies , and other arrangements taken by the CA to
address these threats .

MHAEH AR PRI RGeS, T E#5) CMCA MR A R,
BAEHIPE R, ZEEHE R RGBT %, SERIER MRS LV
sy, SEFEEATAH N Mg TE VRS, RS, IFAE 96 /NI X R GG
S PEREAT B4
For the system vulnerability found in the review process, the relevant key
personnel of CMCA, including audit administrator, safety administrator, system
super administrator or the employed professional system safety evaluation unit,
jointly conduct the corresponding vulnerability evaluation, issue the evaluation
report, and repair the system vulnerability within 96 hours.

XHEH AR RPN 2 4, W24, N L5 inl i, 2 R
THEAT AE VL P Ak BRI 4R o
The problems in physical security, system security and personnel security

found in the review process should be handled and solved accordingly.

5.5 2% Y344 Records archival

5.5.1 VA2 R B Types of records archived

FIEMZ) CMCA 2% CA [ %dfs 22 52 A7, 8] R I 8] H o [ 2 3 CMCA
HATHE, A4 00 A 2 E 28 CMCA RATIIIET M1 CRL. B Er i1 3%
EH RIS F LR AR . (AR SR S R AE, A RPN TUE SRR 5
A .

CMCA would regularly file the CA database, and the internal time is voluntarily
decided by CMCA, and the filing content includes the certificate and CRL

released by CMCA, review data record, certificate application approval data,
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etc. (The signature private key is saved by the entity, and the responsibility

related to the private key is undertaken by the entity).

5.5.2V3 ¥4 i2 & B9 /&% 77 B FR Retention period for

archived records

HE 3 CMCA RLER B P SR 3 K A IR R, DL AHIE
Fo R, AR TSR R P R RS 2B

CMCA shall retain all documents relating to the certificate request and its
verification, as well as all certificates and their revocation, at least seven years

after the expiry of any certificate based on the document.

5.5.3 V3RS SC - BR3P Protection of archive

AN B B B 22 R R PRI, iR 22 4 B, 7R B R Ay
fitt, WAHBEMEORKIRIE, WX E, AR E .

R 2 BB TAE N G2 MRy 58 1 22 407 A BEFEI B AT

HE %3 CMCA R AH < B4 58 S 18 S M S i b, 9 A 3 B A
1 73 BRI BHAR o

FE 23 CMCA BEF X IEAF (5 B 58 Bk
The filing contents have both the physical security measures and password
technology guarantee.
Only the working personnel with authorization could access them in the
specific safety method.
Relevant archives should be protected from threat of adverse environment,
such as destruction of temperature, humidity, and magnetic forces by CMCA.

CMCA would verify the integrity of filing information every year.

5.5.4 V383U Backup of archived records

P AR SCAF I Bl P bR 1 PRAFAE R E M 5h CMCA 1) - BAF i, I Ke4E
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St RAF LA A

ARSI 2R R B R SRR B 7 K, SN RS B

RABBU TAEN A BEE M B B DL, 0 RS AT R A

1 [ 2 3y CMCA 1E 22 2 WU b ARUEZE xR 5 R & BEAT IR . 182455
A

All filing document databases are stored in the main storage library of CMCA,

besides their backups would be kept in another place.

The filing database has no information interaction with the outside world in the
method of physical separation or logic separation.

Only the authorized personnel could read the file under the supervision
condition.

CMCA ensures no deletion, amendment and other operations to its files and

backup are allowed in safety mechanism.

5.5.5 10 F T E B E Kk Requirements for time-stamping

of records

FITA A4 A R NN TE) B i o

All archived content should be identified with time.

5.5.6 VA4t R4 Archives collection system

HEF2 5 CMCA 1 BIAS R ISR R 45 ot N T ERAEAN 5 S48/ E P87 4Lk
Document collection system in CMCA consists of manual operation and

automatic operation.

5573 B MKWV 5 2 a9 2 F Procedures for

obtaining and inspecting archived information

H A AN N2 3 R O B U S8 X A A8 DL, I LA T B DR A SR R O HE AR
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T EXHX A DT He e . CMCA BRE S IR IE RS (E B se Bk

Two copies of the archived data are kept separately and are compared to

ensure the accuracy of the archival information. CMCA verifies the integrity of

the archived information each year.

5.6 B FIANERR SSHL A E A EH Key replacement

5.6.1 B E & #21E Key replacement operation

TEIX BB T & 24 b E R 3 CMCA HRAIE 15 21 1M 75 22 58 4AR 25 £F 6] )
PR EH R i . A RO, 6.3.2.
The key replacement refers to the measures taken when CMCA root certificate
expires and needs to replace root key pair. Valid date is seen in 6.3.2.
fEF EH 5 CMCAUET R/, HEF2E) CMCA KX AR FAPI AT B .
PR R Py A | F S I e o i HOe E T AR . E#23) CMCA
AR LR J7 3
® L CANGAEIRYI B Al /N T 20 CA HIA dr I AT 1E2E K
BN CAER (YFIERERHID .
® AFHIE P, BRHHI B CAES.
® (EYFIERAUEHRI A Z G, X T HtAER T 2% CA Bl 4% ki
R, KR AHN CA B RIE .
The CMCA will replace the root private key before the expiration of the CMCA
certificate. The key conversion program plays a transition role in the
conversion of the old key pair to the new key pair. CMCA Key Converter:
® A superior CA will stop issuing a new lower CA certificate (Stop Issue
Date) before its private key expires less than the life of the lower CA .

® Generate new key pairs and issue new superior CA certificates.
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® The certificate will be issued with a new CA key for the approved
subordinate CA or final customer certificate request after the date of
stopping issuing the certificate.
HE#3) CMCA K4k 2L H IR 1) CA A% K1 CRL, ERIHIAK CA F
PR HET Ry 1k
CMCA shall continue to use CRL issued by the former CA private key until the

certificate issued by the former CA private key expires.

56.2% ] EHIE/EE T Key replacement operation

management

CMCA S 7™ & 0 % B B 5 O PR K

1. TPE L AR AR A B YT B i, 22 SRR R S S v S WA A
2. EYTE B R ATl RA&, IR RS =05 LA WA
3. T B IR AT 30 RIEFIAHKTT .

CMCA establish strict key turnover management requirements:

1. The key administrator shall submit key replacement approval in advance, and
operation is granted with consent by the policy committee;

2.The key-replacement process will be recorded and recorded in full and
witnessed by a third-party audit institution;

3.Key replacement will be notified 30 days in advance.

5.7 I E 5 R ¥ % & Damage and Disaster Recovery
(DR)

CA REMFMENL, HEIRAIMEERAERT Ok, AR, MRS AR
G, LA Ko, BKES SRR RN R B 4 BB
SRR SRS T S5 CA IR, RIS CA IR
.

o)

%
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B
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J

Hohik: VRDITT R HT IX R DX AR T 7 A T 3k bt A 7 i 7S MiZh: 518057 Hi%:  0755-66820666
MdE: www. cmea. net o4 T oFo177 W



REBHCAHR L

CHINA MOBILE CERTIFICATE AUTHORITY CMCA 2BRE/EUEE ML SHN)

The Disaster Recovery (DR) of CA system refers to the key and customer data
which could recover CA when the disaster (flood, wind disaster, earthquake
and other natural disasters, or electricity interruption, fire hazard, explosion
and other structural damage, and human error, network hacker attack, virus
and other operation problems) or war and other attacks happen and CA is
completely damaged.

T I S b R ST R HE A% ROy T LS R MEVR B, R HE 25 4 TR O A T A
HIRLEI N2 88 . [E#23)) CMCA 78 J1R: 52 Gt 4% 03 Ik 55 4 Hh 1 0 0 i el i ot
%4y, A7 sk B s & it
The DR could be achieved by setting up a disaster backup center at another
place, and the disaster backup center stores the backup private key and
customer data. CMCA regularly backups the data of the system backup server
by magnetic tape, and sends it to the disaster backup center in another place
by manpower.

BN PIERE (PKD & AERMENE SRR, T E#3) CMCA IFIKEZE

IRETT . XTI —flkfE, CMCA A 2 /NN fgE R X T8RS/, CMCA £
24 /NIF R T OOMEVE A, AE 3B B I b H IR e S AN T 4 ) S
MAREIEHZE I, CMCA H4AE 48 /NEF A, i) FH £ 4 B3 R 4% 72 250408 45 v
O PRE T AEARSS -
When the public key infrastructure (PKI) catastrophic failure, CMCA has the
ability to resume operations. CMCA will solve the general failure within 2 hours;
for emergencies, CMCA within 24 hours; for catastrophic events, in the event
of a disaster or force majeure accident at the main operation site and can not
operate normally, CMCA will restore electronic authentication services in the
data backup center using backup data and equipment within 48 hours.

CA N HAT A N -4 70 5 e 1
The CA should have event response plans and disaster recovery plans.

CA N g i) Mb 55 IE SR M R MK B AL, HITAER A R 22 E Bl 5%
R IS 388 0 O B R 57 BLF R P R BE R AT Bl AR T
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CA shall prepare business continuity and disaster recovery procedures to

inform and reasonably protect application software suppliers, subscribers and

depend encies in case of disaster , security damage or business failure .
CA N T B0 I e Hol S5 2 -4, AHRARYEZK 0] CA B H THIT R £
Folb g5 st vl A 2 4 &l

CA do not need to publicly disclose their business continuity plans, but should

provide their business continuity plans and security plans to CA auditors as

required.

CA NAFERX SRR P AT I AT .
These procedures shall be tested, reviewed and updated annually .

MV S5 B TR AL R A

1.

© ® N o o bk~ w0 N

RN
o

11.

Ja BRI SR
KT
CIBES vy s
AR
THRIR e R
UNILE§= N
MK TAE
WA I 7] F AR(RTO)
SE FHMI RN A 1K)

C RE SRR T W EURIGUS . CA TR 45 ik 2 CA k554

1
FERAMER L5 (R — BUR TR N, DARAE R AR i et ol 32 3 ) 22 4
MBI R, AT REGRY H BRI Y o

The business continuity plan must include the following:

1.

2
3.
4

Conditions for starting a plan
emergency procedure
Retreat process

Recovery program
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5. Planned maintenance Plan

6. Cog nitive and educational requirements

7. Personal responsibility

8. Recovery time target (RTO)

9. Regular test of the strain plan

10. CA plan to maintain or resume CA operations in a timely manner
after critical business processes are interrupted or failed

11. procedures to protect their facilities as far as possible during the
period following the disaster and before restoring a safe

environment in the original base or remote location.

GMEE IR FAR AT AL 45

il 5 SRR R TKl 5
A 2 0 A7 5

ik Bl v e HE 5

JR B R AEVR S T4
GMER I P 5 B TR) DA

Specific disaster recovery efforts include:

® Development of disaster recovery plans;

® Backup and storage of data;

® Auxiliary equipment preparation;

® Start up the disaster recovery plan;

® Time assessment for disaster recovery.

AV R TR S i«

1. FrAREASA L AT 18 DL R 2 4 P 5L BORH LR 1325
2. MRIERAERINET, 7 B4 IR 5 AR 2 A B LS AL

3. W HREMM R HA AR dkeEe, H3EdE, InEIET A CRL

i E TR, —HHXEE RSO HIRE TS, 2l TBeR
HEER ] AU E BT A E 23 CMCA R4 H ik 55 d k&
[E#3) CMCA % .
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Disaster Recovery Plan implementation:

1)

2)

All passwords are changed by the head of the security department and the
relevant security administrator, policy approval department.

Depending on the nature of the disaster, some or all of the certificates
need to be revoked or re-certified later.

Where the directory cannot be used or the directory is suspected of being
impure, directory data, encryption certificates and CRL need to be restored.
Once the directory administrator recovers the directory from the backup,
the security department and the policy approval department, the
authorized operation department can restore the CMCA data from the

directory server of the CMCA system.

571 F ¥ Fn 1 E & ¥ £ 5 Processing procedure of

accident and damage

FHON5 T AL BRI -

1. DRAIEBUA X SMR LI T A e RENS IR H PR IUIR ST,  IF HAT X G431
WEESHE.

2. P CA N AR 55 #R & A 4%

3. WBLEbERy, B PURRIEF XSRS Sy A bR, dsidEIlg, T
SN T R R R, B R B 73 B N AN RE BRI AR R 1), N5 8 R Bl
E=SiE

4. PRSI SS RE,  NiZ KN EAREE .

The process is as follows::

Ensure all equipment provided outsides could normally provide service,
and set the emergency plan aiming at each link.

All CA application services own basic monitoring.

When the fault occurs, record the fault site as soon as possible aiming at

normally providing service outsides. For the fault with large influence area,
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in case the problems couldn't be solved rapidly within 5 minutes after the
problems are found, the emergency plan shall be started.
4) For the fault which severely influences the foreign service, promptly report

to the competent leader.

5723 H AR . B4 /5 & #E /Y % ¥F Damage of

computing resource, software and/or data

TR BT AN R 32 PR, AT AR A

1. WEREL. CA RGEM &M EHEIH F4;

2. NEFIREAETS, BEHTHEATE;

3. RIEFERS.
When the computing resource, software and/or data is damaged, the following
operations shall be conducted:

1.Recover the environment, CA system and backup data, and on line;

2.Conduct the certification again to recover the certificate for the customer;

3.Start the original system as early as possible. .

57.3L {4k 7. 1 i F & ¥ & 5+ Damage treatment

procedure of entity private key

X SRRIE-BAAH I E, T ERS) CMCA A 40 T A B ESRAFEF -

1) A% KISARIEB A ER, N RS A AL, IF AR5
7] 7 FE 2 5l CMCA BURH S (1R33E EATLAE) ROAIE 5 Al 55 Xt 3 B IR, B
B L RIE B AR 7 B R E A2 3 CMCA BE L
BHAET . T E®3) CMCA #% 4.9 7 A IEH MEE S .

2) L E#3) CMCA BE ML & BE 5T 7 [ SEARIE 5 FAH 52 245
i, T EMzh CMCA BGEM LR LB A IES, JFIEAET
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T P 2T R ok A AL . o [ #2 5) CMCA 4% 4.9 5 R AT IESS i 4
{El;l? 4%\ o

3) HhEMEN CMCA ) CA LTS AP ER, FEMzh CMCA KL
B 2% CAIE I S I I8 I )38 3@ A 38 KR A T » 2R A2 BT ) CA
YIS ZRB CA S

For the damage of entity certificate private key, CMCA has the following

treatment requirements and procedures:

1)

3)

When finding the entity certificate private key is damaged, the customer
shall immediately stop using the private key, and immediately visit the
certificate services website of CMCA or the corresponding RA to revoke its
certificates, or immediately notify CMCA or the RA to revoke his certificate
by phone and e-mail. CMCA releases the revocation information of
certificate according to  4.9.

When finding the entity certificate private key of certificate subscriber is
damaged, CMCA or RA would immediately revoke the certificate, and
notify the certificate subscriber, then the subscriber shall immediately stop
using his private key. CMCA releases the revocation information of
certificate according to  4.9.

When the private key of CA certificate of CMCA is damaged, CMCA would
immediately revoke such CA certificate and promptly notify the relying
party by wide approaches, then generate new CA key pair and sign new

CA certificate.

5.7.4 % 4 5 B9 A 55 & &£ 14 8 /1 Business continuity

ability after disaster

GEMER A A T E F5h) CMCA S7 B M43 28 98 B #6473 P Lo YRR ST A AL

i, ARG LIRSS, DRER SR
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After the disaster happens, CMCA immediately recovers the system and data
from the backup system or off-site backup center, then the system is online

and provides the service for the customer to keep the business continuity.

5.8 B FINIERR SSHL A E ML A RY ML 548 1F CA or RA

termination

5.8.1 CA & 1F 5[ Termination reason of CA

CA 2 1Bk 55 1 S5 BRI RT LA) 9 B 32 45 S BRI A 35 BH 32 40 L A
The service termination reason of CA could be divided into key damage reason

and non-key damage reason.
5.8.2 2% 1L H Termination notice

A EFEE) CMCA TR Z& LA EN, S IbaEmiutRAashEES)
CMCA =3 fiAIE-FIT 7 B HE R, FFAELIEIRSS 75+ H AT E 55 e fs Bl
FEERI TR A, TR B IR E D SR AT R A .

In event CMCA intends to terminate its operations, it shall notify the
acceptance point and certificate subscribers authorized by CMCA in writing 90
days prior to termination of operations, and shall report to the State Council’s
information industry department 60 days in advance. All procedures are in

compliance with related laws and regulations.
5.8.3 £&1FJ3#4 Termination filing

HE 25 CMCA S #2IEAR SRR BB 58 S 22 HF I A SEAMIE 15 B AFAS A
CMCA would arrange the storage of file and certificate according to the

relevant law regulations.
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5.8.4 22 1F £ Termination measures

£ CA rhaldgia], SR LA T & Bt 2% 1l 55 -

HLE CA b,
A CA FH I SEAA
L NERS S
UEF5 S

AL BRAFAS SCAFE %

S IEVE O B IR S5 5
A H SR RS54
PN NER
EH P E ) CMCA A48 B i M [H 45 CMCA %4 5 ;
Kb RN

A BT Ak BRSO RS
H kR CA FALEEL.

During the termination period of CA, the following measures are adopted to

terminate the business::

Draw up the CA termination statement;
Notify the entity related to CA;

Close the secondary LDAP server;
Certificate cancellation;

Handle the filing document record;
Stop the service of certification center;
File the main LDAP server;

Close the main LDAP server;

Manage the system administrator and safety administrator of
CMCA;

Handle the encryption key;

Handle and store the sensitive documents;
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B Eliminate the host hardware of CA.

5.8.5 RA BY2& 1F Termination of RA

A K

Not involved.
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6. NiE & 4 £ R & £ & #l Technical safety

control of certification system

6.1 BIAM B E AR Generation and installation of
key pair

T 2P0 R 2 LA oCtE, FrbAfE CPS HrifilE TN RLE, i fR%
PIXPRY A ARIR . RS AR IR, S BEAA I A
Since the key pair is the key of security mechanism, so the corresponding
regulations are formulated in CPS to ensure that the generation, convey,

installation of key pair own the confidentiality, integrity and non-repudiation.

6.1.1 BiAXAI4E B Generation of CA key pair

CA Z 90 H Hh e N BN [ 2 A 324 80 T I v AV AT ) e a AR B . -
HhAe N BN DN T 25 05 77 i A UGIE RS H A& S BLER, Rk, CMCA 1
TR B A ORI NGEAE AN R A S E #EAT
TEICIEA |, E0H CNS 15135, 1SO 19790 5k FIPS140-2 FrifE fAH M 2, A
FAAF G PR AE R AR 1 £ AR ORI B CA %80 . CA B8 AL U FE 75 AR MO 28
=TT AETT AR N #EAT, JEE A RS . CA BFHHA B H Bl A I E L
BT, KK AR

VP PIR AT 7 B B R 55 A B B e N B B A LA A
¥ 5l CMCA A7 3 5545 AT IR IE W AR A 7 % 8, T E#23) CMCA 454855
YT EC IR TS, IR Rl /5 B SR ACAR N A HOR SR A AT 7 A
T B o
The CA key pair is generated by a device approved and licensed by the
cryptography authority of the people's Republic of China. Since the people's

Republic of China has strict management requirements for cryptographic
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products and authentication systems, CMCA should follow the relevant
provisions of the people's Republic of China in key generation, management,
storage, backup and recovery. On this basis, CMCA should follow the relevant
provisions of CNS 15135, ISO 19790 or fips140-2 standards, The CA key is
generated and managed by hardware devices that meet its standards. The CA
key generation process needs to be witnessed by an independent third party,
who will issue a witness report. The CA key generation log is recorded in the
encrypt or device and will be saved permanently.

The subscriber key pair is generated by the built-in key generation mechanism
of the subscriber's own server or other devices. CMCA has the obligation to
guide the subscriber to produce the key according to the correct process.
CMCA refuses the weak key application for digital certificate, and can provide
the corresponding technical support personnel to help the subscriber generate

the correct key.

6.1.2 FAH151X451T P Public key transfer

RBIIT T , R ARG T
The private key is generated by the subscriber itself, and it is not

necessary to pass the private key to the subscriber.

6.1.3 N AEIEBIEBZE 5 14 Public key transmission
of CA

HEFIT F AFHLL PKCS #10 6 ERATUE 15 k45 CA, ROEE L4 17
AT A5
The certificate subscriber's public key submits the certificate request to Ca in

PKCs # 10 format, which should be transmitted in a safe and reliable way.
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6.1.4cmcA B FINIERR S5 HLH A $A 15X e kB 75 cmea

e-certification service agency public key is

transmitted to the depending party

FEF23 CMCA FIMR A A S AL EZ 5 CMCA FRIEF . UEA51T 7 Al A
M E 5 CMCA (Rl T 2 25 CMCA ARAEF .
Root public key of CMCA is contained in root certificate of CMCA. Certificate
subscribers can download the CMCA root certificate from the website of

CMCA.

6.1.5 B4HHYICE Length of key

H [E 4% 2l CMCA 8 M E SRR BURF 328 LR S0t 25 B P 11 B R
SEAMER, HHT:

ROOT CA---RSA-4096/SHA-256

EV SSL CA---RSA-4096/SHA-256

SSL CA---RSA-4096/SHA-256

1T P35I B 359 RSA-4096
CMCA complies with the clear regulations and requirements of national laws
and regulations and government authorities on key length

ROOT CA---RSA-4096/SHA-256

EV SSL CA---RSA-4096/SHA-256

SSL CA---RSA-4096/SHA-256

The length of subscriber key is rsa-4096
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6.1.6 A& ¥ A X B # KR = ¥ E Generation and

quality check of public key

NAZHHEZHESEHE RV R P EES) CMCA BIIE-BEK 2G5
R BORE A=A
The public key parameter is generated by the hardware which is permitted by
State Cryptography Administration and supported by digital certificate issuing
system of CMCA.

CMCA £ R IX B8 1 48 I SR L0 J0U B AT [ 23 B 328 FB 1 AR L B8
T ZCE S LB T AT GIESINIE R G i S 58 2 oK e ) BAR
FABAR SRR AIPRHEZER, Al 2B ) A S B LA B hr e, XN E
HIPSL, BRAE Y ik B e W I 22 R B R A
When purchasing these devices, CMCA requires that they must have the
corresponding qualification of the national cryptography authority, and comply
with the "technical specification for password and related security of certificate
authentication system" issued by the national cryptography authority, as well
as other relevant specifications and standards, such as the quality inspection
standard for generated public key parameters, the built-in protocols of these

devices The algorithm has reached enough security level requirements.

6.1.7 B4HEA B /Y Purpose of key use

CMCA HIRR S HIH T2 K LU IES:
B Y CA HOAE KR CA B4R,
B g CA WP,
B OCSP M 5 iEuE+
The root key of CMCA is only used to issue the following certificates:
B The root CA self signed certificate issued by the root CA itself;

B Intermediate CA certificate;
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B OCSP response validation certificate.

WHR P T 2 2k ss, BlmS Gk, (&5 SInE A . Al i
PN S s R

The subscriber's key is used to enhance security services, such as identity
authentication, information encryption and decryption, non repudiation, and

information integrity.

6.2 FATARIPFNE IR R T #21E 5 Private key protection

and cryptographic module engineering controls

6.2.1 BB IERFREFNITH Cryptographic module

standards and controls

H [E#%5 5h) CMCA 18 FH | 2 2 i B = Vi AT ) 7 i, B DRSS AR i 75 & [
FIE R ER
CMCA uses the products permitted by the State Cryptography Administration,
and the standards of cryptographic module meet the requirements stipulated

by the state.

6.2.2 FA$A % A #&5l Private key multi-person control

T E# ) CMCA K M ik N 22 A\ Su& 80 4 FH L 45 1 Th [E #2.3) CMCA
24 %8H, M>=N, M A5, N A 3.
CMCA adopts the N-out-of-M multi-person control policy to activate, use and

stop the signature key of CMCA. M>=N (M is 5 and N is 3).

6.2.3 FASAIEE Private key trusteeship

X T CA #.8H,CMCA THEE M55 .
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For CA private key, CMCA has no managed service.

6.2.4 A5 %19 Private key backup

CA IR HI B4, By BIIRAFAE 5 4> UKEY b, & R 228
BN RESR, FFORAFESE RS T ORR AT T
The private key of CA is generated by the encryptor and divided into 5 UKEYs,
controlled by authorized security administrators, and stored in a safe in the
shielded machine room.

WP R AT P, @UGT P BAT &G, JFX &0 BRL TR A 1 4 s
D7 IR R4, B AR R A it .
The private key of the subscriber is generated by the subscriber. It is
suggested that the subscriber backup the private key by himself, and protect
the backup private key by password or other access control mechanism to

prevent unauthorized modification or disclosure

6.2.5 FA$AY3+5 Private key archival

2 CMCA ) CA IR B 5, X LB PRI DR A7 22/ 10 4E. 131
i) CA B IR RAFAEA CPS6.2.1 Ak K RE A F i i erhr, JF H CMCA K8
PEERBE AR A OR T AR5 1) CA BN A A TA~ KRG . LAY
CA XA BNARRAF AR 2 J5, CMCA 4% A CPS6.2.10 firid 1) 77 v 3
17 @A AN
When the CA key pairs of CMCA expire, these key pairs will be archived for at
least 10 years. The archived CA key pair is stored in the hardware password
module described in cps6.2.1. The key management strategy and process of
CMCA ensure that the archived CA key pair will not be used in the production
system. When the backup CA key pair reaches the archive retention period,
CMCA will be destroyed safely in accordance with the method described in

cps6.2.10.

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
Mk www. cmea. net #0109 W OH 177 W



hEfBHCAR L
CHINA MOBILE CERTIFICATE AUTHORITY CMCA 2BRE/EUEE ML SHN)

CMCA AXFVT FUE T I FABHBEAT VA4 o

CMCA does not archive the private key of the subscriber certificate.

6.2.6 TAHSAN . SHEHLIELR Private key transfer into

or from a cryptographic module

CMCA JE I AN HLAE R CA B BxT, 5 2% 0 8RS CA A, Moinss L &
B RAR Y SO A OF 2 N3z
CMCA generates CA key pairs through an encryption machine. When it is
necessary to backup or migrate the CA private key, the private key exported
from the encryption machine is in ciphertext form and controlled by multiple
people.

I AEAE AT AN RE 5 H B A AR . oA 7 AR AT P ALVEHAE B
HH IR R U £ 5 AT
The subscriber private key generated by hardware cannot be exported to
cryptographic module. The private key generated by other methods should be

encrypted when exporting.

6.2.7 A $A 7€ 75 1D X 3R Y 77 §if Private key storage on
cryptographic module

ANEH CASE ST 7 3070 BOIN A7 TR I8 T B 5 A PR 1177 it 25 5 OB AF
R
The private key is encrypted and stored in the hardware encryption module
which has passed the product authentication of the national password
management department.

T PRI AE SCAHIE T USBKey 55 22 &/ i
The subscriber's private key is stored in secure media such as file certificates
or USBKey.

CA REERATF S 5 FIPS140-2 Level 3 224 MUARAH 24 (B AL A B
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The CA system adopts a password module that meets the security

specifications equivalent to FIPS140-2 Level 3 security specification.

6.2.8 HiEFAEH Private key activation

CA FAH A A R s f A e, JF HOH OGS B0 4255 6. 2. 2 19 N85 &
2 HE L RAUR S, BABOEAAPIBUR 1) 3 A ] USBRey B3k, HahEH
EHRERF, HTRIEAINERE, SE=AAEE DL BRI R,
The CA private key is stored in the hardware password module, and its
activation data is implemented using the administrator privileges of the
encryption device according to Section 6.2.2. Administrators with the
authorization to activate the private key log in using USBKey, start the key
management program, and perform the operation of activating the private key.
Three or more managers are required to be present at the same time.

P A ORAF A B R A bR ey, T 7 A B A AR 11 (B PIN AS) fRIPAA
Plo T HIAPIFREIIEN S (BCPIN ) B4 Repisns . .
The subscriber's private key is stored in the password module, and the
subscriber uses the password module password (or PIN code) to protect the
private key. The private key of the subscriber needs to verify the password (or

PIN code) or be activated and used.

6.2.9 MR FASABEIRTS Private key deactivation

X IRSAUES:, RS AEF R P RS A Bl AR S W i R FABH BN I AR
R
For the server certificate, the private key immediately enters in the
non-activation status after service procedure is closed; the system is cancelled
or the system is powered off.

X EE S CMCA S E ML H)iE & ik 55 s - B FAE, 2 CA B RA
ARG A B EUR H 8 H (logout) B35 AT BB A 1) B i AL H & 2k P (close)
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For the private key of operation server certificate of CMCA and its RA, when

CA or RA system sends the logout instruction to the cryptographic module or
the password management software sends the close instruction to the
cryptographic module, or the cryptographic module which is used to store the
private key is powered off, the private key enters in the non-activation state.
X E# S CMCA FASH, 2 CA REG M H IS K & (logout) B#
T A B T SO A R R 9GP (close) $54,  BATTHURL BF (AR A4 S ol A e 7
B, FAPIBEAARBOEIRE
For the private key to CMCA, when CA system sends out logout to
cryptographic module, or the password management software sends out the
close command to cryptographic module, or the hardware cryptographic
module storing private key loses power, the private key will enter in the

inactivated state.
6.2.10 $42%FA%A Private key destruction

& CA R A dn B WIE R )m, T EFE 3N CMCA # CA R4k L RAFAE — N
e A B A AR, JFREAT AR, AR CA AR M S FA
CATPAF AR K e, JaEZ A ENRZSE5IEL N 2245 CA
AP SOk A ) CA RAFI B S i B IR, AN B A AR TR AR AE B
After the CA private key life cycle ends, CMCA shall continue keeping the CA
private key in a backup hardware cryptographic module, and conduct the
archival. Other CA private key backup is safely destroyed. After the filing
deadline of archiving CA private key ends, the private key shall be destroyed
when many trusted persons participate in. CA private key shall be completely
destroyed from the hardware cryptographic module without any residual

information.
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6.2.11 B E A FES Evaluation of cryptographic

modul

CMCA {3 F [ S A4 28 A 1 46 i FFALHEAE A (1 B B 32 k0B AL ey i
TN e, AT ISR brE . VG PR ST R AR % IR,
CMCA uses the high-speed host encryption equipment with independent
intellectual property rights identified and approved by the national encryption
authority, and accepts various standards, specifications, evaluation results and

other requirements issued by CMCA.

6.3 BIAXEENHEMISE Other aspects of key pair

management

6.3.1 AUy

H E 2 5)) CMCA X BT ) A H1EAT I A AR PE
CMCA archives all public keys.

6.3.23F P I/EHI fn F A *F F A HA Certificate

operational periods and key pair usage periods

HE# 3 CMCA &A% 7 HiEH g l@nd, 54 TAFH ARAEB k%
7 EYIRBAE IR SR A RO — B I E IR
CMCA will issue certificate to customers within 5 working days after customer
application passes review. The key pair service life is consistent with the
effective date in the certificat, The setting period is as follows:

® RIEPA RN RN 25 4F

® 12 CAIEPAERIM&EK )Y 20 £
® JHMIEPARUHA K 397 KX
)

The root certificate should be valid for a maximum of 25 years
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® The maximum validity period of subordinate CA certificate is 20 years
® The validity period of user certificate shall not exceed 397

daysSensitive data

6.4 B EIE Sensitive data

6.4.1 FBHIBAY =% Sensitive data generation

BURE R W AE T B3 CMCA 3R 4L 1 & g <. hE#
CMCA $2fitrfE— AR SF M H) 114 . X4 i E 30 CMCA MRS AU 1
TERIVF AT AR TR AL T
Sensitive data includes password and encrypted data provided by CMCA.
CMCA provides the only unpredictable password. These passwords are only
given to authorized customers by CMCA according to authorization and

operation permission.

6.4.2 R BIERI{RIP Sensitive data protection

T E 25 CMCA KEUINfR S WL &5 22 R s ORI BURCE R, DAIBE S R AR AL
i o AR Ak Bl B G T8 2 PiE H Iy, BUSEdE 2 B 3hBiUE
CMCA adopts multiple ways, including encryption and decryption mechanism
to protect sensitive data, to avoid unauthorized use. The unauthorized
customer attempts to reach the predicted purpose with the sensitive data
which shall be automatically locked. Mobile CMCA adopts encryption and
decryption mechanism to protect sensitive data to avoid unauthorized use.
When unauthorized customers attempt to use sensitive data to achieve the

intended purpose, the sensitive data will be automatically locked.
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6.4.3 R ERY H b 5 | Other aspects of sensitive
data

° R BIER L Activation of data transmission

174 CA RPN B4 AAH < IC R, 3l W L RAFAE CMCA JR 24X LD,
ANBEHE T BT CMCA. WAL AR IR IS UL T 5 BT R4 (@ k&% R4
), HALIR SR R EAE CMCA 22 28 BN SR 2 48 3N B3 3L ) M B ) 1 0
T
Encryption devices and related IC cards with CA private key are usually stored
in the most secure computer room of CMCA and cannot be carried away from
CMCA. For example, in some special circumstances, the transmission process
needs to be supervised by CMCA security manager and key manager.

XFFUEFAT 7, G 2 A ] T O RS B 1 I, 75 B BUIN 3 55 R 4
HE, LABTER .

For certificate subscribers, when the password used to activate the private
key is transmitted over the network, encryption and other protection measures

should be taken to prevent loss.

° HUEBIERI$EE Destruction of activation data

CMCA i3 0 % W ARtk I 75 SR 8158 CA FAP BH0E Hds .

AR BOE BEE A T 2 i P B AT 17 Raf At A\ Jeikidsd
VRARAE S A7 T L% B 2 Pk R O
CMCA destroys the activation data of CA private key by initializing the device.
The activation data of the subscriber's private key shall be destroyed by the
subscriber when it is not needed. The subscriber shall ensure that the
activation data cannot be recovered directly or indirectly by others through

residual information or storage medium.
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6.5 I E L 2E%] Computer Security Controls

6.5.1 RF 8 EH R £ H KEk Computer security

technical requirements

CMCA 7k 528k R 4t I AUE SCIF AT i i i [ CMCA R 408 3 4k
¥, REHE CMCA EHL RN, HE N RABEIEMIZES CMCA R#4t. H
CMCA WIEF O RGEHE L L RAF FKHIPT K Z W, TR RGN 24
The data document and equipment of CMCA digital certificate issuing system
are maintained by CMCA system administrator. Without the authorization of
CMCA administrator, anyone can't operate and control CMCA system; Other
common customer has no system account and password. CMCA system is
deployed in the firewall of multi-level different manufacturers to ensure the
system network security.

H1E CMCA "L RGN HITHENIR A 7 a0l kBs . AR, RS
g VR $RAE RS A T SRR Ve i, e IRIE 1 i ENLR) 2 ] 5
The computers in CMCA system shall adopt the preventive measures such as
firewall, intrusion detection, host service port restriction, operation system
security patches, etc. to fully ensure the computer's safety and reliability.

TR H — B 5 B R AYE S ] -
There is a complete system for the storage and maintenance of the equipment:

1. BT RSB R, U BT« BE R AR PR
Special personnel shall be responsible for the collection and storage of

equipment, and the equipment collection, access to warehouse and scrap
registration shall be made.

2. Mg AT A, BRI
Check, clean and maintain the equipment regularly.
3. MR RLEE IR, IR IE R IE R ARER I S R &A1

Make equipment maintenance plan and establish a vulnerable spare parts
warehouse meeting the minimum requirements of normal operation.

4. WRHBATYEBN, BAGCRAEB IR MEERE . SRRk, 482
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INREISESH AL X PSR/

When repairing the equipment, the maintenance objects, causes of faults,

troubleshooting methods and main points must be recorded
5. WRYEEN, WLITHIR T NED I E
When the equipment is maintained, special personnel must be assigned to
supervise on the spot.
6. ME—HIWREN.
Unique device password.
I HAE—MEH] CMCA R4 RN B Zi i HIME— B8 iE+, AN RECE R
V1] BRI AT TAEBA ST ZR A e MR, 1 2 XA ZAAAIE
And every person using CMCA system must use a unique digital
certificate. The access limit of personnel configuration is the minimum
permission required to perform the work responsibilities, and meet the double
factor authentication.
CA X} A el L% 3 BOIEFmUA A IK - st 2 R 3N IE .
CA performs multi factor certification for all accounts that can directly lead

to certificate issuance.

6.5.2 i+ EHl L £t Computer security rating

HE £ 5l CMCA 3 H ) 5 150 4 e 3 1 [l 5 0 A 38Ry v A 7 1) 85 i ik
B o FARIE R AN FHL RO SEHE I T B SO I 1T A,
JE ARG o

The cryptographic equipment used by CMCA is the cryptographic
equipment manufactured through the approval of the State Cryptography
Administration. The network equipment involving security, host, system
software, etc. are the qualified products passing the inspection of the relevant

state department.
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6.6 R4 &y A HAIEH] System life cycle controls

6.6.1 R4t H % 1=#] System development controls

CMCA 1) 5 4t HH 45 & 1B 5 5% 22 A b AL AT 5 i s v 93 o 1) T 52 T R R
TR, HIFRSERA CMCA RAEHEIS T E .
CMCA system is developed by a reliable developer which meets relevant
national security standards and has the qualification for cryptography
standards, and the developing process complies with all requirements of

CMCA system management.

6.6.2 L EIF=H Security management controls

CMCA CHilE 1 &M 4 skmg V& HGIE 5imfEx, CA 88 R T2
M,
CMCA has made various security policies, management systems and

procedures to carry out security management to CA operation system.

6.6.3 & W E IR L £1=# Life cycle security control

CMCA HIEBIMERGHE R G it i 78 0 AT 1 2518, Tkl
FEH A PR AR AT A 2 4 B, FETF R e U HEAT 1" A& 1) 2, 72
B HANEE VERA RN R G LA
Security has been fully considered during the design of CMCA certificate
authentication system. There are strict procedures for code security
management in the development process, and strict security tests are
conducted after the system is developed. The system passes system security

review of relevant national department before being used formally.
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6.7 ML Z £iTH] Network security controls

1 E 3 CMCA A B s L AR 7 3= w L O 97, HRCE R ir 2%
BHIHLER VT ) o HasEE AR I T S G & PRIE 2R S8 M 2% 1) 22 42
CMCA is protected by firewall and other access control mechanisms, and its
configuration only accept the visit of authorized machine. Pass the intrusion
detection, vulnerability scanning and other mechanisms to ensure the system
network security.

RAE LR E ) CMCA i T4 st A E#3) CMCA 25K &
4i. P E#E) CMCA M #48. HEF#3) CMCA Hxik% 4. 1 EF5) CMCA
UEHRATRGF R ARG A RAUE P BAE SRR 242 M, JF Bl
A5G IE o
Only authorized employees of CMCA can enter the equipment or systems
including CMCA issuing system, CMCA registration system, CMCA LDAP
server, CMCA certificate issuing system. All authorized customers shall have

the legal safety token which shall pass the password verification.

6.8 B8 &; Digital Time Stamp (DTS)

¥t a8k (DTS: Digital Time Stamp) &% A5 BB T4, FE
T SR 5 A2 2R I 8] 3 SO R SEAFAE AT 58 22 S SCAFAE IR 8] _E 3Z 3R R
AIhE.
Digital Time Stamp (DTS) is the digital signature of time information, which is
mainly used to confirm certain document really exists at certain time and

confirm the logic relation function of many documents on the time.
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CERTIFICATE, CRL, AND OCSP PROFILES

7.1 3E$P Certificate Profile

CMCA Z R IE 341754 X.509 V3 1E-fitk . 4% RFC5280 &, #F
% CA/Browser [FI Y FTARAZLR . IE T REATFERSNAEN TR,
All the certificates issued by CMCA conform to the format of X.509 V3
certificate. All of them are set according to rfc5280 and meet the requirements
of the current version of Ca / browser. The most basic fields and contents of
the certificate are shown in the table below.

CMCA GLOBAL TRUST ROOT CA

EF55 e

A V3

Feols 5 24 S HIFENLEL

ESE A AT SHA256RSA

MR HE CN = CMCA GLOBAL TRUST ROOT CA
O = Aspire Technologies
C=CN

A ROk IR H UEFA RO R 1)

AR E A RO 2 I 1]

T WA DN, W CSP7.1.4

yNGE RSA (4096)

i Path Length Gonsiraini=None

B FH Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)

CMCA GLOBAL TRUST ROOT CA

Certificate Field value
domain
Edition V3
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Serial number

Random number containing 24 bits

Signature SHA256RSA
algorithm
Issuer CN = CMCA GLOBAL TRUST ROOT CA

O = Aspire Technologies
C=CN

Effective date

Certificate validity start time

Expiry date Certificate expiry date
Theme Subject DN of certificate, see csp7.1.4
Public key RSA (4096)

Basic restrictions

Subject Type=CA
Path Length Constraint=None

Key Usage Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)
CMCA SSL CA

EF55, e

A V3

Feols 05 24 S HIFENLEL

EE AN RS SHA256RSA

WU CN = CMCA GLOBAL TRUST ROOT CA
O = Aspire Technologies
C=CN

A ROk IEH UEHA RO AR 1)

AR ZIEH E A RO 25 1B ]

T ETI 3 DN, W CSP7.1.4

YNGR RSA (4096)

-GN A N ERSS

[1]Authority Info Access
Access Method=IEBMAIEMAZE (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://mpus.cmca.net:8080/files/downloadcenter/CMCA
GLOBALTRUSTROOTCA.cer
[2]Authority Info Access
Access Method=B(LIEFIRZSMY (1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://mpus.cmca.net:8083/ocsp

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b
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Subject Type=CA
EZMZE%IJ Path Length Constraint=None
ﬁEzI:} %Eﬂ% [1]Certificate Policy:
Policy Identifier=FramA RS
[1,1]Policy Qualifier Info:
Policy Qualifier IdI=CPS
Qualifier:
http://mpus.cmca.net:8083/files/downloadcenter/cps.doc
CRL &A1 51 ZRMEAEAT— URL, FAFHKE CRL 3014,
%!@H}Eﬁ/z Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)
CMCA SSL CA
Certificate Field value
domain
Edition V3
Serial number Random number containing 24 bits
Signature SHA256RSA
algorithm
Issuer CN = CMCA GLOBAL TRUST ROOT CA

O = Aspire Technologies
C=CN

Effective date

Certificate validity start time

Expiry date Certificate expiry date
Theme Subject DN of certificate, see csp7.1.4
Public key RSA (4096)
Authority access ,
[1]Authority Info Access
information Access Method=Certificate issuer (1.3.6.1.5.5.7.48.2)

Alternative Name:
URL=http://mpus.cmca.net:8080/files/downloadcenter/CMCA
GLOBALTRUSTROOTCA.cer
[2]Authority Info Access
Access Method=Online Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://mpus.cmca.net:8083/ocsp

Basic restrictions

Subject Type=CA
Path Length Constraint=None

Certificate Policy

[1]Certificate Policy:
Policy Identifier=All award strategies
[1,1]Policy Qualifier Info:
Policy Qualifier IdI=CPS
Qualifier:
http://mpus.cmca.net:8083/files/downloadcenter/cps.doc

CRL publishing

The publishing point contains a URL to get the CRL file.

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b
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ﬁi‘; tusage Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)
CMCA EV SSL CA

EF53, B8

A V3

FPo5 A5 24 AL FERLEL

e AT SHA256RSA

MR HE CN = CMCA GLOBAL TRUST ROOT CA
O = Aspire Technologies
C=CN

AROREIEH UEHA RO UG 6]

A RZIEH UE A RO 2 I 1]

T WE A8 DN, W CSP7.1.4

YNGR RSA (4096)

I IR AR REE RS

[1]Authority Info Access
Access Method=IEBARIHEMAZE (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://mpus.cmca.net:8080/files/downloadcenter/CMCA
GLOBALTRUSTROOTCA.cer
[2]Authority Info Access
Access Method=BXHIMEFRRZSHNY (1.3.6.1.5.5.7.48.1)

Alternative Name:
URL=http://mpus.cmca.net:8083/ocsp

| Subject Type=CA
EZMZE%J Path Length Constraint=None
ﬁEJ':}%EH% [1]Certificate Policy:
Policy Identifier=Fra A A&
[1,1]Policy Qualifier Info:
Policy Qualifier IdI=CPS
Qualifier:
http://mpus.cmca.net:8083/files/downloadcenter/cps.doc
CRL KA i1 ZRMAEAT— URL, T8 CRL 3014,
25 6H FH 1 Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)
CMCA EV SSL CA
Certificate Field value
domain

ik PRI RHT X R DR 27 B b KA 78 s 7 #is%: 518057 Hiif:  0755-66820666
5123 73k 177 W

W3k : www. cmea. net
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Edition V3

Serial number Random number containing 24 bits
Signature SHA256RSA

algorithm

Issuer CN = CMCA GLOBAL TRUST ROOT CA

O = Aspire Technologies
C=CN

Effective date

Certificate validity start time

Expiry date Certificate expiry date
Theme Subject DN of certificate, see csp7.1.4
Public key RSA (4096)
Authority access ,
[1]Authority Info Access
information Access Method=Certificate authority issuer

(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://mpus.cmca.net:8080/files/downloadcenter/CMCA
GLOBALTRUSTROOTCA.cer
[2]Authority Info Access
Access Method=Online certificate status protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://mpus.cmca.net:8083/ocsp

Basic restrictions

Subject Type=CA
Path Length Constraint=None

Certificate Policy

[1]Certificate Policy:
Policy Identifier=All issuance strategies
[1,1]Policy Qualifier Info:
Policy Qualifier IdI=CPS
Qualifier:
http://mpus.cmca.net:8083/files/downloadcenter/cps.doc

CRL publishing
point

The publishing point contains a URL to get the CRL file.

Key Usage

Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)

WER (EV)

TSI B8

A V3

BRI W 24 ArRENLEL
COE A ATR SHA256RSA

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b
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MR CN = CMCA EV SSL CA
O = Aspire Technologies
C=CN
ARk IE H UEFA RO R 1)
AR ZIEH UE A RO 25 1B ]
T WEHRY 3@ DN, . CSP7.1.4
yNGE RSA (4096)

-GN A N ERSS

[1]Authority Info Access
Access Method=IF-BMAEIEMARE (1.3.6.1.5.5.7.48.2)
Alternative Name:

URL=http://mpus.cmca.net:8080/files/downloadcenter/ CMCAEVSSLCA.cer
[2]Authority Info Access
Access Method=B(LIEFIRZSMY (1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://mpus.cmca.net:8083/ocsp

> A [1]Certificate Policy:
lﬂﬂ%ﬂqﬂ]& Policy Identifier=2.23.140.1.1
[1,1]Policy Qualifier Info:
Policy Qualifier IdI=CPS
Qualifier:
http://mpus.cmca.net:8083/files/downloadcenter/cps.doc
CRL KA i ZRAEAT— URL, FITIXS CRL XXH.
25 6H FH s Digital Signature, Key Encipherment (a0)
o i 2R B FH v EFPIRSPIIE (1.3.6.1.5.5.7.3.2)
RS EEBNIRIE (1.3.6.1.5.5.7.3.1)

ESE i E2 54

Subscriber certificate (EV)

Certificate Field value

domain

Edition V3

Serial number Random number containing 24 bits
Signature SHA256RSA

algorithm

Issuer CN=CMCAEV SSL CA

O = Aspire Technologies
C=CN

Effective date

Certificate validity start time

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b
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Expiry date Certificate expiry date
Theme Subject DN of certificate, see csp7.1.4
Public key RSA (4096)

Authority access

information

[1]Authority Info Access

Access Method=Certificate authority issuer
(1.3.6.1.5.5.7.48.2)

Alternative Name:

URL=http://mpus.cmca.net:8080/files/downloadcenter/ CMCAEVSSLCA.cer
[2]Authority Info Access
Access Method=0nline certificate status protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://mpus.cmca.net:8083/ocsp

Certificate Policy

[1]Certificate Policy:
Policy Identifier=2.23.140.1.1
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://mpus.cmca.net:8083/files/downloadcenter/cps.doc

CRL publishing

point

The publishing point contains a URL to get the CRL file.

Key Usage

Digital Signature, Key Encipherment (a0)

Enhanced key
usage

Client authentication (1.3.6.1.5.5.7.3.2)
Server authentication (1.3.6.1.5.5.7.3.1)

Subject alternate

name

Domain name

WER (OV)

EF55 e
A V3
Feols 0.5 24 S HIFENLEL
EE AN RS SHA256RSA
WU CN =CMCA SSL CA
O = Aspire Technologies
C=CN
AROREIEH UEHA RO G 6]
A ROHZIEH UE A RO 25 1B ]
T ETI 3 DN, W CSP7.1.4
yNGE| RSA (4096)

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b
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[1]Authority Info Access
Access Method=IEBMANIEMAZ (1.3.6.1.5.5.7.48.2)
Alternative Name:

URL=http://mpus.cmca.net:8080/files/downloadcenter/ CMCASSLCA.cer
[2]Authority Info Access
Access Method=BAHIIEPRESIMN (1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://mpus.cmca.net:8083/ocsp

3 ipases [1]Certificate Policy:
1EJFJKEH§ Policy Identifier=2.23.140.1.2.2
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://mpus.cmca.net:8083/files/downloadcenter/cps.doc
CRL BAf & ZRBAEET— URL, FATIKIE CRL XM,
%%ﬂﬁﬁ/ﬁ Digital Signature, Key Encipherment (a0)
oo ol B A FH v EFPIRSPIGIE (1.3.6.1.5.5.7.3.2)
IRSSEEEMIRIE (1.3.6.1.5.5.7.3.1)

B E i E2 2

Subscriber Certificate (OV)

Certificate Field value
domain
Edition V3

Serial number

Random number containing 24 bits

Signature SHA256RSA
algorithm
Issuer CN =CMCA SSL CA

O = Aspire Technologies
C=CN

Effective date

Certificate validity start time

Expiry date Certificate expiry date
Theme Subject DN of certificate, see csp7.1.4
Public key RSA (4096)

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b

W3k : www. cmea. net
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Authority access ,
[1]Authority Info Access

information Access Method=Certificate authority issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:

URL=http://mpus.cmca.net:8080/files/downloadcenter/ CMCASSLCA.cer
[2]Authority Info Access
Access Method=0nline certificate status protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://mpus.cmca.net:8083/ocsp

Certificate Policy | [1]Certificate Policy:
Policy Identifier=2.23.140.1.2.2

[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://mpus.cmca.net:8083/files/downloadcenter/cps.doc

CRL publishing The publishing point contains a URL to get the CRL file.
point

Key Usage Digital Signature, Key Encipherment (a0)

Enhanced key | Qo 8 antetion (1.5 6.1 55750

usage | Serverauthentication (1.36.1.5.5.7.3.

Subject alternate | Domain name

name

WHIET (DV)

EHE, BE

FERAS V3

Fea) 5 fl8 24 AL BEALEL

EE A AT SHA256RSA

WK CN = CMCA SSL CA
0 = Aspire Technologies
C=CN

AR IEH EFS A RO AR I 1)

R EJINE UEA BOHZE 1L (8]

ES WEF5 38 DN, Il CSP7. 1. 4

N RSA (4096)

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S HR%m: 518057 Hif:  0755-66820666
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WUR AL 5 el 45

[1]Authority Info Access
Access Method=iFHMRNAIMA#E (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://mpus. cmca. net:8080/files/downloadcenter/CMCAS
SLCA. cer
[2]Authority Info Access
Access Method=HRHLIEFRAE ML (1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://mpus. cmca. net:8083/ocsp

ES TS [1]Certificate Policy:
Policy Identifier=2.23.140.1.2.1
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://mpus. cmca. net:8083/files/downloadcenter/cps. doc
CRL K Afi A WRATEAE T — AN URL, FHT3K43 CRL 0.
BH vk Digital Signature, Key Encipherment (a0)
SR A B AE (1.3.6.1.5.5.7.3.2)
IR 55 2 5y SeAE (1.3.6.1.5.5.7.3. 1)
F % H 4 B4

Subscriber Certificate (DV)

Certificate Field value
domain
Edition V3

Serial number

Random number containing 24 bits

Signature SHA256RSA
algorithm
Issuer CN=CMCA SSL CA

O = Aspire Technologies
C=CN

Effective date

Certificate validity start time

Expiry date Certificate expiry date
Theme Subject DN of certificate, see csp7.1.4
Public key RSA (4096)

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b
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Authority access _
[1]Authority Info Access

information Access Method=Certificate authority issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:

URL=http://mpus.cmca.net:8080/files/downloadcenter/ CMCASSLCA.cer
[2]Authority Info Access
Access Method=0Online certificate status protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://mpus.cmca.net:8083/ocsp

Certificate Po||Cy [1]Certificate Policy:
Policy Identifier=2.23.140.1.2.1

[1,1]Policy Qualifier Info:
Policy Qualifier IdI=CPS
Qualifier:
http://mpus.cmca.net:8083/files/downloadcenter/cps.doc

CRL publishing The publishing point contains a URL to get the CRL file.
point
Key Usage Digital Signature, Key Encipherment (a0)
Enhanced key Client authentication (1.3.6.1.5.5.7.3.2)
Server authentication (1.3.6.1.5.5.7.3.1)
usage
Subject alternate | Domain name
name

7.1.1EB A S Version Number(s)

X.509 V3.

7.1.23EB ¥ B IN Certificate Content and Extensions;
Application of RFC 5280

CMCA 2K HJUESS, HAEHY RIUENE IETF RFC 5280 fr#E2iK .,
The certificate extension of CMCA follows the requirements of IETF RFC 5280.

7.1.2.1 RIEBH RBIE Root CA Certificate

1. ZYH: Key usage
%8 RFC5280 #1778, W% A Digital Signature, Certificate Signing,
Off-line CRL Signing, CRL Signing (86), 1%Ui[1] criticality % & 4 true.

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
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Fill in according to rfc5280, the contents are digital signature, certificate
signing, off-line CRL signing, CRL signing (86), and the criticality field of this
item is set to true.
2. H:ARZ){ Basic constraints
Path Length Constraint=None, 1% criticality 3% & 4 true.
Path length constraint = none, and the criticality field of the item is set to true.
3. MR MU E PR IRST Authority Key Identifier
R E LR PIARRAT AR CAEF A 911 256 {2 SHA256 HiFH M. %
IifF) criticality 15, & A false.
The authority key identifier consists of a 256 bit SHA256 hash of the public key
of the root CA certificate. The criticality field of the item is set to false.
4, FMREHPRIRAF Subject key identifier
LR PIAR AT AR CA IEF A P11 256 {2 SHA256 Hi8IH . 1%
criticality 315 & v false.
The principal key identifier consists of 160 bit SHA1 hash of the root CA

certificate public key. The criticality field of the item is set to false.
7.1.2.2 L BRI Subordinate certificate extension

1. ML (Key Usage) Key usage

¥ % RFC5280 #EAT#8 78, N %N Digital Signature, Certificate Signing,
Off-line CRL Signing, CRL Signing (86), i criticality 15X &~ true.
Fill in according to rfc5280, the contents are digital signature, certificate
signing, off-line CRL signing, CRL signing (86), and the criticality field of this
item is set to true.

2. ET5 5% (Certificate Policies Extension) Certificate Policies extension

78 RFC5280 #EATIH S . 1ZTiMY criticality 1% & A false.
Fill according to rfc5280. The criticality field of the item is set to false.

3. HAZH (Basic Constraints) Basic constraints

Path Length Constraint=None, %] criticality 3% & 4 true.

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
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Path length constraint = none, and the criticality field of the item is set to true.
4. CRL kAi s (CRL Distribution Points) CRL distribution points
% K i oA 8 &% 7 — A URL , URL H#i i A
https://mpus.cmca.net:8080/crl/crl1.crl FT3k13 CRL S, 1ZIiH criticality 13
wHE A false.
The publishing point contains a URL, the URL address s
https://mpus.cmca.net : 8080 / CRL / crl1.crl is used to get the CRL file, and
the criticality field of this item is set to false.
5. MikHE WA (Authority Key Identifier) Authority key identifier
iR E LR PIARRAT AR CAE-F A 911 256 {2 SHA256 HiFH M. %
IifY) criticality 15 & /N false.
The authority key identifier consists of a 256 bit SHA256 hash of the public
key of the root CA certificate. The criticality field of the item is set to false.
6. TIREHIMRTT (Subject Key Identifier) Subject key identifier
TR PR IRFT 2 CAUEF A9/ 160 A7 SHAT BUBZH B . 1ZT0H)
criticality 315 & v false.
The principal key identifier consists of a 160 bit SHA1 hash of the subordinate
CA certificate public key. The criticality field of the item is set to false.
7. WURFEHNAVIA (Authority Info Access)  Authority info access
AR BN T I A RHE TR ML, 1% criticality 351 &y false.
The authority access is the online certificate status protocol, and the criticality

field of the key is set to false.
7.1.2.3 JTPIEBH BRI Subscriber Certificate

1. FHH: (Key Usage) Key usage

1% RFC5280 #4731 78, %% 4 Digital Signature, Key Encipherment (a0),
ZI criticality 1515 & A true.

Fill in according to rfc5280, the content is digital signature, key encryption

(A0), and the criticality field of the item is set to true.

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
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2. E1iEmE (Certificate Policies Extension) Certificate Policies extension
i RFC5280 #1738 78 . 1ZTiY criticality 151 & N false.
Fill according to rfc5280. The criticality field of the item is set to false.

3. ¥ EZEY R (Extended Key Usage) Extended key usage

WA 1R MRFC5280HTIH, N NE ) i & 4 iiF (1.3.6.1.5.5.7.3.2),
MR %528 SR IE (1.3.6.1.5.5.7.3.1). %K criticalityls 1% & Hyfalse.

If yes, it will be filled in according to rfc5280, including client authentication
(1.3.6.1.5.5.7.3.2) and server authentication (1.3.6.1.5.5.7.3.1). The criticality
field of the item is set to false.

4. CRL kA7 & (CRL Distribution Points) CRL distribution points

ZRARAE T — URL, ATk CRL XX, %IiH) criticality 3851 B A4
false.
The publishing point contains a URL to get the CRL file, and the criticality field

of the item is set to false.

5. MiKRHA VI ZHFRRST (Authority Key Identifier) Authority key identifier

A UL B AR TR AT H P 2 CAUIEFS 2~ B 1) 256/ SHA256 X F1 2 Al . 13
Hcriticalityls % & Hfalse.
The issuer key identifier consists of a 256 bit SHA256 hash of the subordinate
CA certificate public key. The criticality field of the item is set to false.
6. TEHEHPRIRIST (Subject Key Identifier) Subject key identifier
FREYPIRIRFFIRR T HGER 28], 7T T X [R]— AR A R %
CAEBEPIERN D o NP P aliE A s —E R A S H . 2T
criticalitylz 1% & Hfalse.
The subject key identifier identifies the authenticated public key, which can be

used to distinguish different keys used by the same principal (such as when
the certificate key is updated). Its value is derived from the public key or from a
method that generates a unique value. The criticality field of the item is set to
false.
7. MRBEHAIVIE (Authority Info Access) Authority info access
AR E AR U7 R BB UIE RS PR, Z I criticality 3% 152 & A false.
The authority access is the online certificate status protocol, and the criticality

field of the key is set to false.
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8. ffif# &4 (Subject Alternative Name) Subject alternative name
¥ RFC5280 HFATIE A, 1T criticality #5(i% & 4 false.

Fill in according to rfc5280, and the criticality field of the item is set to false.

7.1.3 BEEHWRFRIREF Algorithm object identifier

T [EF22) CMCA 28 & [Pl 4% 8 RFC 5280 #rifE, H SHA256 Hik%E 4,
The certificate issued by CMCA is signed with sha256 algorithm according to
RFC 5280 standard.

7.1.4 Z# R, Name form

CMCA 2 & HJIE CEFEMRIET . EHEF LT P IESS) 1 DN #fR
X.500 (Distinguished Name; DN) fix % /73, &1 RFC5280 FHHLE -
The DN of certificates issued by CMCA (including root certificate, subordinate
certificate and subscriber certificate) adopts X.500 (distinguished name;

According to rfc5280.
7.1.4.1 iEB %L & Certificate issuer

> DV SSLiE

CN =CMCASSL CA

O = Aspire Technologies
C=CN

» OV SSLiE+t (certificate)
CN =CMCA QV SSL CA

O = Aspire Technologies
C=CN

» EV SSLiE+f (certificate)
CN =CMCAEV SSL CA

O = Aspire Technologies

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
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C=CN

» CMCAEV SSL CA #1411 (Subordinate Certificate)

CN = CMCA GLOBAL TRUST ROOT CA

O = Aspire Technologies

C=CN

» CMCA SSL CA H 415 (Subordinate Certificate)

CN = CMCA GLOBAL TRUST ROOT CA

O = Aspire Technologies

C=CN

> CMCA GLOBAL TRUST ROOT CA ##iE+: (Root certificate)
CN = CMCA GLOBAL TRUST ROOT CA

O = Aspire Technologies

C=CN
7.1.4.2 JEB E R Subject Information — Subscriber Certificates

CMCA %5 & IE 15 i B 51 44 77 & X500 % F B 4 e, [F &5
CA/Browser 1z Baseline Requirements # 7.1.4 5 %K.

The screening name of the certificate issued by CMCA meets the
requirements of X.500 on screening alias,and comply with the requirements of

Section 7.1.4 of the CA/Browser Forum Baseline Requirements.

7.1.5 Z¥3PR#$) Name Constraints

CMCA &R R TR BET, HERERLIRA R NEZBE 4,
WA IR SCRIAR A4 R, A5 T 9 SCA4 FRINE L RE IE A R I SRAR A4 K
The physical name of the certificate issued under CMCA global trust system is
not allowed to be anonymous or pseudo name. It must be an identification
name with clear meaning. When using English name, it should be able to

correctly express the entity name.
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7.1.6 1 B 5K BE X R #7512 &F Certificate Policy Object
Identifier

CA HZLEHRIE RIS Y R, certificatePolicies:policyldentifier % &
i anyPolicy;

VTP SR o RbR IR I T

DV SSL 455} B fE 5 5l X RAR IS5 4F (OID) O 2.23.140.1.2.1

OV SSL iF 5%t R FHIE 13 5 s 5 R AR RS #F (OID) A 2.23.140.1.2.2,

EV SSL E-F5Xf B FIE - S mE 5 AR5 77 (OID) 4 2.23.140.1.1.

CMCA %8 [HIIE TN &5 SR AR AR o TETD SIS BRI 6, B —/MUE 1 5 g
XFZARIRAF OID AT URL Hidik o 3T P EF R S0 RARRFF L 1.2, Tk
P5 (FIUE A5 HEWE KT BRI BT Hems , ARE T84T UE 1 SR mE X SR R o 3T P IE
Fiv PIAEB IR LA URL

http://mpus.cmca.net:8083/files/downloadcenter/cps.doc

In the Certificate Policy Extension of Ca subordinate certificate,
certificatep olicies: policyldentifier Set to anyPolicy;

The subscriber Certificate Policy object identifier is as follows:

The oid corresponding to ov SSL certificate is 2.23.140.1.2.2.

The oid of EV SSL certificate is 2.23.140.1.2.2.

Certificate issued by CMCA should contain policy identifier. The certificate
policy identifier contains a certificate policy object identifier oid and a URL
address. For the Certificate Policy object identifier of subscriber certificate, see
1.2. The Certificate Policy object identifier of subordinate certificate is all
policies, and the root certificate has no certificate policy object identifier. The
policy expression URL of subscriber certificate and subordinate certificate is
https://mpus.cmca.net:8080/files/downloadcenter/cps.doc

IEBAMRFT AT & CA/N W 881835 (CA/Browsr Forum) it
www.cabforum.org KA IFEFE7.1.650 723K

The certificate identifier meets the requirements of Ca / browsr forum
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www.cabforum.org Part 7.1.6 of the published guidelines.

717K B BR #l # /R I B9 A % Usage of Policy

Constraints Extension

RAERAY e

This extended domain is not used.

7.1.8 TR PR E FF V1B 3Z FiE X Policy Qualifiers Syntax

and Semantics

RAERAY e

This extended domain is not used.

719X 82 E B SR ER ¥ R T80 & 3 M N Processing
Semantics for the Critical Certificate Policies

Extension

RIERAY e

This extended domain is not used.

7.2 iEH B $4%)3% CRL PROFILE

CMCA & 1% )k CRLGIE 15 R kR #1130, 41T P &y i - k2 IL.SGP.22
CMCA regularly issues CRL (Certificate Revocation List). It is for subscribers’

inquiries. See SGP.22 for details.

7.2.1 i A5 Version number(s)

X.509: V2.
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7.22CRL # CRL # B # R Il CRL and CRL entry

extensions

CRL 7545 RFC5280 ZE3K . FIR A& A M 7 BOR N 2 P E B IR -

FB N

Version S 721 &Y

Signature X CRL #4784 1 5H . 2% RFC3279
Algorithm

Issure 22 CRL )54, CRL AR -

Effective Date

CRL LA (5 A7 I 18]

Next Update

CRL ) F—# KAl [a]. CRL KIRAMFESH 4.9.7.

Revoked

Certificates

AR # o BARIEF 7515 DL H Y, S SR A o

CRL HAFE

CRL meets the requirements of rfc5280. The list contains the most basic

fields and contents specified in the following table:

Field Content

Version Refer to section 7.2.1

Signature The algorithm used to sign CRL. Refer to rfc3279
Algorithm

Issure The entity that issues the CRL, the issuer of the CRL.

Effective Date

Release time of CRL file

Next Update

The next release time of CRL. Refer to 4.9.7 for release

frequency of CRL

Revoked

Certificates

List of certificates for the plug. Including certificate serial

number, revocation date and revocation reason.

CRL basic fields

H1[E#55h CMCA HE5 24 /N 3 & A BB i) CRL.
CMCA automatically releases the latest CRL every 24 hours.
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7.3 ELRIEBRESE I OCSP Profile

CMCA JNilEF5 i 42 OCSP (FEZRIF PR A A ) iIlRS:, OCSP 5 CRL

ARz, JTEUEFAT T R B WIEAIRESE B .

CMCA provides OCSP (Online Certificate Status Protocol) service for the
certificate customer, and OCSP is the effective complement of CRL in order
that the certificate subscriber promptly inquires the certificate status
information.

7.3.1 liA<S Version number(s)

H E 3 CMCA NIEBE 24t OCSP (TELIE IR A ) k%, OCSP
N CRL WA AN, J7 IR IT 7 S B RS S B .

WA 5 3 RFC 6960 5& X f¥) OCSPV1 hit.
CMCA provides OCSP (Online Certificate Status Protocol) service for the
certificate customer, and OCSP is the effective complement of CRL in order
that the certificate subscriber promptly inquires the certificate status
information

The version number is OCSPV1 defined by RFC 6960.
7.3.20CSP #/ &Il OCSP extension

A&
Not applicable.

8 T\ iE ¥l #3 & it #1 H 4k i {4 Audit and other

assessments of certification body

8.1 Wit BN = K 1§ Frequency or circumstances of

audit

CMCATE N1 I #EAT VAR -
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1W%$ﬁ CMCABEATHLA NI T, PR RYEAH SN w2
REMHLR, BDBEL—IX;

2. EEMTIMVHE AR . @ NERAE, BARRIE MR T E 5
MTEROVE

3. H=T7® it~ FWebtrusteiit: BT Webtrustdiit, HE# it
ety A A H AT H TR AR s = H .

CMCA evaluates in the following situations:

1. Internal audit: CMCA organizes internal audits on its own, with a
frequency of regularly organizing them according to the requirements of
relevant internal audit departments, at least once a quarter.

2. Evaluation and inspection by competent authorities: usually annual
inspection, mainly based on the requirements of relevant national regulatory
authorities.

3. WebTrust audit of the third party audit company: conduct an
annual WebTrust audit, and the release date of the audit report shall not be

later than three months after the end of the audit period.

8.2 it E B H R Qualification of auditor

1. WERFHTFANR B : —BONA RN Z 2SR, BUZ A w8 B2
KAEE R A

Qualification of internal auditors: Internal security management personnel of
the company, or auditors designated according to relevant management
requirements of the company;

2. FEMITPHEE T BB B E R IFRIRTT & ZR A TH A B
Evaluation and audit by the competent department. The competent
department confirms the qualification requirements and assigns auditors who
meet the requirements.

3. H=J7WebTrusttfitt5iii: XJ FMEREH T AU AN H THIHE SR AT

Hohik: VRDITT R HT IX R DX AR T 7 A T 3k bt A 7 i 7S MiZh: 518057 Hi%:  0755-66820666
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B AEAHREMBER AR (55 %4, WebTrustd tHAHICINEENERL . FrifERL

B H&WebTrustdi TH 2K 1 k55 51 ot AR B 4 55

B HEMRREAR, THSHRE

B HAMSIEH TR, SRR IR IE RG29S RS
2%

Third party WebTrust audit qualifications: The requirements for external audit

institutions and auditors are as follows:

B Familiar with public key infrastructure technology, information security,
WebTrust auditing related laws, regulations, and standard specifications.

B Having service qualifications and professional qualifications required for
WebTrust auditing

B Possess relevant professional skills, tools, and skills

B Having an independent auditing spirit, constrained by laws, regulations,

and professional ethics, and enjoying a good reputation in the industry

8.3 Hit&Z 5 E#EI CMCA B % & Relationships
between auditors and CMCA

831 HitE 5 E B3 CMCA B X & Relationships
between auditors and CMCA
#H11#H 5 CMCA N AT 55 W 4543 R 8L e A2 DASZ i 1475 25 00 4 1 1)

The auditor and CMCA shall have no business, financial transactions or other

interests that may affect the objectivity of the assessment.

8.4 it A Audit content

X E# 2 CMCA B THEFEE AR T LT N2
1. CA VBRI 1% il
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2. HYVEHERAE

3. Al CA il

4. RS A S PR

5. CAMLZHI

The regulation audit to CMCA should include::

1. CA physical environment and control
2. Key management operations

3. Basic CA control

4. Certificate lifecycle management

5. CA business rules

8.5 WEBME AR EXRERIEIHE Resolution for problems

and deficiencies

AN SRAE TR P A PAT A A2 AL, T EFES) CMCA KR ¥ d i
Rt KN B AR — I RO 5, IR PR SE AR
If finding the standard implemented has deficiencies during the audit, CMCA
will prepare a rectification plan according to the audit report contents and solve

the deficiencies as soon as possible.

8.6 L& B A5 £ % Communications of results

HCMCAZATL A FR I TR B Bl o, AT B AT ] A AR KA RS
CMCAHIK A B 45 2R o HCMCAREZAMTH THHLM I & it J5, CMCAZ{ER
a] WA B AATAMNER S AR . HCMCABH T NI 5, B4 R RAE A m A
FREAT ARk
When CMCA is inspected or evaluated by the industry authorities, the industry
authorities will release the inspection or evaluation results of CMCA to the
public.

When CMCA is audited by an external auditor, CMCA will publish the external
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audit results on the company's website.
When CMCA conducts internal audit, the audit results will only be

communicated within the company.

8.7 H b Other

CMCA FEIE P25 A1) Ay A& A7 1 iR 25 o1 B DL S GRAIEXT CPL CPS K& BR i
TR PR N 28 D g 2 R AT — IR N R 1, BEALIEC A 70 2 = Clivh - — )
I FEAD IR BT PEAL
In order to strictly control the service quality and ensure the compliance with
CP, CPS and Br standards, CMCA shall conduct self audit at least once a
quarter during the certificate issuing period, and randomly select 3% (or one

sample if less than one) samples for evaluation.

9 SEEFTEME M5 %R Legal responsibility

and other business terms
9.1 #%H Fees

9.1.1iEEEAFNEFEHA Certificate fees

A T3 A B TR E, CMCARWIEHEI 2 A, JFEAETT P I CMCA
VIEE TSR, $ERTE HNE BRI R SR A
According to the regulations of the marketing and management departments,
CMCA will charge a reasonable fee and inform the subscriber of the issuing
and updating fee of the certificate in advance when ordering the certificate
from CMCA.

9.1.2 IEH EG KA Certificate inquiry fee

CMCA & AU IS B, (DR B X e I3 e 55 WA i B AUA o

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
M3k www. cmea. net o143 W OH 177 |



REBHCAHR L

CHINA MOBILE CERTIFICATE AUTHORITY CMCA é}*,{%‘ ,f£ -‘L[E:P}j_k%%m[}]u

CMCA does not charge for this service, but reserves the right to charge for this

service

QIS IFERHEHBIRSTEENEMHER Query fee for

certificate revocation or status information

CMCA B AU IS 2, AELOR B X IR I e 55 WAL 9% BB o
CMCA does not charge for this service, but reserves the right to charge for this

service.

9.1.4 H{thfr %% A Other service charges

CMCA {x B YSUHR LAt A 55 5% F O BUR

CMCA reserves the right to charge for other services.

9.1.5 IBF KM Refund policy

FRIECMCAILE | ACPSHTHLE K TS X 5%, T/ A LAESRIR K. 50,
CMCAXIT FYSCHL) 2 FH 3 AN IR ik

TP RO HERF G CMCAZR I 58 8 . s, MEMRE R HRiIEEE, S
CMCAX I3 B 4503 2 A Je AR FEAT A T34 F:
Unless CMCA is in breach of its responsibilities and obligations under this CPS,
subscriber may request a refund. Otherwise, the fees charged by CMCA to
subscribers will not be refunded.
The subscriber shall provide complete, true and accurate certificate application
information that meets the requirements of CMCA, otherwise CMCA will not be

responsible for the losses and consequences.

9.2 11 & HR4E Financial responsibility

FEF3 CMCA S HARBL 73 SCHLH % BAT 4l Hoas (F A B AT H 3T AR
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CHNA HOBLE GERTIFCATE AUTHORTY CMCA 4 BRAZ FEE Fll 55 1)
ZUFReS, BOZA B AT L AR S i U KU .
i #3) CMCA B4R E IZHE A I, WA EE =7 BT I 45 # 4% o
T E B CMCA X THET I E RS- E R AR, AT RERE T HIRaS, H
FESTIE S I B, TR SOAT B THIE M 3577 AL R 22

CMCA and its authorized branch shall own the economic ability to maintain its

operation and perform its responsibility, and shall have the ability to undertake
the risk incurred due to the subscriber, relying party, etc.

CMCA entrusts just and objective third party for financial audit regularly each
year.

For the risks incurred for certificate operation service, in order to safeguard
customer's rights and benefits, CMCA will establish financial indemnification

fund to pay for indemnification incurred for certificate business.

9.2.1 {x23EE Insurance coverage

HrE#25) CMCA MR Y55 A K Dtk 8 FAR AR s, LFREAMR T

1. FEIY) 5 BB AF B R K K S5 R AN

2. EBIER, ORES VG S E 5 CMCA IE 1T 7 AHIE KR 5

3. PRSI [ A AEUEF A RO A

1 E#3 CMCA {EORES VG Fl A UK IH A IR 514

CMCA determines its insurance policies according to the business
development condition, including but not limited to:

1. The fire hazard of building and hardware facility, and other accident

insurance;

2 . Certificate liability insurance, with insurance covering the certificate

subscribers of CMCA and certificate relying party

The insurance time is within the effective date of certificate.

CMCA only bears limited liabilities within the insurance scope.
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9.2.2 Hfhi#F~ Other assets

CMCA i fR B JE 0% [0 55 52 77 Sk 4 4 L 1R 28 R UF A B X 55 1B
17, A FHRSHRAT P R HRAT B 54T

b BRI T [RIFE I A
CMCA ensures that it has sufficient financial strength to maintain its normal
operation and ensure the performance of corresponding obligations, and
reasonably assumes the responsibility to subscribers and relying parties.

The same applies to certificate subscribers.

9.2.3 M mAELAEAAK I B IR Insurance or guarantee of

end entity

I RCMCARYE A CPSEAT MR A E ,  BA K mVEHI 78 Z9U HH I A2 A/ B4 b
DT, CMCARHAZ AR SIEHNEIIFLE « (hHM LA - B0k B ) K
FHAH B [ T8 £ D A
If CMCA is liable for compensation and / or compensation in accordance with
this CPS or any laws and judicial decisions, CMCA will be liable for
compensation in accordance with relevant laws and regulations, arbitration

institutions' decisions or court decisions.

9.3 I %215 2R ¥ Business information confidentiality

9.3.1 R ZF{52EE Confidential information scope

1. CMCASIT P Z il BRI R AN SR TREGEE . BRAE
IR SO E BRBUR - PIEHLICSERYEER, CMCAK U AR A Af BliZ & 1T 7 ik
P45 B AR ERRAE

2. TP AR THLEE L, 1T N AIRGEACPSIMUE Z &R E, WiT
FUE IR AABIE R, T N E AT AR

1. The agreements, letters and commercial treaties between CMCA and the
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certificate issuing authority authorized by CMCA, between CMCA and
relying party/subscribers, and those between RAs authorized by CMCA
and relying party/subscribers shall not be published arbitrarily by one party
without the approval of the other party generally, unless expressly
specified by laws.

2. The private key of certificate subscribers is confidential, which should be
properly kept by certificate subscribers and can't be disclosed to
unauthorized third party. The losses caused by disclosure of private key by
certificate subscribers shall be borne by the subscribers.

9.3.2 FEBFRFEHIE R Information not within the scope of

confidential information

1. CARGZ KL (E B MCRLHHIE B
2. (ERAMLTT PR B AE B2 AT, R 7 Frie A AR AE B .
3. fEFRHE T P E B ANE B B GR EREAE B2 5, ARl TR T
JER TR T A 90 R 15 L
4. 2T B FHAh AR B 23 AR Y — 5 20 B s A R
5. A B ER I = P Fe e 2 7 BRI R .
6. HAnrTLUEE A3 AFHRIESBNE R
Certificate information issued by CA system and information in CRL.
2. Data and information held by the receiving party prior to the disclosure of
data and information by the provider.
3. Information disclosed by the provider, or after the disclosure of the data
and information, not for the reasons of the recipient.
4. Become part of the data and information in the public domain, either
publicly or through other means.
5. Data and information disclosed to the receiving party by a third party
entitled to disclose.
6. Other information that can be obtained through public and public channels.
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9.3.3 & 7 & & 15 B B FT 1 Responsibility of business

information confidentiality

CMCA A &M ™ i BRI . WEMBLARTBORRIVEE R, BiEE
ARFEMAE . K EESE. CMCA R A TV E B2 (5 B AR % 7 H Mk
Il
CMCA has a variety of strict management systems, processes and technical
means to protect confidential information, including but not limited to business
secrets, customer information, etc. Every employee of CMCA should receive

training on information confidentiality.

9.4 ™ AB2FA{RE Privacy of individual information

9.4.1 B2FAREE 5 X Privacy plan

2 A NFEAME BAEE T CAL RA Bl B, 1R B s 74t T s
e, REFRWIIEIAT

CMCA H A 1T P AMBATHIRE AL, N NEAAME SR 7 Rl sy BT VA
L4 [H) 4% 52 CMCA RIBRFA LRI il £
Customer's individual privacy information is stored in CA and RA databases,
and the certificate private key is stored in database after being encrypted,
which can't be obtained without authorization.
CMCA respects all subscribers and their privacy, and the privacy information
confidentiality scheme of individual privacy complies with the existing laws and

states that it has agreed to accept the privacy protection system of CMCA.

9.4.2 {E e FARERAY{S 2 Information treated as private

CMCA f£ & BAME T P R LM e fE B, Br VEBH o tilinE R
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B i e A CMCA 4 B i EIE 13k 55 411
CLBAIEFRIRA A B4, 12T IEEAME B B F RO AR BE, X6 (5 B0 H i
CMCA i, JELIT 7 [F B SRIE A A SEBUIIBT TR R A L i e 2
K, CMCA AZERAT. WUREARTUTMESL:
W TP AR GHIE S, 0w RS S
W TR S

TP EAE MR b

W T ERATIR S

When CMCA manages and uses the relevant information provided by the

subscriber, in addition to the information already included in the certificate and
the status information of the certificate, the basic information of the subscriber
will be treated as privacy. This information can only be used by CMCA, and
CMCA will not disclose it arbitrarily without the consent of the subscriber or
according to the legal procedure requirements of the relevant laws and
regulations and public authorities. Including but not limited to the following
information :

B Subscriber's valid ID card number, such as resident ID card number;

B The contact phone number of the subscriber

B Subscriber's mailing address and residential address

[

The subscriber's bank account number

9.4.3 7 ABaFARY{E 2 Information not deemed private

UEFS A B A5 JE L SGZAE B IR (S B 352 AT LA T, R A9 Al

2N

EE.
he information included in the certificate and the status information of the
certificate could be publicized, and wouldn't be regarded as the private

information.
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9.4.4 1% 37 B& FA B9 3 {£ Responsibility to protect private

information

CMCA. FEMHLIE S T 77 W07 S LA B AN S5 1R A CPSHIE ,
ARIHAR N B B FA ORI DT . AEVEERIE A SR Tl SE R F R T,
CMCAT] LA E X R AT FaFAME B, CMCATG 7 A& 1 B i i AT A 52 4T
CMCA, registration agencies, subscribers, relying parties and other institutions
or individuals are all obliged to undertake corresponding responsibilities on
privacy protection in compliance with provisions of this CPS. Under
requirements of laws and regulations or public authorities through legal
procedures, CMCA can pronounce private information to specific objects, and

CMCA does not need to bear any incurring responsibility.

945 FHERIEENS M5 R E Notice and Consent to

Use Private Information

1. TP AR, CMCATEME 55 Fil A 4% A CPSHLE 1Y KA R4 BUR AL H

IR HAEATT PSR, iR EW A BEH, CMCAYTF LA & HIT .
2. PR, FEARNERE M ERA LRI TR T, CMCAIAR E X 4

P F& PR RS S, CMCARRT LI & 5T .

1. Subscriber agrees that CMCA may use any subscriber information
obtained in the business scope and in accordance with the privacy
protection policy stipulated in this CPS, whether it involves privacy or not,
CMCA may not inform subscribers.

2. Subscriber agrees that CMCA may not inform subscribers when disclosing
privacy information to specific objects, as required by any law, regulation
or public authority.
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9.4.6 {K:EEFRITHIZEFEB{E B E Information disclosure in

accordance with legal or administrative procedures

BRAERT & T FI26 A, CMCAAS KT RS B g HoAl > NBsE =J7

HIRAE
1. A ATEGER T B Ab R AR IR B T TR AR BUR R AR &

RIE i 25 HU RS I8 SV H Y I
2. R AT A EE B R R AL
3. ARCPSHLE i HoAh AT DL 5 HI T I

CMCA will not provide subscriber's confidential information to other individuals

or third parties unless the following conditions are met:

1. The application filed by the judicial, administrative departments or other
departments authorized by laws and regulations through legal
authorization in accordance with the provisions of government laws and
regulations, rules, decisions, orders, etc.

Subscriber's authorization for information disclosure is in writing.

3. Other circumstances that can be disclosed in this CPS.

9.4.7 = 2 E B Other information disclosure

CMCA. AT/ JEMLAL « HATT S B A 512 A CPSHILE ,
ARTEAE L CRAP B A DA o ZEVEARIE I B A FEAU 38 1 Tl Sy A e T 7
TG RAE SR T, CMCAT] LA HFIE HIX R AATFEAME S, CMCATG 5 4K $H Hi itk
i BT AR T34 F
CMCA, subscribers, registered institutions, relying parties and other
institutions or individuals are obliged to bear the corresponding responsibility
for privacy protection in accordance with the provisions of this CPS. CMCA can
publish private information to specific objects under the legal procedures or the
written authorization requirements of subscribers by laws and regulations or
public authority departments, and CMCA does not need to bear any
responsibility.
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9.5 MR~ Intellectual property rights

CMCA=ZA IR B XFIEFS L AL CMCASR (I (1) iR« Bk, Bl 45 & 1
B BRI GRS A AR 8 CMCARIT H RATICPS. CP. AR HF
W AR HIUE TS A1 CRLAE H BT A BUNT AR A4 JH J& T CMCA.
CMCA shall enjoy and retain all intellectual property rights such as copyright,
patent application right and other intellectual property rights to certificate and
all software, data, data, etc. provided by CMCA; The ownership and
intellectual property rights of CPS, CP, technical support manual, issued
certificate and CRL formulated and issued by CMCA are all attributed to
CMCA.

9.6 fRi& 53B4R Representations and warranties

9.6.1 B FINIERRSHMRIBRASIESR CA  representations

and warranties

9.6.1.1 AE®HN CMCA HIT{EFI X 55 Responsibilities and obligations of
CMCA

FIE 5 CMCA S AKH [ RE— AN X (1 TTAEAN 552 -
® {RIEFEMZ) CMCA WA B AU K 2~ AR AE DA @ W R

AT T AN I 5
® [{RUETHEFZZ) CMCA %4 A1 T [E 25 CMCACSF W &5 2%
M B PR 5

® H[EME) CMCA HALAIHAT IR & LT & F X BCRE

o H[EFZ) CMCA FERZa N G MAHBAHERN T Kl A
B R ARIE, TEUEBARBIAN, CMCA XK R EHIETR, Ci#sF BR
€, L& CMCA ] CP 5 CPS.

o HE#Z) CMCA IEHAERAEIE LSSl fEd, XLAMMERE #E47 7e Bik
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1A FH 342 55 IP Hhik AR
2 AEFE AL
315 B HEREE
4. KA RFEE
5. F1iE NSy
6.1 7
7ARE
8.444H ,
The sole and absolute responsibility and obligation that CMCA shall bear

are:
® Ensure the public key algorithm used and issued by CMCA wouldn't be
broken under the existing common technical conditions;
® To ensure secure storage and protection of the signature private key in
CMCACSF,;
® The security mechanism established and implemented by CMCA
complies with the requirements of national policies
® CMCA declares and warrants to the certificate beneficiary (subscriber,
application software supplier and relying party) that during the validity
of the certificate, CMCA has complied with br regulations when issuing
and managing the certificate, as well as CP and CPS of CMCA.
® CMCA certificate guarantee , in the process of certificate business,
conducts complete and accurate verification of the following
information. After the verification is passed, relevant certificate
operation can be performed:
1. right to use domain name or IP address
2. Certificate Authorization
3. accuracy of information

4. no misleading information
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5. applicant's identity

6. user agreement

7. status

8. cancellation

B FRBLE ER T %K, T E#3 CMCA. HEF3) CMCA RS LK.

HE 25 CMCA SRALRIEMALL . T EZ) CMCA I G AN AT L AT X
55 R, ANIENL S5 A BRI N, S AR5 JEn] DU 75 AR e R [ 72
2 CMCA iR 5 & 1) X S5 el rp E#25)) CMCA 0 Z50f AT AR LB 7K
Wi o
Except for the above-mentioned terms of responsibility, CMCA, CMCA service
organization, registered institution authorized by CMCA and employees of
CMCA shall not bear any other obligations. It must be noted that the content of
this certification business statement has no information that can imply or
explain that CMCA must undertake other obligations or CMCA must make

other commitments to its actions.

9.6.1.2 ZWMEINMATATHL /1 Objective accident and force majeure

FE M5 CMCA AN T2 WS SN B AR AN o] 5T 77 343 R4 A SR e sk
SEIRFRAATATHR . IR B 22 DA . XA RS Zh A Gy 25— I is
EERAT A R B30 B2l Mg KR BRRE. R KR B A A 5 U
£

CMCA doesn't undertake any loss, damage or indemnification responsibility to
the operation failure or delay incurred due to objective accident or other force
majeure. These events include the labor dispute, intentionally or unintentional
behavior of one transaction party, strike, riot, turmoil, war, fire hazard,

explosion, earthquake, flood or other catastrophes.

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
M3k www. cmea. net #1154 WO H 177 W



REBHCAHR L

CHINA MOBILE CERTIFICATE AUTHORITY CMCA 2BRE/EUEE ML SHN)

9.6.1.3 Hftk Others

FE5 9.6.1.2 S5 B HATATIB LT, T EEES) CMCA T3 2520,
AIERES 9.6.1.1 ZaK. AAUEME 55 75 BHATAH ML CP FILE ) DA 355 .

HTEARMHED S RE, NRIEEBR 2 et PE#5) CMCA £ZKiE
FAT P it SEHAIE S DRIE S E#25) CMCA BESE 47 H#UEAT 9.6.1.1 %K.
Under any circumstance listed in Article 9.6.1.2, due to being affected, CMCA
can be exempted from the responsibilities and obligations specified in Article
9.6.1.1, the CPS and corresponding CP. .
Due to the progress and development of technology, to ensure the certificate
security, CMCA may require certificate subscribers to replace certificate timely,

to ensure that CMCA can perform Article 9.6.1.1 in a better way.

9.6.2 ;¥ i} ¥ 9 B9 P& iR 5 3B {R RA representations and

warranties

VE ML DA 208 57 ARV 25 A B 26, A& (R [E#23) CMCA iz B4
HMIE) 1 (FEs) CMCA RA BHELIIE) “EMyul i,

TN UG 35 25038 <7 -4 B SE IR RE AL UE A R T A PAT SR IR AR, #hERIE
FHRE R IR P AT ] SE 1
RAs must abide by the CPS terms, as well as the standardizing system of
Operations Management Specification of CMCA and Management
Specification of CMCA RA.
RAs must follow and strictly implement the certificate authentication process
according to the standard for certificate authentication before the certificate is

issued, to ensure the accuracy and reliability of certificate issuing.
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9.6.3 iT PHIPFRIA 5384% Subscriber representations and

warranties

FERERAERZHT, AT CANHEF 223 NI BRI, UEA51T P b AR AT 4R
RIS FF# & 1) (CMCA i HiER) o Fra KEHIT P — B3 IZ
kL, BIECAA P FE (HEs) CMCA Uil HiT P i) R 246K,
P — B AT PSR B 5 KR R SOOI R B e RS T, B
FH L HVAR 5T AT
Before issuing the certificate, for the clear interests of Ca and certificate
beneficiary, the certificate subscriber must submit the paper signed and sealed
CMCA digital certificate application form. Once all certificate subscribers
submit this material, it means that the default user agrees to all the terms in
CMCA digital certificate subscriber agreement. Once the user violates the
terms in the subscriber agreement, he will bear the consequences and
responsibilities caused by the violation of the terms, including the
corresponding legal liabilities.
UEFS F IS A CA FIIE 552 2 A AT ARV AT ORALE o
® A IR LT P b 257 M 8 5 0% TR S H IR DA SCRAEH I BT O 2 4 R
FFHRBIRER, TR ORI UE TS % 5

® E-IiT P AEIE R R LB LIH S T A NS B e . HE
FAANILSERT, AEFAT P 0 ARSI B A e P g AR sk i o, fErp
E#25) CMCA B3¢ ik 2 1A% 5K 5

® EPA S, UEITIEE U SR _E R IBAE %52 CMCA 25K [IE
155

o EFIT P ORIENT HRIEHIIE AR GG E N A, wdEEE, ET
VP RSE R At R ) — D i LS 54

® E AT 7 250 A% T ST AT Al AR MY 55 R BRI E B B el o [ A% B
CMCA HEFFAE B 22 4= 48 it

® EFIT AR B AVAENL 55 S R U SIE-B AR S HRE B BGR, &/
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® — HRAEAEMATRE SE NN, AHERIT FERAA . B
ol DA R A L, AIE R T P S ST @ e E R 3 CMCA sl [
Z)) CMCA FAUMEMNLI, g REUER . MAY S I

® UNEPIT WL AESS, RN ) CA Hrlef i .

The applicant of the certificate undertakes and guarantees for the Ca and the
beneficiary of the certificate.

® All certificate subscribers shall strictly abide by the procedures of
ownership and safety savings about the certification application and
private key:;

@ All statements and information filled in the certificate application form
or filled online by certificate subscribers must be complete, accurate
and true, which are for inspection and verification of CMCA or LRAs.

® After the certificate is issued, the certificate subscriber accepts the
certificate issued by CMCA through the email box on the certificate
application form;

® The certificate subscriber guarantees that the certificate applied for is
used within a reasonable and legal range. If the certificate is used in
violation of the regulations, the certificate Subscriber shall bear all the
problems and responsibilities arising therefrom.

® Certificate subscribers must strictly follow and obey the security
measures specified in the CPS or recommended by CMC;

® Certificate subscribers should be familiar with the regulations of the
CPS and certificate policies related to the certificate, and shall follow
related restrictions about use of subscriber's certificate;

® In case of any circumstance that may result in security crisis, such as
certificate subscriber's losing, forgetting or disclosing private key or
other circumstances, the certificate subscriber shall inform CMCA or

RAs authorized by CMCA to apply for adopting the disposal measures
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for reporting the loss of the certificate or revoking the certificate.
e If the subscriber needs to terminate the use of the certificate, he

should apply to the CMCAIn time.

9.6.4 {k# 75 BIBF A 538 4% Representations and warranties

of relying party

WRGETT AEAS M P E A% 5 CMCA TE -SRI, 06 Z5 DR AIEIRE 57 AN S LA 26K

W ARAORIIE BECE, T RRIER A EH .

W TR R AT CAETS AT, 240K 75 5547 1) CRL UK A E F RS,
RAEWINZIE A AR, ZEB4 B3

B TH AT AR, AT IE S A AT st R B A AT AR T AR I
A <201

The relying party shall promise to follow and implement the following terms
when trusting the certificate of CMCA:

B The relying party gets familiar with the relevant certificate policy, and
knows the use purpose of the certificate.

B The relying party shall check the latest CRL to inspect the certificate
status before trusting any CA certificate. The certificate could be
effective only it isn't cancelled by confirmation.

B All relying parties shall promise their trusts to certificate indicate they

promise they know the relevant regulations here.

965 HM £ 5 & M5 & 5 $8 {f Representations and

warranties of other participants

FohthZ 5340 H S5 He i« DAL H A SR Bt B 5~ DA IR AH 5 IR 95 1 SE A4 75 22
sy [E#5 CMCA 1 CPS.
Other participants, such as LDAP serve providers and other entities providing

services related to electronic authentication, shall follow the CPS of CMCA.
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9.7 $8{% % &% Disclaimers of warranties

AN RAEFS S NSOE B S SR A e AT R s RIS, ik X
AR 1L AR S 1 A i A S, kS 2] 1 [E#25) CMCA HLIAE A
R IEFS . HHIE SR 25T 20 %y b el F IS N fl&dE, T E#25) CMCA Ak
HEUEF N B R BNERAI 2 5 5T4T, H AT DURYE 32 3538 9T SRR AL U 2 35 B
In case the certificate applicant intentionally or unintentionally provides the
incomplete, unreliable and expired information, but he also provides the
necessary review document according to the normal processes, thus obtains
the digital certificate issued by CMCA. All economic disputes incurred due to
this shall be undertaken by the applicant, and CMCA doesn't undertake legal
and economic responsibility related to the certificate consent, but could provide
the survey assistance and help according to the request of the victim.

H [ #% 5)) CMCA ARIBAT A oAt R 2 5AX 1) N ERAL 2 LA [ % 5)) CMCA 44
Mgk R RO A TSR BT 51 BV DT
CMCA shall not bear any legal responsibility caused by preparing, publishing
or spreading unreliable information by any other unauthorized person or
organization in the name of CMCA..

FEF2 S CMCA FEREVF AT B N, MR ¥ 52 5 3 Bah A i ER an s fR 1t
L1528 2y AR R AN TR R B - 2 44 A, (B IR ANXS R VAR 54T .
CMCA truthfully provides the "non-repudiation" digital signature basis in the
electronic transaction and operation according to the requirements of victim or
laws within the permitted scope of laws, but it doesn't undertake legal
responsibility.

H [ #25)) CMCA AN AR AR — 77 7647 #IE 5 sl £ F IR 53 7 v 51 S ) B e
()3 ()40 R AR H AT

CMCA doesn't undertake the responsibility to the direct or indirect loss

incurred by any party in the certificate trust or usage process.
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9.8 HPRH{E Limited liability

N CMCA R4 CPS BRAEMIEEINE, LA S w5 2R 8 A2 A/
AME TR, CMCA K IRAR VA RE R AL E « i B B 8 72 B2 e ) 1)
DRACHEAE N, T 2 5T A
If CMCA is liable for compensation and / or compensation in accordance with
this CPS or any laws and judicial decisions, CMCA will be liable for
compensation in accordance with relevant laws and regulations, arbitration

institutions' decisions or court decisions.

9.9 iz£= Indemnities

1. BRIAEA HAMURE i) 5E, X T ARFIACPS I T IR Ak 5 1 5 U A
455, CMCAANAITT 7 M/ BRI TT AR FEAT AT s 22 A0/ B kM2 5T AT o
Unless otherwise specified or agreed, CMCA shall not be liable to the
subscriber and / or the relying party for any loss not caused by the certification
services under this CPS

2. AT B 5 AT B RS B CMC AR AL R AR IR 25 11 38 52 i 453 2%,
CMCARHK Y AXCPSHIMH IS 5% ik 4n TAH M. (I £ . (HE R and], 4nRCMCARE
HERA AL IR S5 R (244D« (CERFINERSE# /M%) - CMCA
) EE TR RAICPSSLHtf, WA ACMCAN R G T £, CMCAKAXTIT
J RS TT AR AEAT AT I A2 B M T AT
CMCA will make corresponding compensation in accordance with the relevant
provisions of this CPS for the losses suffered by subscribers or relying parties
in civil activities due to the certification services provided by CMCA. However,
in any case, if CMCA can prove that the services provided by CMCA are
implemented in accordance with the electronic signature law, the
administrative measures for electronic authentication services and the CPS
filed by CMCA with the competent authorities, it shall be deemed that CMCA
does not have any fault, and CMCA will not be liable for any compensation or
compensation to the subscriber or the relying party.

3. LIWACPSE N HMKEARIE, wLl FHkedidE, CMCAAKIE
AT AT D A3 /B AME T AT -
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(EE B AR E AT RN AR R . KRBT« USSR BT AT AT 4
i TR AR TR AR AT
(2) th ERE (1) BUITIR AR S AH AL B b 7 51 RS ) 3 2R B 5
(3) FECMCAAT AT T B K+
(4) BRI SBHLR, WBET. KB ®E. BRAMLNE

29
~J o

Regardless of the contrary or different provisions of this CPS, CMCA shall not
be liable for any compensation and / or compensation for the following losses
or damages:

(1) Any indirect loss, direct or indirect loss of profit or revenue,
damage to reputation or goodwill, loss of business opportunities or
opportunities, loss of project, loss or inability to use any data, equipment or
software of subscriber and / or relying party;

(2) Loss or damage arising from or incidental to the loss mentioned in
(1) above;

(3) Losses caused by non CMCA actions;

(4) Losses caused by force majeure, such as strikes, wars, disasters,
malicious code viruses, etc.

4. TWARCPSEGAMREAFRME, UIRCMCARYEACPSEAT (%4
FUE, DL BRI 78 AR AR 2 AN DT AR 1), CMCANE 3 BEAH SR A R I E « i
HATURE) B T8 BT e 1) 1 phe A A EURH L R DG 43 DA
If CMCA is subject to this CPS or any law, whether or not this CPS is otherwise
or not specified CMCA will be liable for compensation in accordance with the
relevant laws and regulations, the arbitration agency's decision or the court
judgment if the law stipulates that the judicial judgment shall bear the liability

for compensation and / or compensation.

9.10 B HAPR 5451k Term and termination

9.10.1 BYHAR Term of validity

A CPS HAEATZ HEBIERAR, LE—AH CPS [FAI &% & CPS £ T
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This CPS shall come into effect on the date of issue, and the CPS of the

previous version shall be invalid at the same time; This CPS shall become
invalid on the effective date of the next version of CPS or when CMCA

terminates the electronic authentication service.

9.10.2 £&1F Termination

CMCA Z 1k H 7 INIER 51, A< CPS £ 1.

When CMCA terminates the electronic authentication service, this CPS will
terminate.

9.10.3 M HH L It 518 Termination and reservation of

validity

A CPS 1k J5, HAJEFRIN 21k, CPS W N2 N TCRUEF, {HX}
bz HETRAE NSRS, K CPS Wt &7 ST RLE K& AT Sbr A sRidE i
After the termination of this CPS, its effect will be terminated at the same time,
and the contents in the CPS will be regarded as invalid use. However, for the
legal facts occurring before the date of termination, the provisions of this CPS

on the liability of all parties and the exemption of liability still apply.

9.11 #E&5&FN/HEEHE5S/E1E Individual notification
and communication to participants
S5 HEWMFER—5 T AETA CPS I MRS . VL. BIE%EE,

wJ LIS I ) o 5 AR BEE 5 CMCAL.,

Bt Z M k. www.cmca.net

Bt ARIF4E: cmca@aspirecn.com
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If participants need to know more about any service, specification, operation
and other information mentioned in this CPS, they can contact CMCA through
website or email.

Contact website: www.cmca.net

Contact email: cmca@aspirecn.com

9.12 {&1] Amendments

9.12.1 {&iT#£F Revision procedure

BATHEF 54 CPS1.5.4“CPS #t#EfE /7 1 .

The revision procedure is the same as cps1.5.4 "CPS approval procedure".

9.12.2 &E A ¥ %) #1 HA PR Notification mechanism and time
limit

BT JG 1K) CPS &3tk J5 14 57 Bl £F CMCA [ %k www.cmca.net b & A

The revised CPS will be published on CMCA's website(www.cmca.net) as

soon as it is approved.

9.12.3 &Rl MM BB Situations where business

rules have to be modified

CMCA A0 A CPS BT HIH I HE: CPS Wk WA 5 B IR E
A—F B EE BT AU RN 257 B A ) 58 el 4 2K 55
The situations that CMCA must modify this CPS include: the inconsistency
between the relevant contents of CPS and the governing laws, and the clear
requirements of the national regulatory authorities for the change or

adjustment of the certification business of CMCA.
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9.13 i) &2 Dispute resolution

B AN 55 75 B R S5 AR RIE « 48 F 07 6 AR ELHR ik, & P b A2 A
ARV S5 P B I 207

LRI ARAIENY 2% 75 W 512 1) 5 5 AR MY 25 75 WA G 1) — D14+, 43 A3
) 5 B ROR GARYID A R m) W T 7E N R e 5
In case the provisions in this CPS mutually contradict with other provisions and
guideline, the customer shall receive the constraint stated in the CPS.
For all disputes incurred by this CPS or related to this CPS, all parties consent
the local People's Court of ASPIRE TECHNOLOGIES (SHENZHEN) LTD. to

administer.

9.14 E3E;%# Governing laws

ARV 55 75 WAL 57 T Al A e e N RSN ] 128 42 725 A /8 A R AR
This CPS is subject to the control and explanation of Law of Electronic

Signature of the People's Republic of China in all aspects.

9.15 B AR E ™ Applicable laws

Tl & R B HAVE 26 R I 3 K To iR 2 AR I AL R &, T EFE )
CMCA VRNV S5 B RIPAT . ke BHREANAG R 5 ] o Ao N R LA 12
.

PRI R TR PITA 2 A S8 — IR e AR, T AN A AT D E A e 5 £
AL AE AT A A S
The implementation, interpretation, translation and validity of CMCA
certification business statement shall be governed by the laws of the people's

Republic of China regardless of the choice of contract or other legal terms and
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whether or not a business relationship is established in China.
The choice of law is to ensure that there is a uniform procedure and
interpretation for all customers, regardless of where they live and where they

use certificates.

9.16 —fig &5k General terms

9.16.1 SeE 1Y Entire agreement

AP BONT AT ) XS S BT S Tk R i) A S B AN [ 2, BT A XU
Ja AT IA B AT PSR AR A S
The agreement and appendixes shall constitute complete understanding and
consent between both parties with respect to the matters concerned, and shall
supersede all temporary agreements or memorandum of understanding

between them prior to the effective date of the agreement.
9.16.2 §%iL Assignment

TR ST R B R AR . PATH . AR AR EHE M Z1L
N, 1 E#Z) CMCA 1] CPS ¥JfRiEH M &, Xt ALK . & J7 Al RYEEE
ik (BFEIFEEET A MRS T EF ) CMCA 1) CPS ik BRI
)‘(%O
For any of successor, performer, heir, representative, manager or assignee
expressed or implied by either party, the CPS of CMCA will ensure their rights
and benefits and bind on them. Either party may transfer (including merger or

transferring controllable securities) the rights and obligations specifically
described in the CPS of CMCA according to laws.

9.16.3 57 Zl1% Segmentation

FE 5 CMCA (1) CPS IR 25 B N A, dn SR R 9 A ] Jid P el A
(A0 Bl Y R BT AN RE BT, B4 CPS LR 4y (BAS B 75 I TG A A
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In case any terms of CPS or its applications of CMCA are invalid or couldn't be

implemented due to any reason or within any scope, the residual part (and the
serviceability of invalid or unexecutable terms of other parties) of CPS would
make reasonable explanation to reflect the original intention of the party. The
relevant parties know and agree that the responsibility limitation as regulated
in the CPS of CMCA, guarantee, or other exceptions or limitation, or
elimination of damages is the individual term which could be independent of

other terms and could be implemented.

9.16.4 3% 1T Enforcement

CMCA FH, WEFIT /7 KHUT S5 L 413047 CMCA 1) CPS H BT A FILE -
AT P KR T 2 SR A AT CMCA 1) CPS W RIS , AN AiZ S ik
R RAPAT Z I B AT E
CMCA states that certificate subscribers, relying parties, etc. must implement
all the provisions in CPS of CMCA. If the certificate subscriber, relying party
and other entities do not implement a provision of CPS of CMCA, it is not
considered that the entity will not implement this or other provisions in the

future.

9.16.5 A1 Force majeure

T E ¥ 3l CMCA FUAEA LA AN LA ek e A 742 1) 5 77 9S4 P dd Rl
[E#35) CMCA 1t CPS HlE MR TifEiE . LERECLIEBIT M. AFHi))
—REFEFT MG Lo TR ENAT N B 23, mE. BB, 5
Fro WreE . KR BEE. MR KR EHAR R R HMESE
CMCA and certifying authority shall not be responsible for the violation, delay
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or failure of fulfilment of guarantee liability specified in the CPS of CMCA
caused by the following force majeure events. The force majeure generally
includes the labor dispute, intentionally or unintentional behavior of one
transaction party, strike, riot, pestilence, turmoil, war, outage, fire hazard,

explosion, earthquake, flood or other catastrophes.

9.17 H#b 5%k Other terms

1 EF2 S CMCA 5 BAKZ i o 53 AT 0 € Hefth 265K, B3 ARAE L ik 15 B
A 5 N B 46K
CMCA could separately confirm other terms after negotiation with the specific

customers, including other relevant content terms instructed in the above.
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