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1. BL3EMHEAR General Description

1.1 #Ei1R Overview

HEHRSEAR GRIID BIRA TR T ERSEE T A, Aot EESAE
#1.0» (China Mobile Certification Authority, f&i#k CMCA) I HL FIIE RSk 55
B8, RPN RSEANE TV ANE B A FUR ) BT IR IR S5 VF AT 535 H H
WAEMR S Z
Aspire Digital Technology (Shenzhen) Co., Ltd is a subsidiary of China Mobile.
Aspire Digital Technology (Shenzhen) Co., Ltd which is responsible for the
electronic certification service business operation of China Moblie Certification
Authority (CMCA). CMCA is a third-party authority approved by the Ministry of
Industry and Information Technology of People's Republic of China.

UEF SR M S HE A UEME S5 B CCP/CPS) £ 5¢ T-IMIEHLH (CA, Certification
Authority) fEAEEFUEF (LURRIFRIES) RS EamEM (k. miE. &
HTD T b 55 S B P AR RIS O PR AR R AN R B, SRR SRR 5% BRI B
A5 T4 9 B85
The Certificate Policy and Certification Practice Statement (CP/CPS) is a
detailed description and declaration of the specifications followed by the
business practice of the certification body (CA, Certification Authority) in the
full digital certificate (hereinafter referred to as certificate) service life cycle (e.g.
issuance, revocation, renewal), and is a description of the details of the
relevant business, technical and legal liability aspects.

Hh [E A% ShiE B SR &R (CMTCND a3 NEER R ARG AR,
A CP/CPS /& CMCA 2IR{5 A4 R L5 b 55 U A 1, AR 1 SAH iR
MK, 4 CP/CPS H4niEA | 4 [E 2 3) CMCA JTJE A 3REEIE-HIAEL 55
25 TRV SRR AN ORI, DA AR RS 2 5 % 07 R TR S 55 .
The China Mobile Certificate Trust System (CMTCN) includes the China

domestic trust system and the global trust system. This CP/CPS is a certificate
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business rule statement CMCA the global trust system. In accordance with the
requirements of relevant national laws and regulations, this CP/CPS describes
in detail the specifications, procedures and safeguards of China Mobile's
global trust certificate certification business, as well as the responsibilities and
obligations of the participants in the e-certification service.

ARICAH IR G (N RIEAE B 7254270 i N RGN E Tl An
SR ER A B CRRTVGEIRSSE FINED « (TR S GRAT)),
PL & B #1 i) RFC3647 . Guidelines for the Issuance and Management of
Extended Validation Certificates ( fij #% “ EV Guidelines” ) Ll /& Baseline
Requirements for the Issuance and Management of Publicly-Trusted
Certificates (f#j#% “Baseline Requirements” & “BR” ) %, CMCA &1
http://www.cabforum.org | % i [f] Baseline Requirements. EV Guidelines [
BT A BEAT 25 A B SSLEFh .

This document is prepared in accordance with the Law of the People's

Republic of China on Electronic Signatures, the Measures for the
Administration of Electronic Certification Services promulgated by the Ministry
of Industry and Information Technology of the People's Republic of China, the
Code of Practice for Electronic Certification (Trial Implementation), and the
latest RFC3647, Guidelines for the Issuance and Management of Extended
Validation Certificates (hereinafter referred to as “EV Guidelines”) and
Baseline Requirements for the Issuance and Management of Publicly-Trusted
Certificates (hereinafter referred to as “Baseline Requirements” or “BR”).
CMCA conforms to the latest version of the Baseline Requirements and EV
Guidelines published on the http://www.cabforum.org to issue and manage the
publicly-trusted SSL certificates.

CMCA C3RAF 324 By R MV AIE B AL BB AU B TN IE IR 95 VR T S5 B2 5k,
AT B A R A .
CMCA has obtained the electronic certification service license issued by the

competent unit, namely the Ministry of Industry and Information Technology,

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
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and is within the validity period of the qualification.

CMCA 43RG LA RiE1E WebTrust AHICER, Hdi SMEE S =77 5 tH LA
it
CMCA Global Trust System follows the relevant WebTrust requirements and is

audited by external third - party auditors.

A CPICPS (V2.1) I/ExkH 1 2023 £ 6 A 1 HJ

Effective Date of this CP/CPS (V2.1 )2023 £ 6 H 1 H.

CMCA & ER(EAEIEF R RS h .

[CMCA GLOBAL TRUST ROOT CAJ

FERCARR
[ CMCA SSL CA } [ CMCA EV SSL CA J
TTFIES |
[ DV SSLiF$ 1 [ OV SSLiFH J [ EV SSLiF$H J

Kl 1 CMCA & BR{E R BRI R4 R0

CMCA architecture of the global trust system is as follows:

CMCA GLOBAL
TRUST ROOT CA
|
[ |
CMCA SSL CA CMCAEV SSL CA
DV SSL certificate OV SSL certificate EV SSL certificate

Figure 1 CMCA Global Trust Certificate Architecture

CMCA GLOBAL TRUST ROOT CA % $H K&y RSA4096-bit, A &Y

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
MHk: www. cmea. net #0374k 168 W



i E FE ECAF 1
CHINA MOBILE CERTIFICATE AUTHORITY CMCA A ER{EAEUE LSS0

254, FF 2045 410 H 16 HEM.
CMCA GLOBAL TRUST ROOT CA &/ 25 -
® CMCA SSL CA R#Z 4K E A RSA4096-bit, A %3 20 4, KT 2040
10 H 16 HEI, %538 DV SSL iEBAT OV SSLEF, T /iiE
B BHA L 397 K.
® CMCA EV SSL CA % K FE v RSA4096-bit, A R 20 4, ¥
F 2040 4E 10 H 16 HEM, %Kk EV SSLUET, T FHEHBABIAA
it 397 K.
CMCA GLOBAL TRUST ROOT CA Root key length RSA4096- bit, Valid for 25

years, will expire on October 16", 2045.
CMCA GLOBAL TRUST ROOT CA has two subordinate CAs:

® CMCA SSL CA Root Key length is RSA4096-bit, valid for 20 years,

will expire on October 16", 2040, for issuing a general DV SSL
certificate and OV SSL certificate, the subscriber certificate is valid
for no more than 397 days.

® CMCA EV SSL CA key length is RSA4096-bit, valid for 20 years, will

expire on October 16", 2040, for issuing a EV SSL certificate, the
subscriber certificate is valid for no more than 397 days.

CMCA 1 ZZ MR A IR ™ A% B FERIE,  HHRAN PAT R e B E A K
ez s =07 i tE N ILE, T YEE A GS Rk e fE il sk, A CP/CPS AN
AR ) 3
The generation of subordinate CA follows strict management specifications and
is issued by authorized personnel for specific operations. And through the
third-party audit institutions witness, the generation process will be recorded,

this CP/CPS does not do specific elaboration.

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
MHk: www. cmea. net #0471 3L 168 T



i E FE ECAF 1
CHINA MOBILE CERTIFICATE AUTHORITY CMCA A ER{EAEUE IS

1.2 ¥ &2 5 ¥ 1B Document name and

identification

1.2.1 Z %k Name

AP TR (CMCA EBRAEAEAR R TR SN - (304
{CMCA Global Trust Certification Practice Statement) ) .
DV SSL k%) B HE 5 S RARR 547 (OID) 25 2.23.140.1.2.1.
OV SSL IE-Ai5%t R FHIE SR RARR T4F (OID) 04 2.23.140.1.2.2,
EV SSL UL B S AR5 7F (OID) 4 2.23.140.1.1,
The Chinese name of this documentis (CMCA 4=ER{E ALK R B FIAENV 55K
M) ( <CMCA Global Trust Certification Practice Statement>).
OID corresponding to DV SSL Certificate is 2.23.140.1.2.1.
OID corresponding to OV SSL Certificate is 2.23.140.1.2.2.
OID corresponding to the EV SSL certificate is 2.23.140.1.1.

1.2.2 li A& Version

A CP/ICPS WA S HN: V2.1,

The version No. is V2.1

1.3 BB FIAIEE B £ 5 & Participants of electronic

authentication activity

1.3.1 B FIAIERR 41 # Certification authority(CA)

BT IAIF RS WK CA (Certification Authority) J2& 2l & 1iF -5 i sz fd, 71 3¢
UEF50V 55 SR mE ] 58 DA SAIE-PAEdr IS B, B3, (S RERMAESTAE, AL
HLFE IR S5 WL FE CMCA.

The certification authorities refer to the certificate certification body, which is
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the entity to issue the certificate, namely the China Mobile Certification
Authority, be responsible for certificate business policy formulation, certificate
life-cycle management, key management, information base release and other

work, this paper only refers to CMCA.

1.3.2 ;X #1449 Registration Authority (RA)

HEHLA (Registration Authority, fai#x RAD HFR AN S AL, Zh
B 2 HU B SV AR ) SEAA, RHIE B BEAT By 0 FIAR IR, GRS
BRI SEARE B S B

CMCA FRIGATAA R T KEM LR35 /E CMCA A8, i CMCA A & 7K {H
RA ST, JFRZEFEIMEHLAT L RA BT,
Registration Authority (RA) is also called as registration and auditinstitution,
which is the entity established by end certificate applicant during the
registration process. It can conduct identity authentication and identification of
certificate applicant, initiate or transfer entity certificate management
information.
The registered agencies under CMCA Global Trust System are located within
CMCA, which themselves assume RA responsibilities and do not entrust

external agencies to exercise RA institutional responsibilities.

1.3.3 1] 7 Subscriber

T 248 M CMCAREUEH I SEAAR . SSL kT F ke .
The Subscriber is the entity pointing to which CMCA applies for a certificate.
SSL certificate subscribers are enterprise institutions.

1.3.4 {k#6i/5 Relying party

WA T A F A M T UE 5 T IE B B R A5 A0 R IR MR L EAT Ml 5535 3h ) S A4k

A dependent party is the entity that relies on the underlying trust relationship
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demonstrated by the certificate and conducts business activities accordingly.

1.3.5 Hfh:&53& Other participants

Fx CMCA. 1T 7 AK# T LIS S 5EIRA R ES 54 .
Participants other than CMCA, subscribers and dependencies are called other

participants.

1.4 JEE R A Certificate application

1.4.1 B8 R9IEPH N A Suitable certificate Application

&R CA B RIEPHRE

DV SSL 4 ERIRSS 2iE1
CMCA SSL CA

OV SSL 2 BRAR S #34F 5

CMCA EV SSL CA EV SSL 4 BRARS 2EP

CA issued Type of certificate issued

DV SSL Global server certificate
OV SSL Global server certificate
CMCA EV SSL CA EV SSL Global Server Certificate

CMCA SSL CA

CMCA GLOBAL TRUST ROOT CAfYH T2 K H R CAIEH:, AR 4T
FUEFS
CMCA GLOBAL TRUST ROOT CA is only used to issue subordinate ca
certificate, not final subscriber certificate.

1.4.1.1SSL 4 ERHR %5 #%iF 1+ SSL global server certificate

SSL 43R %% BIE AL & DV SSL 43Rk R 2% B4 B A1 OV SSL 43k %5 2%
IEF, B FRERAFIES . 2R, BIAE R, ZI6EE S T4
TP NIYE2S S Web IR 5538 2 (RS2 2 AidiE, SCIER(E BAE 2 7 i 5 iR Ss 3
Z I E AL, b7 1S St R

DV SSL 4RIk 55 28 1E 15 A1 OV SSL A= kIR 45 #51E 15 H CMCA SSL CA %
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& SHA256 iE+), K E N RSA-2048.

SSL Global Server certificate contains DV SSL Global server certificate and
OV SSL Global server certificate, all supported wildcard certificates, multiple
domain name certificates, and single domain name certificate type. Such
certificate is suitable for establishing secure channels between the subscriber
browser and Web server to realize encrypted transmission of data information
between client and server and to prevent leakage of data information.

DV SSL Global server certificate and OV SSL Global server certificate issued
by CMCA SSL CA certificate, the key length is RSA-2048.

1.4.1.2EV SSL 4Bk 55 #%1E 45 EV SSL Global Server Certificate

CMCA EV SSL &Rk fik 55 e iE R & A I+ . ZEAIES, ZRKIEd
AT %A S Web k558 2 (0] 07 2 40 18IE, L5 B i
555 ds 2 IR B AR, B 1 (S S i R

CMCA EV SSL 4=kl %543t 5 H CMCA EV SSL CA 25 % SHA256 k15,
K RSA-2048.
CMCA EV SSL global server certificate contains single domain name
certificate and multi-domain name certificate, this kind of certificate is suitable
for establishing a secure channel between the subscriber browser and the
Web server, realizing the encrypted transmission of data information between

the client and the server, and preventing the leakage of data information.
CMCA EV SSL global server certificate issued by CMCA EV SSL CA SHA256

certificate, key length is RSA-2048.

1.4.2 PR#1/2: 1F B9iE 3 M F Application of Restricted /
Prohibited Certificates

CMCASIR{EAEAA R N HUE-BARIE R R AE D g AT prfR ), ELAnEV SSL
IRk 55 A+ A BEH T 20 A% U E I WEB IR 55 25 -
CMCA certificates under the global trust system are functionally limited by their

type, such as EV SSL server certificates can only be used for strictly
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authenticated WEB servers.

FIAEB R E YA Py eIt 47 1R S ZRm R e
Jee TR 1] B A R BT L A, SR E 55 AN ST AR A 5E , I B R
JlE A CP/CPS [ BN FHYE ], A% CMCA KRS .
The key usage of all kinds of certificates is limited in the subscriber certificate.
However, the validity of the certificate extension restriction is based on the
application software, and if the participant does not comply with the relevant
agreement, the certificate is beyond the scope limited by this CP/CPS and will
not be protected by CMCA.

CMCA 2 ER{EATAR 2 T 25K BIE T AN BEAE I T UL« AT AT 55 [ X i
TIFAE U AAIE T N R G
Certificates issued CMCA the global trust system cannot be used in any

application system that is contrary to national or local laws and regulations.

1.5 SREEEE Policy management

1.5.1 R B% 3214 & T 41 #9 Management organization of

policy document

A CP/CPS s BHEGEAR GRIND A PRA w] 22 4 AIEFENE 22 A 2 4
EIFNITEH. ZRRXTRIAEH, HHEHTREITA CP/ICPS I, i ILAF
HARRS, hZAdHE LA,

This CP/CPS is formulated and managed by the Security Authority Policy
Administration Committee(SAPAC), which is established by Aspire Digital
Technology(Shenzhen) Co., Ltd. SAPAC has a working group. When this
CP/CPS needs to be prepared or revised, it is organized by the working group

and issued after approval by the committee.
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1.5.2 k& A Contact person

T E 23 CMCA KXt CP/CPS E4T /™% A i A% il A SCA 5 22, Ht CMCA
AMIERMS R B2, &1 CP/ICPS & #7151 HH 4E9, fREisE MR
5 BB AT AR E o
CMCA shall conduct the strict version control and document management of
CP/CPS, and the Security Authentication Policy Management Committee
(SAPAC) is responsible for the management. The specified CP/CPS
management personnel carry out the maintenance, in addition, the specified
Operation Service Department takes charge of the external liaison.

RAATT: 2 alh 55l

Fifi: 86-755-66820666

¥ 86-755-66820001

Mk BRINEHTHEAR b ] X R X 7 2 A R 7S

HFHEf::  cmca@aspirecn.com

B Nk : www.cmca.net

Contact department: Security Business

Tel.: 86-755-66820666

Fax: 86-755-66820001

Address: 6th Floor, West Shengang IER Building, South District,
Shenzhen High-tech Industry Park, Shenzhen

E-mail: cmca@aspirecn.com

Contact website: www.cmca.net

153 R E CPS ff & K B¢ K #1 #3 Organization
determining CPS suitability for the policy

CMCA “Z A NIE IS ZE A 22X 48 CP/CPS U B A s AU i i B AL o

SAPAC has the decision-making power and the final interpretation right for this
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CMCA A=ER{SATIE ML 55 #U

CP/CPS document.

1.5.4 CPS #t:##2F CPS approval procedure

75 [H ¥ 5 CMCA UE15 5Ehg S RNV 55 75 B i AT A2 3 22 1T, CMCA %
FVNIERIS R 2R AR O AR B @ AT T T, MR TR E . RIgE R E
DERE— RS0 CPICPS W4T |, WIHfi CPICPS 2 & 2217 LU BT
N, JFALNTIEARITRE, SHRIEER RS T LU B KA.
Before making any change of CMCA CP/CPS, the Security Authentication

SAPAC of CMCA will research the change suggestions provided and make the

change decision. The Strategy Committee organizes a review of the CP/CPS

content at least every year, clarifying whether the CP/CPS will be revised and

revised, and to be prepared and updated with the approval of the Strategy

Committee.

1.6 E X F4EE Definitions and acronyms

CMCTN W E R BIE B E R
(China Mobile Ceritificate Trust Network)
CP EF5 S
(certification policy)
CPS R T AR MV 55 A0 0 B R - AR MY 55 B
(certification practice statement )
CRL R A 51 R BGIE S R 44
(certificate revocation list)
CSR EBEEAIE R
(Certificate Signing Request)
HTTP FEESCASAR R B0
(Hypertext Transfer Protocol)
HTTPS LAERE T W SR E Y
(Hypertext Transfer Protocol with SSL)
CA L IAE IR 55 BL )
(certificate authority)
RA ML
(registration authority)
LRA A i T 52 B A 52 B A
(local registration authority)
PIN NIBUD
(personal identification number)
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OCSP TELRUE TR A A B
(online certificate search protocol)
LDAP R H U7 A
(Lightweight Directory Access Protocol)
PKCS NIE I bR
(Public Key Cryptography Standards)
PKI ASLE AR
(public key infrastructure)
SSL e Zp il )z
(Secure Sockets LRAyer)
URL faE BE B AL E
(uniform resource locator.)
WWW or Web | J5 4k
(World Wide Web)
X.509 ] B A5 (7] B DR A 3R R E o i
(the ITU-T standard for certificates and their corresponding
authentication framework)

CMCTN China Mobile Ceritificate Trust Network
CP certification policy

CPS certification practice statement

CRL certificate revocation list

CSR Certificate Signing Request

HTTP Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol with SSL
CA certificate authority

RA registration authority

LRA local registration authority

PIN personal identification number

OCSP online certificate search protocol

LDAP Lightweight Directory Access Protocol
PKCS Public Key Cryptography Standards
PKI public key infrastructure

SSL Secure Sockets LRAyer)

URL uniform resource locator)

WWW or Web | World Wide Web

X.509 the ITU-T standard for certificates and their corresponding

authentication framework
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2. EEXH5{FE 2 EH Information publication

and management

2.1 {2 E Repository

CMCA {5 B T 171 1T 7 S e 45 B AR #U7 $E L5 B 5% . M5 B R B EA
BRF LA R I%5: IEF5. CRL CP/CPS. E IR 55 sl - BEARSCREFH LA & CMCA
EEAIEFSER

CMCA information database provides information services to subscribers
and certificate application relying parties. The information database includes,
but is not limited to, the following: certificates, CRL, CP/CPS, certificate service

agreement, technical support manual, and CMCA website information.
211 FERELE. KiTHFH Repositories supervision

CMCA £txHE BRI E . MEaELm], DAL ORRRAE B e 22 2w 5, IF1
TRAB B S 73 P BOAEF AN RS At AIE 15— 30, 37 7 SREUIE 15 5 28 AAEH — 2L,
UEFHER AT S 7T

CMCA establishes the supervision and monitoring mechanism for the
information database. This ensures that the information base is secure and
reliable, that the information base, the certificates issued by the distribution
base and the certificates issued are consistent, that the certificates obtained by
the subscribers are consistent with the certificates issued, and that the

certificates are issued accurately to the individual subscribers.

2.1.2 EEERSHIBLEI Internal data maintenance of the

information database

CMCA Hs4id W BRI, I TiC S AT 1 22 D5 D 0 4 7 41 m] S B m] g
WEHAIRVE T B FH R D 4 A R 4 S AIE PR S (BFE EVIET) , &
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LEE 5 I FE AL LE S J5 BB 43 90 1E AR TR AT B AR s AR IE 5 S

CMCA will maintain internal data records for all certificate information

(including EV certificates) that has been revoked or denied for suspected
phishing suspect or may be exploited by other fraud , which applicant agencies
identify as possible high - risk certificate applications in future authentication.
FEREAT B 3 30 UERT CMCA K G 5 — L8 i XU LA 4% FRgb AT Eexs, &=
FE AR I ] BE RO I 48 B 8 A B A VR H AR RSN, B B B I B
R FEARAT N R FRAE 7, W DRAIE TS 725 A BT F S ATLAL) ) B A0 15 31 78 70 SR IE

For authentication purposes CMCA the list of applicant institutions is

W

&N

compared with the list of high-risk institutions, mainly those organizations that
are most likely to be the target of phishing or other identity fraud, which are
automatically marked as "high-risk applicants" at the application stage to
ensure that the identity of the applicant institution before issuance is fully
verified.

XLLH Y A

1) SHE AT (APWG) K ExAMELE (APAC) Al
Pyt H AR

2) CMCA H Xy ml e 1 19 25 44 f1 s H A B 4 J50VE Bt 1 i 4 34 OV SSL
RS AE . EVSSL 2 BRIRSS 4 IUETS, CMCA R Bl 45 44 1) Fi i 4 1421
BURIARAC v KU A 7, 3 AR D4 Ja VR e XU F S AL AR 4
These lists of organizations have:

1) Refer to the list of fishing targets published by the International
Anti-Fishing Working Group (APWG) and the China Anti-Fishing Alliance
(APAC) for information;

2) CMCA will revoke their certificates OV SSL global servers and EVSSL
global servers for possible phishing or other identity fraud attacks, and will
mark the organization of these rejected applicants as "high-risk applicants" and
serve as a basis for future identification of high-risk applicants.

CMCA KRB 40 T+ WU A5 B Hh AIE S R o
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CMCA will reject applications for certificates in a high-risk repository

2.2 {§ 2 %7 Information publication

2.2.1 CPS #9475 CPS publication

A CPICPS #5#i# 1 RFC 3647 H B & HERIFTA WA -

A% CPICPS VLR AHR AR S 515 B 55 CMCA M kAT o

A CP/ICPS KA N %N CMCA A FRIGATIE TV 55 R ER,  af A
¥, ABET A i

CMCA %1 http://www.cabforum.org I % i) Baseline Requirements.
EV Guidelines I & # it A& . 40 H 4 3C #4 A1 Baseline Requirements . EV
Guidelines Z [AH AT AR—5, LA http://www.cabforum.org & A5 {1 N HE
This CP/CPS structure is in compliance with RFC 3647 and contains all

content required by it.

This CP/CPS and related technical support information are released on CMCA
website.

Content released by this CP/CPS constitutes the baseline requirement of
CMCA's global trust certificate business. For any version update, the latest
version shall prevail.

CMCA follows the latest version of Baseline Requirements and EV
Guidelinesreleased on http://www.cabforum.org. In event of any inconsistency
between this document and the Baseline Requirements and EV Guidelines,

the Baseline Requirements and EV Guidelines shall prevail.
2.2.2 AX{EE %% Publication of public information

TFE 5 CMCA R A I £E M 3t _E A AR IS I A A A5 2

CMCA will publish relevant public information on the website in time

Hohik: VRDITT R HT IX R DX AR T 7 A T 3k bt A 7 i 7S MiZh: 518057 Hif:  0755- 66820666
Mdk: www. cmca. net 2015 T3t 168 T
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2.2.31\ iF 5 B B9 & %7 Publication of authentication

information

IERAER KM E, TEF3) CMCA Bk EIA R A/m | B R W54 F.

T EF2 5 CMCA 5E 1 A A BIUE15 A R0 P 4 B LE Bk v M [E % 5l
CMCA [#) CRL & Afi il ri3RHL .

R 1 A] DL E 23 CMCA P il b 25 ) 545 HAIE A 515 B
After the certificate is successfully issued, CMCA automatically publishes the
certificate copies to the LDAP server. The digital certificate repealed in
certificate effective date published by CMCA regularly can be obtained from
CRL publication site of CMCA.
The certificate customer can inquire and obtain the relevant certificate

information in CMCA website.

23 % % B B (8 5 1 F Time or frequency of

publication

UEPAH ST nliE et [ #5h CMCA 5 B 7x24 /Nt kX CP/CPS.

HE#% 5 CMCA A RUCHXS I CP/CPS #EAT B MR AT 2, H AR AT 8] 1
Wil T E 5 CMCA desg, /DX CPICPS #HATH &—ik, Z/DRET
Bk

T E 2l CMCA R X 3 SIS BT, o A2 58— I TR) AR AIE A5k 35 AR 45

o
o

IEPRE ARG, CMCA H3RHIE &I A & A £ H a5 d L.

TE 3 CMCA 8 HAE 24 /N N H 3 AAT SRHTIET M5 CRL, KA
I T AR R =, ] N DR A Bo#t CRL. UE5% 1 Al 7EH [H #25)) CMCA ¥
uh EAW. NEECAIET LK CRL.

CP/CPS are available through the repository as 7*24 service.

CMCA has the right to make changes and upgrades to its CP/CPS, and its
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publication time and frequency are determined by CMCA. CMCA will publish
the latest version of CP/CPS on the website, and the related parties of
certificate can obtain CP/CPS through CMCA repository within 7x24 hours.
Review the CP/CPS at least once a year, and update at least annually.

CMCA website will update real time, and will publish the information
related to certificate business in the first time.

After the certificate is successfully issued, CMCA automatically publishes
the copy of the certificate to the LDAP.

CMCA LDAP usually automatically publishes the latest CRL within 24
hours, and the publication time is the morning of each day. While the latest
CRL can also be published manually. The certificate customers can inquire,

download digital certificate and CRL on CMCA website.

2.4 {52 E5al#E%H] Access controls on repositories

2.2 W T A E B AW SREUE ATTHY, B AR IR

HEFE S CMCA W& 115 B U7 M #EhI A 2 49 tHE i, RIE R A LI =L
o E #23 CMCA TTAF N 614 feds S5 AME ot E #2 3h CMCA LEZR (1 2 15 hit A Al
NAE R

The information published in section 2.2 is open and without constraints.

CMCA has set up information access controls and security audit
measures to ensure that only authorized CMCA staff can prepare and modify

CMCA online announcement version and publish the information.

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
MHk: www. cmea. net #0017 3L 168 T



i E FE ECAF 1
CHINA MOBILE CERTIFICATE AUTHORITY CMCA A ER{EAEUE IS

3.5 4 # IR 5 ¥ 37| Identification and

authentication

3.1 % Naming

3.1.1 B 2E! Types of names

RIFUE T EARFAUAR, FEE3I CMCA %K FIE I £ R4 7 0] L2
Y AW P, arfTa X.500 5E A 44 FITE .
According to the type of certificate subject, the subject name of the certificate
issued by CMCA can be domain name, public network IP, etc. The naming

conforms to the distinguished name specification defined by X.500.

312N BB = N B ZE K Need for names to be

meaningful

DN (Distinguished Name) : ME—Hi5 %, 7EECFUE 0L T,
A FHE— AR OEH FARX 50044 7%, & ZIHE RBUED EIREL S H) . BH
LR X SIERAM RN

EV SSLAER R 55 a5 0E 45 5 Bl 44 B (1038 FH 42 R B8 21T P LA BT A 1 3
% AT AU B FARAE B S R A E.

DV SSLA KR5S 25 E 5. OV SSLA BRIk 55 25 Uk 5 (1) Bl 44 Fx b (1) 38 FH 44
A LA AT F1 T (38044 B AP, 855 1%1T 1 I HARAS B — 2 4 % A ATAGIE .
DN (Distinguished Name) :A unique screening name, in the domain of the
subject name of the digital certificate, is used to uniquely identify the X.500
name of the subject of the certificate. It is necessary to fill in the content which
reflects the true identity of the subject of the certificate and has practical
significance and does not conflict with the law.
The universal name under the discriminated name of EV SSL global server
certificate can only be domain name of the subscriber organization, which can
be authenticated and certified together with other information of the subscriber.

SSL common name in the screening name of DV SSL global server certificate

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
MHk: www. cmea. net %018 T 3L 168 T



i E FE ECAF 1
CHINA MOBILE CERTIFICATE AUTHORITY CMCA A ER{EAEUE IS

and OV SSL global server certificate can be a domain name owned by the
subscriber or a public network IP, identified and authenticated together with

other information of the subscriber.

3.1.3iTPRE & {h Anonymity or pseudonymity of

subscriber

T2 5 CMCA P28 5 1) A BRASARUE AN i) U F B 42 B0 44

The subscribers (certificate applicants) shall not be anonymous or pseudo.

3. 1.4 BEARRAMERRFN Rules for understanding

different forms of names

DN(Distinguished Name) ()i # #EI HH CMCA & 3, i IL4& CP/CPS 7.1.
I B
The naming rules for DN (Distinguished Name) are defined by CMCA, as
described in this CP/CPS 7.1.

3.1.5 ZFFHYME—1E Name uniqueness

CMCA TRAEFHAS R WIESS, 3@ B 44, /£ CMCA IS ATk Y f2 ME— 1 .
AR RIVT P HOUE S 8 AR B A2 ASBEAR ], (HX TR —37 ), CMCA " LA 3
M — ) = R R ) B O 25 22 TRAIE S o 4 B o B[R] A AE A [ 44 FR
I, JEPESE IS E M, e HEE BN MRS 2T LA B
CMCA guarantee that the certificate issued by it, its subject screening name, is
unique in CMCA trust domain. Different subscribers' certificates cannot have
the same subject identification name, but for the same subscriber, CMCA can
use their unique subject identification to issue multiple certificates. When
different subscribers have the same name in the certificate application, follow

the principle that the applicant first uses it first, and then the applicant adds
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additional identification information to distinguish it.

316 Fr B & A« X 5 A A 8 Recognition,

Identification and Role of Trademarks

CMCA 257 HUES ) L ARSI ) 44 AR B AT AT Ry AR B mT AE Xt FLAR A LA 74 B
RIS S
CMCA the subject identification name of the certificate issued does not contain
any trademark or information that may constitute infringement on other

institutions.

3.2 ¥ESHEAIA Initial identity validation

3.2.1ERR# AT 5% Method to prove possession

of private key

HE 3 CMCA i85 & 8254 1) PKCS#10 4% AIE 5K, IRiE
UEF HEE A R

CMCA should verify that the certificate applicant has the private key by
using the certificate request in PKCS#10 format with digital signature.

CMCA 9IS H 2 RUETSHT, RGOk B s A PIRIE A 1
A RPN FR T B ) SRR, DR T FR S A AL

Before CMCA issues a certificate for the applicant, the system will
automatically use its public key to verify the validity of its private key signature
and the integrity of the application data, in order to determine that the applicant

has a private key.
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322 A N 3 5 4 89 X 3] Authentication of

organization identity

A HITECMCA S BRIBATAA REE R HIUEF AT, N IR A R B 4311k B 5
P AT HE SO, R AR A ARG R R SEAE B B 54T
Before applying for a certificate issued CMCA the Global Trust System,
subscribers shall provide valid institutional identity documents, certificate
application documents, and accept the relevant terms of the certificate
application and agree to bear the corresponding responsibilities.

CMCA 32T FIIE B HiE fa, SO 1T P 0 B SR VE kAT B A%, A A
AISEMEERIE (i H B R 4 CA PRk nl SRR, W SE 888 YR i v G
RGPSV =0l NN TN EYSNE S DR TE SN V6 Bl St/ P S NN €7 DA E R
AT RIT i Dyis R O G R XTT P B () S AT A%, R
X5 L) 58 Z B RAFT 7 A B
After CMCA accepts the certificate application, review the identity authenticity
of the subscriber , review the authenticity using the reliable data source (the
data source used needs to be evaluated by CA , including the time of reliable
data source , the frequency of information provided , the purpose of data
collection and provision , public accessibility of data availability , forgery and
tampering difficulties) and properly preserve the subscriber application
materials as agreed by both parties.

CMCAXS T /7 B4 Y4 A2 i F
Whether CMCA or its authorized agency auditing organization meets the
requirements, and the identity authentication methods are as follows:

AV 55 523N SAUSCERAT R RIS ATRE, JEXS T B AR REEAT 267 i %
The business receptionist collects the subscriber's application materials and
reviews the subscriber's identity and materials offline.

RAZAE SR T HIE(E S, RAH AL 01 R RH A% 3R AT sk N5 BRI
R BAES .

RA the operator to enter the subscriber application information, RA the auditor
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to review the operator input information again and assist the subscriber to

download the certificate

3.2.2.1 5% Identity

0 L 3 LR T U I Bk M, CARIE L UL ) 5
(AIHIEE, 36 %L B A AR BB L . CA BEAEFT LA R ALK
SCOERE BB B0 RIHE, SR 5 DA T S

1. R B Y R PR AL ZETE SR TT BRI

2. S WA T SRR R 5 = 7 B e

3.CA SRIEJ CA FCHERIEE =747 T VT 1)

4. TEWIE,

UEA, CARTLAMEHIA F I, SRATRI IR . (3P RR I . BURFAE R
RS SO SRILACA DA AT S50 B G UE SR Fi i A M I ER 0
B .

If the Subject Identity Information is to include the name or address of an
organization, the CA SHALL verify he identity and address of the organization
and that the address is the Applicant’s address of existence or operation. The
CA SHALL verify the identity and address of the Applicant using
documentation provided by, or through communication with, at least one of the
following:

1. A government agency in the jurisdiction of the Applicant’s legal creation,
existence, or recognition;

2. A third party database that is periodically updated and considered a
Reliable Data Source;

3. A site visit by the CA or a third party who is acting as an agent for the
CA; or

4. An Attestation Letter.

The CA MAY use the same documentation or communication described in
1 through 4 above to verify both the Applicant’s identity and address.

Alternatively, the CA MAY verify the address of the Applicant (but not the
identity of the Applicant) using a utility bill, bank statement, credit card
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statement, government-issued tax document, or other form of identification

that the CA determines to be reliable.

7R ELHTEEV SSL. OV SSLEDV SSLA Bk Ir 55 43 1iE 15, 7] LA [R)CMCA
FRAZHIIH o
Subscribers who need to apply for EV SSL, OV SSL or DV SSL global server
certificates may submit applications to CMCA.

EV SSLAERIR 55 451k 15 R BE 2 Weblk 55 #1444, JF B4 A Re & il ic
R, AZBRIPHuLE ) FAIE , EVSSLAERIR Ak 15 AT DU Hus 44 BR 4 A% E 15
EVSSL global server certificate can only be the domain name of the Web
server, and the domain name cannot contain wildcard *, the application for IP
address is not accepted, EVSSL the global server certificate can be a single
domain name or multi-domain name certificate.

OV SSL,DV SSL £ kIR 55 e+ iEH ] LA & sk ds . 2340 . R AT IESS
AW P EFS

1T/ B3 EVSSL. OVSSL. DVSSL A BRI SSAETIT, MRS U1 N # K
OVSSL. DVSSL global server certificate may contain single domain name,
multi-domain name, wildcard certificate, public network IP certificate.

Subscribers apply EVSSL. OVSSL. DVSSL global server certificates, the

following information should be submitted:

EV SSL iEs OV SSL i3 DV SSLiEP

1 CMCA B EAE A RUE HiFE

/b P E BAEATRE CREFRTE DL R f 8ok |\
SR IHABHLAIES)

3 IE P % 0 (Certificate Signing Request, CSR 3C44)

T T B L2 1 U BE A \
‘ Xt N TG A4 R BT AT i 44
SO, B A AR 9

o 2 A R A I 20E
4 | CAB it 1% EVSSL|
T s CAB iR T A
E 5 %5 00 S of

A 1P FRIE
AT b 75 31
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EV SSL certificates OV SSL certificates DV SSL certificates

1 CMCA Global Trust System Certificate Request Form

2 (additional other institutional documents in special

circumstances )

At least one institutional information certificate |\

3 Certificate Signing Request, CSR file

4 documents approved _
proof of ownership of a
under the CA/B .
public network IP
Forum EVSSL
N endorsed CA/B the
Certificate

Lawyer Letter and \
Lawyer Qualification
Documents,Or other

supplementary

requirements

Valid proof of control over
all namespaces
corresponding to a

top-level domain name or

Forum.

CMCARRX HIG & I S 43+ slkfE B . B G BAEEAT &R 4, B ZX A
IP L CSRE MMEREAT %00 FLEEHER . WA STk F

CMCA also identifies domain name, IP, national information, in addition to

applicant identity, address information, and CSR compliance. The identification

requirements, process and methods are listed below:

1\
]

B
Az, AL B
(1) PR EVA AN EVEHL, B3RS A HBU R
(2) WE PV E RIEMACR AL BEE T 2 7] ;
(3) DNEHAZEEHRM A TR S, “RE" LR S,
(4) BOH—DEVEABIHEBE;
(5) FET 7 HE AR Zi B B (R AR 5
(6) 1A [l E k37
(7D HURTEN BCE V37 B B £ VA7 Se P CAZE IR T A [ 5K
(8) AEFFEFBUM B4 B2 5.
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1. Organization
® Enterprises, organizations, social teams
(1)Legal organizations recognized by local regulators or licensed by
local governments;
( 2 ) A registered representative office or registered company
recognized by a regulatory body;
(3) Not included in the "closure "," invalidation "," expiration" and
"breach of trust" lists of organizations/regulators;
(4) At least one duly authorized representative;
(5)The authorized representative of the unit must be specified in the
subscriber application materials;
(6) Have a business premises:
(7) Country where agency registration or business place location
law permits CA to issue a certificate;
(8) Government blacklist not in China.
® BUNHLK: LA, BiSs RS, N E LR SR
(1) & Bz IR L HR e fth i 57
(2) FrE EZ R CAZKIET:
(3) AMEPERBUNBZHRZF.
® Government agencies, such as the Public Security Bureau and the
Tax Bureau, should meet the following conditions:
(1) Established by superiors according to their functions;
(2) Country allows the CA to issue a certificate;
(3) Government blacklist not in China.
® [H PR
(1) H—EBUFGREE AL FANTE S W B85 RN . CABiL
o e aT LFEEVILE 15 1 [ BRI 512 5
(2) [E BRATLAE S50 B £ H 06 200 78 1VF CMCA M Z5 B - IR M 28 B 1]
CMCAKL k6 21 ;
(3) HEEsHU A BEAEAT I BUM PP I ZE B2 5 (Nt Sy 2kis) b H
TR B3 SCHUAR AR FH5 v DU 2 5K B /] B EVAIE 1
® international organization
(1) Private fund , consortium or equivalent institution signed by a
government body of a State .The CAB Forum maintains a list of international
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agencies that can apply for EV certificates;

(2) The location of the headquarters of an international institution
must allow CMCA to engage in e-certification operations or to recognize the
validity CMCA digital certificates;

(3) International agencies can-not be on prohibited lists (such as
trade embargoes) listed by any Government. A subsidiary or branch may also
apply for a EV certificate in accordance with the requirements of the
guidelines.

2, 154 ) |P

2. Domain Name and IP

HITE WA EVSSLIE 5 3844 . OVSSLIE TS 7 13844 5L A P BT
A B — {5 FH AL 5
The applicant has the ownership or sole right to use the domain name in the
EVSSL certificate, the domain name in the OVSSL certificate or the public
network IP;

A ENHE BN A JFAEWHOISEE i, A3 B 0K Mk AR R 07
X WA ENME B & (whois) Lhfg, 132 P HTE A4 UE 5 A4k A2
ORL BRI ENE S A A UE T RS B WD AR E 4 A4 R T RS
F A IR A . AR, CMCANE IS HHE A 44 B BT A A B = B s i
{ERR fZH . SMSEEHRIER — MFEVUE CA RSN BN E T 630K,
HAEREAH T HBAE . AR FAE BB BB TR R ME— 1. ) RIREIRA IR A,
SV E LA REAL IR =N RN ETR=28
The domain name registration information should be made public in the
WHOIS database, including the name, address and contact information of the
applicant; through the domain name registration information query (whois)
function, the domain name registrant information of the domain name
certificate applied for is obtained, and the domain name registrant is consistent
with the domain name certificate applicant. Meanwhile, CMCA will verify the
applicant's ownership or control of the domain name: a random value (valid for
30 days from the date that the random value was generated and unique in
each e-mail, fax, text message, or postal mail) by letter, fax, SMS, or mail. )
sent to the domain name contact and received a confirmation reply using the

random value.

AN IEFS (384 55 R0 44 Pl 44 EERCHEL . B A R4 R b, WICMCAZ:
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AT Z E A, il s XS B ESAT XS, DABT IEAR AR VRIS A FREIE TS .
If the domain name of the application certificate is similar to the domain

name of the well-known website or contains a well-known trademark, CMCA
will conduct a multi-level review and compare it through the high-risk
information base to prevent similar fraud domain name application certificate.

YT AMIPRIER, @S5, £ SMSEH HUEE —MENUE B R0
HMF BN AT 4630K, HAEREAS B 7 IR AR H A5 SR w14 v e
—H. ) RIEGIPHIMEER RN, FFUSEE T ZBEHE RN R R, DU IE FE A
X IP b P 428 il AL o

To identify a public IP, a random value (valid for 30 days from the date the
random value is generated and unique in each e-mail, fax, text message, or
post) is sent by letter, fax, SMS, or mail. Send to the IP address contact and
receive a confirmation reply using the random value to verify the applicant's
control over the IP address.

N R R IE O AT AL IE T, CMCAKE 5 7 1A B — 444 . X T 23400k
i, CMCAREXTBITA FI%E 3844 HEAT 2593 o

If you apply for a generic domain name certificate, CMCA will identify the
secondary domain name it owns. For multi-domain certificates, CMCA will
identify all listed domain names.

3. ST P IR AP EREN

3. Application Agency Role

FA R B 7 A0 A

The applicant needs the following roles:

v HERIIN: FIFRAZ I NG

v OB B RALR R NG, B EE S B R HERA MR AN Rk

UE AR AU AT HRAL— AN AR TE BT A 8, ] By )ik 2 AR 5E R
PAE Ay G 2 FH A BT (R L 0 R B B RN, RS L 75 i A RO A T
5 R ESEHERA I ACMCAIA AT 1) 75 2 CEAREA R THEM A & EIHRE AN &
MEOTEETTRD HATHEY, X TASERHRIEAOEE, CMCAABHEL HF,
FEXT O R T HIE AT T8 .

PMANSBHAE: JEREMIE. 5.

v' Application agent : applicant

v' Confirmation person: the person in charge of the applicant to
confirm the accuracy and validity of the application information
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The certificate applicant may authorize one person to complete all roles or
by multiple individuals respectively. The above role must be the employee or
authorized agent of the applicant. The applicant unit shall confirm the
authenticity and accuracy of the application role information through CMCA
approval (including but not limited to the registered official seal, registered
legal person seal, role fingerprints, etc.). For the false application role
information, CMCA has the right to refuse the application and revoke the
issued certificate.

Personal identity certification: resident ID card, passport, etc.

4, CSRFF &% 7ICSR conformity identification

X FCSRIYAFM % F 2 E, CSRAMERREEHERTIIHIERE L
—8, RERFEMHIHNE, LIDNRN T, JFIIEL R B E .

The identification of CSR files mainly includes whether the information in
the CSR is consistent with the application information in the application form,
whether it conforms to the relevant specifications, such as the order of DN, and
verifies whether it has a private key.

5. EVSSL. OVSSL. DLSSLAER% #IEHAFIE T K

5. Distribution EVSSL. OVSSL Global Server Certificate . DVSSL Global

Server Certificate Public Key Certificate

CMCAIT 2R eSS, JF LA 7 2R A A B A BB ASAT 51T 7 e
CMCA issue the public key certificate for the subscriber and deliver the issued

public key certificate to the subscriber by mail.

3.2.2.2 DBA/@EI & FrE9% 5] DBA/tradename

FE 3 S DBA B 44 FK, CMCA il DL 7 2 H (1 % /b —Fhif
IWHIFE AL 1% DBA BRI PR
) BURHURSRBEIT TIE B FIE & SR RO AL BT A ROCR,
) ATEERGEEERYR CAn XS 1 R A
) SSUEEISE DBA B ML A R BUM NI 17238
)
)

A WO N -~

B IE BA SCA (B IE A
2 AP L ARAT XK B, A5 R IR B BUF R R IR 95 30 Fal CA A
] 5 i) HoA B e

If the certificate subject contains a DBA or tradename, the CA or the

(9]
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authorized RA shall verify the applicant's right to use the DBA or tradename
using at least one of the following ways.

1) Valid documents provided by a government agency in the jurisdiction of
the applicant's legal creation, existence, or recognition.

2) Areliable data source. (eg: Dun & Bradstreet)

3) Communication with a government agency responsible for the
management of such DBAs or tradenames;

4) An Attestation Letter accompanied by documentary support; or

5) A utility bill, bank statement, credit card statement, government-issued tax
document, or other form of identification that the CA determines to be
reliable.

3.2.2.3 BRI Verification of Country

AR 3R AL E E SR I, CMCAR R BLR 77 2 1 2 /b —Fh AT [ 5K
HOE=37I 8
1) AU EE = 77 B 2 ) 3 DNS I 5% 2 7R 1 1P btk 51 H 37 2 (1 1P b i ok
BINFTTEE R, Ok B s NP HbhE BT 7E [ 5 il A e bR 7E E — 30
2) IiRIEA HIccTLD.
3) HAENHIRBEHIE R .
4) EREATCEE3.2.2. 175 R G SR AL RN URAIE IS B IR E A
If the certificate subject contains an option of country, the CA or the authorized
RA shall verify the country using one of the following ways.

(1) Confirm the host country by checking the IP address displayed by
the DNS record of the website or the IP address of the applicant through an
authoritative third-party database, and ensure that the country where the
applicant's IP address is located is consistent with the actual country where the
applicant is located.

(2) The ccTLD of the requested domain name.

(3) Information provided by the domain name registrar.

(4) Confirm the country through the information provided by the
applicant in Section 3.2.2.1 of this CP/CPS.
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3.2.2.4 HZ 1A F1X£ 51 Validation of Domain Authorization or Control

X T34 PR IRAIE, A0 I SEAA AT DL E 3 I BREA A] L A w) BUE A F,
CMCAKER I LA T %500 5 b ) —Ffr, - ol 3 5 40 123804 .

For the verification of a domain name, the verified entity may be the
applicant's parent company, subsidiary company or affiliate, and the CA or the
authorized RA shall adopt one of the following authentication methods to
confirm that the applicant owns the domain name.

1) B R R FENUE, SR JE R MG ZBEE R BN N, A H
15 AXSFQDNHI T Lo BEHLE 200K 3% BIWHOISTE I 28 S A R A
TRk, (FR4EBaseline Requirements v2.0.1%53.2.2.4. 2118 & 36 1F J5
)

2) R T AGEFENUE, ARG BN LA BRI R, AL H
AN FQDNII T A Lo BEAUE 2 20U 15 BIFR TR I A% B 2R NI FE - BB - b
Hk’adimn’, ‘adiministrator’,’ webmaster’,’hostmaster’ 2\, ‘postmaster’, J [ &

(‘@ JEERERPUE 4 . (K HEBaseline Requirements v2.0.1 #3.2.2.4.4

(3R A44 B iIE 792D
3) IEiLTE“/.well-known/ pki-validation” H 3% F X 29 & (15 BT 2 sh, #iliT

FIXTFQDNI TG L.  (fkHEBaseline Requirements v2.0.1 #53.2.2.4.18[1]

BAARIE TR
4) #IFEDNS CNAME. TXTELCAAILKH 2 S A7-7E DL€ MBENLE, LA

WPRHIRAZ R A R B3R 1) B4 85 2) — AT L N RIS FF

T3k i 42 32 A, (#HiBaseline Requirements v2.0.1 #53.2.2.4.7 1154

USATEWARr~D)

RIS AE 7 V2 F B B LUE A RO W A BEE T 45 30K .

CMCAA Ny .onionfi U844 25 & SSL A BRIk 55 Sk
1) Send a random value by email, and receive a confirming response using

the random value to confirm the applicant's ownership of the FQDN. The

random value must be sent to the domain name contact email address
registered by WHOIS. (Based on the domain name validation method of

Baseline Requirements v2.0.1 Section 3.2.2.4.2)

2) Send a random value by email, and receive a confirming response using
the random value to confirm the applicant's ownership of the FQDN. The
random value must be sent to the email address identified as the domain
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name contact or created by using ' admin,' administrator',’ webmaster',
hostmaster' or ' postmaster’, followed by the at-sign("Q"), followed by an
authorized domain name. (Based on the domain name validation method
of Baseline Requirements v2.0.1 Section 3.2.2.4.4)

3) Confirm the subscriber's ownership of the FQDN by making changes to the
agreed information under the "/. well-known/pki-validation" directory.
(Based on the domain name validation method of Baseline Requirements
v2.0.1 Section 3.2.2.4.18)

4) Confirm the subscriber's ownership of the domain name by confirming the
presence of a negotiated random value in a DNS CNAME, TXT or CAA
record.

Requirements: 1) authorized domain name; or 2) an authorized domain name

with a prefix starting with underline character. (Based on the validation method

of domain name in Baseline Requirements v2.0.1 Section 3.2.2.4.7).

The random value used in the above validation method remains valid for no

more than30 days from the time of creation. CMCA does not issue SSL Global

Server Certificates for domain names in the form of. onion.

3.2.2.5 IP #utit RY36F Verification of IP address

HZNLA ) CMCA HIE 2 IRAR S UET, CMCA K5 E FHE A% 1P Hidik i)
PRI, 1P Bk f B0 5 924 A an kO 2K

WA ALH . SMS B HRIEH —NRENUE (A RO A ZBEHLE
TFaG 30 K, HAERAH-THIME. AL H . A5 sBBUR & — . D Rk
IP bk RN, FCEE A BEAUE R BRI, BLEGAIE FH i A 1P ik 42
HIRL, % BRv2.0.1 &5 3.2.2.5.2 $14T-
CMCA will verify the applicant's ownership or control of the IP address if the
organization applies to CMCA for a global service certificate, |IP address
control verification methods use the following:
A random value (valid for 30 days from the date the random value is generated
and unique in each e-mail, fax, text message, or post) by letter, SMS, or post.)

sent to the IP address contact and received a confirmation reply using the
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random value to verify the applicant's control over the IP address, executed in

accordance with section BR v2.0.1 section 3.2.2.5.2.
3.2.2.6 iEAECFASEIE Wildcard domain validation

X TR EC AT N B R TR AL 1 R, BRAE 3 Be 88 A R0k B0 T
BIZIEAL A fn 4 SR E SR, S0 CMCA KR K i . AR, 1
i# 1 Baseline Requirements v2.0.1 % 3.2.2.4.2. 3.2.2.4.4. 3.2.2.4.7 5%
o5 KA S B AT A I 34 1 S CE BT, IR )& T HiE#

For applications directly connected to the top domain name on the right side of
the wildcard "*", CMCA will reject the application unless the applicant can
effectively prove its control over all namespace of the top domain name. At the
same time, the authentication in 3.2.2.4.2, 3.2.2.4.4, and 3.2.2.4.7 of the
Baseline Requirements v2.0.1 will verify that the domain name on the right

side of the wildcard is effectively registered and belongs to the applicant
3.2.2.7 BRI EMTE Accuracy of data sources

CMCA R HIHERS . AT EERY 3 =7 BB IR B IE 5 IS IS R . fEik#E
7 MO — N BRI BT, CMCA 20 2 8 Y5 B rTARORE « H5cdls B a2 LA
FAHE R0 SO O & P EAT VRS - H5 25 8 LA LA 5T -

1) PRt S RIHIR

2) BRI R, DR DR R ST

3) HHEHIHENTT, DL AR H

4) B dE T A] I S R A

5) Dyt sl 5 OB R M

X SSL LIS UE BRI, A5 IR n] AR B AR IR a] AN i A
CP/CPS % 6.3.2 i P £1E HNEF S KA R, Wrr & H .
CMCA uses accurate and reliable third - party data sources to verify the
information of certificate applicants. CMCA evaluates the dependence on the

data source, the accuracy of the data, and data change and forgery resistance
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before choosing whether to rely on a data source. The following aspects will be
considered:

1) Years of information provided;

2) The frequency of data source updates to ensure that data is kept up to

date;

3) The supply side of the data and the purpose of data collection;

4) Open availability and accessibility;

5) Difficulty in falsifying or altering data.

For data sources that validate SSL certificates, you can reuse data or files
that are dependent for no more than the maximum validity period of the

certificate as stipulated in Section 6.3.2 of this CP/CPS.
3.2.2.8 CAA ig5% CAA records

CMCA 7E25 7% SSL AR Z A, K0 2 A S 1 /U & 9 Fe b i B — A
dNSName fiff CAA itk i 2, HOB A 2 i B FE /R « iR RUF, WAIE CAA
) TTL IS5 8 /Ny (PREEE R
CMCA will check for CAA records for each dNSName in the certificate
SubiectAlternative Name extension before issuing the SSL certificate and
follow the instructions found. If a certificate is issued, it must be within the TTL
time or 8 hours of the CAA record (the greater one).

CMCA ¥z RFC8659 ¥l ALEE “issue” . “issuewild” K “iodef” [
JEPERRSE: A “issue” . “issuewild” ARZEAFAEIE HE P AME “cmea.net”
] CMCA AR AT RLIE 5 %5 CAA Lk HAETE “iodef” #5725, N CMCA 5
FA VA T8 i DR S 1 N AU IE 15 6
CMCA shall process the property tags of "issue", "issuewild" and "iodef" as
specified in RFC8659: if the "issue", "issuewild" tags exist and do not contain
"cmca.net", CMCA will not issue the corresponding certificate, if the “iodef tag
appears in the CAA record, CMCA will communicate with the applicant and

then decide whether to issuethe certificate.
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CMCA UL K41 CAA i B ARG DUAE A & R AE I 261 1) fEdR
CMCA [ At Be it &) CAA LR R 2) 2D Slid — IR EH &4k CAA L
3K 3) B I E XA AE TR 7] ICNNA R IX 5] DNSSEC KrilE

CMCA is permitted to treat a record lookup failure as permission to issue if:

1) The failure is outside the CA's infrastructure.
2) The lookup has been retried at least once.
3) the domain's zone does not have a DNSSEC validation chain to the ICANN

root.
323 M A G HX 7] Authentication of Individual
Identity
CMCA A2 FEA NUEFINE 55, 3873 ZERAET 3 A b I AN A K
5. T EB ) CMCA RAZXHIET HiF ANE BSR4 S ik E B —
B, PR ECAIER HIE AN S IE S ENARE &R .
CMCA objects individual certificate business. This requirement is only targeted
for identity authentication of authorized clerks for corporate application. CMCA

will check whether the certificate applicant information is consistent with the 1D

card information provided, and file the digital certificate applicant ID card.

3.2.4 38 HE YT A {5 2 Subscriber information not

validated

CMCA 25K BIET3E B A KA BAERE & .

The certificate information issued by CMCA has no unverified information.
3.2.5 %A Validation of Authority

2 E AR A LSWITT 7 HFIETI, 75 2 7R 208 IR (S 2 DLIE ]
HHE RN CIRB ALV I . CMCA B THEFINAIRAUE B, RS
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2 RAT

AP R I NIPBRAEF L 55 I, B 2 BEAT B9 A% SER R AR 2 IR A
CP/CPS tHRZK .

CMCA FoVF Hiig & 1 € AL AR B IE A . 25 H 3 2 DA I P 3046 e ik
FHIEN, WA IZAE E N R UM HAR N SRACUEFS I TE R . AN i
BT TS KIS, N [ I 2 B i RN B ) 5

When the applicant applies for a certificate on behalf of the organization

subscribers, sufficient certification information is required to demonstrate
whether the applicant has been authorized by the organization. CMCA has the
responsibility to confirm the authorization information and properly preserve
the authorization information.

When the agency authorizes the handler to engage in certificate business, the
verification procedure should refer to equirements of this CP/CPS.

CMCA gives its consent to applicants to designate independent individuals to
apply for certificates. In case the applicant appoints the certificate applicant in
writing, submission of certification application request by people other than the
designated clerks is prohibited. Upon receipt of the written request confirmed
by the applicant, the applicant shall be provided with a list of its authorized

personnel.
3.2.6 Ei#{E}EN] Interoperational guidelines

X HE CMCA 2 BR{E(EA & T 1) DV iE+5. OV ik & EV iiE+:, CMCA
ARIEX LT Sy R IR EE, B AT R AR LA AT S eI 5T

CMCA A2 RAEAT A SGAE IS o
For applying for DV certificates, OV certificates and EV certificates under
CMCA Global Trust System, CMCA undertakes the identification function of
subscriber identity and temporarily does not entrust other agencies to perform
this responsibility .

CMCA refrains from issuing any cross-certified certificates.
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S3EHMIBEKRK B R IR 5 £ 7 Identification and

authentication for renewal request

FEVT PR BIART, 177 75 ZEERAGHT AR LR S UE T8 B 8t . UE1S
FEORE SR A S BRI RO, AT RS, T E#3) CMCA —
FRESRIT PP — R R I B i n 9], BiAZS% (A1 4.7) ¢« XT4E
FEH", CMCA BASCRFZMRSS . %/ Wi EOE I, 7 B8 515 ST
®, FIRHIIR B W AE D BRGESCAR R BERL ([F] 4.1) , JFtih E#%3) CMCA i #%.

Before the subscriber certificate expires, the subscriber needs to obtain a
new certificate to maintain the continuity of the certificate use. Certificate
Update requests include both Key Update and Certificate Update. For key
update, CMCA generally requires subscribers to produce a new key pair
instead of expired key with specific reference (as 4.7), CMCA will not complete
the certificate update form and submit the information (as 4.1) and reviewed by

CMCA.

SB1IE N EHAHFHKIRE X 5 Identification and

authentication for renewal request

B IEBREI . RS S S s P G oL, IR 2
2 [H 5 CMCA 25 KUE A R — 08 1 4, AROINA D 397 K.
EBREMH—H, R ERZ CMCA 3R HREE #HHATIE B ER .
UEF 2 7 S EEFTUET5 I, SHEUET SRR, 2 BYIR S 01k P IR
Kokl (A 3.2) , I E3) CMCA BB A% o
Prior to the expiry of the subscriber certificate, the subscriber needs to obtain
the new certificate to keep the certificate usage continuity.
The certificate issued by CMCA is generally 1 year, not more than 397 days.
One month before the certificate expires, CMCA reminds the certificate holder

to make the certificate update.
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Certificate customer applies for renewal certificate, fill out certificate update
form, submit relevant information according to initial authentication step (same

as 3.2), and be reviewed by CMCA or its authorized organization.

332 EHAMIFIRE X Bl Identification and

authentication for renewal after revocation

P 61 I R UE 5 0 20 B8 A BT IR A FABHGT R4 IR 3.2 BRI W 8 IRIE 1
The revoked certificate must regenerate the new public-private key pair and

apply for the new certificate in accordance with 3.2.

34 8 E KB IRE X 5 dentification and

authentication for revocation request

3.4.11iFBBETE R Certificate revocation condition

WA N IS RAUESS, SR G 50 s AR F R,
3.2,

e CMCA gkt i, Wil 1 H BAT4 CPICPS BT #ilE i) X 5%,
WA BT P G AT hR iR A 5. B CARA & H 1) 1 A 45 4 IS A B (1)
request IR AETE bR iR H A& HH CA\RA AR R I M4 .

Subscriber himself applies for revocation of the certificate, its identity using the
same process of initial identification, see 3.2 for details.

When CMCA initiates the revocation, if the subscriber fails to fulfill the
obligations stipulated in this CP/CPS, there is no need to identify and identify
the subscriber identity. The revocation operation issued by the CA\RA should
have the corresponding request record to identify the revocation initiated by

the CA\RA subject.
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3.4.2 B4$H¥E{E Revocation operation

UEH 2 7 HE mAIE I, IS IESREHIEER, —ERITTH, WA
MEfE. %, mdERE CMCA #2758, H i+ E# 3 CMCA #1%.
When the certificate customer applies for revocation of the certificate, fill in the
certificate revocation application form and submit it to the CMCA by certain

means, such as mail, mail, fax, etc., and be examined by the CMCA.

4. EPA 5 EHARIEEK Certificate life cycle

operational requirements
4.1 JEH EiF Certificate application

4.1.13F B B iF 5L &£ Who Can Submit a Certificate

Application

AR SEAR TS 24 ] CMCA 43RBT R T2 A HITET I, Yy mT 2 k-5 i
i
Any entity that needs to use a certificate issued under the CMCA global trust

system can submit a certificate application.

412 M i # 5 T8 £ Enrollment process and

responsibilities

HITEH NG T T P . A CPICPS 25 X2 IHE T, 45Hl 2
RPUEFERVE L BRI SCEAEARAAR N 2

I N ] CMCA S A2 IE 5 ARG 3R A AR B S, AT RV R HE
HOER T AT L.
The applicant shall have prior knowledge of the matters stipulated in the

Subscriber Agreement, this CP/CPS, in particular those relating to the scope of
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application, rights, obligations and guarantees of the certificate.

Applicants should submit a certificate application form and corresponding
supporting documents to CMCA, which means that the applicant has
understood and accepted the subscriber agreement.

1. m&T ]

B AT 7 RIS UE TS R SEAA, 23T ) AU iR o HUE S 4% 32 A CP/CPSH
FITRLE AR R 514F 5 55 (ARCPICPS M A KRCPAMAECMCAM S ), Jf %
I3 2 20 EORIE Bt B, #ERRIHEE R RIS (P NRIEAME B 7254
) WIRE, HEE RIAICMCAS LR SE ., S8 BAUERI IS B, B0 A HAb
ZEHL TR AT . CMCAIE AR AR IR, 1T 7 LA A B RVE R SR % 5T 1T
JA SRR A FEB A 2 4.

1. Subscribers

The subscribers, the entity applying for the Certificate, shall expres s ly
express its willingness to accept relevant responsibilities and obligations under
this CP/CPS (this CP/CPS are published on CMCA website) and shall provide
true and accurate application information as required by 3.2.2. According to
Electronic Signature Law of the People's Republic of China, If the applicant
fails to provide true, complete and accurate information to CMCA, or has other
faults, causing losses to the electronic signature relying party and CMCA, the
subscriber shall bear corresponding legal and compensation liabilities. The
subscriber has the responsibility to secure the certificate private key that it
owns.

2. NUEAEN LAY

T LB M CMCARIEIE TS, tHCMCAH 1211 P& B AL 31T i K
FEMHUAR T PR AL B 35 B S 83,2 21 ZR AT 4],  CMCAXT @ I %5771
JE BT PR RAETS . CMCAE N HL T AIENLA, N 2238 PRAEIE 1T 7 HE(E R .
CMCARLAEE 4 I [ALRHE 51T 7 (S BV, [RIN R AT A CP/CPSH i fiL 7€ K
HRIUEE L5
2. Certification and Registration Authority
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Subscribers can apply for certificates directly from CMCA, and the subscriber
information is audited by CMCA and the subscriber's request is processed.
According to the requirements of 3.2.2, the registered institution identifies the
identity information provided by the subscriber CMCA issues a certificate to the
authenticated subscriber. CMCA as an electronic certification body, the
certificate subscriber application information should be properly kept. CMCA
shall file the information of the certificate subscriber at the appropriate time,
and shall fulfill the relevant responsibilities and obligations stipulated in this
CP/CPS.

4.2 1P T Certificate Application Processing

4.21# 171R 3 5 X 5l Ih & Performing identification

and authentication functions

1.CMCA & FEIEBHIE 2D FHEWE 3 M AEAT: BRI BRI, XK
EH. HPEERA. FEREZEENTTDE.
1. At least three trusted roles need to be set up CMCA processing certificate
applications: information entry, information validation, and issuance of
certificates. Separation of responsibilities is required for information entry and
information validation.
20 TR TG AL B, BEAETS N 5 75XS FRE HLAA S SR 4 H -

1) X BT F USSR B S LRI T F A 85 BRSO #EAT 5%, Ak
RIS BB Z it — D IRIE RIS S

2) WMBRZNSE 1] U S 5 AT 2 — D I0AE, CMCALZI I Hi 1
PURY S PRMEEE N FRE B At N B A & 4 S A5 BRIV BT Bt — P 36 IR 1Y 5%
BHEGIEYE ;

3) CMCALZRIE SR S UEF B SIS S A BTRE, 2 LARA IR
B RAET A E CMCAC BN K BLHI AR (E B, 1 IMCMCAK &R 4E1E i
FE R 8 S0 FR A AL«

4) B ER > ST W By IR TR A TS F AR CMCARTE U5 1
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=, IBACMCAY £l I b i& M5, H A 208 400 R0 R B A 1 AN B 58
JlER 25 (A8 S AZ AR R A o CAIE I LA R 5 VR4 AT 28 S A% 5 R 7 -
4.1) WRAGEE IR 2
4.2) A G S R8T i ARBEN LA e Bt AP 3R, CMCAE AR EENL
Mk ELs R, I HEZIEBRHEH FCMCAH R 2 2K .

5) tR#ECA/BForumffAHXFE 5], CMCATEHATIR A AL HER TTH, X E
FURSZ IR A (5 BT CAATT ], CMCAS T M & A TEEICANLE, A
PRiE T A CAAR TR KT, 40 SRAT P 48 & CANLI, NICMCAKS A 22
HEPB T )Rz, CMCAIER 2 HUEHSS FiE . WEREKIET, WAHECAA
R TTLI (B B8R Y (P R o IFE s Il s kI

2. For certificate application processing, certificate issuing personnel shall

make final review on the basis of application agency information:

1 ) Review all information and documents used to verify the
application agency certificate application , to find conflicting information or
information requiring further verification ;

2) If the questions raised by the reviewer do need to be further
verified, CMCA must obtain further verified data or evidence from the
application agency , the agreement signatory , the application approver or
other qualified independent sources of information ;

3) CMCA must ensure that the information and information collected
in connection with the certificate application is sufficient to ensure that the
certificate issued does not contain CMCA known or detected error information,
otherwise CMCA will reject the certificate application and notify the applicant;

4) Where part or all of the authentication content is in a language that
is not the official language of CMCA, the final cross-audit and due diligence will
be completed using appropriately trained personnel with sufficient experience
and judgment. CA performs cross-checking and due diligence by:

4.1) Material content dependent on translation;

4.2)Relying on an agent with this language capability to complete this
step , CMCA reviews the inspection results of the agents , and reviews CMCA
self - audit requirements in the certificate criteria .

5) According to the relevant guidance of CA/B Forum , CMCA will CAA
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query the domain name information submitted by the customer when

performing the identification and identification responsibilities, CMCA will

inquire whether the subscriber has a designated CA institution, and judge by
inquiring the CAA public data. If the subscriber has a designated CA institution,

CMCA will no longer accept the certificate application; otherwise, CMCA

normally accepts the certificate business application .If a certificate is issued, it

must be within TTL or 8 hours of CAA (larger).
And reflected in the audit records.

3. CMCA &7 iy MBS Ik 518 SR BTSN I8 UE AL

1) FEALE R H I AFIEE, SREUE B RIE AR EA R T A mEk e . Bhiss

] AT RS KBUN LS . AR B A HRE S

2) T HILAE R F G NSRBI, CMCA BB 4R 4810 15 i 37 sl

SERLAH R AERTRL, X T A8 K ARt N 5 JAR S =y XU F IS A\ SR 3T B

%, ISR, IFRIGE 21T 3) CMCA A BUE 2 85 UE+ B I8 Bl H Ak

(X IPANIE AT S

3. CMCA establishes additional verification mechanisms for high-risk

certificate requests:

1) Establish a list of high-risk applicants and access to information includes,
but is not limited to, anti-fishing unions, anti-virus manufacturers,
government agencies responsible for cybersecurity, public media
coverage, etc;

2) For institutions appearing on the list of high risk applicants, CMCA has the
right to directly reject certificate applications or to provide additional
verification materials, Certificate issued should also be regularly reviewed
based on the list of high - risk applicants, if appearing in the list and take
appropriate action CMCA has the right to directly revoke the certificate

application or request them to provide additional verification materials.
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4.2.2CMCA iE ¥ H iF it # 0 35 4& Approval and

rejection of certificate application

CMCANAE A BRI 1] P 58 B UE 15 U AR EE . 75 FR G 35 38 52 1 B k)55 4 HL o
il SO, -3 TAE H A 5E . EVSSLAIRAR S 2+ AL BRI+ HH 1E
T AN S TAFH, Rk F Ol R KA1 TAFEH

CMCAFR 425 4 0, N A4 MR HJAIE T o

CMCAJEAE KB & E A hAIET.

CMCA will complete the certificate application processing within a
reasonable time. If the information submitted by the applicant is complete and
approved, the processing is completed within 1-3 working days. EVSSL Global
Server Certificate Processing Certificate Application does not exceed 5
working days and 10 working days in special cases.

CMCA refused to issue certificates containing internal names.

CMCA refused to issue a certificate containing anonymity and

pseudonym.

4.2.3 I8 E B BHiFRYET 8] Time to process certificate

applications

FEAUEF B #E IR TR R IF A S EOR ISR T, CMCA £ 3 M TAEH N
SERGEF HIB AL B, EV SSL BRIk 55 a3 UE 5 AL FEUE S HH i N fa] AVEE 5 AT
fEH, ROl ARED 10 A TEH.

If the certificate applicant submits complete information and meets the
requirements, CMCA will complete the processing of the certificate application
within 3 working days, and the EV SSL Global Server certificate processing
certificate application time is not more than 5 working days, and not more than

10 working days in special circumstances.
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4.3 IFH % %& Certificate Issuance

4.3.1EBFX PEMHAFIE FINERSZHARIITHA CA

Actions during Certificate Issuance

CMCA 1T P HIFET 2515, RA RGHEMEAFNIT FHERER, JHEL
RA ARG H % % #%:; RA KGR R ZIED G, 7 CA RGIRCHITE; CA &
Ziln) RA RGIRENES, H CA ML A URIE+ R 1T F
CMCA after the subscriber application has passed the authentication, RA the
system operator input the subscriber application information and submit it to
the RA system auditor for review; after the RA system auditor approves, submit
the application to the CA system; Return the certificate to the RA system by the

CA in a secure form.

4328 FINERFZHUNAMEMIN AT PAPHES
Notification of Certificate Issuance
CMCA TGt R IE 4k 2 fL#E LT FHIE B HIE, CMCA A X 55 & 51T - ik
450 CMCA = DAHLTE . HL - HBAF e HAl 77 206 1T P AT 8 15
CMCA is obliged to inform the subscriber of the result of the application,

whether it is to reject or approve the subscriber's certificate application. CMCA

will notify subscribers by telephone, email or otherwise.

4.4 JEHBIES Certificate acceptance
4.4.1 %) gk 33 E B B 17 5 Notification of Certificate
Issuance

EFS FIE 2 SRAGE P A O R 5 32 AE S o UETS ARG 45 32 B0 HiE
)5, L% ORAF AR N AL o
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— HEE P EM SN CMCA RS A EFS, M52 2 i E i
BAEHARONA, RS BEE A BATIERL, IB20E A I E g v o E
¥z CMCA. VEMHUR L Fh A a5 H an 1 PRAE:

N7 A Ry R4, BRI HIEE A Q4. JF AT

Horrsant, EBRAAROESIF OPOEBRiEE &%,

2) R TIN5 AR5 1] 10E 5 H i & A

)L+ HIE & [A) A UEN LR BRI ) B A IE 5 HAR AH R 045 2 & LS 15

ABEEIERPIEL, ARESER;

5)E ks h [E 5 CMCA T IAUENE S5 R I RILE , R T4l $2A0H)

B AR H
6) UL+ HE 2 S AL HIE H AR SOENY . BRARZEUETS g & MKk
UEATLAS 8] i r s I LA, IR B3 DRAEAS N AGIEN LA (8.
FAUNLAE ) FrANFERZhEE, Blan: FESUEFS TP A2 P B AA
P T RAEFRIES (BAEHAAETE W 28] BEEH M 5%,
7)— 2R, BRI UETS s H R B 2 EH % 3) CMCA AAEME 55
PR TR SRS, I R0 2B A A N IE T 7 0

The certificate applicant is deemed to have agreed to accept the certificate

from the time of obtaining the certificate. After the certificate applicant accepts
the digital certificate, the private key corresponding to his certificate shall be
properly preserved.

Once a certificate issued by the CMCA issuer is accepted, from the time of the
acceptance until the entire period of the use of the certificate without notice:

1) Each digital signature of the customer is the own digital signature of
the certificate applicant, and in the digital signature , the certificate is a
valid certificate and has been accepted by the certificate applicant ;

2) Un authorized person has never accessed the certificate applicant
private key;

3) All the information related to the certificate application stated by the

certificate applicant to the certificate issuing institution is true;
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4) The information contained in the certificate is true;

5) Certificates will be used only for authorized or other legitimate
purposes as stipulated in the CMCA Electronic Certification Business
Rules;

6) The certificate applicant is the final certificate applicant and not the
issuing agency. Unless expressly approved by a written agreement
between the certificate applicant and the issuing agency, the certificate
applicant undertakes not to perform the functions performed by the
issuing agency (or similar institution), For example, the private key
corresponding to the public key contained in the certificate is used to
issue any certificate (or to authenticate any other form of public key) or
certificate revocation list.

7) As soon as the certificate is accepted, it means that the certificate
applicant is aware of and accepts all the terms and conditions in the
CMCA Certification Business statement, and knows and accepts the

corresponding certificate subscriber agreement.

4.4.2 B FANERR B M AFHEB B & 7 Publication of the
certificate by the CA

X T RATT IR, CMCARARYE FH - S R BUE B U At s 1T 7K
A ERKATHT, CMCARA AT B AT FHIES
The final subscriber certificate will CMCA be issued in the appropriate form
according to the user's wishes; if the subscriber does not require publication,
CMCA will not issue the final subscriber certificate.
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443CMCA %} H fib 52 {4 By & & Notification of

certificate issuance by the CA to other entities

X FCMCAZE K HIUEFS, CMCAAIS HoAth SEARBEATIE &, KA 7] PLAEAS B
JE B AT A
For certificates issued by CMCA, CMCA does not notify other entities, and

dependent parties can query themselves on the information database.

4.5 % $H FiE B M {F A Key Pair And Certificate
Usage

4.5.1 i FFA$AFNER B9{E A Subscriber private key and

certificate usage

VT AL AR 5 8 F T 058 1) LR FH % (FEARCP/ICPS1.4.175 € 30,
VTP AEAE FHUE PSS 008 57 AKCP/CPS I 2K, 23 (R AN, Bt AR E
A NSBIAE A NAEASIE TR A, 15 R Fe AN 52 PR B o
The private key and certificate of the subscriber shall be used for the specified
and approved purposes (as defined in section 1.4.1). The subscriber must
comply with the requirements of this CP/CPS when using the certificate, keep
its private key properly, and avoid the occurrence of the use of my certificate
by others without my authorization, otherwise its application is not guaranteed.
1. IEBREE & KA PARE A ]

UEF A R BELESR E 1N FHVE B N (8 AV BHAMIE S, e B35 & R A%
% T MRUESS Ja A BEAE FH XS B AIALEH, JF BAEUE P B sl 8 e, s b4
AT BRI R o
2. WHGTT B A PIFIE A

BB BB ANER G, MiZ:

& RAERE N HIE S R AB AT

& AR R R

& FRAZEE AL 0 N RIE S R A T 15 AT B
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& EBRHEEH T X N4 IR BRI AHRIER A
DA AR —ANER TR, Wﬁﬁﬁﬁ‘“ﬁ?ﬁf’éﬁﬁm%ﬁ B
MR 7 e B Rk Z‘%é’\%xﬁﬂiﬁ% YRS IR T 1)
AR, SRS FAET BRI ABHXE B

1. Public key and certificate usage of certificate holder

The certificate holder can only use the private key and certificate within the

specified scope of application. The certificate holder can only use the

corresponding private key after accepting the relevant certificate, and after the

certificate expires or is revoked, the certificate and the corresponding private

key shall be stopped.

2. Dependent party public key and certificate usage

When the relying party receives the signed information, it should:

€ Obtain corresponding certificates and trust chains;

€ Validation of certificates;

€ Confirm that the certificate corresponding to the signature is the certificate
trusted by the relying party;

€ The purpose of the certificate applies to the corresponding signature;
ordered to verify the signature using the public key on the certificate.

Any of the above links fails, and the dependent party should refuse to accept

the signature information.

When the relying party needs to send the encryption information to the

receiving party, it must first obtain the encryption certificate of the receiving

party through the appropriate way, and then use the public key on the

certificate to encrypt the information.

4.5.2 {k$75 AN AFHEBHIERA Relying party public key

and certificate usage

AT 5 ACMCA S ER (5 AR A R 38 A HUAIE 5 T IE B A5 A 5% A I 7 22

1) KRBT 22 B ZAE X B IE 15 5%

2) FEEMOETPTE BB R RATHINZIE R VA RGeS, . of
CMCARA M5 HTCRL, Bi# it CMCATR AL OCSP AR 55 i W ik 15
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R BAEZIEH AR A B RES R A S R EixiES
HIA R DS A FLAth RE S S MRIE 1545 Rk 45

3) AEAS LS Bk W A5 A 5¢ R AT U IZAUE B 8 A 28 5 BT E490E 1Y
WA —E.

Creditors' trust CMCA the relationship of trust evidenced by certificates issued

by the global trust system need to:

1) Obtain and install the certificate chain corresponding to the certificate;

2) Confirm that the trust certificate is valid before the trust relationship. These
include: checking the latest CRL, published by CMCA or confirming that
the certificate has not been revoked through the OCSP service provided by
the certificate; checking the reliability of all certificates that have appeared
in the certificate path; checking the validity of the certificate; and checking
other information that can affect the validity of the certificate;

3) Prior to the trust relationship proved by the trust certificate, confirm that the

contents of the certificate are consistent with the contents to be proved.

4.6 iEH EEf Certificate renewal

CMCAMN S A BRABATUE F BT IR 55
CMCA does not provide a Global Trust Certificate Update service.

4.6.1 iEBEFAIEE Circumstance for Renewal

AN
Not applicable.

4.6.2 15K IEB EHRISE{EX Who may request renewal

ANiE
Not applicable.
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4.6.3 IEP EF#FE Processing for Renewal

AEH
Not applicable.

4.6.4 9 & #iE B B & 1T PRV B & Notification of new

certificate issuance to subscriber

ANEH
Not applicable.

4.6.5 ¥ pY, 3 5 ¥ #HiE P 8997 B3 Conduct constituting

acceptance of a renewal certificate

AEH
Not applicable.

4.6.6 BB FIAERR SHLH9XS EFTIEF A% 75 Publication of
the renewal certificate by the CA

AEH
Not applicable.

4.6.7 B FIAERR FH #axT H tE SC{ERYE & Notification of

certificate issuance by the CA to other entities

ANEH
Not applicable.
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4.7 P FE4H EH Certificate Re-key

UE T2 B B 2 48 1T P A2 ORI B0 9 W i S A B2 K HTIE 5 CMCA.
Certificate key update means that the subscriber generates a new key pair

and applies for the issuance of a new certificate new public key.

4.7 1 i EBZAEFHIER Circumstance for Re-key

12 BT R R P BRI

2. T RSB SE HAIE A5 5 A 2 A

3. HEWRESFBEVIEHPIEIL.

1. When the subscriber certificate key is corrupted;

2. When the subscriber confirms or suspects that its certificate key is not
secure;

3. Other circumstances that may result in key updates.

4.7.21F 3K ik B F $ & F 8 £ & Who may request

certification of a new public key

C & HiF CMCA UEF T 7 A FE IR 2 S 5 o
Subscribers who have applied for a CMCA certificate can apply for a

certificate key update.

4.7.3 iE P EEAEHIE KA IR Processing for Re-key

Al 3.3,

Same as 3.3.
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4.7.4 9 & #iE B B & 1T PRV B & Notification of new

certificate issuance to subscriber

[F] 4.3.2,
Same as 4.3.2.

ATSH R S H A E FIiE B B IT A Conduct

constituting acceptance of a re-keyed certificate

[F] 4.4.1,

Same as 4.4.1.

4768 FAERFZFNEUXNBHENELHNLZS
Publication of the re-keyed certificate by the CA

[5] 4.4.2.
Same as 4.4.2.

4.7.7 B FINERR FZH #axT H tE SC{ERYE & Notification of

certificate issuance by the CA to other entities

[F] 4.4.3,
Same as 4.4.3.

4.8 IEHIFE Certificate Modification
4.8.1 JEBTEREEFE Circumstance for Modification

AN
Not applicable.
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482 FXKIEP T E M S 4 Who may request

certificate modification

AN
Not applicable.

4.8.3 EBTERYREIE Processing for Modification

A&
Not applicable.

4.8.4 MK FHEBEXITPRE S Notification of new

certificate issuance to subscriber

AN
Not applicable.

4.8.5 HHRIEZFETEIEPAIITH Conduct constituting

acceptance of modified certificate

AN
Not applicable.

4.8.6 EETFIAIEARSSHLHXZEEIER R LT Publication
of the modified certificate by the CA

A&
Not applicable.
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4.8.7 HTFINERSHATHAbSI kY@ & Notification

of certificate issuance by the CA to other

entities

AN
Not applicable.

49iF B B $ A #E &£ Certificate revocation and

suspension

4.9.11FB B EBYIFH Circumstances for Revocation

491117 FHE P A R Reasons for Revoking a Subscriber
Certificate

WA N HE G PR —FRE GUA A, WL ZLE24 /N 2 3 RS UE

1) VT A A A B AR D

2) T PR AICAR A IR G R & H BEZAL

3) AT FAHAE B S B e BB 2 Ty, AR TROIE T IR S5 A4 I Bia B E
S B CAH IR R I PR A Mt 28 IR 15 T

4) CMCASA CHIL T & Bk T P AV B 7715, &7k T A%
R b 5O 3T P FA 8 ( #] 4n Debian 55 % 1 , E & [
http://wiki.debian.orq/SSLkeys) ;

5) CAVLAZRIFIESE, E5rh B A0 2 3844 I Pk ity 4 il AU IE AN FE ]

i

The subscriber's certificate must be revoked within 24 hours if any of the

following occurs:
1) The subscriber applies for revocation of digital certificate in writing;

2) Subscriber notices CA original certificate application is not validly
authorized;

3) Sub scribers believe or suspect that the key is leaking or attacked ,
the server where the certificate is damaged or locked ; or CA has evidence of

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
MHk: www. cmea. net #5054 71 3L 168 T


http://wiki.debian.org/SSLkeys

i E FE ECAF 1
CHINA MOBILE CERTIFICATE AUTHORITY CMCA A ER{EAEUE LSS0

the private key disclosure of the subscriber certificate;

4) CMCA is made aware of a demonstrated or proven method that
can easily compute the Subscriber ’ s Private Key based on the Public Key in
the Certificate (such as a Debian weak key, see
https://wiki.debian.org/SSLkeys);

5) CMCA obtains evidence that the validation of domain authorization
or control for any Fully- Qualified Domain Name or IP address in the Certificate
should not be relied upon.

CA RLIZAE 24 /NN NHRUESIE TS, a0 NI —TE 2 I, IAZE 5 R AT
SR

1.4F B A F 75 & Mozilla Root Store Policy 5, CA/Browserit Iz ff)Baseline £
Requirements+ 2£6.1.526.1.6 75 K HLE;

2. CABASE P it FH FOAE 48

3. CAFREBAT )7 B S 1T 7 WAL Bl A FH 2 T T Y — T i 2 i B 2 S 5%

4. CA HUMARFENT P A REA A AE A& A 1P Hidilk, WvkRe
Bt A5 L A VI P A P A AR, Ed A v v R N T R A
PRI EUIR S P 2L T

5. CA [ @ MATIE 4 T30 Uk B IRVE R SR 84

6. CATRBIUE ST ak 15 B A H KA s

7R IFHESEFAE R A RYE CAMN Y #s b1z (CA/Browser Forum) & Afi
[RIECHT A Guidelines . Baseline Requirement DL CP/CPS 3K [ 7
AR s

8. CAMf 7 BURIZBAE 15 A BT AT (5 A HER

9. CA % KIUEHHIBCH] O Jmim sl e sk 1k, BRE CA CEH ek, 4k
49 CRL/OCSP;

10. CAI¥JCP /8% CP/CPSHI & e it 15;

11, R AR A 25 miiAg 2l Bl 1% B B it L s B 7 A AT 432 52 )
MUK, 40 CA/R Y #5135 1R E 35 A FLE B S B, A L RS /K P AN ]
ez, fE—E RN CA MG IZIES.

CA should revoke the certificate within 24 hours, if one or more of the following
must be revoked within 5 days:

1. The certificate no longer complies with Cla uses 6.1.5 and 6.1.6;

2. CA obtained evidence of certificate abuse;
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3. CA was informed that the subscriber has b reached one or more
important obligations under the subscriber agreement or the terms of Use;

4.CA agency learns that the subscriber can no longer legally use the
domain or IP address contained in the certificate, such as the court or
arbitration has stopped the permission of the domain registrar to use a domain
name, or that the use license or service agreement between the domain
registrar and the applicant is terminated;

5. CA learned that a wildcard certificate is used to verify a domain name
that is fraudulent and misleading;

6. The CA was informed of significant changes in the information
contained in the certificate;

7.Found and confirmed that a certificate was not issued under the latest
version of Guidelines . Baseline Requirement released by the CA/ browser
forum (CA/Browser Forum) and the program required by CP/CPS;

8. CA identified or knew the in accuracy of any information in the certificate

9. CA's right to issue certificates has expired or been revoked or
terminated unless CA makes arrangements to continue to maintain
CRL/OCSP;

10. CA's CP/CPS regulations provide to revoke the certificate;

11.The technical content or format of the certificate poses an unacceptable
risk to the application supplier or relying party, such as the decision of the CA/
browser forum to discard an algorithm or key length, which considers its risk
level unacceptable, and within a certain period of time CA such certificate
should be revoked.

4.9.1.2 45 N2 CA LBy JE K Reasons for Revoking a Subordinate CA
Certificate

U T CAEB MG

HRAETH—MEZ MG, 2K CA RAEL(7) RN N9 CAET:

1. N RAZUENL O ZE R AT 4
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2. T CAEINZEK CA, JFRIIEFEREAEIEA, I HBEA 524
FEARAL;

3. &K CA HUAHIEHE, IEPHILETE CA SiEH i AP AR A T %
B R S AN FERF 428 6.1.5 1 6.1.6 25 I ER;

4. %R CA WAFUEFS B F AOAE S

5. %k CA BIRFNEBA %I CAIMYE R 18ts (CA/Browser Forum) &
il BT A ) EV Guidelines . Baseline Requirement L& CP/CPS %k
BRI, B T CA A My CAI #3183z (CA/Browser Forum) & Afi
BHRA ) EV Guidelines . Baseline Requirement Ll 2 CP/CPS %3k,

6. 2 CA i i i+ BT AT A5 B A HERA B0A 1R 3 1E;

7. %% CA Bl )& CA BUEfEE thm e b3z 4F, JH%A LA Al CA JyiZiE
P AR SR

8. %K CA BN CA 2 AR BIBUR C Ja T BB 2% 1E,  BRAE CA
CUil i 2eHE, 4k2:4E9" CRL/IOCSP;

9. 2% CA If) CP/CPS e HUH LT -

Case of of lower CA certificate

The issuance of the CA shall be revoked within seven (7) days from the
lower CA certificate if one or more of the following occurs:

1. Lower certification authorities require written revocation;

2. The original certificate request CA, the lower CA notice was not
authorized and there was no subsequent supplementary authorization;

3. The issuing CA to obtain evidence that the private key corresponding to
the public key on the certificate to which it belongs been disclosed or no longer
meets the requirements of articles 6.1.5 and 6.1.6;

4. Evidence of abuse in issuing CA obtaining certificates;

5.The issuing CA is aware that the certificate is not issued in accordance
with the EV Guidelines; Baseline Requirment and CP/CPS requirements of the
latest version issued by the CA/ Browser Forum (CA/Browser Forum), or that

the subordinate CA does not comply with the EV Guidelines, Baseline
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Requirment and CP/CPS requirements of the latest version issued by the
CA/Browser Forum;

6. Determineing that any information contained in the certificate is
inaccurate or misleading;

7. Issuing CA or affiliated CA ceased operations for any reason and did not
arrange other CA to provide revocation support for the certificate;

8. Issuing CA or subordinate CA to issue certificates has expired or has
been revoked or terminated unless the CA has arranged to continue to
maintain the CRL/OCSP;

9. CP/CPS provision for revocation of certificates issued.

4925 K iE B m $ B9 £ {5 Who Can Request

Revocation

A EDRBUEIE BB dE: 1T0# . RAL CAL B BUF &I &I
AR BEAL, AT B ARBT TR (S R AT A 55 =75 mT DA
TELRARAT B MR 155 77 20 (VL www.cmca.net B B R 75 30 32 0E 3 ] j 4Rk
A HIET ) CA BRI A B R A

AN, CMCA R #£4.9. 1T 5~ L3 M T 7 eSS

The entities that may require certificate revocation include subscribers, RA,

CA, courts, government authorities and other public authorities. In addition,
subscribers, dependent parties, application software suppliers and other third
parties can submit a certificate issue report by online submission or email (see
the www.cmca.net official website contact information for details) to notify the
CA reason to revoke the certificate.

At the same time, CMCA may voluntarily revoke the subscriber's certificate

in the circumstances described in 4.9.1.
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4.9.3 BEHIERAUFIZ Processing for Revocation

CMCASRBE7x24%2 7€ 1 R Ge 55, AT LASE N3 52 AN N AIE 45 5 451 SRATIE 15
)RR o AT B S AT ISP 00 A 1 e A0 A B8 = 7 4 i R PR B AIE S A7
FER R, AT LLE CMCAE W ANy, A5 AR T BN 1598 AT S AL 1t
UEF R BHAR SRR VR L 33 R AN AT B UE A5 R AT o] oAt 55
T
CMCA provides 7x24 stable system services, can accept and respond to
certificate revocation requests and certificate problem reports in real time.
Subscribers, relying parties, application vendors and other third parties may
report problems with certificates in a timely manner through CMCA website,
including private key leaks, certificate misuse or other types of fraud, tradeoffs,
misuse, misconduct or any other matters related to certificates that are not
limited to the following suspicious circumstances.

M NS MBS M. FamARIRIT R MATHE, HCMCA
B AZ I8 S mAIE B HIE E : Bl B R fs M CMCAT E 1T 7 i SOk s I RLE
258 « BRI P EARCAH TS DU AR, SR AIEF 1) B CAF 1EXHZIE
FIEY .

Revocation is divided into active revocation and passive revocation. Active
revocation refers to the case where the subscriber applies for revocation and
cancels the certificate after CMCA passes the certificate; passive revocation
refers to the certificate by the revocation of the certificate.

4.9.3.1E5)) i 44Active revocation

VI FRAE AR UE 15 AN 8 IR P T SBGIE S 40 A AR, SRt RS e
WA SCAE SRS 8 HAR SO, IR SZAETS Al FRE I R 263K, TR RS E AR N [
it
The subscriber shall appoint and authorize the certificate revocation
application representative in writing before applying for revocation, provide

valid identification documents and certificate revocation application documents,
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accept the relevant terms of the certificate revocation application, and agree to
bear the corresponding liability.

CMCAT7* 2413231 FE MBS HTE, JFALEAT e+ M iE K.

CMCAT7*24 accepts the subscriber certificate revocation application and
process the subscriber certificate revocation request.

CMCAILEIIT 7 i B A RS, K& WIT 7 7 M8 HIE T 2 75 JCMCA
B TS EAS & AR ROHN, M e 5 & 8, o Plad W HIEH 3EAT M.
CMCA receiving the subscriber's revocation application materials, the
subscriber will inquire whether the certificate to be revoked is issued by CMCA,
whether the certificate is within the validity period, whether the reason for
revocation is true, and if all pass, the certificate will be revoked.

4.9.3.2%%3)) iy i Passive revocation

LIS A TS TR, CMCANE L& A8 AT 7, 2 A0l 4l BIE
TAE. mARE . AR e RS, ERAT IS A R B R u0a
TLARE.
In the case of passive revocation occurs, CMCA will notify the subscriber in an
appropriate form, inform the contents of the certificate, the reason, the
suspension time limit and other matters, and confirm that the subscriber
receives the revocation notice with no objection.

CMCATE R ILAEFAT 7 B BERH 1 B HIE B A AREE B LT, ATR
P CATRIE X 28 i 25 1 WA TS 0T M4 AE, o/ FH P 1R H M i
EF AL EH i
2 IR BRNIE S AH K 2 H
FoAth b E %5 CMCA A YA W6 2 i % Ik ) SR
T E 23 CMCA B HIVE ML 52 B i 5 1 5 “UE 5 iy 8 HHE R,
T B D0 2 B I A D 1) AR 7
® 1[EFZ) CMCA BRI B E ML 12 8 585 = 5 i RN S5 45 i A 1AE

o FRIE HEAT A%
® Hi[EF) CMCA M2 UEAJa , AUENURARE I8 A7 UE 4 8 DA
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CMCA if it is found that there is a problem with the identity information of the
certificate subscriber or its illegal use of the certificate, the certificate of the
terminal customer can be revoked according to the CA strategy, without the
need for the user to apply for revocation.
® Private key leak for the certificate;
® Customer has failed to pay the certificate - related fees;
® Any other reason why CMCA consider it necessary to revoke
customer certificates;
® CMCA or authorized registration agencies or acceptance points to fill
in the "certificate revocation application form" in writing, and attach the
issue of the certificate must be revoked report;
® CMCA or authorized registration agencies in accordance with the
requirements of Chapter 3 to review pending revocation of the
certificate application;
® After CMCA revokes the customer certificate, the issuing authority will
inform the customer of the revocation and the reason for the
revocation;
® The revoked customer certificate enters CRL within 24 hours or is
issued directly to CRL.
R A HAN S =7, A TR L5513 CMCA i i rl BE APt e+
R BB R A IRVE . P A A AT B IR AR G AT ] oA S 10
Dependent parties and other third parties have the responsibility and
obligation to report to CMCA suspicious private key leaks, certificate misuse or
other types of fraud, compromise, misuse, misconduct or any other matters

relating to certificates.
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494 $4 15 K 7 PR H§ Revocation Request Grace

Period

RA 5l i T LAZE T 24 /NP SERR . 1777 FAE Ay, RA RAEN S
BT K 24 /NN ASIETS, A TR .
RA compulsory revocation can be given 24 hours of grace period. When the
terminal customers apply for revocation, RA shall revoke the certificate within

24 hours after receiving the revocation request with no grace period.

4.9.5 B, FIAIERR S EA IR A 1B K RUBT PR Time within

which CA Must Process the Revocation Request

EFMEPIEE T, CMCAR R H 45 1E K IF % 5Ea, 247N A w88k
SER
If the revocation is active, CMCA shall revoke the certificate within 24 hours

after receiving the revocation request and completing the audit.

FEMB MBS EIE S, T RS M ASIE R 5 19 3 A TAF H W AT [ CMCA
SE A H, CMCA Rf<xf FAFEE H BEAT VP4, 2 i B el I AT B
M AT 34 TAE H AR IR E B e 2 e 71, M CMCA KT 24 /My T
LA o
Under passive revocation, the subscriber may submit a defence to CMCA
within 3 working days after receiving the notice of revocation, CMCA will
evaluate the defence and not revoke it if the reason is confirmed to be valid; if
the subscriber fails to reply or reply within 3 working days without objection,
CMCA will be revoked within 24 hours.

a. M AT ARAT N A R N AN FA 5 =7 SRR, Ak
FISERIALEH MR R R B SRR VR L P, AL AT e SR
5% AT A JF Al i i = 0

b. B R e S ZAIE A 1] R 7
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CAEMTRIUE S ) R 15 5 24 /N PN, IR A I A 1] R A SR AR S SEAT
ToOL, IFRT AP A UEAS AR i 1 S S AT T B s

a. Clear instructions should be provided to subscribers, relying parties,

application vendors and other third parties to report suspected private key
leaks, certificate misuse or other types of fraud, compromise, misuse,
misconduct or any other issue related to the certificate.
b. High priority certificate problem reports should be identified.
c. Within 24 hours of receiving the certificate issue report, the facts and
circumstances related to the certificate issue report shall be investigated, and
a preliminary investigation report shall be provided to the subscribers and the
entities that submit the certificate issue report.

FEH ARG O G , L5 1T AR 015 ] 4 75 BOH A5 U A o< 0
R AT SEEAAR — AR 5 2 75 R R 15, an SR RO UE S, REnf E U e g H 3.
MNHSC BRI 5 7] R A o5 B35 4RO A7 5 D30 260 28] 8 A 4R8N O I TR) AN 1 28 4.9.1.1
AN E WU o C R H AT N 2% R& T 21 JE )

- FTRRRR I B (VA R PREARE . R, B IR

- FCEH ) JE RO VT T B R 7 ) L A ) 2 R M )«

- YRR SR A8 UE S B 7 R 5 1) o R K

- R BRBI SR (B, PR GO Rk AR VETE B R L
X HAR WS BT iy ot B4R R EE A 0 ) s

- ML

d. N ERIFIELE ) 24X7 BEST, WS ZRAIE 15 i AR 15 HEAT A BRI N, JRAE
EHTHOUN, KSR R S PGEER ], I SR T S A E S .
After reviewing the facts and circumstances, a determination should be made
with the subscriber and with any other entity reporting on the issue of
certificates or related notices of revocation as to whether to revoke the
certificate and, if so, the date of revocation. The period from the receipt of a
report on the issue of certificates or notice relating to revocation to the

publication of the revocation shall not exceed the period specified in Article
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4.9.1.1. The following principles should be taken into account when selecting
the date of revocation:

-The nature of the problem alleged (scope, context, severity, extent, risk of
damage);

- Consequences of revocation (direct and indirect effects on subscribers
and relying parties);

- Number of reports received on specific certificates or user-specific
certificates;

- The submitting entity (e.g. law enforcement officials should have more
weight in complaints about illegal activities on the website than consumers do
about the goods they have not received);

- Relevant laws and regulations.

d. A continuous 24 x7 capacity should be maintained to respond internally
to high-priority certificate issues reports and, where appropriate, submit such
complaints to law enforcement and/or revoke the certificates involved in such

complaints.

4.9.6 ki S EIEB B EAYE R Revocation Checking
Requirement for Relying Parties
AT AEAS AT BLUE ST SRS B E P A 240, B CIE AR 4

The relying party shall check the validity of the certificate before trusting the

certificate and confirm that the certificate has not been revoked.

4.9.7 CRL %735 % CRL issuance frequency

W EF R CRL AE 24 /N A ST s 11 7 AR PR R 1Y, B ARIE 1T ) I /oK
& BB CRL KA . CMCA ZEA K CRLAER, MIEHE, e BIAT
77 AU KA
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CMCA shall publish the revoked certificate within 24 hours through the
certificate blacklist library CRL; If the subscriber has special requirements, the
frequency of CRL release will be updated according to the subscriber's needs.
CMCA issued CRL information, according to the need, can also be manually
released in real time.

HiZf CAETIY CRL KA Ali% : CMCA & 12 A~ A B Hi Al & CRLs —IX(i),
TERUEE % CA UET S 1) 24 /NI BT AR R CRLs — K (ii).

CMCA B IRIEIE A BON S AT, WE-BH MAPIRA T LE CRL A,
The CRL release frequency of the subordinate CA certificate:
CMCA update and reissue CRLs every 12 months (i) and within 24 hours after
revocation of subordinate CA certificate (ii).
CMCA ensures that the revocation status of the certificate can be quer ied in

the CRL before the certificate validity period expires.

4.9.8 CRL % 7 By & X i#% J5 B [8] Maximum Latency for
CRLs

CMCA 1] CRL A i) e K Jiii Je I 6] 9 24 /N

The maximum lag time for CMCA CRL release is 24 hours.

4.9.9 FZ&IRSE BRI A A On-line Revocation/Status

Checking Availability

OCSP g %5 Mt

http://mpus.cmca.net:8083/ocsp

https://mpus.cmca.net:8080/ocsp

CMCA #24it OCSP #rififli%s, s 7*24 /Nt fl. CMCA ff) OCSP 1 v
#i£ RFC6960 #rifk. CMCA i fRAEUEF A RUNE R AT, UEA 1 i 8 IR AT LR
OCSP 1 & .

(BT 2 B AT LR B 58 MR TEMUT ) 22K . 0 22 IR
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BRI H e A MOHIE T AT S S5 0 S AL A S A5 #0745 1 — AN UE T Rl
ALEIIE PRSI RER B ZUE RS .
OCSP Services Website:

http://mpus.cmca.net:8083/ocsp
https://mpus.cmca.net:8080/ocsp
CMCA provide OCSP query service, service 7/24 hours available. CMCA
OCSP response meets RFC6960 standards. CMCA ensure that the revocation
status of the certificate can be queried in the OCSP before the expiry date of
the certificate.
Whether the trust party carries out online status query depends entirely on the
trust party's security requirements. For the application of high security
requirement and complete dependence on certificate for identity identification
and authorization, the trust party can check the status of the certificate through
the certificate status online query system before trusting a certificate.

@ http #0517 CMCA ) OCSP flR%s, CMCA 25 B ifj il Rk T i
i, AN AL

O IR TR R iE R4

& f CAEPEHIERE 4 /2 il i

& WEIE 2 5 A A s DAt

@ BAEUEFMUA R SRR ATIE TS8R A
The client visits CMCA OCSP services through a http protocol and checks the
query request, including:

& verify that signature is mandatory

# verify the signature with CA certificate

# verification certificate is valid or expired

& whether the certificate issuer is in the trust certificate list

OCSP Wi S AL N R P 1 Z AN Py 7%

1% BB E K R 1
WA M RCRAS, AR SRR AR . AARRERR . Rk
SR A ANTE RE A UEF R, ZIRE N R 20
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& LA R %50

fiR A V1

B HEFER | OCSP 5 i%k. ShalRSA Hik% 4

WUR # % OCSP Isfds . 2R3 /3 B 00 A8 1 B AR RE T3 T3 42

72 A B ] OCSP 1 7 [t 7= A i [i]

ERREFIER | BRI ERERE SR BMEBRESEFEIEBIR R EIR
BUGEREIEER

EFFRIR BRI LS T 2 B B B L U A SR B B RE

15
TEFDIRAS EQEB‘%%M@& BAER . MR R
WEPBEIEEE | IR EHEARE A 1B A5 B LE s )0 R 1 5 R

OCSP ¥ JE {5 8 5RFC6960—FL .

OCSP response contains the basic domains and contents of the following

table
field Limit of value or value
Status Response status, including success, request format error, internal

error, retry later, Request without signature and request for signature
certificate without authorization, When the state is successful, it must
be wrapped Include the following

version V1

Signing OCSP algorithm. Sha1RSA algorithm signature

algorithm

Presenter The entity issuing the OCSP .Data summary value and certificate

screening name of the issuer public key

Generation time

OCSP response

Certificate Status
List

includes the list of certificate status queried in the request. Each
certificate status includes certificate identification, certificate status
and revocation information

Certificate ID

Including data summary algorithm, certificate screening name data
summary value, certificate public key data summary value and
certificate serial number.

Certificate status

The latest status of the certificate, including validity, revocation and

unknown.

Certificate
Abolition

Information

When returning to the status of the certificate of revocation contains

the time of revocation and the reasons for its revocation

OCSP extended information is consistent with RFC6960.

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b
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4.9.10 FEZLIRAEIHER On-line Revocation Checking

Requirements

CMCA fefig R i AE LR AW, IEF5IT P A6 77 AT i OCSP IRk %5 AT
UEFIRES B SE I 2 i)
CMCA can provide online status query so that certificate subscribers and
dependent parties can perform nowcast query of certificate status through
OCSP service.

OCSP A iR [l {5 Bl 7284, IHEFEprA B 180 .
All information returned by OCSP has been electronically signed and shall
cover all required data.

1 E 2 Z2ICMCAFE it IOCSP Ik %5 S FFGET /7 2.
OCSP service provided by CMCA supports GET method.

X F A AR B 1T FHIE T i CMCA () OCSP {5 B Fidii% R 10 /)
i) OCSP AR 45 M Bt KIS [ 2h 10 55 OCSP AR45ma vifs B KA BN 10
N
For subordinate ca certificates and subscriber certificates, update frequency of
CMCA's OCSP information is 10 hours; maximum response time of OCSP
service is 10 seconds; maximum validity period of OCSP service response

information is 10 hours.

4911 B 1E 2 B H b % % £ X Other Forms of

Revocation Advertisements Available

TEFS A9 (5 S AT LUl i CRLEE OCSPAR %5 $:15 o 41 P al @ i iE i R 4 v
HICRLIHEFRFCRLIE B
Certificate revocation information can be obtained through the CRL or OCSP
service. Subscri bers can obtain CRL information from the CRL address in the

certificate extension domain.

Hohik: VRDITT R HT IX R DX AR T 7 A T 3k bt A 7 i 7S MiZh: 518057 Hi%:  0755-66820666
MHk: www. cmea. net % 68 TL 3L 168 T



i E FE ECAF 1
CHINA MOBILE CERTIFICATE AUTHORITY CMCA A ER{EAEUE IS

4.9.12 % $A i F 89 5 5 E K Special Requirements

Related to Key Compromise

TR I CMCA, K I MBEE ] 2 A e it FF N, NAZ AL B
UEHS, JFAANE] CRL. MAH)E IRk S: FBIET, $IRE - g AR #4784k .
Whether a subscriber or CMCA, discovers or suspects that key security is
compromised, the certificate should be revoked immediately and posted to
CRL.If you need to continue to apply for a certificate after the revocation,

operate according to the certificate application process.
4.9.13 EHIEERIBER Circumstances for Suspension

CMCA ARt EEREAEIEBHIE B HEGEARSS .

CMCA does not provide a certificate hang service for global trust certificates.

4.9.14 iF X iE B £ £ B9 £ & Who Can Request

Suspension

CMCA ARt EFREAEIEBHIE B HEGEARSS .

CMCA does not provide a certificate hang service for global trust certificates.

4.9.15 ¥ #2 iF K 89 K 2 Procedure for Suspension

Request

CMCA At BRAZATUE T FIEF IR 55 -

CMCA does not provide a certificate hang service for global trust certificates.

4.9.16 1EERAAPRPREI Limits on Suspension Period

CMCA ARt EFRFAEIEBHIEBHEGEARSS .

CMCA does not provide a certificate hang service for global trust certificates.
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4.10 EBIRAHRSS Certificate status services

4.10.1 #{E4FE Operational characteristic

IEIRZAE T LB CMCAR AL OCSP PLA CRL 3REX (FEIETEIHAZ 1)
R T R FIR S IR 55 N 1200 5 10 175 SR A 5 2 R i 82 N 8] A0 A AL B RE /T AIE
i 8945 B A DR B IR =R A RO )5
The certificate status service which can be obtained by the OCSP provided by
CMCA and the certificate status service (before the certificate expires) should
have reasonable response time and concurrent processing ability to the query
request. The retention period of certificate revocation information is after the

validity of the certificate.

4.10.2 PRZAI A% Service availability

H [ # 5ICMCAR B 7*24 /N A A TOCSP (FELRIEFRRA W) ARy, TEMIZE VT
HIESL T, 1T RERS SEIN SRAGUE IR B W Ak 55, Wi S I TR) /N F- 1080
The CMCA provides 724 hours uninterrupted OCSP (online certificate status
protocol) service. When the network allows, the subscriber can obtain the
certificate status query service in real time, and the response time is less than

10 seconds.

4.10.3 AJE4HE Optional Features

o

None.

4.11 1JM45R End Of Subscription

IR FARIE T T &k 5 E 3 CMCA HIRSs, & UG
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1. ZIEF RIS, UET AN A UE A5 058 Y 3 B AN i B8 AR IE I, iR
LA HB A

2 AEUEF A RANAN, BT B DR T R T R O BIE s R g5, WA
HIE M ZIE . T EF23) CMCA RARIEIEAS 1T 7 I ZOR AHIE S . IEA51T ™
5 E#3) CMCA [R5 %1k

End of order means that the certificate subscriber terminates the service

CMCA, including the following:

1. When the certificate expires, the certificate subscriber does not extend the
certificate service period or reapply for the certificate, the service termination
automatically arises.

2. During the validity period of the certificate, the unilaterally requests the
termination of the certificate service due to the reason of the certificate
subscriber, such as the user applying for the revocation of the certificate.
CMCA will revoke the certificate according to the requirements of the

certificate subscriber. Certificate Subscriber and CMCA Service Termination.

4.12 ZFE{AFEE S5 % E Key Escrow And Recovery

A1 BZHAMRENEKE S 1T A Key escrow and

recovery policy and practices

AEH . CMCAMNEEAEMISSLUEFIT P IIFAEH, Rt AR E IR R
%
Not applicable. CMCA does not host the private key of any SSL certificate

subscriber and therefore does not provide a key recovery service.
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4.12.2 2EBANT RS HERIRES1TH Session key

encapsulation and recovery policy and

practices

AN
Not applicable.

5. INIEHL i hE . EERMRIERLESF Facility,
management and operational security

controls of certification body

R ERIR YIRS SRR RN 510 22 A .
This chapter describe physical environment, operation process and personnel

security controls.

5.1 ¥ L £i7#l Physical security controls

511 B i B 5 & I Physical location and

architecture

CMCARIIZE N AL T A8 T M T R [X s % 333 v [ A% 51y B Uy Fk
s b OBIEESHE, FEANLEANE T =18 A%, M55 B R RE T 2
GJBz20219-94 R #E"C" R E R . ML BAAPIRE Bk Bk, fERRIESE. Mozt
L A6 T AR T8 AU A2 25 ThRE, T ORIE AR IR S5 B SR AT SE 1
The operating computer room of CMCA is located on the 5th floor of B data
Center of China Mobile South Base, 333 Gaotang Road, Tianhe District,
Guangzhou City, Guangdong Province. The electromagnetic shielding
efficiency of the computer room meets the "C" level requirement" of the

GJBz20219-94 standard. The machine room has the functions of earthquake
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resistance, fire prevention, waterproof, constant humidity and temperature
control, independent power supply, standby power generation, access control,
video surveillance and so on, which can ensure the continuity and reliability of

the certification service.
5.1.2 ¥1383j5)0] Physical access

SR N EANCMCANLES, Fgeid B g Jr Hkit . CMCAPIE Hitx, it
ACMCAWL 7 ZH CMCA TAE N Gis FIHEN

BAEN RFEACMCAZE S WL, A TR SONIEIN T 2R B A AiE, JIF
A 24/ NI AL 45 B A HEAT A%

BAE N Tt NCARZ O X 7 ZOWAFRSUN T ZERIE,  HAh X 30y 57 4L
ITIZERVGE, JF A T2 R B S fE I S 2R AR G Pl k.
Non-CMCA staff entering CMCA machine room need to go through the audit of
China Mobile South Base and CMCA Road. CMCA staff are required to enter
CMCA machine room.

If the operators enter CMCA comprehensive machine room, they must pass
the fingerprint authentication and access control authorization card identity
authentication, and have the 24 - hour video monitoring equipment for
monitoring.

Operators entering the CA core area require dual fingerprint and access card
authentication, while other areas require single fingerprint and access card
authentication. All access information will be recorded in the security system of

the monitoring room.
5.1.3 21 5% Power and air conditioning

® iy HtRIT RNl LW R ELHELT, A TSI A= B, P
KA SIC RS UPS 2% 2 B ML b5 e Fa e /20 0 2 Bk SEPL %, 1748
WSS — iR AL AR 2R ] . ARG N
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=ML . A TR TR AC K30 7 BC RARR T M IEZE XL-21 77 K
BB R F e R EMW R . Zar 5, BB R
GSATIER .

® In order to ensure safe, reliable and continuous operation of computer

equipment, the engineering has introduced three power supplies, of
which two power supplies are connected from total distribution room
UPS of the building to shielding room power distribution cabinet, and
then supply to each computer equipment and access monitoring, etc.
respectively for usage; One power supply is used for electric supply
machine room and special-purpose air conditioning. All electrical
systems are three-phase five-wire systems. Power distribution cabinet
assembled in the engineering shall adopt Changzhou CHINT XL-21
Products. A large number of power wiring shall pass through metal
tube seat for protection in accordance with installation specification. It
is security and reliable, and the overall system can run normally after
inspection.

® Nl RHMENS TR, TSR IR, T e R, 5
il £ 18°C~28°C, JRJZEHIVEH £ 30%~75%RH, AeUs i L LS5 =
PIRLE . KIFEEAT S EEtE . 2 tEER . KR IE ST 2K .

® The machine room adopts two special-purpose air conditioning
machines for machine room, which supplies air below raised floor and

returns air from top side. The temperature range is controlled within
18°C~28°C and humidity range is controlled within 30%~75%RH,

which can meet the requirements of high heat humidity ratio, long time
operation, high reliability and security in the machine room. Reach the

design requirements after detection.
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5.1.4 7k BB BhHi& Water protection

HE %5 CMCA 7EHL b3 g iy R BUE R i, By tE/KARph, - 78 70 DR &
YL A
CMCA has taken corresponding measures during the construction of machine

room, to prevent water erosion and fully ensure the system security.

5.1.5 N RBH3R Fire prevention and protection

T E 23 CMCA L 5 E b By KT TR, S 1 K K 55 N 2 L 1 it
WG KRB, T RBE RS a . BURX (ZB) 22X (U, 12,
FESYI I K5 A% R GBJ4S (= R @SBy K VE) e 1 — 2
M K 55 2 o

CMCA can implement the corresponding emergency response measures
such as fire extinguishment, etc. through the coordination with Specialized Fire
Protection Department, to avoid the threatening of fire disaster and fully ensure
the system security. Sensitive area (Floor 3), security area (Floor 4 and 5), fire
resistance rating of its building shall be performed in accordance with
secondary fire resistance rating stipulated in GBJ45 Fire Protection Design of

Tall Buildings.

5.1.6 9T i f7{i% Media storage

CMCA fRERIr iR fe . B, Ba. U Bt AR, #irssE, m%
NEB, FHAEI LS B 22 A al FERIORYT, WS QiR « Y BEANL 77 553 5
ARG T BE AL B 0E TR

Medias refer to storage media such as light disc, hard disc, floppy disc, U-disk,
memory card and tape, etc., and media storage must get safe and reliable
protection, to avoid the possible harm and destruction caused due to
environmental change such as temperature, humidity and magnetic force, etc.
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5.1.7 B4 I8 Waste disposal

2 CA HURORAF 1A R Bt AN 5 2 A A (B0 PR ik, o [ 2 30
CMCA #4578 B BOX Loy . FrA AL BAT LR AE R, DM AR E, 4
AT ity B ik

BURA ST BURE CRUABRARAN T DG AT B IR YAE ) Y5 0 EE AT Ry R AL 2
X A7 Aok B S 5SS T o, FE AR A A Rl SO 95 A R 5 i 22
AR A T (K45 2 O R AR B o s LA BB PR AR I A U B A B

When relevant data saved by CA institution is no longer needed or filing period
has expired, CMCA will destroy these data completely. All disposal behavior
shall be recorded for the review, and the destruction behavior shall conform to
our country's law.

Sensitive documents (including paper media, CD or floppy disk waste, etc.)
should be crushed before abandonment; for media that store or transmit
information, it should be unreadable before abandonment; and confidential
media should be treated according to the manufacturer's guidance before
abandonment. Encryption machine and other important equipment abandoned
according to encryption machine management methods to destroy.

5.1.8 Rt &4 Off-site backup

CMCAZL | b il WE RIS ML, JFREMKKE, HCA
ARG KA, ] DS R gy o i & BHE R ECAR St .
CMCA established a remote backup mechanism. Set up remote backup
computer room and configure related equipment. When the CA system is in
disaster, the CA system can be restored through the backup data of the

remote backup center.
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5.1.9 B+ 8] &; AR 55 2% iE B 12 #2 #l Physical control of

timestamp server certificates

CMCAMSZAZHIIF I E I [ #5545, O P RAAAE I L, CMCAT IR
I [ B 55 FH A FABH 3 LR AT AE A5 & FIPS-140-220 77 8 5 = 4l i 2 AL,
CMCAI [k R 25 $2 AL (0 i T Y5 A AR b i, B3R B oh B R B [ 4% 1w B A
5 (]I UTC.
CMCA independently controls and operates the time stamp server, whose key
is stored in the crypt machine, CMCA ensures that the private key used by the
time stamp service is saved in the FIPS-140-2 level or higher, the time source
provided by CMCA time stamp service is Beidou, UTC. from the National Time

Grant Coordination Center of Chinese Academy of Sciences.

5.2 iZIELR£1=H Process security controls

5.2.1 A[{E A f Trusted roles

T3 CMCA BIHRLE 1 EA R e HR RE ALl 45 A o
1) RGEHENG: B EHES ARG HEEH, B84, WESsHEL
BN G, JF AR 5 2R R 55 a e B A R A eI A
ZEFHAG: ZEEENAN CA RO 2 EMAG Ze 5t 7
DUIE A B AR AR, DU H R 2 e TR T S .
i

3) WHVEEAR: WIS R G ARG, A BT ERE,

2)

4) UEFNVSSE B . KL S ERATE T E
5) #OEIARANGR: 8 CA RGM LI R WA 52 8GIE 5 Rk 55 HR SCHF
LRI
CMCA clearly stipulated that the following key functional positions are trusted
roles:

1) System management personnel: refers to personnel who carry out daily
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management, operation, monitoring, and other daily processing of digital
certificate systems, and can issue server certificates and system role
certificates as needed.

2) Security management personnel: Security management personnel are
responsible for the physical security and system security of the CA center,
responsible for formulating security management systems and operational
procedures, as well as supervising and managing the execution of daily
security work.

3) Key management personnel: Key administrators are responsible for
managing key facilities and operating keys, such as key generation,
backup, recovery, destruction, etc.

4) Certificate business administrator: manages business operators.

5) Core technical personnel: Refers to professional developers, testers, or

certificate service technical support professionals of the CA system.

5.2.2 BINEFFEER A Number of people required

per task

CMCA Xf 5z A7 MERE A S I RER B B 70 1, 0 T HUERAE, B H
FR A ) 22 LA
Xf FE PRI B A, 72 5 A AME N AP 3 AR SR
MFUERH . BREDTE 2 MEFL S EH R
CMCA have a clear division of functions related to running and operation, and
carry out the security mechanism of mutual containment for sensitive
operations.
For the operation of keys and encryption devices, 3 out of 5 trusted personnel
are required to complete it together;
For certificate review and issuance, at least 2 certificate business

administrators are required.
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523 1M A BNIR B 5 X 3 Identification and

identification of each role

BT E %3 CMCA HIFEIR N BRI 5 %500 # fe a1 % b 22 4= & bR s
1, FrA N i ARG, ARIEVEE BT ERA A IR K 75 2, KR SR
Ry TR G BAEED. kS5 2 e M X 24 M)
AL, PEFED CMCA RGUK AL 5 8 it s AT R E1T .
All the on-the-job personnel of CMCA are identified and authenticated through
various security tokens. All personnel must pass the authentication and issue
security tokens such as system operation card, access card, login password,
operation certificate, job account number and so on according to the nature of
the operation and the need of the position authority. For employees who use
security tokens, the CMCA system will record all its operations independently
and completely.

FiT A i E %3 CMCA ZEHAN 7 L 25U O -

® KM LM A EREE TN NEHL A

® RINHI L ARV E

HE 23 CMCA H R GuAIRE Pl i VU AN [R] B4 i, 0 #8438 BEAT AL IR 4%
i) o
All mobile CMCA employees must ensure that:

® Security tokens issued belong directly to individuals or organizations

® Security tokens issued do not allow sharing

CMCA system and program by identifying different tokens to the operator

authority control.
5.2.4 AE45r &R Responsibility division principle

FE ) CMCA KJizE i TAIA 5T CA Hub RGeicit JFR . 4847 1 i TK
AR RHIR ST, XTI RO HAH 8. JeAh, IR RO T, FESRANE
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B 2R RN AN AR N G EAE

Operating employees and employees who take charge of design, development

and maintenance of CMCA system of CMCA shall assume different
responsibilities, and post of each party is separated with each other. Besides,
in the key link of certificate issuance, different persons serve as the information

entry personnel and the review signer.

2 CA ol B TAHUMSE, BUE AT 7 ARIRBUNERAT, Bl RSB0 FIAL
M Bk AR AE T CA ol REEBGHEATBAERIE, CA HLEREIME B G LBl
1EZ B THEN CA IRk 5 o RIS IE T AR, St AE IR 2 mlvEpL
A P L 5 i

— BRI ERED, CA FOSrRIFERE A iz N A 1) TAE

When a CMCA employee is suspected or has performed unauthorized

operations, such as unauthorized abuse of rights or using the CMCA system
beyond authority or performing unauthorized operations, the CMCA
immediately suspends the employee's access to the CMCA certificate service
system after receiving the information. According to the seriousness of the
circumstances, measures including submitting to judicial authorities for
handling are implemented.

Once the above condition is found, CMCA immediately cancels or terminates

the work of such personnel.

5.3 Ami¥Z#l Personnel controls

5311 1% . £ B Mk & & E 3k Qualifications,

experience, and clearance requirements

NG HEHEHEL CA b e N A AL i B, frfi CA Fub 2 4xis
o NHEHEGEORBANRWAEEHEE. MALRES.
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The personnel management system confirms the personnel and post setting
with CMCA to ensure the safe operation of CA center. Personnel management
system includes the credibility review of personnel, post setting, etc.

HEF 5 CMCA X R TAER K . G177 A& k& HEK, 1 H BT )
A TLESRECHERIT N R, BgmmlfEE.

CMCA has strict requirement to staff in qualification and experience, and the
staff appointed shall have no law fault with high reliability.

CA Pt N 5 IS N B3 SRS 4l b #h AT N\ 2 BRI P i B AIS ] . Al {3 A
R IR T2 (0 SR A, A REUE W AATT A RE T EAT IS LL SCBR AR P 4
IHABAT S o
CMCA shall formulate the trusted personnel strategy and conduct the reliability
review and employment of personnel based on this. The trusted personnel
shall receive ad conduct wide background survey to certify that they have the
ability to conduct the key operation with necessary trust level.

CA Ut NARIEE K Mgy, 5 G0 SET AT R A, KoEeh
NGB . AT IS N 0215 S 2 0 Z08 G [ 50 DAL, VEANEUE .
MM Z HIEHE SRR N G, T RIEN CARER . REBLEZA AN,
CA LR NAZ SEAZ N G2 B i AR A JEE
CMCA should investigate the educational level, working experience and credit
standing of employees to assess their credibility. Background investigation of
credible personnel must be consistent with relevant laws, regulations and
policies of the country.

For people participating in the certificate management process as an
employee, agent or independent contractor of the CA, the CMCA shall verify

their identity and credibility.

5.3.2 5 =EHEFEFF Background review procedures

CA it 3 TS Al P R A o B, AR I 7 7 B0 I AR S w5 AR 0 53 T
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RLHEA 24T 55, RAE5 S S5 R 2 HH B A s TR I HR &
Iz CA FLOMRYE R EEX A THHMTIRDT. WAL, BOR. BUOR. 3. #e%)r
[infiap=ai

CMCA staff shall be enrolled with strict review, and the corresponding trusty

staff is added according to the post need. The staff shall experience 2-month
survey period, and corresponding work is arranged, or the staff is refused and
leave the post according to the survey result. CMCA conducts the training in
responsibility, post, technology, policy, laws, safety and other aspects
according to the demand.

CA br ot HOGHE I CA MR HEAT kg (0 S A . 23 fURAE i
ALAZ [ CA HrLX B4R R THIHEE T 2 R SUE AL A PR LA |
WA KR, EAET CA FLE 2 AR CA FCiuFE ik
5.

CMCA would conduct the strict background survey to its key staff. The
operator at the LRA could be reviewed by reference of the survey method
made by the CMCA to the trusted staff. The responsible unit at the LRA could
add survey and training terms on such basis, but shall not violate the certificate
acceptance rule of CMCA and the certificate business statement of CA center.

CA HOHSL PR AN, ik CA B T2 B & RMEBEREMLAR, Avrit
#& CA HDIEPIRF A RBURER . FrAMRLTYE CA FLAERE P,
CMCA confirms the process management rules, and CA staff shall not give
away the sensitive information of certificate service system in CMCA due to
constraint from contract and Articles of Association. All staff shall sign the

confidentiality agreement with CA center.

5.3.3 1ZIIE 5k Training requirements

CA X} CA Hl i3 THEAT LU R WA ZR A TERS I -
> AEGE R R T
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FHINA WOSLE GERTFEGATE AUTHORTY CMCA 4 RAAEIEF 55 B
& CATPLEARAGNA
< CAHLIZERANH
< WA RO S5 iR
MR, B INELE

CMCA conducts the comprehensive training of the following contents to its

staff:
< Uniform new staff training of company
< Introduction to technical system of CMCA
< Introduction to operation system of CA center
< Post responsibility and business process

< Relevant laws and management method, etc.

HEF2 5 CMCA s I A% [ b L AT AR 8 22 e 55 . BRIl PKI
FIAEDCRENR . RIACER ST PSRRI . VOIE RS AE . MR BER
FLE M4 1ISO9000 Jii =ik R\ 1S027001 {5 B % 4EH KR, CP/ICPS 4.

CMCA arranges training for recruiters according to their positions and
roles. The training contents include: PKI related knowledge, job responsibilities,
internal rules and regulations, certification system software, related application
software, operating system and network, ISO9000 quality control system,
ISO27001 information security management system, CP/CPS and so on.

APV 25 AR 5 () SR T 2 32 T BRI
1) AR THE B S MBI IR CRAEL ) SRR BRI N A

FEAERE PKI &R o R 5 3 ki) B2 AR AR e Ser ik i R i = B R R 2=

W28 g £ J o AhAL 2 TR 23R 0g D
2) DREANRAERIRCS, I HA R IGAIE T 5 BEW AT B 015 B E TAER) HoR

R,

3) WUET AL HAFRIEA KSR T AR BB AR, HARK

o GARAERL S 55U A 2 DL SO S5 W bR — L
4)  BRNRAES ZK 0 B2 AUE TR AT, ANFRAKFEER KA T Z A

ARG AT BE
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5) ELRPTA IRIE T Z0EE K TR ARE T S ik 2R CA AEEE .

Employees involved in the certification business must receive the following

training:

1) Provide skills training to all staff responsible for information authentication
(" Verification experts "). The training includes basic PKI knowledge , audit
and verification systems and processes, major threat factors to the
verification process (For example, phishing and other social engineering
strategies) ;

2) Maintain personnel training records and ensure that "certification experts"
are up to the technical requirements of authentication;

3) Validation experts must be granted different certification authority
according to their different technical level, and the technical level
classification standard should be consistent with the training content and
performance appraisal standard;

4) Ensure that certification experts at different levels of technology have
sufficient competence before assigning certification authority to
certification experts;

5) All certification experts are required to pass CA internal examinations

on authentication requirements in certification standards.

5.3.4 1/ 1= 1)l A #1 #1 2 3k Retraining frequency and

requirements

XFRHE A O EEA NG, BFERDEZ CMCA AR,
YK

RAEATAEENE R CA L RIKIHEE . ARG HEFERHIL, CA HuLAlfE
R A TREATIRERI, L& BRI AEAE

FE 3N CMCA T ZEEM O N ANREF S CA RIS X —
BUHRE KT o
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For those who act as credible or other important roles, they are trained at least
once a year by CMCA organizations.

Depending on industry laws and regulations, CMCA strategy adjustment,
system updates, etc., the CMCA may require employees to continue their
training to accommodate new changes.

Personnel of all trusted roles in CMCA should maintain skills consistent with

CA's training and performance plan.

5.3.5 T {E3 i 4t & B BA AR & Job rotation cycle and

sequence

CA iz Bk S R TAA 57 CA WO IT K 4E9 1) 2 AR AR ER T3,
XI5 B AL HAR 8, BRI 58 TS E 53 70 A

CMCA ¥ B AR TARNE O 22 HE I 52 51 T AR b L R e i 39 5 U
The CMCA Operations Service staff and those responsible for the
development and maintenance of the CMCA assume different responsibilities,
with their positions separated from each other, namely the principle of
separation between development and operating employees.
CMCA according to the specific work situation to arrange and formulate the

employee job rotation cycle and order.

5.3.6 & % 1 17 5 89 & 7] Sanctions for unauthorized

actions

2 CA Hl A THEMREE, BUE AT 7 RSBUNIRAE, Bk R AL
A Bk AL BRAE Y CA Hle RGBT BABRAE, CA FbERRIE B R LRI+
1% 5 Tt N CA FtilE PRS2 o ARFEH 1™ AL, SOt AR PR A mIVEANL
FACFRESE . — BRI R TEHL, CA O L BRI B b aZ N T AR

When the personnel in CMCA is doubted or operates without authorization, for
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example, the right is abused without authorization or the CMCA system is used
beyond the permission or the operation is conducted beyond the power, CMCA
shall immediately suspend the staff entering the CMCA certificate service
system after knowing the information. Implement the measures, including
submitting to judiciary authorities for handling according to the case
seriousness. Once the above condition is found, CMCA immediately cancels or

terminates the work of such personnel.

53.7M i & Y9 A B E Kk Requirements of

Independent Contractors

CA M ISUERZ ALK =77 N UAEIE Bk i FE 2 B AF & 28 5.3.3 TR RS
MEEREER, LRSS 5.4.1 1B RAF AN AT IE 2K
XA & T CMCA W ERI LAE N 51, {HMEE CMCA A RV 55 )N 51554057
Z¥)%, CMCA M4 —ZK T
1. N AR ST & R 3
2. HAMRES I TAEZL
3. FF&A CPICPS 5.3.3 %K.
ARAH AT AE A U 75 5 BN B PR R —H
CA shall verify that authorized third party personnel comply with the training
and skills requirements of Section 5.3.3, as well as the event recording
requirements of Section 5.4.1 during the certificate issuance process.
For independent contractors who do not belong within CMCA, but those
engaged in CMCA business, the unified requirements of CMCA are as follows:
1. Personnel files for record management;
2. Experience in related business;
3. Meet the requirements of this CP/CPS 5.3.3.

If you assume a credible role, you need to be consistent with internal
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personnel management requirements.

5.3.8 12t 44 R T HY3C#4 Supplements for personnel

SRS (P EF SN CMCA RSN (hEF23) CMCA iz 8 & 3
ME) (P E#3) CMCA SiEEHME) « (P E#3) CMCA k55 & EALTE)
FASIEARE . BOK. ) B U DL S B ) P 45
The document includes the Certification Business Rules of CMCA, Operations
Management Specification of CMCA, Authentication Management
Specification of CMCA, Service Management Specification of CMCA, the
relevant laws, policies, system introduction and the relevant management

system, etc.

5.4 Eit HE#ZFF Audit log procedures

5.4.1idFEHHFRIAE Types of event records

CMCAIL i) H G5 BEFEEAR T BN R0,
1. CAEPAar M R E B F A, s Am. &0 KE . HRME

JL
5%

2. RARGICFKIIERIT S5 &

3. B IS UERAE, GFRIER RIS IEBEHEN . I m e
Lt

4. RGi. Ml AFRAMRNRSER R KRG H BT AR
HEXXM. Rl T8, R TR,

5. N7 EHd s

Ek HEERAFECRI . FAS . DRSS, HEMESE,
Log information logged by CMCA includes, but is not limited to, the following
types:

1. Management event within CA key life cycle, including Key generation,
backup, storage, recovery, archival and destruction;

2. Certificate subscriber identity information recorded by the RA system;
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3. Actions in the certificate life cycle , including Certificate application,
approval, renewal and revocation;

4. System and network security records, including records of intrusion
detection system, log files generated by daily operation, system fault
processing orders , system change list , etc;

5. Personnel access control records;

The above log information includes record time, serial number, recorded

entity identity, log type, etc.

5.4.2 2032 HER AR Frequency of processing log

CMCA Xf 26 1 S H S Hrss P B SR8 B 20 3 8 H S e 1%
RAT, JFRERBHT — UGB &, BT —IRewh: 4 KHEFREDRE
TEAM g b 5 RHERTFEFET KT
CMCA the first class log in the above article is collected and managed by the
key administrator; the 2 and 3 kinds of logs are saved by the database, and the
incremental backup is carried out once a day, and the full backup is carried out
once a week; the 4 kinds of logs are automatically saved on the backup device

every day. Class 5 logs are audited quarterly.

543 it H E MR FHIBR Retention period for audit
log
HE 23 CMCA 75Ul ERAF il 20 = AN H, BERANEDLE,

CMCA shall preserve the review record in database for three months at least,

and keep in the archives off line for 7 years at least.
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5.4.4 Fit HERI{R$P Protection of audit log

FE 3 CMCA ST /™ % B 5 iR 12 ) & 2, Ok A T B3 CMCA L
HIN A A RERL X S A0 o IR EEESRAL T P A I ERAPOIRAS, A% AR 1R T7 i)
I A ORI R S5 45A
CMCA implements the strict visit control management to ensure only the
personnel with the authorization of CMCA could access these review record.
These records are in strict protection status, no visit, reading, amendment,

deletion and other operations are allowed.

5.4.5 #Hit HE &1 12 Back procedures of audit log

H[E 25 CMCA CRIEFTA I o 2 10 R B A sl &5 A # He b [E 2 5)) CMCA &
PR ENTRE P EAT o ARYEIC PR BRI EER, SRR AT 2 ) & M a4 T A,
AR BERL B B MEEES ML &0 .

CMCA ensures all review records and review summary are conducted
according to the backup standard and procedure of CMCA. Based on the
record nature and requirement, various online and offline backup tools are
adopted with the real-time, daily, weekly, monthly, yearly, and other various

backup.

5.4.6 it sE &4 Audit collection system

RIIRER . WIERFIERAE R G055 R 2 H B AL B THER AT SRS B
Applications, networks, and operating systems will automatically generate

audit data and record information.
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5473 S B =T % = 4 19 4 ¥ Processing to

event-causing subject

HE 5 CMCA X B A o A Bl I SRR 4l s, RV VAT VS
I N IB BT, OR B R BUM R SRS M HIBCM), n: DI Bl # 2201 1%
HIIRSS 3828 AR T A B 48 5 it

CMCA A BLLE =& 150 3 BRI SR AT 2
CMCA should take a detailed record of the attacks found in the review, ascend
the attackers within the law, and reserve the right to take appropriate
countermeasures, such as: Cutting off the open service to attacker, submitting
the judicial department for treatment, and other measures.
CMCA has the right to decide whether to notify the entity that caused the

event.
5.4.8 fie 851 1F4& Vulnerability assessments

CMCA BEFEREAT — IR B PP, IR

1. PR AT TR S AR S B gy, T BE S BURZRBLITT I $dR R
FI < B CSCRBA AR UE 5 50 B 5 4 PR R

2, PG IX L BUH R W] BEPE AN AE B S (RN 25 R 45 Bt Al 58 2

FR 10 R
3. A CA XTI ECE . B . (5 B AG, HARI
fir ZeHE 75

CMCA conducts an annual risk assessment as follows:

1) Identify foreseeable internal and external threats that may lead to
unauthorized access, disclosure , misuse , change or destruction of
any certificate data or certificate management process ;

2) Assess the likelihood and potential harm of these threats, taking into

account the sensitivity of certificate data and the certificate
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management process; and

3) Assess the adequacy of the policies, procedures, information systems,
technologies, and other arrangements taken by the CA to address
these threats.

MHAEH AR PRI RGeS, T E#5) CMCA MR A R,
BAEHIPE R, ZEEHE R RGBT %, SERIER MRS LV
sy, SEFEEATAH N Mg TE VRS, RS, IFAE 96 /NI X R GG
S PEREAT B4
For the system vulnerability found in the review process, the relevant key
personnel of CMCA, including audit administrator, safety administrator, system
super administrator or the employed professional system safety evaluation unit,
jointly conduct the corresponding vulnerability evaluation, issue the evaluation
report, and repair the system vulnerability within 96 hours.

XHEH AR RPN 2 4, W24, N L5 inl i, 2 R
THEAT AE VL P Ak BRI 4R o
The problems in physical security, system security and personnel security

found in the review process should be handled and solved accordingly.

5.5 2% Y344 Records archival

5.5.1 VA2 R B Types of records archived

FIEMZ) CMCA 2% CA [ %dfs 22 52 A7, 8] R I 8] H o [ 2 3 CMCA
HATHE, A4 00 A 2 E 28 CMCA RATIIIET M1 CRL. B Er i1 3%
EH RIS F LR AR . (AR SR S R AE, A RPN TUE SRR 5
A .

CMCA would regularly file the CA database, and the internal time is voluntarily
decided by CMCA, and the filing content includes the certificate and CRL

released by CMCA, review data record, certificate application approval data,
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etc. (The signature private key is saved by the entity, and the responsibility

related to the private key is undertaken by the entity).

5.5.2V3 ¥4 i2 & B9 /&% 77 B FR Retention period for

archived records

HE 3 CMCA RLER B P SR 3 K A IR R, DL AHIE
Fo R R, AR TSR R P R RUE 2 -B4E .

CMCA shall retain all documents relating to the certificate request and its
verification, as well as all certificates and their revocation, at least seven years

after the expiry of any certificate based on the document.

5.5.3 V3RS SC - BR3P Protection of archive

AN B B B 22 R R PRI, iR 22 4 B, 7R B R Ay
fitt, WAHBEMEORKIRIE, WX E, AR E .

R 2 BB TAE N G2 MRy 58 1 22 407 A BEFEI B AT

HE %3 CMCA R AH < B4 58 S 18 S M S i b, 9 A 3 B A
1 73 BRI BHAR o

FE 23 CMCA BEF X IEAF (5 B 58 Bk
The filing contents have both the physical security measures and password
technology guarantee.
Only the working personnel with authorization could access them in the
specific safety method.
Relevant archives should be protected from threat of adverse environment,
such as destruction of temperature, humidity, and magnetic forces by CMCA.

CMCA would verify the integrity of filing information every year.

5.5.4 V383U Backup of archived records

P AR SCAF I Bl P bR 1 PRAFAE R E M 5h CMCA 1) - BAF i, I Ke4E
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S ORAT A
ARSI AE R Y B BOE ERR E  r 2, BANRARAEE BAZE
HAHEB TAEN BA R R E IR OL T, A SR AT SR A
T E 3 CMCA #£ 2 AL b ORUESE 1R XS 58 R & i BEAT M BR L 1Bk
1A

All filing document databases are stored in the main storage library of CMCA,

besides their backups would be kept in another place.

The filing database has no information interaction with the outside world in the
method of physical separation or logic separation.

Only the authorized personnel could read the file under the supervision
condition.

CMCA ensures no deletion, amendment and other operations to its files and

backup are allowed in safety mechanism.

5.5.5 10 F T E B E Kk Requirements for time-stamping

of records

FITA A4 A R NN TE) B i o

All archived content should be identified with time.

5.5.6 VA4t R4 Archives collection system

HEF2 5 CMCA 1 BIAS R ISR R 45 ot N T ERAEAN 5 S48/ E P87 4Lk
Document collection system in CMCA consists of manual operation and

automatic operation.

5573 B MKWV 5 2 a9 2 F Procedures for

obtaining and inspecting archived information

H A AN N2 3 R O B U S8 X A A8 DL, I LA T B DR A SR R O HE AR
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T EXHX A DT He e . CMCA BRE S IR IE RS (E B se Bk

Two copies of the archived data are kept separately and are compared to

ensure the accuracy of the archival information. CMCA verifies the integrity of

the archived information each year.

5.6 B FIANERR SSHL A E A EH Key replacement

5.6.1 B E & #21E Key replacement operation

TEIX BB T & 24 b E R 3 CMCA HRAIE 15 21 1M 75 22 58 4AR 25 £F 6] )
PR EH R i . A RO, 6.3.2.
The key replacement refers to the measures taken when CMCA root certificate
expires and needs to replace root key pair. Valid date is seen in 6.3.2.
fEF EH 5 CMCAUET R/, HEF2E) CMCA KX AR FAPI AT B .
PR R Py A | F S I e o i HOe E T AR . E#23) CMCA
AR LR J7 3
® L CANGAEIRYI B Al /N T 20 CA HIA dr I AT 1E2E K
BN CAER (YFIERERHID .
® AFHIE P, BRHHI B CAES.
® (EYFIERAUEHRI A Z G, X T HtAER T 2% CA Bl 4% ki
R, KR AHN CA B RIE .
The CMCA will replace the root private key before the expiration of the CMCA
certificate. The key conversion program plays a transition role in the
conversion of the old key pair to the new key pair. CMCA Key Converter:
® A superior CA will stop issuing a new lower CA certificate (Stop Issue
Date) before its private key expires less than the life of the lower CA.

® Generate new key pairs and issue new superior CA certificates.
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® The certificate will be issued with a new CA key for the approved
subordinate CA or final customer certificate request after the date of
stopping issuing the certificate.
HE#3) CMCA K4k 2L H IR 1) CA A% K1 CRL, ERIHIAK CA F
PR HET Ry 1k
CMCA shall continue to use CRL issued by the former CA private key until the

certificate issued by the former CA private key expires.

56.2% ] EHIE/EE T Key replacement operation

management

CMCA S 7™ & 0 % B B 5 O PR K

1. THVE PR AT IR AT T P S A, 2 SRS e S B R A
2. YIS AR AT B, IS =05 H L DL
3. T B AT 30 K@ A KT

CMCA establish strict key turnover management requirements:

1. The key administrator shall submit key replacement approval in advance, and
operation is granted with consent by the policy committee;

2. The key-replacement process will be recorded and recorded in full and
witnessed by a third-party audit institution;

3. Key replacement will be notified 30 days in advance.

5.7 I E 5 R ¥ % & Damage and Disaster Recovery
(DR)

CA REMFMENL, HEIRAIMEERAERT Ok, AR, MRS AR
G, LA Ko, BKES SRR RN R B 4 BB
SRR SRS T S5 CA IR, RIS CA IR
.

o)

%

==
B
J1E

o

J
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The Disaster Recovery (DR) of CA system refers to the key and customer data
which could recover CA when the disaster (flood, wind disaster, earthquake
and other natural disasters, or electricity interruption, fire hazard, explosion
and other structural damage, and human error, network hacker attack, virus
and other operation problems) or war and other attacks happen and CA is
completely damaged.

T I S b R ST R HE A% ROy T LS R MEVR B, R HE 25 4 TR O A T A
HIRLEI N2 88 . [E#23)) CMCA 78 J1R: 52 Gt 4% 03 Ik 55 4 Hh 1 0 0 i el i ot
%4y, A7 sk B s & it
The DR could be achieved by setting up a disaster backup center at another
place, and the disaster backup center stores the backup private key and
customer data. CMCA regularly backups the data of the system backup server
by magnetic tape, and sends it to the disaster backup center in another place
by manpower.

BN PIERE (PKD & AERMENE SRR, T E#3) CMCA IFIKEZE

IRETT . XTI —flkfE, CMCA A 2 /NN fgE R X T8RS/, CMCA £
24 /NIF R T OOMEVE A, AE 3B B I b H IR e S AN T 4 ) S
MAREIEHZE I, CMCA H4AE 48 /NEF A, i) FH £ 4 B3 R 4% 72 250408 45 v
O PRE T AEARSS -
When the public key infrastructure (PKI) catastrophic failure, CMCA has the
ability to resume operations. CMCA will solve the general failure within 2 hours;
for emergencies, CMCA within 24 hours; for catastrophic events, in the event
of a disaster or force majeure accident at the main operation site and cannot
operate normally, CMCA will restore electronic authentication services in the
data backup center using backup data and equipment within 48 hours.

CA N HAT A N -4 70 5 e 1
The CA should have event response plans and disaster recovery plans.

CA N g i) Mb 55 IE SR M R MK B AL, HITAER A R 22 E Bl 5%
R IS 388 0 O B R 57 BLF R P R BE R AT Bl AR T
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CA shall prepare business continuity and disaster recovery procedures to

inform and reasonably protect application software suppliers, subscribers and

dependencies in case of disaster, security damage or business failure.
CA N T B0 I e Hol S5 2 -4, AHRARYEZK 0] CA B H THIT R £
Folb g5 st vl A 2 4 &l

CA do not need to publicly disclose their business continuity plans, but should

provide their business continuity plans and security plans to CA auditors as

required.

CA NAFERX SRR P AT I AT .
These procedures shall be tested, reviewed and updated annually.

MV S5 B TR AL R A

1.

© ® N o o bk~ w0 N

RN
o

11.

Ja BRI SR
KT
CIBES vy s
AR
THRIR e R
UNILE§= N
MK TAE
WA I 7] F AR(RTO)
SE FHMI RN A 1K)

C RE SRR T W EURIGUS . CA TR 45 ik 2 CA k554

1
FERAMER L5 (R — BUR TR N, DARAE R AR i et ol 32 3 ) 22 4
MBI R, AT REGRY H BRI Y o

The business continuity plan must include the following:

1.

2
3.
4

Conditions for starting a plan
emergency procedure
Retreat process

Recovery program
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5. Planned maintenance Plan

6. Cognitive and educational requirements

7. Personal responsibility

8. Recovery time target (RTO)

9. Regular test of the strain plan

10. CA plan to maintain or resume CA operations in a timely manner
after critical business processes are interrupted or failed

11. Procedures to protect their facilities as far as possible during the
period following the disaster and before restoring a safe

environment in the original base or remote location.

GMEE IR FAR AT AL 45

il 5 SRR R TKl 5
A 2 0 A7 5

ik Bl v e HE 5

JR B R AEVR S T4
GMER I P 5 B TR) DA

Specific disaster recovery efforts include:

® Development of disaster recovery plans;

® Backup and storage of data;

® Auxiliary equipment preparation;

® Start up the disaster recovery plan;

® Time assessment for disaster recovery.

AV R TR S i«

1. FrAREASA L AT 18 DL R 2 4 P 5L BORH LR 1325
2. MRIERAERINET, 7 B4 IR 5 AR 2 A B LS AL

3. W HREMM R HA AR dkeEe, H3EdE, InEIET A CRL

i E TR, —HHXEE RSO HIRE TS, 2l TBeR
HEER ] AU E BT A E 23 CMCA R4 H ik 55 d k&
[E#3) CMCA % .
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Disaster Recovery Plan implementation:

1)

2)

All passwords are changed by the head of the security department and the
relevant security administrator, policy approval department.

Depending on the nature of the disaster, some or all of the certificates
need to be revoked or re-certified later.

Where the directory cannot be used or the directory is suspected of being
impure, directory data, encryption certificates and CRL need to be restored.
Once the directory administrator recovers the directory from the backup,
the security department and the policy approval department, the
authorized operation department can restore the CMCA data from the

directory server of the CMCA system.

571 F ¥ Fn 1 E & ¥ £ 5 Processing procedure of

accident and damage

FHON5 T AL BRI -

1. DRAIEBUA X SMR LI T A e RENS IR H PR IUIR ST,  IF HAT X G431
WEESHE.

2. P CA N AR 55 #R & A 4%

3. WBLEbERy, B PURRIEF XSRS Sy A bR, dsidEIlg, T
SN T R R R, B R B 73 B N AN RE BRI AR R 1), N5 8 R Bl
E=SiE

4. PRSI SS RE,  NiZ KN EAREE .

The process is as follows::

Ensure all equipment provided outsides could normally provide service,
and set the emergency plan aiming at each link.

All CA application services own basic monitoring.

When the fault occurs, record the fault site as soon as possible aiming at

normally providing service outsides. For the fault with large influence area,
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in case the problems couldn't be solved rapidly within 5 minutes after the
problems are found, the emergency plan shall be started.
4) For the fault which severely influences the foreign service, promptly report

to the competent leader.

5723 H AR . B4 /5 & #E /Y % ¥F Damage of

computing resource, software and/or data

TR BT AN R 32 PR, AT AR A

1. WEREL. CA RGEM &M EHEIH F4;

2. NEFIREAETS, BEHTHEATE;

3. RIEFERS.
When the computing resource, software and/or data is damaged, the following
operations shall be conducted:

1. Recover the environment, CA system and backup data, and on line;

2. Conduct the certification again to recover the certificate for the

customer;

3. Start the original system as early as possible.

5.7.33¢ & FA 47 #1 ¥ & ¥ 2 F Damage treatment

procedure of entity private key

T SARIE BRI E, T ERs) CMCA A Ui T Ab P E SR AR

1) A% RISARIEB RIS ER, N RS A AT, AR5
7] 7[5 # 5l CMCA BAH I FRITE M ATLAA) FROIE 5 I 55 Wt 4 HLAIE 45, B
LRI G B 7 A R [E #23h CMCA B LR i
AR . T E#z) CMCA #% 4.9 7R AT EH MEHE .

2) L E M5 CMCA Bl ML A BIE 1T 7 B S AR F AL B 52 240
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i, E R Z) CMCA S LS LB AR 1S, JR@ AT,
VP ZFSE R IR FH AL . P E R 2y CMCA % 4.9 1R AIE 1S 4

=
E;m\o

3) Y EFEF) CMCA 1) CAE HHIFAHIIFH R, S EF#3) CMCA 437
B 4512 CAEP T SN I8 I )38 B3 A 38 KK A 7 » 2R 22 T i) CA
YPIRE L ZERHTH) CAIEF .

For the damage of entity certificate private key, CMCA has the following

treatment requirements and procedures:

1)

3)

When finding the entity certificate private key is damaged, the customer
shall immediately stop using the private key, and immediately visit the
certificate services website of CMCA or the corresponding RA to revoke its
certificates, or immediately notify CMCA or the RA to revoke his certificate
by phone and e-mail. CMCA releases the revocation information of
certificate according to 4.9.

When finding the entity certificate private key of certificate subscriber is
damaged, CMCA or RA would immediately revoke the certificate, and
notify the certificate subscriber, then the subscriber shall immediately stop
using his private key. CMCA releases the revocation information of
certificate according to 4.9.

When the private key of CA certificate of CMCA is damaged, CMCA would
immediately revoke such CA certificate and promptly notify the relying
party by wide approaches, then generate new CA key pair and sign new

CA certificate.

5.7.4 % 3 i5 B A %5 ¥ 4 14 §& 57 Business continuity

ability after disaster

FMER A A T E R 5 CMCA STEI M 4613 28 G sl 57 Hho s 40 H Do PR AR e AN S
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Wi, RGO LIRSS, PREF SR

After the disaster happens, CMCA immediately recovers the system and data

from the backup system or off-site backup center, then the system is online

and provides the service for the customer to keep the business continuity.

5.8 B FIAEMRSHL S EM ALtk 548 1E CA or RA

termination

5.8.1 CA &1t J&[F Termination reason of CA

CA 2 1R 55 10 JE R AT B2y 5 B 32 40 JR R AR 3 B 32 451 L A
The service termination reason of CA could be divided into key damage reason

and non-key damage reason.
5.8.2 2% 1FjEH1 Termination notice

A EFEE) CMCA fTRA LA ER, SEZIEZERLH RS EES)
CMCA 323 i AIEHS T 7 i@k, FFAEZ iRk 55 75+ H Al [ 55 Befs 27k
FEERT IR, 2B SOEARIE P R AT 84
In event CMCA intends to terminate its operations, it shall notify the
acceptance point and certificate subscribers authorized by CMCA in writing 90
days prior to termination of operations, and shall report to the State Council’s
information industry department 60 days in advance. All procedures are in

compliance with related laws and regulations.
5.8.3 £&1EY3#4 Termination filing

H [E #2 5)) CMCA 2 # HEAH SR AR (R 58 S 22 FIF A S ATIE 5 B A7 A LA
CMCA would arrange the storage of file and certificate according to the

relevant law regulations.
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5.8.4 22 1F £ Termination measures

£ CA rhaldgia], SR LA T & Bt 2% 1l 55 -

HLE CA b,
A CA FH I SEAA
L NERS S
UEF5 S

AL BRAFAS SCAFE %

S IEVE O B IR S5 5
A H SR RS54
PN NER
EH P E ) CMCA A48 B i M [H 45 CMCA %4 5 ;
Kb RN

A BT Ak BRSO RS
H kR CA FALEEL.

During the termination period of CA, the following measures are adopted to

terminate the business::

Draw up the CA termination statement;
Notify the entity related to CA;

Close the secondary LDAP server;
Certificate cancellation;

Handle the filing document record;
Stop the service of certification center;
File the main LDAP server;

Close the main LDAP server;

Manage the system administrator and safety administrator of
CMCA;

Handle the encryption key;

Handle and store the sensitive documents;
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B Eliminate the host hardware of CA.

5.8.5 RA BY2& 1F Termination of RA

AT

Not involved.
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6. INERLFAR L L4124 Technical safety control

of certification system

6.1 BIAM B E AR Generation and installation of
key pair

B YIRS 2P )R8, BT LALE CP/ICPS HfilE T AN HIFLE, i
TREPIRT B I8, 2205 B IR PR e BV A ] Ak
Since the key pair is the key of security mechanism, so the corresponding
regulations are formulated in CP/CPS to ensure that the generation, convey,

installation of key pair own the confidentiality, integrity and non-repudiation.

6.1.1 BiAXAI4E B Generation of CA key pair

CA Z 90 H Hh e N BN [ 2 A 324 80 T I v AV AT ) e a AR B . -
HhAe N BN DN T 25 05 77 i A UGIE RS H A& S BLER, Rk, CMCA 1
TR B A ORI NGEAE AN R A S E #EAT
TEICIEA |, E0H CNS 15135, 1SO 19790 5k FIPS140-2 FrifE fAH M 2, A
FAAF G PR AE R AR 1 £ AR ORI B CA %80 . CA B8 AL U FE 75 AR MO 28
=TT AETT AR N #EAT, JEE A RS . CA BFHHA B H Bl A I E L
BT, KK AR

VP PIR AT 7 B B R 55 A B B e N B B A LA A
¥ 5l CMCA A7 3 5545 AT IR IE W AR A 7 % 8, T E#23) CMCA 454855
P HEECTFUE TS, IR 7 /5 B R A B B BRSNS A T 7 A2 Bk
T B o
The CA key pair is generated by a device approved and licensed by the
cryptography authority of the People's Republic of China. Since the People's

Republic of China has strict management requirements for cryptographic
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products and authentication systems, CMCA should follow the relevant
provisions of the People's Republic of China in key generation, management,
storage, backup and recovery. On this basis, CMCA should follow the relevant
provisions of CNS 15135, ISO 19790 or fips140-2 standards, The CA key is
generated and managed by hardware devices that meet its standards. The CA
key generation process needs to be witnessed by an independent third party,
who will issue a witness report. The CA key generation log is recorded in the
encrypt or device and will be saved permanently.

The subscriber key pair is generated by the built-in key generation mechanism
of the subscriber's own server or other devices. CMCA has the obligation to
guide the subscriber to produce the key according to the correct process.
CMCA refuses the weak key application for digital certificate, and can provide
the corresponding technical support personnel to help the subscriber generate

the correct key.

6.1.2 FAH151X451T P Public key transfer

RBIENIT P E AT S R4 1T
The private key is generated by the subscriber itself, and it is not

necessary to pass the private key to the subscriber.

6.1.3 N AEIEBIEBZE 5 14 Public key transmission
of CA

HEFIT F AFHLL PKCS #10 6 ERATUE 15 k45 CA, ROEE L4 17
AT A5
The certificate subscriber's public key submits the certificate request to CA in

PKCs # 10 format, which should be transmitted in a safe and reliable way.
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6.1.4cmcA H FINIERR S AL QA5 X B kWi /5 cmca

e-certification service agency public key is

transmitted to the depending party

FEF23 CMCA FIMR A A S AL EZ 5 CMCA FRIEF . UEA51T 7 Al A
M E 5 CMCA (Rl T 2 25 CMCA ARAEF .
Root public key of CMCA is contained in root certificate of CMCA. Certificate
subscribers can download the CMCA root certificate from the website of

CMCA.

6.1.5 B4HHYICE Length of key

H [E 4% 2l CMCA 8 M E SRR BURF 328 LR S0t 25 B P 11 B R
SEAMER, HHT:

ROOT CA---RSA-4096/SHA-256

EV SSL CA---RSA-4096/SHA-256

SSL CA---RSA-4096/SHA-256

1T P 3R B 359 RSA-2048
CMCA complies with the clear regulations and requirements of national laws
and regulations and government authorities on key length

ROOT CA---RSA-4096/SHA-256

EV SSL CA---RSA-4096/SHA-256

SSL CA---RSA-4096/SHA-256

The length of subscriber key is rsa-2048
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6.1.6 A& ¥ A X B # KR = ¥ E Generation and

quality check of public key

NAZHHEZHESEHE RV R P EES) CMCA BIIE-BEK 2G5
R BORE A=A
The public key parameter is generated by the hardware which is permitted by
State Cryptography Administration and supported by digital certificate issuing
system of CMCA.

CMCA £ R IX B8 1 48 I SR L0 J0U B AT [ 23 B 328 FB 1 AR L B8
T ZCE S LB T AT GIESINIE R G i S 58 2 oK e ) BAR
FABAR SRR AIPRHEZER, Al 2B ) A S B LA B hr e, XN E
HIPSL, BRAE Y ik B e W I 22 R B R A
When purchasing these devices, CMCA requires that they must have the
corresponding qualification of the national cryptography authority, and comply
with the "technical specification for password and related security of certificate
authentication system" issued by the national cryptography authority, as well
as other relevant specifications and standards, such as the quality inspection
standard for generated public key parameters, the built-in protocols of these

devices The algorithm has reached enough security level requirements.

6.1.7 B4HEA B /Y Purpose of key use

CMCA HIRR S HIH T2 K LU IES:
B Y CA HOAE KR CA B4R,
B g CA WP,
B OCSP M 5 iEuE+
The root key of CMCA is only used to issue the following certificates:
B The root CA self-signed certificate issued by the root CA itself;

B Intermediate CA certificate;
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B OCSP response validation certificate.

WHR P T 2 2k ss, BlmS Gk, (&5 SInE A . Al i
PN S s R

The subscriber's key is used to enhance security services, such as identity
authentication, information encryption and decryption, non-repudiation, and

information integrity.

6.2 FATARIPFNE IR R T #21E 5 Private key protection

and cryptographic module engineering controls

6.2.1 BB IERFREFNITH Cryptographic module

standards and controls

H [E#%5 5h) CMCA 18 FH | 2 2 i B = Vi AT ) 7 i, B DRSS AR i 75 & [
FIE R ER
CMCA uses the products permitted by the State Cryptography Administration,
and the standards of cryptographic module meet the requirements stipulated

by the state.

6.2.2 FA$A % A #&5l Private key multi-person control

T E# ) CMCA K M ik N 22 A\ Su& 80 4 FH L 45 1 Th [E #2.3) CMCA
24 %8H, M>=N, M A5, N A 3.
CMCA adopts the N-out-of-M multi-person control policy to activate, use and

stop the signature key of CMCA. M>=N (M is 5 and N is 3).

6.2.3 FASAIEE Private key trusteeship

X T CA #.8H,CMCA THEE M55 .
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For CA private key, CMCA has no managed service.

6.2.4 A5 %19 Private key backup

CA IR HI B4, By BIIRAFAE 5 4> UKEY b, & R 228
BN RESR, FFORAFESE RS T ORR AT T
The private key of CA is generated by the encryptor and divided into 5 UKEYs,
controlled by authorized security administrators, and stored in a safe in the
shielded machine room.

WP R AT P, @UGT P BAT &G, JFX &0 BRL TR A 1 4 s
D7 IR R4, B AR R A it .
The private key of the subscriber is generated by the subscriber. It is
suggested that the subscriber backup the private key by himself, and protect
the backup private key by password or other access control mechanism to

prevent unauthorized modification or disclosure
6.2.5 FA$AY3+5 Private key archival

2 CMCA ) CA IR B 5, X LB PRI DR A7 22/ 10 4E. 131
i) CA B IR RAFAEA CP/CPS 6.2.1 ik {1 Z5 i itk b, JF H CMCA K%
B SRS AR AR EA AR 7 AR S 1) CA AN A SR FA RS+ . 4
B CA BB BNHARRAE AR 2 J5, CMCA F#x 4 CPS6.2.10 FTid 1) 15 1%
BEAT 22 A A B
When the CA key pairs of CMCA expire, these key pairs will be archived for at
least 10 years. The archived CA key pair is stored in the hardware password
module described in CP/CPS 6.2.1. The key management strategy and
process of CMCA ensure that the archived CA key pair will not be used in the
production system. When the backup CA key pair reaches the archive
retention period, CMCA will be destroyed safely in accordance with the method

described in CP/CPS 6.2.10.
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CMCA AXFVT FUE T I FABHBEAT VA4 o

CMCA does not archive the private key of the subscriber certificate.

6.2.6 TAHSAN . SHEHLIELR Private key transfer into

or from a cryptographic module

CMCA JE I AN HLAE R CA B BxT, 5 2% 0 8RS CA A, Moinss L &
HH AL R L SO 2001 Hh 22 3l
CMCA generates CA key pairs through an encryption machine. When it is
necessary to backup or migrate the CA private key, the private key exported
from the encryption machine is in ciphertext form and controlled by multiple
people.

I AEAE AT AN RE 5 H B A AR . oA 7 AR AT P ALVEHAE B
H P N SR O 2 1) 5 sUHEAT
The subscriber private key generated by hardware cannot be exported to
cryptographic module. The private key generated by other methods should be

encrypted when exporting.

6.2.7 A $A 7€ 75 1D X 3R Y 77 §if Private key storage on
cryptographic module

ANEH CASE ST 7 3070 BOIN A7 TR I8 T B 5 A PR 1177 it 25 5 OB AF
R
The private key is encrypted and stored in the hardware encryption module
which has passed the product authentication of the national password
management department.

T PRI AE SCAHIE T USBKey 55 22 &/ i
The subscriber's private key is stored in secure media such as file certificates
or USBKey.

CA REERATF S 5 FIPS140-2 Level 3 224 MUARAH 24 (B AL A B
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The CA system adopts a password module that meets the security

specifications equivalent to FIPS140-2 Level 3 security specification.

6.2.8 HiEFAEH Private key activation

CA FAH A A R s f A e, JF HOH OGS B0 4255 6. 2. 2 19 N85 &
2 HE L RAUR S, BABOEAAPIBUR 1) 3 A ] USBRey B3k, HahEH
EHRERF, HTRIEAINERE, SE=AAEE DL BRI R,
The CA private key is stored in the hardware password module, and its
activation data is implemented using the administrator privileges of the
encryption device according to Section 6.2.2. Administrators with the
authorization to activate the private key log in using USBKey, start the key
management program, and perform the operation of activating the private key.
Three or more managers are required to be present at the same time.

P A ORAF A B R A bR ey, T 7 A B A AR 11 (B PIN AS) fRIPAA
Plo T HIAPIFREIIEN S (BCPIN ) B4 Repisns . .
The subscriber's private key is stored in the password module, and the
subscriber uses the password module password (or PIN code) to protect the
private key. The private key of the subscriber needs to verify the password (or

PIN code) or be activated and used.

6.2.9 MR FASABEIRTS Private key deactivation

X IRSAUES:, RS AEF R P RS A Bl AR S W i R FABH BN I AR
R
For the server certificate, the private key immediately enters in the
non-activation status after service procedure is closed; the system is cancelled
or the system is powered off.

X EE S CMCA S E ML H)iE & ik 55 s - B FAE, 2 CA B RA
ARG A B EUR H 8 H (logout) B35 AT BB A 1) B i AL H & 2k P (close)
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B4, BUFBOR R A T i, ABTRE A ARSI

For the private key of operation server certificate of CMCA and its RA, when

CA or RA system sends the logout instruction to the cryptographic module or
the password management software sends the close instruction to the
cryptographic module, or the cryptographic module which is used to store the
private key is powered off, the private key enters in the non-activation state.
X E# S CMCA FASH, 2 CA REG M H IS K & (logout) B#
T A B T SO A R R 9GP (close) $54,  BATTHURL BF (AR A4 S ol A e 7
B, RPIHEANIRBOE RS
For the private key to CMCA, when CA system sends out logout to
cryptographic module, or the password management software sends out the
close command to cryptographic module, or the hardware cryptographic
module storing private key loses power, the private key will enter in the

inactivated state.

6.2.10 $42%FA%A Private key destruction

& CA R A dn B WIE R )m, T EFE 3N CMCA # CA R4k L RAFAE — N
e A B A AR, JFREAT AR, AR CA AR M S FA
CATPAF AR K e, JaEZ A ENRZSE5IEL N 2245 CA
AP SOk A ) CA RAFI B S i B IR, AN B A AR TR AR AE B
After the CA private key life cycle ends, CMCA shall continue keeping the CA
private key in a backup hardware cryptographic module, and conduct the
archival. Other CA private key backup is safely destroyed. After the filing
deadline of archiving CA private key ends, the private key shall be destroyed
when many trusted persons participate in. CA private key shall be completely
destroyed from the hardware cryptographic module without any residual

information.
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6.2.11 B E A FES Evaluation of cryptographic

module

CMCA {3 F [ S A4 28 A 1 46 i FFALHEAE A (1 B B 32 k0B AL ey i
TN e, AT ISR brE . VG PR ST R AR % IR,
CMCA uses the high-speed host encryption equipment with independent
intellectual property rights identified and approved by the national encryption
authority, and accepts various standards, specifications, evaluation results and

other requirements issued by CMCA.

6.3 BIAXEENHEMISE Other aspects of key pair

management

6.3.1 AUy

H E 2 5)) CMCA X BT ) A H1EAT I A AR PE
CMCA archives all public keys.

6.3.23F P I/EHI fn F A *F F A HA Certificate

operational periods and key pair usage periods

HE# 3 CMCA &A% 7 HiEH g l@nd, 54 TAFH ARAEB k%
7 EYIRBAE IR SR A RO — B I E IR
CMCA will issue certificate to customers within 5 working days after customer
application passes review. The key pair service life is consistent with the
effective date in the certificate, The setting period is as follows:

® RIEPA RN RN 25 4F

® 12 CAIEPAERIM&EK )Y 20 £
® JHMIEPARUHA K 397 KX
)

The root certificate should be valid for a maximum of 25 years
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® The maximum validity period of subordinate CA certificate is 20 years

® The validity period of user certificate shall not exceed 397 days.

6.4 FIR#IE Sensitive data

6.4.1 HUEHIERI & Sensitive data generation

B R 0 45 T E A 30 CMCA $ROLH 14 o eSS . T E®
CMCA $firE— [ AR SFIN ) 14 o XL 14 b E 5 CMCA MRS AU 1
VERIVF AT UA T 5B )

Sensitive data includes password and encrypted data provided by CMCA.
CMCA provides the only unpredictable password. These passwords are only
given to authorized customers by CMCA according to authorization and

operation permission.

6.4.2 R HIEALRIP Sensitive data protection

T E 3 CMCA KB 2 L & 22 F oy SUORS UK, DL S RIRAL
] RSB A A P BURE R A B T0E A I, SusdidE 2 B 3h e .
CMCA adopts multiple ways, including encryption and decryption mechanism
to protect sensitive data, to avoid unauthorized use. The unauthorized
customer attempts to reach the predicted purpose with the sensitive data
which shall be automatically locked. Mobile CMCA adopts encryption and
decryption mechanism to protect sensitive data to avoid unauthorized use.
When unauthorized customers attempt to use sensitive data to achieve the

intended purpose, the sensitive data will be automatically locked.
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6.4.3 R ERY H b 5 | Other aspects of sensitive
data

° R BIER L Activation of data transmission

174 CA RPN B4 AAH < IC R, 3l W L RAFAE CMCA JR 24X LD,
ANBEHE T BT CMCA. WAL AR IR IS UL T 5 BT R4 (@ k&% R4
), HALIR SR R EAE CMCA 22 28 BN SR 2 48 3N B3 3L ) M B ) 1 0
T
Encryption devices and related IC cards with CA private key are usually stored
in the most secure computer room of CMCA and cannot be carried away from
CMCA. For example, in some special circumstances, the transmission process
needs to be supervised by CMCA security manager and key manager.

XFFUEFAT 7, G 2 A ] T O RS B 1 I, 75 B BUIN 3 55 R 4
HE, LABTER .

For certificate subscribers, when the password used to activate the private
key is transmitted over the network, encryption and other protection measures

should be taken to prevent loss.
° HUEBIERI$EE Destruction of activation data

CMCA i3 0 % W ARtk I 75 SR 8158 CA FAP BH0E Hds .

AR BOE BEE A T 2 i P B AT 17 Raf At A\ Jeikidsd
VRARAE S A7 T L% B 2 Pk R O
CMCA destroys the activation data of CA private key by initializing the device.
The activation data of the subscriber's private key shall be destroyed by the
subscriber when it is not needed. The subscriber shall ensure that the
activation data cannot be recovered directly or indirectly by others through

residual information or storage medium.

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
Mk www. cmea. net #0116 71 3L 168



i E FE ECAF 1
CHINA MOBILE CERTIFICATE AUTHORITY CMCA A ER{EAEUE IS

6.5 I E L 2E%] Computer Security Controls

6.5.1 RF 8 EH R £ H KEk Computer security

technical requirements

CMCA 7k 528k R 4t I AUE SCIF AT i i i [ CMCA R 408 3 4k
¥, REHE CMCA EHL RN, HE N RABEIEMIZES CMCA R#4t. H
CMCA WIEF O RGEHE L L RAF FKHIPT K Z W, TR RGN 24
The data document and equipment of CMCA digital certificate issuing system
are maintained by CMCA system administrator. Without the authorization of
CMCA administrator, anyone can't operate and control CMCA system; Other
common customer has no system account and password. CMCA system is
deployed in the firewall of multi-level different manufacturers to ensure the
system network security.

H1E CMCA "L RGN HITHENIR A 7 a0l kBs . AR, RS
g VR $RAE RS A T SRR Ve i, e IRIE 1 i ENLR) 2 ] 5
The computers in CMCA system shall adopt the preventive measures such as
firewall, intrusion detection, host service port restriction, operation system
security patches, etc. to fully ensure the computer's safety and reliability.

TR H — B 5 B R AYE S ] -
There is a complete system for the storage and maintenance of the equipment:

1. BT RSB R, U BT« BE R AR PR
Special personnel shall be responsible for the collection and storage of

equipment, and the equipment collection, access to warehouse and scrap
registration shall be made.

2. Mg AT A, BRI
Check, clean and maintain the equipment regularly.
3. MR RLEE IR, IR IE R IE R ARER I S R &A1

Make equipment maintenance plan and establish a vulnerable spare parts
warehouse meeting the minimum requirements of normal operation.

4. WRHBATYEBN, BAGCRAEB IR MEERE . SRRk, 482
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INREISESH AL X PSR/

When repairing the equipment, the maintenance objects, causes of faults,

troubleshooting methods and main points must be recorded

5. WRYEEN, WLITHIR T NED I E
When the equipment is maintained, special personnel must be assigned to
supervise on the spot.

6. ME—HIWREN.
Unique device password.

I HAE—MEH] CMCA R4 RN B Zi i HIME— B8 iE+, AN RECE R
V1] BRI AT TAEBA ST ZR A e MR, 1 2 XA ZAAAIE

And every person using CMCA system must use a unique digital
certificate. The access limit of personnel configuration is the minimum
permission required to perform the work responsibilities, and meet the double
factor authentication.

CA X} A el L% 3 BOIEFmUA A IK - st 2 R 3N IE .

CA performs multi factor certification for all accounts that can directly lead

to certificate issuance.

6.5.2 i+ EHl L £t Computer security rating

HE £ 5l CMCA 3 H ) 5 150 4 e 3 1 [l 5 0 A 38Ry v A 7 1) 85 i ik
B o FARIE R AN FHL RO SEHE I T B SO I 1T A,
JE ARG o

The cryptographic equipment used by CMCA is the cryptographic
equipment manufactured through the approval of the State Cryptography
Administration. The network equipment involving security, host, system
software, etc. are the qualified products passing the inspection of the relevant

state department.
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6.6 R4 &y A HAIEH] System life cycle controls

6.6.1 R4t H % 1=#] System development controls

CMCA 1) 5 4t HH 45 & 1B 5 5% 22 A b AL AT 5 i s v 93 o 1) T 52 T R R
TR, HIFRSERA CMCA RAEHEIS T E .
CMCA system is developed by a reliable developer which meets relevant
national security standards and has the qualification for cryptography
standards, and the developing process complies with all requirements of

CMCA system management.

6.6.2 L EIF=H Security management controls

CMCA CHilE 1 &M 4 skmg V& HGIE 5imfEx, CA 88 R T2
M,
CMCA has made various security policies, management systems and

procedures to carry out security management to CA operation system.

6.6.3 & W E IR L £1=# Life cycle security control

CMCA HIEBIMERGHE R G it i 78 0 AT 1 2518, Tkl
FEH A PR AR AT A 2 4 B, FETF R e U HEAT 1" A& 1) 2, 72
B HANEE VERA RN R G LA
Security has been fully considered during the design of CMCA certificate
authentication system. There are strict procedures for code security
management in the development process, and strict security tests are
conducted after the system is developed. The system passes system security

review of relevant national department before being used formally.
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6.7 ML Z £iTH] Network security controls

1 E 3 CMCA A B s L AR 7 3= w L O 97, HRCE R ir 2%
BHIHLER VT ) o HasEE AR I T S G & PRIE 2R S8 M 2% 1) 22 42
CMCA is protected by firewall and other access control mechanisms, and its
configuration only accept the visit of authorized machine. Pass the intrusion
detection, vulnerability scanning and other mechanisms to ensure the system
network security.

RAE 2SRV EES CMCA A TA R EF25) CMCA 8K R4t
HE# 5 CMCA VEM &4, HE#3) CMCA HxXRk%4. FHEEEs) CMCA iE
FRAT ARG GG ARGE . PrERNE LA SRR 242, IF il %65
Bk .

Only authorized employees of CMCA can enter the equipment or systems
including CMCA issuing system, CMCA registration system, CMCA LDAP
server, CMCA certificate issuing system. All authorized customers shall have

the legal safety token which shall pass the password verification.

6.8 B8 &; Digital Time Stamp (DTS)

¥t a8k (DTS: Digital Time Stamp) &% A5 BB T4, FE
T SR 5 A2 2R I 8] 3 SO R SEAFAE AT 58 22 S SCAFAE IR 8] _E 3Z 3R R
AIhE.
Digital Time Stamp (DTS) is the digital signature of time information, which is
mainly used to confirm certain document really exists at certain time and

confirm the logic relation function of many documents on the time.
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7B, EPREINRMELIES KRS HIL
CERTIFICATE, CRL, AND OCSP PROFILES

7.1 3E$P Certificate Profile

CMCA Z R IE 341754 X.509 V3 1E-fitk . 4% RFC5280 &, #F
% CA/Browser [FI Y FTARAZLR . IE T REATFERSNAEN TR,
All the certificates issued by CMCA conform to the format of X.509 V3
certificate. All of them are set according to rfc5280 and meet the requirements
of the current version of CA / Browser. The most basic fields and contents of
the certificate are shown in the table below.

CMCA GLOBAL TRUST ROOT CA

EF55 e

A V3

Feols 5 24 S HIFENLEL

ESE A AT SHA256RSA

MR HE CN = CMCA GLOBAL TRUST ROOT CA
O = Aspire Technologies
C=CN

A ROk IR H UEFA RO R 1)

AR E A RO 2 I 1]

T WA DN, W CSP7.1.4

yNGE RSA (4096)

i Path Length Gonsiraini=None

B FH Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)

CMCA GLOBAL TRUST ROOT CA

Certificate Field value
domain
Edition V3
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Serial number

Random number containing 24 bits

Signature SHA256RSA
algorithm
Issuer CN = CMCA GLOBAL TRUST ROOT CA

O = Aspire Technologies
C=CN

Effective date

Certificate validity start time

Expiry date Certificate expiry date
Subject Subject DN of certificate, see csp7.1.4
Public key RSA (4096)

Basic Constraints

Subject Type=CA
Path Length Constraint=None

Key Usage Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)
CMCA SSL CA

EF55, e

A V3

Feols 05 24 S HIFENLEL

EE AN RS SHA256RSA

WU CN = CMCA GLOBAL TRUST ROOT CA
O = Aspire Technologies
C=CN

A ROk IEH UEHA RO AR 1)

AR ZIEH E A RO 25 1B ]

T ETI 3 DN, W CSP7.1.4

YNGR RSA (4096)

-GN A N ERSS

[1]Authority Info Access
Access Method=IEBMAIEMAZE (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://mpus.cmca.net:8080/files/downloadcenter/CMCA
GLOBALTRUSTROOTCA.cer
[2]Authority Info Access
Access Method=B(LIEFIRZSMY (1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://mpus.cmca.net:8083/ocsp

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b
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Subject Type=CA
EZMZE%IJ Path Length Constraint=None
ﬁEzI:} %Eﬂ% [1]Certificate Policy:
Policy Identifier=FramA RS
[1,1]Policy Qualifier Info:
Policy Qualifier IdI=CPS
Qualifier:
http://mpus.cmca.net:8083/files/downloadcenter/cps.doc
CRL &A1 51 ZRMEAEAT— URL, FAFHKE CRL 3014,
%!@H}Eﬁ/z Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)
CMCA SSL CA
Certificate Field value
domain
Edition V3
Serial number Random number containing 24 bits
Signature SHA256RSA
algorithm
Issuer CN = CMCA GLOBAL TRUST ROOT CA

O = Aspire Technologies
C=CN

Effective date

Certificate validity start time

Expiry date Certificate expiry date
Subject Subject DN of certificate, see csp7.1.4
Public key RSA (4096)
Authority access ,
[1]Authority Info Access
information Access Method=Certificate issuer (1.3.6.1.5.5.7.48.2)

Alternative Name:
URL=http://mpus.cmca.net:8080/files/downloadcenter/CMCA
GLOBALTRUSTROOTCA.cer
[2]Authority Info Access
Access Method=Online Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://mpus.cmca.net:8083/ocsp

Basic Constraints

Subject Type=CA
Path Length Constraint=None

Certificate Policy

[1]Certificate Policy:
Policy Identifier=All award strategies
[1,1]Policy Qualifier Info:
Policy Qualifier IdI=CPS
Qualifier:
http://mpus.cmca.net:8083/files/downloadcenter/cps.doc

CRL

The publishing point contains a URL to get the CRL file.

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b
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Distributionpoint
Key Usage Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)
CMCA EV SSL CA

EF53, B8

A V3

FPo5 A5 24 AL FERLEL

e AT SHA256RSA

MR HE CN = CMCA GLOBAL TRUST ROOT CA
O = Aspire Technologies
C=CN

AROREIEH UEHA RO UG 6]

A RZIEH UE A RO 2 I 1]

T WE A8 DN, W CSP7.1.4

YNGR RSA (4096)

I IR AR REE RS

[1]Authority Info Access
Access Method=IEBARIHEMAZE (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://mpus.cmca.net:8080/files/downloadcenter/CMCA
GLOBALTRUSTROOTCA.cer
[2]Authority Info Access
Access Method=BXHIMEFRRZSHNY (1.3.6.1.5.5.7.48.1)

Alternative Name:
URL=http://mpus.cmca.net:8083/ocsp

| Subject Type=CA
EZMZE%J Path Length Constraint=None
ﬁEJ':}%EH% [1]Certificate Policy:
Policy Identifier=Fra A A&
[1,1]Policy Qualifier Info:
Policy Qualifier IdI=CPS
Qualifier:
http://mpus.cmca.net:8083/files/downloadcenter/cps.doc
CRL KA i1 ZRMAEAT— URL, T8 CRL 3014,
25 6H FH 1 Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)
CMCA EV SSL CA
Certificate Field value
domain

Hohik: VRDITT R HT IX R DX AR T 7 A T 3k bt A 7 i 7S MiZh: 518057 Hi%:  0755-66820666
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Edition V3

Serial number Random number containing 24 bits
Signature SHA256RSA

algorithm

Issuer CN = CMCA GLOBAL TRUST ROOT CA

O = Aspire Technologies
C=CN

Effective date

Certificate validity start time

Expiry date Certificate expiry date
Subject Subject DN of certificate, see csp7.1.4
Public key RSA (4096)
Authority access ,
[1]Authority Info Access
information Access Method=Certificate authority issuer

(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://mpus.cmca.net:8080/files/downloadcenter/CMCA
GLOBALTRUSTROOTCA.cer
[2]Authority Info Access
Access Method=Online certificate status protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://mpus.cmca.net:8083/ocsp

Basic Constraints

Subject Type=CA
Path Length Constraint=None

Certificate Policy

[1]Certificate Policy:
Policy Identifier=All issuance strategies
[1,1]Policy Qualifier Info:
Policy Qualifier IdI=CPS
Qualifier:
http://mpus.cmca.net:8083/files/downloadcenter/cps.doc

CRL The publishing point contains a URL to get the CRL file.
Distributionpoint
Key Usage Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)

WER (EV)

TSI B8

A V3

BRI W 24 ArRENLEL
COE A ATR SHA256RSA

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b

W3k : www. cmea. net

Mi4w: 518057 Hif:  0755-66820666

125 71 3£ 168 T




I E B ECAF I

CHINA MOBILE CERTIFICATE AUTHORITY

CMCA S ERASAEIE-FL 55 I

MR CN = CMCA EV SSL CA
O = Aspire Technologies
C=CN
ARk IE H UEFA RO R 1)
AR ZIEH UE A RO 25 1B ]
T WEHRY 3@ DN, . CSP7.1.4
yNGE RSA (2048)

-GN A N ERSS

[1]Authority Info Access
Access Method=IF-BMAEIEMARE (1.3.6.1.5.5.7.48.2)
Alternative Name:

URL=http://mpus.cmca.net:8080/files/downloadcenter/ CMCAEVSSLCA.cer
[2]Authority Info Access
Access Method=B(LIEFIRZSMY (1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://mpus.cmca.net:8083/ocsp

> A [1]Certificate Policy:
lﬂﬂ%ﬂqﬂ% Policy Identifier=2.23.140.1.1
[1,1]Policy Qualifier Info:
Policy Qualifier IdI=CPS
Qualifier:
http://mpus.cmca.net:8083/files/downloadcenter/cps.doc
CRL KA i ZRAEAT— URL, FITIXS CRL XXH.
25 6H FH s Digital Signature, Key Encipherment (a0)
o i 2R B FH v EFPIRSPIIE (1.3.6.1.5.5.7.3.2)
RS EEBNIRIE (1.3.6.1.5.5.7.3.1)

ESE i E2 54

Subscriber certificate (EV)

Certificate Field value

domain

Edition V3

Serial number Random number containing 24 bits
Signature SHA256RSA

algorithm

Issuer CN=CMCAEV SSL CA

O = Aspire Technologies
C=CN

Effective date

Certificate validity start time

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b
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Expiry date Certificate expiry date
Subject Subject DN of certificate, see csp7.1.4
Public key RSA (2048)
Authority access ,
[1]Authority Info Access
information Access Method=Certificate authority issuer

(1.3.6.1.5.5.7.48.2)
Alternative Name:

URL=http://mpus.cmca.net:8080/files/downloadcenter/ CMCAEVSSLCA.cer
[2]Authority Info Access
Access Method=0nline certificate status protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://mpus.cmca.net:8083/ocsp

Certificate Policy

[1]Certificate Policy:
Policy Identifier=2.23.140.1.1
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://mpus.cmca.net:8083/files/downloadcenter/cps.doc

CRL Distribution

The publishing point contains a URL to get the CRL file.

point

Digital Signature, Key Encipherment (a0)
Key Usage

Client authentication (1.3.6.1.5.5.7.3.2
Extended Key
Usage Server authentication (1.3.6.1.5.5.7.3.1)

Subject Alternative
name

Domain name

WER (OV)

EF55 e
A V3
Feols 0.5 24 S HIFENLEL
EE AN RS SHA256RSA
WU CN =CMCA SSL CA
O = Aspire Technologies
C=CN
AROREIEH UEHA RO G 6]
A ROHZIEH UE A RO 25 1B ]
T ETI 3 DN, W CSP7.1.4
yNGE| RSA (2048)

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b
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IV IR AR REE RS

[1]Authority Info Access
Access Method=IEBMANIEMAZ (1.3.6.1.5.5.7.48.2)
Alternative Name:

URL=http://mpus.cmca.net:8080/files/downloadcenter/ CMCASSLCA.cer
[2]Authority Info Access
Access Method=BAHIIEPRESIMN (1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://mpus.cmca.net:8083/ocsp

S e i [1]Certificate Policy:
1EJFJKEH§ Policy Identifier=2.23.140.1.2.2

[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://mpus.cmca.net:8083/files/downloadcenter/cps.doc

CRL BAf & ZRIEEAT— URL, FIF3X/S CRL i

%!@H}Eﬁ/z Digital Signature, Key Encipherment (a0)

H8 5 5 B v ZPUHSHIT (1.3.6.1.5.5.7.3.2)
IRSSEEEMIRIE (1.3.6.1.5.5.7.3.1)

B E i E2 2

Subscriber Certificate (OV)

Certificate Field value
domain
Edition V3
Serial number Random number containing 24 bits
Signature SHA256RSA
algorithm
Issuer CN =CMCA SSL CA
O = Aspire Technologies
C=CN
Effective date Certificate validity start time
Expiry date Certificate expiry date
Subject Subject DN of certificate, see csp7.1.4
Public key RSA (2048)

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S HR%m: 518057 Hif:  0755-66820666
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Authority access ,
[1]Authority Info Access

information Access Method=Certificate authority issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:

URL=http://mpus.cmca.net:8080/files/downloadcenter/ CMCASSLCA.cer
[2]Authority Info Access
Access Method=0nline certificate status protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://mpus.cmca.net:8083/ocsp

Certificate Policy | [1]Certificate Policy:
Policy Identifier=2.23.140.1.2.2

[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://mpus.cmca.net:8083/files/downloadcenter/cps.doc

CRL The publishing point contains a URL to get the CRL file.
Distributionpoint

Key Usage Digital Signature, Key Encipherment (a0)

Extended Key Client authentication (1.3.6.1.5.5.7.3.2)

Usage Server authentication (1.3.6.1.5.5.7.3.1)

Subject Alternative | Domain name

name

WHIET (DV)

EHE, BE

FERAS V3

Fea) 5 fl8 24 AL BEALEL

EE A AT SHA256RSA

WK CN = CMCA SSL CA
0 = Aspire Technologies
C=CN

AR IEH EFS A RO AR I 1)

R EJINE UEA BOHZE 1L (8]

ES WEF5 38 DN, L CPS7. 1.4

N RSA (2048)

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S HR%m: 518057 Hif:  0755-66820666
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WUR AL 5 el 45

[1]Authority Info Access
Access Method=iFHMRNAIMA#E (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://mpus. cmca. net:8080/files/downloadcenter/CMCAS
SLCA. cer
[2]Authority Info Access
Access Method=HRHLIEFRAE ML (1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://mpus. cmca. net:8083/ocsp

ES TS [1]Certificate Policy:
Policy Identifier=2.23.140.1.2.1
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://mpus. cmca. net:8083/files/downloadcenter/cps. doc
CRL K Afi A WRATEAE T — AN URL, FHT3K43 CRL 0.
BH vk Digital Signature, Key Encipherment (a0)
SR A B AE (1.3.6.1.5.5.7.3.2)
IR 55 2 5y SeAE (1.3.6.1.5.5.7.3. 1)
F % H 4 B4

Subscriber Certificate (DV)

Certificate Field value
domain
Edition V3

Serial number

Random number containing 24 bits

Signature SHA256RSA
algorithm
Issuer CN=CMCA SSL CA

O = Aspire Technologies
C=CN

Effective date

Certificate validity start time

Expiry date Certificate expiry date
Subject Subject DN of certificate, see csp7.1.4
Public key RSA (2048)

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b
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Authority access _
[1]Authority Info Access

information Access Method=Certificate authority issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:

URL=http://mpus.cmca.net:8080/files/downloadcenter/ CMCASSLCA.cer
[2]Authority Info Access
Access Method=0Online certificate status protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://mpus.cmca.net:8083/ocsp

Certificate Po||Cy [1]Certificate Policy:
Policy Identifier=2.23.140.1.2.1

[1,1]Policy Qualifier Info:
Policy Qualifier IdI=CPS
Qualifier:
http://mpus.cmca.net:8083/files/downloadcenter/cps.doc

CRL Distribution The publishing point contains a URL to get the CRL file.

point

Digital Signature, Key Encipherment (a0
Key Usage
Extended Key Client authentication (1.3.6.1.5.5.7.3.2)
Usage Server authentication (1.3.6.1.5.5.7.3.1)
Subject Alternative | Domain name
name

7.1.1EB A S Version Number(s)

X.509 V3.

7.1.23EB ¥ B IN Certificate Content and Extensions;
Application of RFC 5280

CMCA 2K HJUESS, HAEHY RIUENE IETF RFC 5280 fr#E2iK .,
The certificate extension of CMCA follows the requirements of IETF RFC 5280.

7.1.2.1 RIEBH RBIE Root CA Certificate

1. % Key usage
%8 RFC5280 #1778, W% A Digital Signature, Certificate Signing,
Off-line CRL Signing, CRL Signing (86), 1%Ui[1] criticality % & 4 true.

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
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Fill in according to rfc5280, the contents are digital signature, certificate
signing, off-line CRL signing, CRL signing (86), and the criticality field of this
item is set to true.
2. H:ARZ){ Basic constraints
Path Length Constraint=None, 1% criticality 3% & 4 true.
Path length constraint = none, and the criticality field of the item is set to true.
3. MR MU E PR IRST Authority Key Identifier
R E LR PIARRAT AR CAEF A 911 256 {2 SHA256 HiFH M. %
IifF) criticality 15, & A false.
The authority key identifier consists of a 256 bit SHA256 hash of the public key
of the root CA certificate. The criticality field of the item is set to false.
4, FMREHPRIRAF Subject key identifier
LR PIAR AT AR CA IEF A P11 256 {2 SHA256 Hi8IH . 1%
criticality 315 & v false.
The principal key identifier consists of 160 bit SHA1 hash of the root CA

certificate public key. The criticality field of the item is set to false.
7.1.2.2 L BRI Subordinate certificate extension

1. ML (Key Usage) Key usage

¥ % RFC5280 #EAT#8 78, N %N Digital Signature, Certificate Signing,
Off-line CRL Signing, CRL Signing (86), i criticality 15X &~ true.
Fill in according to rfc5280, the contents are digital signature, certificate
signing, off-line CRL signing, CRL signing (86), and the criticality field of this
item is set to true.

2. ET5 5% (Certificate Policies Extension) Certificate Policies extension

78 RFC5280 #EATIH S . 1ZTiMY criticality 1% & A false.
Fill according to rfc5280. The criticality field of the item is set to false.

3. HAZH (Basic Constraints) Basic constraints

Path Length Constraint=None, %] criticality 3% & 4 true.

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
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Path length constraint = none, and the criticality field of the item is set to true.
4. CRL kAi s (CRL Distribution Points) CRL distribution points
% K i oA 8 &% 7 — A URL , URL H#i i A
https://mpus.cmca.net:8080/crl/crl1.crl FT3k13 CRL S, 1ZIiH criticality 13
wHE A false.
The publishing point contains a URL, the URL address s
https://mpus.cmca.net : 8080 / CRL / crl1.crl is used to get the CRL file, and
the criticality field of this item is set to false.
5. MikHE WA (Authority Key Identifier) Authority key identifier
iR E LR PIARRAT AR CAE-F A 911 256 {2 SHA256 HiFH M. %
IifY) criticality 15 & /N false.
The authority key identifier consists of a 256 bit SHA256 hash of the public
key of the root CA certificate. The criticality field of the item is set to false.
6. TIREHIMRTT (Subject Key Identifier) Subject key identifier
TR PR IRFT 2 CAUEF A9/ 160 A7 SHAT BUBZH B . 1ZT0H)
criticality 315 & v false.
The principal key identifier consists of a 160 bit SHA1 hash of the subordinate
CA certificate public key. The criticality field of the item is set to false.
7. WURFEHNAVIA (Authority Info Access)  Authority info access
AR BN T I A RHE TR ML, 1% criticality 351 &y false.
The authority access is the online certificate status protocol, and the criticality

field of the key is set to false.
7.1.2.3 JTPIEBH BRI Subscriber Certificate

1. FHH: (Key Usage) Key usage

1% RFC5280 #4731 78, %% 4 Digital Signature, Key Encipherment (a0),
ZI criticality 1515 & A true.

Fill in according to rfc5280, the content is digital signature, key encryption

(A0), and the criticality field of the item is set to true.

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
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2. 1EfisEm (Certificate Policies Extension) Certificate Policies extension

¥ RFC5280 HFATIE A . XTI criticality #5(i% & X false.
Fill according to rfc5280. The criticality field of the item is set to false.

3. ¥ EZEY R (Extended Key Usage) Extended key usage

INRA R HZ ERFC52803E4T 35, WA 9% )™ i S i JrilE (1.3.6.1.5.5.7.3.2),
IR5% 28 5 3 36 iF (1.3.6.1.5.5.7.3.1). %I Kcriticalityls ik & Jfalse.
If yes, it will be filled in according to rfc5280, including client authentication
(1.3.6.1.5.5.7.3.2) and server authentication (1.3.6.1.5.5.7.3.1). The criticality
field of the item is set to false.

4. CRL kA7 & (CRL Distribution Points) CRL distribution points

ZRATRAE T — URL, T3k CRL S, 1% criticality $5 % & N
false.
The publishing point contains a URL to get the CRL file, and the criticality field
of the item is set to false.

5. MiKRHA VI ZEHFRRST (Authority Key Identifier) Authority key identifier

R LR PR IRAT B L CAIE TS A 81125647 SHA256 I 51| 4L 1 . 1%
() criticality 5, % & Hfalse.
The issuer key identifier consists of a 256 bit SHA256 hash of the subordinate
CA certificate public key. The criticality field of the item is set to false.

6. TRHEHFRRST (Subject Key Identifier) Subject key identifier

F RS RRT R R TR A8, 7T T X 73 A — E AR A ] AN )% 4]

CHE-BEHERND o HENAYI P L SRS . 2

criticalitylz 1% & Hfalse .
The subject key identifier identifies the authenticated public key, which can be
used to distinguish different keys used by the same principal (such as when
the certificate key is updated). Its value is derived from the public key or from a
method that generates a unique value. The criticality field of the item is set to
false.

7. WURFENAIVIA (Authority Info Access) Authority info access

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
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AR FE ARV R BB LIE RS P, Z I criticality 3% 152 & A false.

The authority access is the online certificate status protocol, and the criticality

field of the key is set to false.
8. fii [l & M4 ¥ (Subject Alternative Name) Subject alternative name
F [ RFC5280 B TR, %I criticality 15, & A false.

Fill in according to rfc5280, and the criticality field of the item is set to false.
7.1.3 EEXTRFRIRFF Algorithm object identifier

HE#3h CMCA 28K [iE 1544 RFC 5280 brift, H SHA256 k%4 .
The certificate issued by CMCA is signed with sha256 algorithm according to
RFC 5280 standard.

7.1.4 ZF R, Name form

CMCA Z R IE CEFFARIEF . EEF LT FE+) () DN #BR H
X.500 (Distinguished Name; DN) ir#% /73, &1 RFC5280 <M E -
The DN of certificates issued by CMCA (including root certificate, subordinate
certificate and subscriber certificate) adopts X.500 (distinguished name;

According to rfc5280.
7.1.4.1 iEB MK #F Certificate issuer

» DV SSLiEf: (certificate)
CN=CMCASSLCA

O = Aspire Technologies
C=CN

» OV SSLiE+ (certificate)
CN=CMCASSLCA

O = Aspire Technologies

C=CN

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
Mk www. cmea. net #0135 W 3 168 T



i E FE ECAF 1
CHINA MOBILE CERTIFICATE AUTHORITY CMCA A ER{EAEUE IS

> EV SSL i+ C(certificate)
CN =CMCAEV SSL CA

O = Aspire Technologies

C=CN

» CMCAEV SSL CA #ZiE+5 (Subordinate Certificate )
CN = CMCA GLOBAL TRUST ROOT CA

O = Aspire Technologies

C=CN

» CMCA SSL CA H1ZiE+: (Subordinate Certificate)
CN = CMCA GLOBAL TRUST ROOT CA

O = Aspire Technologies

C=CN

> CMCA GLOBAL TRUST ROOT CA #RilEf: (Root certificate)
CN = CMCA GLOBAL TRUST ROOT CA

O = Aspire Technologies

C=CN
7.1.4.2 JiEBEFE Subject Information — Subscriber Certificates

CMCA %5 k& AE 15 1) B 7 44 #F & X.500 2% F B 5 4 o, [F N #fF &
CA/Browser £z Baseline Requirements 1 7.1.4 5 ER .

The distinguished name of the certificate issued by CMCA meets the
requirements of X.500 on distinguished name, and comply with the
requirements of Section 7.1.4 of the CA/Browser Forum Baseline

Requirements.
7.1.5 Z¥3PR#$) Name Constraints

CMCA EER(EIEIAR TREARIES, HSEAALIA RV MR A4 8 D44,
WA W B SCRAR AR, 38 P 9 SCAL BRI L B LA R T8 SEAR A4 K

The physical name of the certificate issued under CMCA global trust system is
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not allowed to be anonymous or pseudo name. It must be an identification
name with clear meaning. When using English name, it should be able to

correctly express the entity name.

7.1.63E B 3K B ¥t & #5171 #F Certificate Policy Object

Identifier

CA FZE P RE R RIEY I+, certificatePolicies:policyldentifier % &
“; anyPolicy .

VIR SRS AR IRAF N T -

DV SSL iiEF5%f B (RHIE 5 S HE 0 RAR I 577 (OID) 4 2.23.140.1.2.1,

OV SSL XS Bz IEF5 S R AR IS #F (OID) 4y 2.23.140.1.2.2,

EV SSL E+55%f B HIEF IR RAR IR S #F (OID) Jy 2.23.140.1.1.

CMCA 28 FIUE 15 R AL SRIEBR R R o UF 15 S AR R A 7 —MIE T3 5w
XFGARNEF OID Al URL Hhdike 3T 77 30E 3 FRAIE 5 s X AR IR L 1.2, H4iE
o BIE 15 SR AT SR AT T s, ARAIE 1A IE SR SAR IR AT o 1T FE
Fi. PIOEH IR LR URL A

http://mpus.cmca.net:8083/files/downloadcenter/cps.doc

In the Certificate Policy Extension of CA subordinate certificate,
certificatePolicies:policyldentifier set to anyPolicy;

The subscriber Certificate Policy object identifier is as follows:

The oid corresponding to DV SSL certificate is 2.23.140.1.2.1.

The oid corresponding to OV SSL certificate is 2.23.140.1.2.2.

The oid of EV SSL certificate is 2.23.140.1.1.

Certificate issued by CMCA should contain policy identifier. The certificate
policy identifier contains a certificate policy object identifier oid and a URL
address. For the Certificate Policy object identifier of subscriber certificate, see
1.2. The Certificate Policy object identifier of subordinate certificate is all

policies, and the root certificate has no certificate policy object identifier. The

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
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policy expression URL of subscriber certificate and subordinate certificate is
https://mpus.cmca.net:8080/files/downloadcenter/cps.doc.

IEPFRIRFF AT & CAN Y #4i84% (CA/Browser Forum) % fiiffjBaseline
Requirements 7.1.6#5 70 53R .

The certificate identifier conforms to section 7.1.6 of the Baseline

Requirements published by CA / Browser forum.

7TATE B BR & ¥ B Il B B }% Usage of Policy

Constraints Extension

RAEHAT e

This extended domain is not used.

7.1.8 KGR E ARV ;Z 118 X Policy Qualifiers Syntax

and Semantics

RAEHAT e

This extended domain is not used.

TA9XRIFH R BITA A MM Processing
Semantics for the Critical Certificate Policies

Extension

RAEHAT

This extended domain is not used.

7.2 iEE F4$4%)%F CRL PROFILE

CMCA & 812 % CRLGIFF R 455022, LT P B s FH . B4k 2 W, SGP.22 .

CMCA regularly issues CRL (Certificate Revocation List). It is for subscribers’
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inquiries. See SGP.22 for details.

7.2.1 li A5 Version number(s)

X.509: V2,

7.22CRL #1 CRL #BH# R I CRL and CRL entry

extensions

CRL 7545 RFC5280 23K . FIR A& H A M 7 BOR N A i E B IR -

FB Sk

Version S 721 &Y

Signature X CRL #4784 1 5H . 2% RFC3279
Algorithm

Issuer 25 CRL )54, CRL AR

Effective Date

CRL LA (5 A7 I 18]

Next Update

CRL ) F—# KAl [a]. CRL KIRAMFS% 4.9.7.

Revoked

Certificates

AR # o BARIEF 7515 DL H Y, S SR A o

CRL #HAFE

CRL meets the requirements of rfc5280. The list contains the most basic

fields and contents specified in the following table:

Field Content

Version Refer to section 7.2.1

Signature The algorithm used to sign CRL. Refer to rfc3279
Algorithm

Issuer The entity that issues the CRL, the issuer of the CRL.

Effective Date

Release time of CRL file

Next Update

The next release time of CRL. Refer to 4.9.7 for release

frequency of CRL

Revoked

List of certificates for the plug. Including certificate serial

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b

W3k : www. cmea. net
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Certificates number, revocation date and revocation reason.

CRL basic fields
H1[E#25) CMCA 15 24 /N H 3B A 508 (1) CRL.
CMCA automatically releases the latest CRL every 24 hours.

7.3 ELRIEBRESEAI OCSP Profile

CMCA JNiEH I #2t OCSP (FEZIF RS A i) Al %S, OCSP iy CRL 11

ARabge, 7 EUETAT T A A IR IRESE B .

CMCA provides OCSP (Online Certificate Status Protocol) service for the
certificate customer, and OCSP is the effective complement of CRL in order
that the certificate subscriber promptly inquires the certificate status
information.

7.3.1 fR &S Version number(s)

HE# 3 CMCA NiIE B F$24t OCSP (TELRIE THIR& A ) MRk%, OCSP
N CRL WM, T EIEFIT )7 S SRR E S .

R4 54 RFC 6960 & X ) OCSPV1 K.
CMCA provides OCSP (Online Certificate Status Protocol) service for the
certificate customer, and OCSP is the effective complement of CRL in order
that the certificate subscriber promptly inquires the certificate status
information.

The version number is OCSPV1 defined by RFC 6960.

7.3.20CSP ¥ I OCSP extension

AN
Not applicable.
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8 T\ iE ¥l # & it #1 H fk i {4 Audit and other

assessments of certification body

8.1 Wit BN = K 1§ Frequency or circumstances of

audit

CMCATEMN N H I BEAT PR-AG -

1. W . CMCABATHL N T, ARG AH SN H ] 2
KEMAHL, BDRFE—IR;

2. EEMTIMVHE AR . @ NERRA, BARRIE SR T E 5
[TESR N T

3. =TT W iF AR WebTrustdi it: 31T WebTrustdi i, HE It
i AT H AR T8 TR AR s = A H .

CMCA evaluates in the following situations:

1. Internal audit: CMCA organizes internal audits on its own, with a
frequency of regularly organizing them according to the requirements of
relevant internal audit departments, at least once a quarter.

2. Evaluation and inspection by competent authorities: usually annual
inspection, mainly based on the requirements of relevant national regulatory
authorities.

3. WebTrust audit of the third party audit company: conduct an
annual WebTrust audit, and the release date of the audit report shall not be

later than three months after the end of the audit period.

8.2H i+ E BV & R Qualification of auditor

1. WERFHTFANR B : —BOVA RN Z 2SR, BUZ A F A8 B
DRk R NAR

Qualification of internal auditors: Internal security management personnel of
the company, or auditors designated according to relevant management

requirements of the company;
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2. EEEBIIVHEE T 3B H TN SR ORI IRTT & ZER A T A 5

Evaluation and audit by the competent department. The competent

department confirms the qualification requirements and assigns auditors who
meet the requirements;

3. H=J7WebTrustei i+ 5t J5i: XJ MR eE tHHLAL AN E THITER 4T

B AR ANARRBEE A . 5% 4. WebTrust® T A VLR FriERl
B H&WebTrustsi TH 2K 1) Ik 55 51 o AR B3 4 55

B HEMREIER, THSHAE

B AL E TR, SEEEE AP IE AR I 2, AN A R A S

2

Third party WebTrust audit qualifications: The requirements for external audit

institutions and auditors are as follows:

B Familiar with public key infrastructure technology, information security,
WebTrust auditing related laws, regulations, and standard specifications.

B Having service qualifications and professional qualifications required for
WebTrust auditing

B Possess relevant professional skills, tools, and skills

B Having an independent auditing spirit, constrained by laws, regulations,

and professional ethics, and enjoying a good reputation in the industry

8.3 Hit&E 5 h E ¥z CMCA B % & Relationships
between auditors and CMCA

8.31 Wit & 5 th E # 5 CMCA A % %& Relationships
between auditors and CMCA
H 1134 5 CMCA RGN ME 55 W45 Ak B & 2 DASZ M P4k 2 0 ) )
%_:9\%/\0

The auditor and CMCA shall have no business, financial transactions or other
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interests that may affect the objectivity of the assessment.

8.4 it A Audit content

XP E# ) CMCA I tHEFEH AR T LU N2
1. CA V) EE ANz

2. HHIE R

3. J:fili CA il

4. UEASAE A R S E PR

5. CAMKZHL

The regulation audit to CMCA should include::
1. CA physical environment and control

2. Key management operations

3. Basic CA control

4. Certificate lifecycle management

5. CA business rules

8.5 ¥ EA EXREAIEHE Resolution for problems

and deficiencies

AN RAE B AR R A I PAT IS AR 2 AL, T EFES) CMCA KR4 a1
Rt BN BRI RO T 5, PR PRI SEfR R
If finding the standard implemented has deficiencies during the audit, CMCA
will prepare a rectification plan according to the audit report contents and solve

the deficiencies as soon as possible.

8.6 iF L & R A 5 £ % Communications of results

HCMCA AT E B FR I TR B Bl e, AT B H T A AR KA
CMCAM A B I Z R . HCMCARSZ AN i HLA I 1t Ja, CMCARER
a] fl B AN # TEAE R . ACMCAREAT A HE i )5, #THa Aok REE AR A
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AT ARk
When CMCA is inspected or evaluated by the industry authorities, the industry

authorities will release the inspection or evaluation results of CMCA to the
public.

When CMCA is audited by an external auditor, CMCA will publish the external
audit results on the company's website.

When CMCA conducts internal audit, the audit results will only be

communicated within the company.

8.7 H b Other

CMCA {EIIE 5285 5 31 18] D 7™ 4% 42 i A 55 ot & DA e fRiExt CP/CPS ¢ BR 1
VO R A% Ak S 2 /DA 2 P AT — RN B T, BRI 2 = (T
I REA) IFEAEAT IR
In order to strictly control the service quality and ensure the compliance with
CP/CPS and BR standards, CMCA shall conduct self-audit at least once a
quarter during the certificate issuing period, and randomly select 3% (or one

sample if less than one) samples for evaluation.

9 SEETTEFMHE Ml 35 % R Legal responsibility

and other business terms
9.1 28 Fees

911 EBELFEFFHH Certificate fees

RIE T AE B TR E, CMCARUSIEFEIK 2R, JRAELT J M CMCA
TR, $RAT & AR K SR 2 H .
According to the regulations of the marketing and management departments,
CMCA will charge a reasonable fee and inform the subscriber of the issuing
and updating fee of the certificate in advance when ordering the certificate
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from CMCA.

9.1.2 iIEB Eif#H A Certificate inquiry fee

CMCA & AU IS 2, DR B X I 30 55 WA 8 XA 6
CMCA does not charge for this service, but reserves the right to charge for this

service.

QI3 IEE R RESEENETMER Query fee for

certificate revocation or status information

CMCA & AW 5 B, (H DR BE 0T st 30 il 25 AL 2% IR o
CMCA does not charge for this service, but reserves the right to charge for this

service.

9.1.4 H{hfR 5522 A Other service charges

CMCA i B WA EL Al Ak 55 2% FH (KRR o

CMCA reserves the right to charge for other services.

9.1.5 IRFREE Refund policy

/

FRIECMCALT | ACP/CPSHTHLE K DTAES 55, T/ Al AERIB K.
T, CMCAXST 7 Wi HLH 2% FH ) AN IRIE

TP PG HERF G CMCAZR I 58 8 . s, MEMRE R HRiIEEE, 5
CMCAXT I3 B 451 2R AN 5 SR AR IBAEAAT FT4E
Unless CMCA is in breach of its responsibilities and obligations under this
CP/CPS, subscriber may request a refund. Otherwise, the fees charged by
CMCA to subscribers will not be refunded.

The subscriber shall provide complete, true and accurate certificate application
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information that meets the requirements of CMCA, otherwise CMCA will not be

responsible for the losses and consequences.

9.2 I & H4E Financial responsibility

FE#3h CMCA K H AR 73 ST % B A 47 s A A B AT H3TAE
ZTERETT, DA Ae I ARFEXIIT L AR 5538 B XU o

H [E# 3 CMCA B4 E IR FE A IR MR EE =07 AT I 55 % %

FE 25 CMCA X FUEHE E MRS AR XS, 7 R 7 i e, #
FENTIE 5 A 4, FIORSOAS i IRk 357 AR I I 2
CMCA and its authorized branch shall own the economic ability to maintain its
operation and perform its responsibility, and shall have the ability to undertake
the risk incurred due to the subscriber, relying party, etc.
CMCA entrusts just and objective third party for financial audit regularly each
year.
For the risks incurred for certificate operation service, in order to safeguard
customer's rights and benefits, CMCA will establish financial indemnification

fund to pay for indemnification incurred for certificate business.

9.2.1 {xB&3EEl Insurance coverage

T EF3l CMCA MR 55 & 1 DL o e H A DR, A (E AR T

1. 5RO ) KR S AR

2. UERTUER, ORES VIR G T ER2 S CMCA 1T 7 AHIEH AR T

3. DREGIN (A N FEAET A ZOH A .

FE 5 CMCA fEORRS G H A UK IHA IR 5TE

CMCA determines its insurance policies according to the business
development condition, including but not limited to:

1. The fire hazard of building and hardware facility, and other accident
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insurance;

2 . Certificate liability insurance, with insurance covering the certificate
subscribers of CMCA and certificate relying party;

3. The insurance time is within the effective date of certificate.

CMCA only bears limited liabilities within the insurance scope.

9.2.2 Hfhi#F~ Other assets

CMCA i R BAG L 05 1A 55 5 TR A7 e IR 2278 IR DRUEAR . 55 1B AT
I B ARSI T P SO R AT (DT

b BSRHIE ST P [RIFE I A
CMCA ensures that it has sufficient financial strength to maintain its normal
operation and ensure the performance of corresponding obligations, and
reasonably assumes the responsibility to subscribers and relying parties.

The same applies to certificate subscribers.

9.2.3 M mAELAEHAK I B IR Insurance or guarantee of

end entity

IR CMCAIR 45 4 CP/CPS BT AR ML E , LA K w9 4] 78 2R 4H I 22 A0/
BAME TR, CMCARH IRAR L BE R AL E « AT 18k E B B (1 )
TRARTE AR L I £2 54T
If CMCA is liable for compensation and / or compensation in accordance with
this CP/CPS or any laws and judicial decisions, CMCA will be liable for
compensation in accordance with relevant laws and regulations, arbitration

institutions' decisions or court decisions.
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9.3 Al 515 B {& & Business information confidentiality

9.3.1 A F{5 BEE Confidential information scope

1. CMCAST P Z Al M. BERHR R AT A B 45E R TIRE(E R . Bk
AR SCHIE BUBURT « BN RS R ZER, CMCAZK I AN Ah 2 A i #1171 IE
Fofs B UAMUET I ERAAME R .

2. TP AR THEER, TR ARYEARCP/ICPSHILE %35 R,
BT B SR AL PG A R, 07 B 3 477K 4
1. The agreements, letters and commercial treaties between CMCA and the

certificate issuing authority authorized by CMCA, between CMCA and
relying party/subscribers, and those between RAs authorized by CMCA
and relying party/subscribers shall not be published arbitrarily by one party
without the approval of the other party generally, unless expressly
specified by laws.

2. The private key of certificate subscribers is confidential, which should be
properly kept by certificate subscribers and can't be disclosed to
unauthorized third party. The losses caused by disclosure of private key by
certificate subscribers shall be borne by the subscribers.

9.3.2 FEBFRZFEHIE R Information not within the scope of

confidential information

1. CARGZ K IETE B AMCRLAHIE R

2. AR FELBHRAUE BT, ORI e KRS S .

3. FERMT I E ARG S B SR B AE B2 )a, A TR I
JE AT T A 40 i A 12

4. 2T G FHARIRAR R 2 AR — &R o B A

5. AP 158 =7 98k 4 1552 07 WA AN 2

6. HARF LB AL, ATHRERSHE .
1. Certificate information issued by CA system and information in CRL.

2. Data and information held by the receiving party prior to the disclosure of
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data and information by the provider.

3. Information disclosed by the provider, or after the disclosure of the data
and information, not for the reasons of the recipient.

4. Become part of the data and information in the public domain, either
publicly or through other means.

5. Data and information disclosed to the receiving party by a third party
entitled to disclose.

6. Other information that can be obtained through public and public channels.

9.3.3 & 7 & & 15 B B FT 1 Responsibility of business

information confidentiality

CMCA A &M ™ i HHI . WEMBLARTBORRIVEE R, BiEE
ARFEMALE . K EESE. CMCA R A TV B2 (5 B AR % 7 H Mk
il
CMCA has a variety of strict management systems, processes and technical
means to protect confidential information, including but not limited to business
secrets, customer information, etc. Every employee of CMCA should receive

training on information confidentiality.

9.4 ™ AB2FA{RE Privacy of individual information

9.4.1 B2FAREE 5 X Privacy plan

2 P NEEAME BAFE T CAL RA BE R, 1R IR 5 AR I A7 i T £ dle
e, REFBTIEIG .

CMCA H A 1T P AMBATHIRE AL, N NS SR 7 Rl sy BT A
CL4 A 452 CMCA [IBSAL R Il FE
Customer's individual privacy information is stored in CA and RA databases,

and the certificate private key is stored in database after being encrypted,
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which can't be obtained without authorization.
CMCA respects all subscribers and their privacy, and the privacy information
confidentiality scheme of individual privacy complies with the existing laws and

states that it has agreed to accept the privacy protection system of CMCA.

9.4.2 {E B FLA L ERAY{E B Information treated as private

CMCA fE8 B AE AT P IR LA (B B, B VIEPH e u@EmnE R
PASIEFIRESAE 21, 23T 7 B EAAE B AL 9 Fa AL AR 2R, 1K 285 B R ae
CMCA ], AR4dT AR B RIEENEM . 2B T TR YE SR R 7 2
K, CMCAAAER AT BIREARTLUME R

BT EREAE S, W)E RS RS Y
AR SN
i) REE A b
BT RATIKR S

When CMCA manages and uses the relevant information provided by the

subscriber, in addition to the information already included in the certificate and
the status information of the certificate, the basic information of the subscriber
will be treated as privacy. This information can only be used by CMCA, and
CMCA will not disclose it arbitrarily without the consent of the subscriber or
according to the legal procedure requirements of the relevant laws and
regulations and public authorities. Including but not limited to the following
information:

B Subscriber's valid ID card number, such as resident ID card number

B The contact phone number of the subscriber

B Subscriber's mailing address and residential address

[

The subscriber's bank account number
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9.4.3 7 ABaFARY{E 2 Information not deemed private

UEFS A B AR A5 JE L SGZAE B RS AS B 52 AT LA T, R A9 Al

2N

H/tho
The information included in the certificate and the status information of the
certificate could be publicized, and wouldn't be regarded as the private

information.

9.4.4 1% 37 B& FA B9 3 {£ Responsibility to protect private

information

CMCA. JEMAHLF . 777 AREUT SEHL A WA L5514 A< CP/CPSH
FE, ATHA LA EEFAORA STAT o« FEVEERIZAN B A U ER T 185 S ik As e 23R
T, CMCAF] LAy E IR R AAFEFAME B, CMCATE i K18 i il B AT A 53
fF.

CMCA, registration agencies, subscribers, relying parties and other institutions
or individuals are all obliged to undertake corresponding responsibilities on
privacy protection in compliance with provisions of this CP/CPS. Under
requirements of laws and regulations or public authorities through legal
procedures, CMCA can pronounce private information to specific objects, and

CMCA does not need to bear any incurring responsibility.

9.45 FHBRFEBNSHMER = Notice and Consent to

Use Private Information

1, TP AR, CMCATEML 26 Fl 1 3 45 I 4 CP/CPS HUE I AL R4 U
5 P SARBAE (TT P45 B, T8 7548 2% 5 WAL, CMCARRT LU 45 4197 7
2. TP, TEARMTEE R IR A SRR TESR R, CMCAFIES 2 %
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P FZ B FAME BB, CMCA AT LI 5 5097 /7 .
1. Subscriber agrees that CMCA may use any subscriber information

obtained in the business scope and in accordance with the privacy
protection policy stipulated in this CP/CPS, whether it involves privacy or
not, CMCA may not inform subscribers.

2. Subscriber agrees that CMCA may not inform subscribers when disclosing
privacy information to specific objects, as required by any law, regulation
or public authority.

9.4.6 {K;EERITBIZEFH{E 2 E Information disclosure in

accordance with legal or administrative procedures

FRAEFT & T 825, CMCARLRAT IR 5 B fitan oAt NBsE =75

HIRAE
1V BNE ATEGER T T B AR A T IR R BUREAEE L. I

RIE A2 S AE I BRI S
2. R AT A EE B R AL
3. ARCP/CPSHLE iy H At v] LA # HIH I

CMCA will not provide subscriber's confidential information to other individuals

or third parties unless the following conditions are met:

1. The application filed by the judicial, administrative departments or other
departments authorized by laws and regulations through legal
authorization in accordance with the provisions of government laws and
regulations, rules, decisions, orders, etc.

Subscriber's authorization for information disclosure is in writing.
Other circumstances that can be disclosed in this CP/CPS.

9.4.7 Eh{E 2 E 2 Other information disclosure

CMCA. I/ JEMHBLI . HAT WU B N L5514 A CP/ICPS )
WRE, 7RI NI R AA DIAE o FEVRHNE B A SR B 8 I AR Fr BT
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SR S FRAEDSR TS, CMCATR] LLFIHF5E KX R A A A5 2, CMCATG 7k
H I 3E B AT AR 54T
CMCA, subscribers, registered institutions, relying parties and other

institutions or individuals are obliged to bear the corresponding responsibility
for privacy protection in accordance with the provisions of this CP/CPS. CMCA
can publish private information to specific objects under the legal procedures
or the written authorization requirements of subscribers by laws and
regulations or public authority departments, and CMCA does not need to bear

any responsibility.

9.5 iR Y Intellectual property rights

CMCAZA F IR B XTIE+ LA X CMCATR I I 3B Bkt Bl S5 & 1
B LR HAE R A 5= A CMCARKITT I & A fICP/CPS. BRI F-Mt-
RATHIE TS AICRLAE B BT BOMU AR ALY H J& T CMCA.
CMCA shall enjoy and retain all intellectual property rights such as copyright,
patent application right and other intellectual property rights to certificate and
all software, data, data, etc. provided by CMCA; The ownership and
intellectual property rights of CP/CPS, technical support manual, issued
certificate and CRL formulated and issued by CMCA are all attributed to
CMCA.

9.6 fFif 54B{% Representations and warranties

9.6.1 B FIANERRSZHIARIPRIAS18B{% CA  representations

and warranties

9.6.1.1 RE N CMCA BIT{ERI X 55 Responsibilities and obligations of
CMCA

FE RS CMCA LA TH i ME—FI LR (1) DTAEAT L5542 -
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are:

TRAE E A 2 CMCA HLI A B 4 AR ) 22 SRR BT @ R

AT T AT 5
fRUEH 25 CMCA 122 44 FA 91 4E 1 [H 52 5 CMCACSF Py i3 21 %
M TR PR 5

i EF2) CMCA B AAAT I 2 AL 45 -G 1 SR IBUR IR E
I EF S CMCA FRE 28 N T/ N ABRAEER T . ki)
W S R0, AEIEFE RUW M, CMCA 7225 % A BF 51, ©isF BR
BE, Ll CMCA ff] CP/CPS.
HE# 5 CMCA IEBHERAEIEL S, XL MEE #7558
BEIGIE, SIS, A X HAT AR R

1.8 R34 85 1P Rtk AR

2 E AL

345 B R

4. KA RFEE

5. 4115 N S 1

6.H 7 il

7RE

8. JlH

The sole and absolute responsibility and obligation that CMCA shall bear

Ensure the public key algorithm used and issued by CMCA wouldn't be
broken under the existing common technical conditions;

To ensure secure storage and protection of the signature private key in
CMCACSF,;

The security mechanism established and implemented by CMCA
complies with the requirements of national policies;

CMCA declares and warrants to the certificate beneficiary (subscriber,
application software supplier and relying party) that during the validity
of the certificate, CMCA has complied with BR regulations when
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issuing and managing the certificate, as well as CP/CPS of CMCA.
® CMCA certificate guarantee, in the process of certificate business,
conducts complete and accurate verification of the following
information. After the verification is passed, relevant certificate
operation can be performed:
1. right to use domain name or IP address
Certificate Authorization

accuracy of information

2.
3.
4. no misleading information
5. applicant's identity
6. user agreement
7. status
8. cancellation

r_ERRE ER ST 2K, T ER S CMCA. TR EF25) CMCA HIARSS WL
FEF25) CMCA HALHEMALAE . E 30 CMCA i iu AN AT EARAT X
55 R, ANV A BN, A AT 05 JEA] DA < BAR e R [ 72
2 CMCA iR H I B X S5 i E# 3 CMCA 250 HAT AAE H FE 7k
o
Except for the above-mentioned terms of responsibility, CMCA, CMCA service
organization, registered institution authorized by CMCA and employees of
CMCA shall not bear any other obligations. It must be noted that the content of
this certification business statement has no information that can imply or

explain that CMCA must undertake other obligations or CMCA must make

other commitments to its actions.

9.6.1.2 EMESMNNAATH S Objective accident and force majeure

FE 23 CMCA X H %5 DL S B AN W] 350 77 03 e 1R R SR sk
JEIR AR AT HR . R B 2 5T . RS EAAF IR T B Sy . 525 — T7 e Bl
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TREAT N B, 85 Bah. 5. ko, BIE. MR Ko A R 9 HE
&

CMCA doesn't undertake any loss, damage or indemnification responsibility to
the operation failure or delay incurred due to objective accident or other force
majeure. These events include the labor dispute, intentionally or unintentional
behavior of one transaction party, strike, riot, turmoil, war, fire hazard,

explosion, earthquake, flood or other catastrophes.
9.6.1.3 Hfth Others

1E2 9.6.1.2 2K i 2 FIRMEAT /LT, HEES) CMCA 132 250,
A ufREE 9.6.1.1 23K 4 CP/CPS #LE M 5T A X 55 .

HTEARWED S RkE, NRIBEBRZ4ett, PEB3) CMCA &ZKiE
FAT 7 S B IR A5 PAORAIE  [E #2 5)) CMCA RESE 47 EAT 9.6.1.1 %3k
Under any circumstance listed in Article 9.6.1.2, due to being affected, CMCA
can be exempted from the responsibilities and obligations specified in Article
9.6.1.1, the CP/CPS.
Due to the progress and development of technology, to ensure the certificate
security, CMCA may require certificate subscribers to replace certificate timely,

to ensure that CMCA can perform Article 9.6.1.1 in a better way.

9.6.2 ;X i ¥l ¥ B9 P& i& 5 3B {8 RA representations and

warranties

VE ML A58 57 A RNV 55 A B 26, A& (R [E 323 CMCA i85
HFEY M (hER S CMCA RA B HEY ZMyEH B,

TN 35 2508 <7 42 HESE IR R AL UE T 25 K A T AS PAT SRR AR, B RIIE
FHRE A B HERSG I AT AT SE
RAs must abide by the CPS terms, as well as the standardizing system of

Operations Management Specification of CMCA and Management

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
Mk www. cmea. net #0156 W H 168 T



i E FE ECAF 1
CHINA MOBILE CERTIFICATE AUTHORITY CMCA A ER{EAEUE LSS0

Specification of CMCA RA.

RAs must follow and strictly implement the certificate authentication process
according to the standard for certificate authentication before the certificate is

issued, to ensure the accuracy and reliability of certificate issuing.

9.6.3 iT PHIPFRIA 5384% Subscriber representations and

warranties

FERERAEFZHT, AT CANHEF 223 NI BRI, UEF51T P A AR AT 4R
i M E ) (CMCA B b B g R) o Fra BEHIT P — BRI
MR BIBGAR P FE (R ER3 CMCA Fgib il Py T A 45K,
P — B AT PSR B 5 KR R SOOI R I e RS T, B
FH L H)VAR 5T AT
Before issuing the certificate, for the clear interests of CA and certificate
beneficiary, the certificate subscriber must submit the paper signed and sealed
CMCA digital certificate application form. Once all certificate subscribers
submit this material, it means that the default user agrees to all the terms in
CMCA digital certificate subscriber agreement. Once the user violates the
terms in the subscriber agreement, he will bear the consequences and
responsibilities caused by the violation of the terms, including the
corresponding legal liabilities.
UEF HIE AN CA FIIEF 32 2t AT H A& i A ERAIE
® A IR LT P b 257 M 8 5 9% TR S H R DA SCRAEH I BT A O 2 4 R
FFHRHIRER, Tk ORI UE TS % 5

® E-IiT P AEIES R R LB LIH S T A ANE B i e . HE
FAAIILSERT, AEFAT P 0 AR SS  Br A e -1 g AR sk i o, e
E#25) CMCA B3¢ ik 2 1A% 5K 5

® FBAKIG, MR B R HiE R EIHRAEREZ CMCA 28 K IE S

o EBHIT A RIERT B IIE A G E AT E N, wEMEH, e
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VT ARR R e R 1 — DI RS 5T A

© L AT T 25 R AR ST AT A A IE b 55 7 BRI E 1 B e o A2 B
CMCA HEFZ A 1 22 2= i i 5

® ST A AR AR S5 WA Sk B AN AP AR S E R EOR,
ST UEAS VT P UEAS A8 A 5 i A A SRR 15

® —HRAARMTAIRE R R L AL O, WEFIT P B R, B
Bt DL ARG B0, EHIT P RS ZE R E R 3 CMCA - s [ %
) CMCA FBHIENHLN, S REES A A A B4 it

® UNEPIT T LG AESS, R ) CA Hrlef i .

The applicant of the certificate undertakes and guarantees for the Ca and the
beneficiary of the certificate.
® All certificate subscribers shall strictly abide by the procedures of
ownership and safety savings about the certification application and
private key;
® All statements and information filled in the certificate application form
or filled online by certificate subscribers must be complete, accurate
and true, which are for inspection and verification of CMCA or LRAs;
® After the certificate is issued, the certificate subscriber accepts the
certificate issued by CMCA through the email box on the certificate
application form;
® The certificate subscriber guarantees that the certificate applied for is
used within a reasonable and legal range. If the certificate is used in
violation of the regulations, the certificate Subscriber shall bear all the
problems and responsibilities arising therefrom;
® Certificate subscribers must strictly follow and obey the security
measures specified in the CP/CPS or recommended by CMC;
® Certificate subscribers should be familiar with the regulations of the
CP/CPS and certificate policies related to the certificate, and shall

follow related restrictions about use of subscriber's certificate;
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® In case of any circumstance that may result in security crisis, such as
certificate subscriber's losing, forgetting or disclosing private key or
other circumstances, the certificate subscriber shall inform CMCA or
RAs authorized by CMCA to apply for adopting the disposal measures
for reporting the loss of the certificate or revoking the certificate;

e |f the subscriber needs to terminate the use of the certificate, he

should apply to the CMCA in time.

9.6.4 1k 75 BIBF R 538 4% Representations and warranties

of relying party

WRGTT AEAS M P E A 5 CMCA TE TSI, 06 Z0 DR AIEIRE 57 A0S LA 26K

W ARARORIIE BECE, T RIER A H 1.

W TR R AT CAETS AT, 250K 75 55 %7 1) CRL AR B E F RS,
RAEWINZIE A PARRE, ZEB4 AR

B TH AT AR, AT IE S A AT st R B A AT AR T AR I
A <201

The relying party shall promise to follow and implement the following terms
when trusting the certificate of CMCA:

B The relying party gets familiar with the relevant certificate policy, and
knows the use purpose of the certificate.

B The relying party shall check the latest CRL to inspect the certificate
status before trusting any CA certificate. The certificate could be
effective only it isn't cancelled by confirmation.

B All relying parties shall promise their trusts to certificate indicate they

promise they know the relevant regulations here.
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965 HM £ 5 & i B5 1A 5 $8 {f Representations and

warranties of other participants

FoAthZ 5340 H SR He i« DAL F A SR Bt i 5~ DA IR AH S IR 95 1 SE A4 7 22
By [EF 238 CMCA [ CP/CPS.
Other participants, such as LDAP serve providers and other entities providing

services related to electronic authentication, shall follow the CP/CPS of CMCA.

9.7 $8{% % 3% Disclaimers of warranties

AN RAEAS S NSOE B S SR A e B . AT R s C RIS R, itk X
AR 1L AR S 1 A i A SO, kS 2] 1 [E#25) CMCA HLRAE A
R IEFS . HHIE SR 25T 20 %y b ek F S N il ks, T E#25) CMCA Ak
HEUEF N B R BNERAI 2 5 5T4T, H AT DURYE 32 3538 RO SRR AL U 2 35 B
In case the certificate applicant intentionally or unintentionally provides the
incomplete, unreliable and expired information, but he also provides the
necessary review document according to the normal processes, thus obtains
the digital certificate issued by CMCA. All economic disputes incurred due to
this shall be undertaken by the applicant, and CMCA doesn't undertake legal
and economic responsibility related to the certificate consent, but could provide
the survey assistance and help according to the request of the victim.

H [ #% 5)) CMCA ARIEAT A oAt AR 22 54X 1) N ERAL 2 LA [ % 5)) CMCA 44
MR R RO A TSR BT 51 BV DT
CMCA shall not bear any legal responsibility caused by preparing, publishing
or spreading unreliable information by any other unauthorized person or
organization in the name of CMCA.

FEF2 S CMCA FEREVF AT B I N, MR ¥ 52 5 3 BaR A i EoR an s fR 1t
R AZ S AL« ANATRH” B2 42K, (HIF AR R IE R 54T
CMCA truthfully provides the "non-repudiation" digital signature basis in the
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electronic transaction and operation according to the requirements of victim or
laws within the permitted scope of laws, but it doesn't undertake legal
responsibility.

H E 25 CMCA AT AR — 75 7847 A IE 15 54 FIE 153 75 v 51 S (0 B3 B
[A) 2 () 408 SR AR AE T A

CMCA doesn't undertake the responsibility to the direct or indirect loss

incurred by any party in the certificate trust or usage process.
9.8 HBR FT{E Limited liability

i CMCA HR¥EA CP/ICPS BARMNEMINE, LA mlVE A 5E ZiK 10 I 22 A
[EAMEDTER], CMCA KL IRARSIEBHEI A RE =LA 10 3 SR
F PR AR FEAR L I £ 5T AT
If CMCA is liable for compensation and / or compensation in accordance with
this CP/CPS or any laws and judicial decisions, CMCA will be liable for
compensation in accordance with relevant laws and regulations, arbitration

institutions' decisions or court decisions.

9.9 Z4Z Indemnities

1. BRAEA A E 8L, X T AR CP/CPS T T A IE Ak 55 1117 2
HAEf4 G, CMCAAN LT 7 A/ B 7 A HE AT ] T 22 A/ Bk 5T AT
Unless otherwise specified or agreed, CMCA shall not be liable to the
subscriber and / or the relying party for any loss not caused by the certification
services under this CP/CPS

2. AT BUR I T HEAT I R FTE BRI CMCARE At (1 DA R IR 55 11 18 52 (1 451 2%
CMCAK 1 # ACP/ICPS AR K 2% sk 4n T AH ML % . (B C i and], 4nCMCA
RERSUE B G2 BEA 95 42 e (R 728 405) « (T IEIRSS & B IMNED)
CMCA 48 #5171 7% 2 ICP/CPSSE T, AL NCMCAAN BA Tl 5, CMCA
KA T 7 BRI 7 AR AR AT AT I £ B A M T4

CMCA will make corresponding compensation in accordance with the relevant
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provisions of this CP/CPS for the losses suffered by subscribers or relying
parties in civil activities due to the certification services provided by CMCA.
However, in any case, if CMCA can prove that the services provided by CMCA
are implemented in accordance with the electronic signature law, the
administrative measures for electronic authentication services and the
CP/CPS filed by CMCA with the competent authorities, it shall be deemed that
CMCA does not have any fault, and CMCA will not be liable for any
compensation or compensation to the subscriber or the relying party.

3. TLWACP/ICPSE A MNKEAFME, WLl FHksHFH, CMCAA
TR AR V8 42 R0/ B AME 5T AT«

(1) 3T AN BAR AR T BATART IR 32e451 2% o T 2 A 2 RO M RSN 432 2K
SR A E . EREALEENI R REDH . DL SR E BT AT
W TR AT S . TRl AR AL

(2) H EIREE (1) TG 40 2R AH N AR A Bl B i 5| A PR 40 K B 55

(3) AECMCAAT AT S B K ;

(4) RAFHFM R AR, MET. &5 KE. R

%,

Regardless of the contrary or different provisions of this CP/CPS, CMCA shall
not be liable for any compensation and / or compensation for the following
losses or damages:

(1) Any indirect loss, direct or indirect loss of profit or revenue,
damage to reputation or goodwill, loss of business opportunities or
opportunities, loss of project, loss or inability to use any data, equipment or
software of subscriber and or relying party;

(2) Loss or damage arising from or incidental to the loss mentioned in
(1) above;

(3) Losses caused by non CMCA actions;

(4) Losses caused by force majeure, such as strikes, wars, disasters,
malicious code viruses, etc.

4, TLIACP/ICPS M A M X EAFHE, WRCMCARYEACP/CPSHT:
AIEAERE, AR R TR G AR (2 RS AMeE TTAT I, CMCAKE 2 R STk M 1 L
SE AP EATL Rk BE R ) DA AR B I 2 DT
If CMCA is subject to this CP/CPS or any law, whether or not this CP/CPS is
otherwise or not specified CMCA will be liable for compensation in accordance
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with the relevant laws and regulations, the arbitration agency's decision or the
court judgment if the law stipulates that the judicial judgment shall bear the
liability for compensation and / or compensation.

9.10 B HAPR 5451k Term and termination

9.10.1 BYHAR Term of validity

A CPICPS H %Az HEIEXAR, L—RAHK CP/CPS [FIf K3 &
CP/CPS #£ T —hA CP/CPS A%z HEifE CMCA £ 1k Hi TN IR 55 I 2R
This CP/CPS shall come into effect on the date of issue, and the CP/CPS of
the previous version shall be invalid at the same time; This CP/CPS shall
become invalid on the effective date of the next version of CP/CPS or when

CMCA terminates the electronic authentication service.

9.10.2 £&1F Termination

CMCA Z 1k i 7 INIEAR S5, 4 CP/CPS £ 1k

When CMCA terminates the electronic authentication service, this CP/CPS will
terminate.

9.10.3 M H KL It 518 Termination and reservation of

validity

A CPICPS %15, Ha ik Rt 21k, CP/CPS A [N 2B A N e A
EX 20k HATRAREEF S, A CP/CPS X & 7 St A E & 51T S b
(UNEL SRR
After the termination of this CP/CPS, its effect will be terminated at the same
time, and the contents in the CP/CPS will be regarded as invalid use. However,

for the legal facts occurring before the date of termination, the provisions of
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this CP/CPS on the liability of all parties and the exemption of liability still
apply.

9.11 #&5FM/IHEE 5748 Individual notification
and communication to participants
Z 53 WNFHEH— T4 CP/ICPS ¥ K MRS JivE  BEEE .,

A LA L Rt B R R % CMCAL

BEZ Mk www.cmca.net

BE £ HB4H: cmca@aspirecn.com

If participants need to know more about any service, specification, operation
and other information mentioned in this CP/CPS, they can contact CMCA
through website or email.

Contact website: www.cmca.net

Contact email: cmca@aspirecn.com

9.12 {&1] Amendments

9.12.1 {&iT#2FF Revision procedure

BATHE P 54 CP/CPS1.5.4“CPS #t#EfE 7 M 4]

The revision procedure is the same as cps1.5.4 "CPS approval procedure".

9.12.2 B H ¥ & F1 BI PR Notification mechanism and time
limit

&7 J5 1) CP/ICPS £ #t# j5 ¥ 2. Bl 7/E CMCA ™ %4 www.cmca.net |k
i o
The revised CP/CPS will be published on CMCA's website (www.cmca.net) as
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soon as it is approved.

9.12.3 P AES I Z N B1E 2 Situations where business

rules have to be modified

CMCA % A CP/CPS #ATIE MU IE A HE: CP/CPS AR NA S5E
BRI A, EZEE RIS AU RN 556 A A 5E el i 2 2R 55
The situations that CMCA must modify this CP/CPS include: the inconsistency
between the relevant contents of CP/CPS and the governing laws, and the
clear requirements of the national regulatory authorities for the change or

adjustment of the certification business of CMCA.

9.13 &) A8 Dispute resolution

A AR SRS AR 55 75 B RIE 5 HAWFLE « 18 307 81 AH LAkl %
WM S AR A5 SR A ANUEMY 55 75 B 203

JUBRI AR AR MY 55 75 B 51 R 505 A AIE 5 SR S AR 55 75 B S i — D) 4+
W, BHFEANLFEE R EEHNER GRYD A IRA FEM TN RIERE .
In case the provisions in this CP/ mutually contradict with other provisions and
guideline, the customer shall receive the constraint stated in the CP/CPS.
For all disputes incurred by this CP/CPS or related to this CP/CPS, all parties
consent the local People's Court of ASPIRE TECHNOLOGIES (SHENZHEN)

LTD. to administer.

9.14 E$E;%# Governing laws

ASUE A5 HEME SN 55 75 B AE 25 T3 T AR rh e N RS AN 17 2 4 IR I
| R RS

This CP/CPS is subject to the control and explanation of Law of Electronic
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Signature of the People's Republic of China in all aspects.

9.15 B AR E ™ Applicable laws

T A A B AR AR AR A 3 S e 18 2 R AE T [ LR &R, o E A% 5]
CMCA YIEMESS P B IHAT  RE . BRI R 25 Y vh e N R [ 103
(e

IR R R A RN I A 5 7 B G — IR e AR, T AN A AT T o) A
AR AEAR] R ASE FHAIE T o
The implementation, interpretation, translation and validity of CMCA
certification business statement shall be governed by the laws of the People's
Republic of China regardless of the choice of contract or other legal terms and
whether or not a business relationship is established in China.

The choice of law is to ensure that there is a uniform procedure and
interpretation for all customers, regardless of where they live and where they

use certificates.

9.16 —fig &5k General terms

9.16.1 SeE 1Y Entire agreement

AP BONT AT ) XU TS S BT 8 S Tk R i) 4 S B AN [ 2, BT A XY
Ja AT IA B AT PSR AR A
The agreement and appendixes shall constitute complete understanding and
consent between both parties with respect to the matters concerned, and shall
supersede all temporary agreements or memorandum of understanding

between them prior to the effective date of the agreement.
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9.16.2 351k Assignment

TR ST R B R AR . PATH . doRFE . AR, EHE M Z1LE
N, HEFZ CMCA 1) CP/CPS ¥ {RiEHA A, X HAGAHR T . &7 RE
AL (BFEIFS B AT A IS ) T E 2 S CMCA () CP/CPS TR )
BRI AN LS5
For any of successor, performer, heir, representative, manager or assignee
expressed or implied by either party, the CP/CPS of CMCA will ensure their
rights and benefits and bind on them. Either party may transfer (including

merger or transferring controllable securities) the rights and obligations
specifically described in the CP/CPS of CMCA according to laws.

9.16.3 43 £t Segmentation

HE %3 CMCA 1) CP/CPS HATAM 2% s B ML, U SRR 9 AT 4] Jit PRI A
AEATTYE Y R I T EAREAT, TR CPICPS H ARy (UL &k
RUERANBEPAT B 25 R BIE DD g it & 3RO MR LU I 2 55 NS AR
FHANT#IFEZE, FEEZ) CMCA 1) CPICPS FrfilE M STAERRH . PRIFEH &
N 1 Yl N R A o et R 1 S T VA e e S DR | 2 P B
IMEAAAT
In case any terms of CP/CPS or its applications of CMCA are invalid or
couldn't be implemented due to any reason or within any scope, the residual
part (and the serviceability of invalid or unexecutable terms of other parties) of
CP/CPS would make reasonable explanation to reflect the original intention of
the party. The relevant parties know and agree that the responsibility limitation
as regulated in the CP/CPS of CMCA, guarantee, or other exceptions or
limitation, or elimination of damages is the individual term which could be

independent of other terms and could be implemented.

9.16.4 3% 1T Enforcement

CMCA S, EiT . {7 55420347 CMCA ) CP/ICPS T
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ME o HUEFAT S W7 35 SEAR R I4T CMCA ) CP/CPS R IR E , A4
IWAZ ARG KA PAT Z I AR E -

CMCA states that certificate subscribers, relying parties, etc. must implement

all the provisions in CP/CPS of CMCA. If the certificate subscriber, relying
party and other entities do not implement a provision of CP/CPS of CMCA, it is
not considered that the entity will not implement this or other provisions in the

future.

9.16.5 A1 Force majeure

HE 25 CMCA AU IEN IR AN DA T 8 e AT 12 1) 5 70 0 354 i p
[E#3) CMCA ) CP/CPS #iE HHBIR DT /e IERETCIEBAT 15t A
N—REFETT MGy, o — TS SILERAT N ZL. 23, k. ).
R4 TR K JBRAE. HIRE . KR At K R A
CMCA and certifying authority shall not be responsible for the violation, delay
or failure of fulfillment of guarantee liability specified in the CP/CPS of CMCA
caused by the following force majeure events. The force majeure generally
includes the labor dispute, intentionally or unintentional behavior of one
transaction party, strike, riot, pestilence, turmoil, war, outage, fire hazard,

explosion, earthquake, flood or other catastrophes.

9.17 H#b &=k Other terms

1 EF2 S CMCA 5 BAKZ i o 53 AT 0 € Hefth 268K, B3 ARAE L ik 15 B
A 50 N B 46K
CMCA could separately confirm other terms after negotiation with the specific

customers, including other relevant content terms instructed in the above.
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Appendix: Certificate information

Root/CA Certificate

Information

CMCA GLOBAL
TRUST ROOT CA

Country=CN

Organization= Aspire Technologies

Common Name= CMCA GLOBAL TRUST ROOT CA
Serial Number= 00 bf 7a bd c8 e5 f6 95 94 f4 13 b1
9d

Validity= October 16, 2020 to October 16, 2045
SHA1digest= 4d fb 89 9c¢ 98 4f 20 ac b1 63 29 7e b9
16 0d 8b 3b 53 3a ba

CMCAEV SSL CA

Country=CN

Organization= Aspire Technologies

Common Name= CMCA EV SSL CA

Serial Number= 00 d5 71 ab 1b 6a c6 99 ae fd 36 0d
b3

Validity= October 16, 2020 to October 16, 2040
SHA1digest=f3 71 64 b9 70 2f 60 ff Of {7 ee 4d ea 1d
7d 3d 73 5d 75 bf

CMCA SSL CA

Country=CN

Organization= Aspire Technologies

Common Name= CMCA SSL CA

Serial Number= 00 ad 4e 06 ab 7f 62 44 26 c1 47 46
2d

Validity= October 16, 2020 to October 16, 2040
SHA1digest= 63 0a 44 b1 7c cc 4a 1d 63 36 d5 61 a4
a5 af 00 Ob f7 d8 5d
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