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1. ¥EFEMEHEIAR General Description

1.1 #5R Overview

HEHRSEAR GRIID BIRA TR T ERSEE T A, Aot EESAE

#1.0» (China Mobile Certification Authority, f&i#k CMCA) I HL FIIE RSk 55
1B, e B ga e NI E T ANME AL ER A B HLF- IR IR 55 VF AT 93 )5 (Y
L IAMER S Z —
Aspire Technology (Shenzhen) Ltd is a subsidiary of China Mobile. Aspire
Technology (Shenzhen) Ltd which is responsible for the electronic certification
service business operation of China Moblie Certification Authority (CMCA).
CMCA is a third-party authority approved by the Ministry of Industry and
Information Technology of People's Republic of China.

U 15 58 W S AR MK 45 MU (CP&CPS) & % FiMiE AL I (CA,
Certification Authority) 7E4x#%rFiEs (BURRFRRUET) RS A fH (%
Ko AL SR SR SS SEE TR ALV B VAR AT A B, R AR SR 5
BORMNEAR DT 7 T 4015 B Fk
The Certificate Policy and Certification Practice Statement (CP&CPS) is a
detailed description and declaration of the specifications followed by the
business practice of the certification body (CA, Certification Authority) in the
full digital certificate (hereinafter referred to as certificate) service life cycle (e.g.
issuance, revocation, renewal), and is a description of the details of the
relevant business, technical and legal liability aspects.

Hh [E A% ShiE B SR &R (CMTCND a3 NEER R ARG AR,
A CP&CPS j& CMCA 4= BRAZ AT Z Il 55 KU 75 1, AR 1 SAH ik
LK, 4 CP&CPS 1H41EA | 1 [E#23) CMCA JTJE A 3RE AR -HAEL 55
25 TRV SRR AN ORI, DA AR RS 2 5 % 07 R TR S 55 .
The China Mobile Certificate Trust System (CMTCN) includes the China

domestic trust system and the global trust system. This CP&CPS is a
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certificate business rule statement CMCA the global trust system. In
accordance with the requirements of relevant national laws and regulations,
this CP&CPS describes in detail the specifications, procedures and
safeguards of China Mobile's global trust certificate certification business, as
well as the responsibilities and obligations of the participants in the
e-certification service.

AR g T (P NRILAME 7254205 e NRILATE Tk AN
FEACERMUAT ) (R T UGIEIRSS E B ME) « (RTINS HNEGE G479 ),
PL K B 37 1) RFC3647 . Guidelines for the Issuance and Management of
Extended Validation Certificates (& # “EV Guidelines” ) . Network and
Certificate System Security Requirements (f&# “NCSSR” ) U Baseline
Requirements for the Issuance and Management of Publicly-Trusted
Certificates (f#j#% “Baseline Requirements” & “BR” ) %, CMCA &1
http://www.cabforum.org | % i [f] Baseline Requirements. EV Guidelines [
BT A BEAT 25 A HNE B SSLAEFh .

This document is prepared in accordance with the Law of the People's

Republic of China on Electronic Signatures, the Measures for the
Administration of Electronic Certification Services promulgated by the Ministry
of Industry and Information Technology of the People's Republic of China, the
Code of Practice for Electronic Certification (Trial Implementation), and the
latest RFC3647, Guidelines for the Issuance and Management of Extended
Validation Certificates (hereinafter referred to as “EV Guidelines”), Network
and Certificate System Security Requirements (hereinafter referred to as
“NCSSR” ) and Baseline Requirements for the Issuance and Management of
Publicly-Trusted Certificates (hereinafter referred to as “Baseline
Requirements” or “BR”). CMCA conforms to the latest version of the Baseline
Requirements and EV Guidelines published on the http://www.cabforum.org to
issue and manage the publicly-trusted SSL certificates.

CMCA CaRAF 328 FuAr BRI T MV AIE B AL B AU R L 5N IE R 95 VR TS5 B2 )5t

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
MHk: www. cmea. net #0273k 168 W


http://www.cabforum.org

i E FE ECAF 1
CHINA MOBILE CERTIFICATE AUTHORITY CMCA A ER{EAEUE IS

HAEF B A BN

CMCA has obtained the electronic certification service license issued by the

competent unit, namely the Ministry of Industry and Information Technology,
and is within the validity period of the qualification.

CMCA 43R5 14 R 1E1E WebTrust HHICER, Hd@ i 4MAE S =77 & tH LAY
it
CMCA Global Trust System follows the relevant WebTrust requirements and is

audited by external third - party auditors.

A CP&CPS (V3.1) K4k H 172 2024 42 8 F 16 H|.

Effective Date of this CP&CPS (V3.1 )2024 4 8 H 16 HJ.
CMCA & 2R{EAEIEF R R 2R h .

CMCA GLOBAL
TRUST ROOT CA
2% CA#R |
CMCA DV SSL CA CMCA OV SSL CA CMCAEV SSL CA
ITESEH
DV SSLiF#H OV SSL ifH EV SSLiF#H

Kl 1 CMCA 4 BR{E RS ER(EEUE A R 0K

CMCA architecture of the global trust system is as follows:
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CMCA GLOBAL
TRUST ROOT CA
e I N N\ e I DY
CMCADV SSL CA CMCA OV SSL CA CMCA EV SSL CA
\ | J | Y, \ | Y,
s N s ™ e ™\
DV SSL certificate OV SSL certificate EV SSL certificate
. J . J \_ J

Figure 1 CMCA Global Trust Certificate Architecture
CMCA GLOBAL TRUST ROOT CA R # K &£ s RSA4096-bit, A X
25 4, ¥T 2049 £ 7 H 13 H 2,
CMCA GLOBAL TRUST ROOT CA % =H iR :
® CMCA DV SSL CA %= #1K & y RSA4096-bit, A %M 20 4, Ff
T 2044 fF 7 12 OE, %K DV SSLAES, 1T UEHAZUHA
it 397 K.
® CMCA OV SSL CA MREHKZ N RSA4096-bit, A %] 20 4, T
2044 4£ 7 A 12 HEIW, 28Kk OV SSLAE, i1 FUEHA ZUHA @
397 K.
® CMCA EV SSL CA % 8K /% RSA4096-bit, A I 20 4, Ff
T 2044 4 7 12 HE, %K EV SSLIEH, TP UEHAZUAA
it 397 K.
CMCA GLOBAL TRUST ROOT CA Root key length RSA4096- bit, Valid for 25
years, will expire on July 13, 2049.
CMCA GLOBAL TRUST ROOT CA has two subordinate CAs:
® CMCA DV SSL CA key length is RSA4096-bit, valid for 20 years, will
expire on July 12, 2044, for issuing a DV SSL certificate, the
subscriber certificate is valid for no more than 397 days.

® CMCA OV SSL CA key length is RSA4096-bit, valid for 20 years, will
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expire on July 12", 2044, for issuing a OV SSL certificate, the

subscriber certificate is valid for no more than 397 days.
® CMCA EV SSL CA key length is RSA4096-bit, valid for 20 years, will
expire on July 12, 2044, for issuing a EV SSL certificate, the
subscriber certificate is valid for no more than 397 days.
CMCA H 2 1 A SR AIE P4 1R BV, FH RN BT R e R AE RS K
I s =J7 s iU WA, T SOEP A B R Rl A CP&CPS A
M RAR I
The generation of subordinate CA follows strict management specifications
and is issued by authorized personnel for specific operations. And through the
third-party audit institutions witness, the generation process will be recorded,

this CP&CPS does not do specific elaboration.

1.2 ¥ &8 f 5 % 1B Document name and

identification

ARG SCAFRN (P ER ) CMCA A BRAE TR IE 15 3RS A1 L - E
ALY (¥4 (CMCA Global Trust Certificate Policy and Certification
Practice Statement) ) .

The Chinese name of this documentis {1 [E# 5 CMCA £ BR{E(TAEiE
i 5 W A1 AR Y 25 B ) ( <CMCA Global Trust Certificate Policy and
Certification Practice Statement>).

CMCA [ [E 5 OID JE M B Lo Mt 1 AR IX SARIRAF (OID) , AL
PP & B UEFS OID iR

X GARRFF i3

1.2.156.115296.1.2.1 DV SSL i3 5 i
1.2.156.115296.1.2.2 OV SSL ilE 55
1.2.156.115296.1.1 EV SSL iF 5 5%
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CMCA AER2 (Rl 45 )
2.23.140.1.21 DV SSL iiF 155 0&

(Baseline Requirement %K)
2.23.140.1.2.2 OV SSL k15

(Baseline Requirement Z3R)
2.23.140.11 EV SSL ilF 15 5k n&

(Baseline Requirement Z3R)

CMCA has registered object identifiers (OID) with National OID Registration
Management Center and the certificate OIDs involved in this document are

specified as follows:

OID Description

1.2.156.115296.1.2.1 DV SSL Certificates Policy
1.2.156.115296.1.2.2 OV SSL Certificates Policy
1.2.156.115296.1.1 EV SSL Certificates Policy
2.23.140.1.2.1 DV SSL Certificates Policy

(required by Baseline Requirement)

2.23.140.1.2.2 OV SSL Certificates Policy

(required by Baseline Requirement)

2.23.140.11 EV SSL Certificates Policy

(required by Baseline Requirement)

1.3 B FIAIEIE B 8 5 & Participants of electronic

authentication activity

1.3.1 BBFIAIEBR % #1449 Certification authority(CA)

BT IAIE RS WK CA (Certification Authority) J2& 4l & iiF 15 i sz fA, 71 5%
WEF MY 25 S ms il 52 DA SAE FAE dr B B 3 . s . BRERMETAE, A
BT IEAR S WAL HE CMCA.
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The certification authorities refer to the certificate certification body, which is
the entity to issue the certificate, namely the China Mobile Certification
Authority, be responsible for certificate business policy formulation, certificate
life-cycle management, key management, information base release and other

work, this paper only refers to CMCA.

1.3.2 53 iB#1439 Registration Authority (RA)

HEMHLA (Registration Authority, &#% RA) R EFM FHZHLE, =2A4
I 2R FETE B R SV R A SIEAA, RHIE S B & AT S i B AR IR, Kk
BRI SLARUE BE S B

CMCA 2 FR{EAEME R T HRIEMPLF /£ CMCA A, i CMCA A & 7k {H
RABA3T, IFRZEFCAMBHUAAT(E RA BT,
Registration Authority (RA) is also called as registration and auditinstitution,
which is the entity established by end certificate applicant during the
registration process. It can conduct identity authentication and identification of
certificate applicant, initiate or transfer entity certificate management
information.
The registered agencies under CMCA Global Trust System are located within
CMCA, which themselves assume RA responsibilities and do not entrust

external agencies to exercise RA institutional responsibilities.
1.3.3 3] P Subscriber
W TR M CMCARTEIE Bk, B 7254 NBUEHHRrA Ao

The Subscriber is the entity pointing to which CMCA applies for a certificate.
also called electronic signers or certificate holders.

1.3.4 k#6175 Relying party

AT A Fi8 A5 M0 T UE 5 P E B I AR AR 0 R IR UK L EAT Ml 5535 3h R S
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A dependent party is the entity that relies on the underlying trust relationship

demonstrated by the certificate and conducts business activities accordingly.

1.3.5 Hftht& 5% Other participants

% CMCA. 1T PRI BASH 2 5 & RN E 5 5% .
Participants other than CMCA, subscribers and relying parties are called other

participants.

1.4 FEB RN A Certificate application

1.4.1 EERIEPB M Suitable certificate Application

%R CA BRIEFRR

CMCA DV SSL CA DV SSL 4k IR 454115
CMCA OV SSL CA OV SSL 4Bkt 55 B8k 15
CMCA EV SSL CA EV SSL 4Bk % #HIE1

CA issued Type of certificate issued

CMCA DV SSL CA DV SSL Global server certificate
CMCA OV SSL CA OV SSL Global server certificate
CMCA EV SSL CA EV SSL Global Server Certificate

CMCA GLOBAL TRUST ROOT CAX A T2 K L CAIE 1S, AR 21T
FUIEFS
CMCA GLOBAL TRUST ROOT CA is only used to issue subordinate ca
certificate, not final subscriber certificate.

1.4.1.1SSL 4 ERl 55 #31E+ SSL global server certificate

SSL KR 55 #HE T 7 DV SSL A BRIk 5525 1E T3 A1 OV SSL 43k /x 55 2%
IR, PSCRRERAHE . 2T BEEIE R 2R RE S T
R AR Web k5583 Z [ 3722 4iliE, SEIEIE(E B i 5 ik 55 45
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Z A s AL, By IR EdEE B it Ez
DV SSL 43k %5 #3UF 51 CMCA DV SSL CA %K .
OV SSL 23Rk S #44F +: H CMCA OV SSL CA %% .

SSL Global Server certificate contains DV SSL Global server certificate and
OV SSL Global server certificate, all supported wildcard certificates, multiple
domain name certificates, and single domain name certificate type. Such
certificate is suitable for establishing secure channels between the subscriber
browser and Web server to realize encrypted transmission of data information
between client and server and to prevent leakage of data information.

DV SSL Global server certificate is issued by CMCA DV SSL CA certificate.
OV SSL Global server certificate is issued by CMCA OV SSL CA certificate.

1.4.1.2EV SSL =¥k 5 2%1E 15 EV SSL Global Server Certificate

CMCA EV SSL 42RJIi 55 S L0 & FIgAZAE T . 2 AIETS, ZRIE10iE
AT %A S Web k554 2 (0] 07 27 4018IE, S5 B i
5 RS5 a0 BN & A e, By R 2 AT

CMCA EV SSL £kl %5 #5iE i CMCA EV SSL CA %K .

CMCA EV SSL global server certificate contains single domain name
certificate and multi-domain name certificate, this kind of certificate is suitable
for establishing a secure channel between the subscriber browser and the
Web server, realizing the encrypted transmission of data information between
the client and the server, and preventing the leakage of data information.

CMCA EV SSL global server certificate issued by CMCA EV SSL CA

certificate.

1.4.2 R /2 1E#YE$ B Application of Restricted /
Prohibited Certificates

CMCAEER(EAEIA R T L ARYE A AL Th g EAT FrBR ), ELUnEV SSL
MR35 AT R BEH T 258 ™ M A E R WEB I 55445 -

CMCA certificates under the global trust system are functionally limited by their
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type, such as EV SSL server certificates can only be used for strictly

authenticated WEB servers.

B IUEP B P NVEAET PR Y I AT 7RG SR TR
JRE TR 1) B A R B T N FH R AT, AniR 2 507 AP AHORLAIE , AR I B
HIHE 4 CP&CPS [RE KRN HIVEFE, KA 32 CMCA HIfRY
The key usage of all kinds of certificates is limited in the subscriber certificate.
However, the validity of the certificate extension restriction is based on the
application software, and if the participant does not comply with the relevant
agreement, the certificate is beyond the scope limited by this CP&CPS and will
not be protected by CMCA.

CMCA EEREAEAMR 2 T 2K BIE AN BEAE W T QU - AR A7 55 [ X i
TIFARE ERE AR N R G
Certificates issued CMCA the global trust system cannot be used in any

application system that is contrary to national or local laws and regulations.

1.5 JKEEEHE Policy management

1.5.1 K BE L E I 149 Management organization of

policy document

A CP&CPS HH BHRIEAR GRIID A RRA A 22 IEHIEZE 5 2 4]
EIHMTVE . RS TR LAEH, 272555214 CP&CPS Itf, HITL{E
HHALRIWS, hE A )E B A,

This CP&CPS is formulated and managed by the Security Authority Policy
Administration Committee(SAPAC), which is established by Aspire
Technology(Shenzhen) Ltd. SAPAC has a working group. When this CP&CPS
needs to be prepared or revised, it is organized by the working group and

issued after approval by the committee.
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1.5.2 Bk & A Contact person

H E % 5) CMCA K1 %) CP&CPS  #EAT ™ H i A2 il F1SCAS 4 22, Ht CMCA
LGEWIERIEZ G2, HE T CP&CPS & HA i 5t H i 4, fawia s m
5 BB AT AR E o
CMCA shall conduct the strict version control and document management of
CP&CPS, and the Security Authentication Policy Management Committee
(SAPAC) is responsible for the management. The specified CP&CPS
management personnel carry out the maintenance, in addition, the specified
Operation Service Department takes charge of the external liaison.

RAATT: 2 alh 55l

Fifi: 86-755-66820666

¥ 86-755-66820001

Mk BRINEHTHEAR b ] X R X 7 2 A R 7S

HFHEf::  cmca@aspirecn.com

B Nk : www.cmca.net

Contact department: Security Business

Tel.: 86-755-66820666

Fax: 86-755-66820001

Address: 6th Floor, West Shengang IER Building, South District,
Shenzhen High-tech Industry Park, Shenzhen

E-mail: cmca@aspirecn.com

Contact website: www.cmca.net

W ] CMCA HEASUF i) iRk 45 , 15 K IE MR % . cmca@aspirecn.com.

For Certificate Problem Reports, please contact CMCA by send the email

to:cmca@aspirecn.com.
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153 R E CPS & & % B¢ B #l #3 Organization
determining CPS suitability for the policy

CMCA ‘%4 INIE RIS 2 A 25 AR CP&CPS U B A e AUR i AR REAL
SAPAC has the decision-making power and the final interpretation right for this

CP&CPS document.

1.5.4 CPS )72 CPS approval procedure

FEH [E 725 CMCA I+ 5 0E SR 25 75 B H AT 22 3 2 Fif, CMCA %
VIR SRIEZR A 2R R AR B @ AT AT, MR E . RIRE R R
DRRE— IR S0 CP&CPS WA BH T H A, BI#fi CP&CPS J& {7 #4217 A K& 2
WHINE, AR TAEHITRS, LEEE RS T L kA .
Before making any change of CMCA CP&CPS, the Security Authentication
SAPAC of CMCA will research the change suggestions provided and make the
change decision. The Strategy Committee organizes a review of the CP&CPS
content at least every year, clarifying whether the CP&CPS will be revised and
revised, and to be prepared and updated with the approval of the Strategy

Committee.

1.6 B X F4ETS Definitions and acronyms

1.6.1 X Definitions

TH MR X

B AMEAR S LR | 32T SRR, FSt eI Mk . & QA PHEBBENLY, A
WA AT R
TE B T AT, B STl R AR Y R L ORI P AR

e+ 2 CAHTREXUEHTIERMENF & 6 215 B A I E YT
HL7 3.
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CMCA AER{SATAE ML 55 R

IEBHATIER | HIEBIAENKE (CA) 2K I K A0 B ¥ 58S IE B 31 %
18 28AE PR S Pl TETF 504 19 T 48 2 507 3E R S il .
E 5 55 1% —Em AN, LS HAE B — N E EAA R (EE ) R
B A 22 4ok N ST o .
BRI | 6 F o FIMER S AEZS K. EE . A SCEHIES (e FE
ER RS SREF AR S5 L =,
T/ AL 5 1R S
3Vl R T A F8 A T IE BT AE B 1 FE RS A % R IR L R ATk 5%
A N L
o
5 Al o 2 05 v WORE B AT A AN A T
NEH A R 2 R Sk R A LA TR .
M — 5 5] 4 FEBCFAE B H FAR LB, T —F HAE P A1 X500
SRR MBI EE B RMGED EAR S MmN, B A bR X
M. SIEEAPPRNE.
RFC5280 RFC5280 /& X.509 7~ #H F& Al ¥ e i1F 45 FIE 5 FUsH 1) 28 1 0 i B S
G
RFC6960 RFC 6960:X.509 5.5k % 23 57 3 fill % Jith 75 28 3F 45 % 25 #0 i -OCSP.
X509 B | X 500 T I 4 4 B 0 £E 42T AR A L, X500 AT 2
BAHIERH R bk,
X.500 PriX B AUE TS 0 A 42— R X500 % 2.
Project Concept Definition

Electronic certification

service agency

An authority trusted by subscribers that is responsible for
creating, issuing, and managing public key certificates and

can sometimes create keys for subscribers.

Registration Agency

For certificate subscribers, responsible for the application,

approval and management of subscriber certificates.

Digital Certificates

An electronic file digitally signed by a CA that contains
the public identity information and public key of the
digital certificate user.

Certificate Revocation
List

A list of revoked certificates issued and published by a certification
authority (CA)

Online Certificate

Status Protocol

A protocol issued by the IETF for checking the status of digital
certificates.

Certificate Policy

A named set of rules that indicate the applicability of a certificate to
a particular group and/or type of application with similar security

requirements.

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b
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Electronic Certification

Business Rules

A statement about the business practices used by the electronic
certification service provider in issuing, managing, revoking, or

renewing certificates (or renewing the  keys in certificates).

subscriber

The entity requesting the certificate.

Relying Party

A relying party is an individual or organization

that relies on the basic trust relationship proved by the

certificate and conducts business activities based on it. 14 .

Private Key

In an asymmetric cryptographic algorithm, a secret key that can

only be used by its owner.

Public Key

A key that can be made public in an asymmetric cryptographic
algorithm.

Unique identification

name

to uniquely

content that

significance, and does not conflict with the law.

RFC5280

RFC5280 is a profile for X.509 public key infrastructure

certificates and certificate revocation lists.

RFC6960

RFC 6960: X.509 Internet Public Key Infrastructure Online
Certificate Status Protocol - OCSP.

X.509 Protocol

X.509 Internet Public Key Infrastructure Online
Certificate Status Protocol, X.509 is the format
standard for public key certificates in cryptography.

X.500 Protocol

The naming convention for digital certificates generally uses the
X.500 format.

1.6.2485 Acronyms

CMCTN

[ #% S BAE AR &R
(China Mobile Ceritificate Trust Network)

CP

EFS S

(certification policy)

CPS

FL AR 55 0 B R 5 I b 55 i

(certification practice statement )

CRL

UEFS 73 8 A1 AR E SRR A4

(certificate revocation list)

CSR

EPEEAIE R
(Certificate Signing Request)

HTTP

T SCAAE S B

(Hypertext Transfer Protocol)

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b

MdE: www. cmea. net

k4w : 518057 FETE

CMCA AER{SATAE ML 55 R

In the subject name field of a digital certificate, the X.500 name used

identify the subject of the certificate. This field needs to be filled with

reflects the true identity of the subject of the certificate, has practical

0755-66820666
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HTTPS LAERE T W SRSl
(Hypertext Transfer Protocol with SSL)
CA L7 IAIE AR 55 B
(certificate authority)
RA TEM LA
(registration authority)
LRA A i Y 52 B A B2 B A
(local registration authority)
PIN N T
(personal identification number)
OCSP FELAE RS L
(online certificate search protocol)
LDAP BRI L
(Lightweight Directory Access Protocol)
PKCS NIE PN bRk
(Public Key Cryptography Standards)
PKI AFLE IR
(public key infrastructure)
SSL pllikaE ey NG
(Secure Sockets LRAyer)
URL RN B E
(uniform resource locator.)
WWW or Web | J54:™
(World Wide Web)
X.509 ] s FELAE R BEDGIE AR 2 B UE b 7
(the ITU-T standard for certificates and their corresponding
authentication framework)
CMCTN China Mobile Ceritificate Trust Network
CP certification policy
CPS certification practice statement
CRL certificate revocation list
CSR Certificate Signing Request
HTTP Hypertext Transfer Protocol
HTTPS Hypertext Transfer Protocol with SSL
CA certificate authority
RA registration authority
LRA local registration authority
PIN personal identification number
OCSP online certificate search protocol
LDAP Lightweight Directory Access Protocol
PKCS Public Key Cryptography Standards
PKI public key infrastructure
SSL Secure Sockets LRAyer)
URL uniform resource locator)
WWW or Web | World Wide Web
X.509 the ITU-T standard for certificates and their corresponding

authentication framework

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b

MdE: www. cmea. net
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CMCA A=ER{SATIE ML 55 #U
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2. 5B %% 5{EEE®E Information publication

and management

2.1 (2 E Repository

CMCA {5 B T 171 1T 7 S e 45 B AR #U7 $E L5 B 5% . M5 B R B EA
BRF LA R PI%5: JETS . CRL. CP&CPS. TEF g5 Bl - BEASCREFH LA & CMCA
EEAIEFSER

CMCA information database provides information services to subscribers
and certificate application relying parties. The information database includes,
but is not limited to, the following: certificates, CRL, CP&CPS, certificate

service agreement, technical support manual, and CMCA website information.
211 ERENE. I5EH%] Repositories supervision

CMCA £txHE BRI E . MEaELm], DAL ORRRAE B e 22 2w 5, IF1
TRAB B S 73 P BOAEF AN RS At AIE 15— 30, 37 7 SREUIE 15 5 28 AAEH — 2L,
UEFHER AT S 7T

CMCA establishes the supervision and monitoring mechanism for the
information database. This ensures that the information base is secure and
reliable, that the information base, the certificates issued by the distribution
base and the certificates issued are consistent, that the certificates obtained by
the subscribers are consistent with the certificates issued, and that the

certificates are issued accurately to the individual subscribers.

2.1.2 EEEERNSHHERE IR Internal data maintenance of the

information database

CMCA Hs4id W BRI, I TiC S AT 1 22 D5 D 0 4 7 41 m] S B m] g
WEHAIRVE T B FH R D 4 A R 4 S AIE PR S (BFE EVIET) , &

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
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LEE 5 I FE AL LE S J5 BB 43 90 1E AR TR AT B AR s AR IE 5 S

CMCA will maintain internal data records for all certificate information

(including EV certificates) that has been revoked or denied for suspected
phishing suspect or may be exploited by other fraud , which applicant agencies
identify as possible high - risk certificate applications in future authentication.

FEREAT SR IRIERT CMCA K IS ML 5 — s RS WL 44 B EAT LR, 32

SRR AT AT REICO M 224 f sl At B O VR BRSO ZL AU, H B 7E B B
R HARIC " RS FRAE 7, B ORAE S LE RS A AT FR AL K B 4043 2178 7 B

For authentication purposes CMCA the list of applicant institutions is
compared with the list of high-risk institutions, mainly those organizations that
are most likely to be the target of phishing or other identity fraud, which are
automatically marked as "high-risk applicants" at the application stage to
ensure that the identity of the applicant institution before issuance is fully
verified.

XLLH Y A

D RIERPEERE . IR BRI AT e F ST I BUR L
FSESE =T RATHI A4 R, B IR A TR IE T 9 R 1S R

2) CMCA H Xy ml e 1 19 25 44 f1 s H A B 4 J50VE Bt 1 i 4 34 OV SSL
APk S5 A EVSSL ABKIRSS A IUE 15, CMCA REHEIx Se gl 5 4 ) Ff 135 25 (1) 2H 21
BURIARAC v KU A 7, 3 AR D4 Ja VR e XU F S AL AR 4
These lists of organizations have:

1) According to third-party lists published by anti phishing alliances,
antivirus vendors or related alliances, government agencies responsible for
cybersecurity affairs, or information disclosed in public media reports;

2) CMCA will revoke their certificates OV SSL global servers and EVSSL
global servers for possible phishing or other identity fraud attacks, and will
mark the organization of these rejected applicants as "high-risk applicants" and

serve as a basis for future identification of high-risk applicants.

CMCA KRB 40 T+ WU A5 B Hh AIE S R o

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755- 66820666
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CMCA will reject applications for certificates in a high-risk repository

2.2 5§ B %% Information publication

2.2.1 CPS #y4 75 CPS publication

A CP&CPS #514)it/i RFC 3647 HAL & HE R AT A N

A CP&CPS LA S AH R B AR SCHHE B AFE CMCA R F % Afi .

A CP&CPS KA AN CMCA 4 ERGAFIEFL 55 B 22K, tnA flRA
SR, DAROBThRCAS 9tk

CMCA %1 http://www.cabforum.org I % i) Baseline Requirements.
EV Guidelines I & # it A& . 40 H 4 3C #4 A1 Baseline Requirements . EV
Guidelines Z [A] LM A~—%, LA http://www.cabforum.org I & i i Mt
This CP&CPS structure is in compliance with RFC 3647 and contains all

content required by it.

This CP&CPS and related technical support information are released on
CMCA website.

Content released by this CP&CPS constitutes the baseline requirement of
CMCA's global trust certificate business. For any version update, the latest
version shall prevail.

CMCA follows the latest version of Baseline Requirements and EV
Guidelinesreleased on http://www.cabforum.org. In event of any inconsistency
between this document and the Baseline Requirements and EV Guidelines,

the Baseline Requirements and EV Guidelines shall prevail.
2.2.2 A X1EE %% Publication of public information

TFE 5 CMCA R A I £E M 3t _E A AR IS I A A A5 2

CMCA will publish relevant public information on the website in time

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
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2.2.31\ iF 5 B By & % Publication of authentication

information

IERAER KM E, TEF3) CMCA Bk EIA R A/m | B R W54 F.

T EF2 5 CMCA 5E 1 A A BIUE15 A R0 P 4 B LE Bk v M [E % 5l
CMCA [#) CRL & Afi il ri3RHL .

UEF % P AT DLE s E & 3 CMCA [ (www.cmca.net) H 75 i) 3k A3 HLIE
PHRELR.
After the certificate is successfully issued, CMCA automatically publishes the
certificate copies to the LDAP server. The digital certificate repealed in
certificate effective date published by CMCA regularly can be obtained from
CRL publication site of CMCA.

The certificate customer can inquire and obtain the relevant certificate

information in CMCA website (www.cmca.net) .

23 % % M B 8 =5 31 ¥ Time or frequency of

publication

UEFAR ST s E A% 5 CMCA 15 B 7x24 /N 3k B CP&CPS.

HE %5 CMCA A ECHXS H: CP&CPS HEAT e sl il A T4, HAAT I 8] 1
Wiz d T E 5 CMCA g, Z/DEEXS CP&CPS #EATH & —k, ZE/DRFEH
Bk

TE M3 CMCA I X ot SN BT, e A8 58— I Ta) A AR AIE A5k 55 A SR 45

o
o

IEB2 AN, CMCA H 3R IEH A A & A 21 H ik 55 48 L.

TE 2 CMCA JEHAE 24 /M N H 3R AT RHTHIES M5 CRL, KA6
ARG R, tHa] N Tk A B0 CRL. WE 1% al e [E 5 CMCA W
uh EAW. NEECFIET LA CRL.

CP&CPS are available through the repository as 7*24 service.
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CMCA has the right to make changes and upgrades to its CP&CPS, and

its publication time and frequency are determined by CMCA. CMCA will
publish the latest version of CP&CPS on the website, and the related parties of
certificate can obtain CP&CPS through CMCA repository within 7x24 hours.
Review the CP&CPS at least once a year, and update at least annually.

CMCA website will update real time, and will publish the information
related to certificate business in the first time.

After the certificate is successfully issued, CMCA automatically publishes
the copy of the certificate to the LDAP.

CMCA LDAP usually automatically publishes the latest CRL within 24
hours, and the publication time is the morning of each day. While the latest
CRL can also be published manually. The certificate customers can inquire,

download digital certificate and CRL on CMCA website.

2.4 5 B Ei5ol#E#l Access controls on repositories

2.2 P kAR B SREUR ATFH, A AT R .

HEF 3 CMCA W& 15 BU7 M H A 22 4 i TH i i, ORIE R A 2l 54
I [E #25) CMCA TAE N A A B4 5 AME i [E #2 5l CMCA TEZL 1) 2 15 Wi A Al
NAE R

The information published in section 2.2 is open and without constraints.

CMCA has set up information access controls and security audit
measures to ensure that only authorized CMCA staff can prepare and modify

CMCA online announcement version and publish the information.

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
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3. B IR 5 X 3 Identification and
authentication

3.1 9% Naming

3.1.1 ZFR %A Types of names

RIFUE T EARFAUAR, FEE3I CMCA %K FIE I £ R4 7 0] L2
Y AW P, arfTa X.500 5E A 44 FITE .

XFF SSUTLS ARSTaHESs, FrA M4 e 1P ARSI 2) 32 /U 42
M A% 8 B3R A4 B 1P ik, 2502 — At LA 32 80 44 Hh s A2 B 1P sk
According to the type of certificate subject, the subject name of the certificate
issued by CMCA can be domain name, public network IP, etc. The naming
conforms to the distinguished name specification defined by X.500.

For SSL/TLS server certificate, all domain names or IP addresses are added

to the Subject Alternative Name, while the Common Name is a primary domain
name or |IP address, which must be one of the domain names or |IP addresses

appearing in the Subject Alternative Name.

312 BB E X B E R Need for names to be

meaningful

DN (Distinguished Name) : ME—B5 %, 7EECFIE 0 A FaEH,
A FHE— AR OIEH FARX 50044 7%, & ZIHE RBUED EIRELSmH). BH
LR X SIERAM RN

EV SSLAER R 55 a5 0E 45 5 Bl 44 B (1038 42 R B8 21T P AL BT A 1 3
%y AT P B HARAE B RS R A E.

DV SSLA KR5S 25 E 5. OV SSLA BRIk 55 25 Uk 5 (1) B 44 Fk o (1) 38 FH 44
R LT 7 A 348 5 A MIP, 456110 7 AN B — A I AAGE .
DN (Distinguished Name) :A unique screening name, in the domain of the
subject name of the digital certificate, is used to uniquely identify the X.500
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name of the subject of the certificate. It is necessary to fill in the content which
reflects the true identity of the subject of the certificate and has practical
significance and does not conflict with the law.

The universal name under the discriminated name of EV SSL global server
certificate can only be domain name of the subscriber organization, which can
be authenticated and certified together with other information of the subscriber.

SSL common name in the screening name of DV SSL global server certificate
and OV SSL global server certificate can be a domain name owned by the
subscriber or a public network IP, identified and authenticated together with

other information of the subscriber.

3.1.3iTPHER& {8 Anonymity or pseudonymity of
subscriber

FE M5 CMCA s & [ 4 BRASARUE P A R] LLE A B 4% B0 44

The subscribers (certificate applicants) shall not be anonymous or pseudo.

314 EBBAEZMHRERAFN Rules for understanding

different forms of names

DN (Distinguished Name) [ £ #EHE CMCA JE X, 1EW.4A CP&CPS
78U
The naming rules for DN (Distinguished Name) are defined by CMCA, as
described in this CP&CPS 7.1.

3.1.5 ZFRAOME—1E Name uniqueness

CMCA fRAUEHZE R AUESS, H L 44, £ CMCA 15 A A 2 E—
AN HIT P AIE S I AR B A4 AN REAE [R], (HXS [ —1T 7, CMCA wJ LA
MEE— ) F2 B 44 N H A8 22 KRS o« SRS HE P AN [T P A7 AR R 44 R
I, GG RIS E S, e FEE BN RAE B T LA R
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CMCA guarantee that the certificate issued by it, its subject screening name, is
unique in CMCA trust domain. Different subscribers' certificates cannot have
the same subject identification name, but for the same subscriber, CMCA can
use their unique subject identification to issue multiple certificates. When
different subscribers have the same name in the certificate application, follow
the principle that the applicant first uses it first, and then the applicant adds

additional identification information to distinguish it.

16 M & A . ¥ 7 f1 £ & Recognition,

Identification and Role of Trademarks

CMCA 25 HUES ) L ARSI ) 44 A B AT AT Ry AR B mT BE Xt FLAR A LA 74 B
RIS S
CMCA the subject identification name of the certificate issued does not contain
any trademark or information that may constitute infringement on other

institutions.

3.2 I8 F38IA Initial identity validation

3.2.1iERAHBEFA$ARY /55X Method to prove possession

of private key

EFS HTE L AUIE A 5 BT S W A HTAERE LB AAEH , (IR B iR B A
IETHIEE RS HTES (PKCS#I10) | HE 5 A U %R R T,
o CMCA ZRIYHEIEM T30, BRI E S (70 Be i B4 ik
I BRI R PIN RS ) 45

Applicants must prove that he/she holds the corresponding private key to

the public key being registered. You can use the ways ofdigital signature

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
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contained in certificate request messages (PKCS#10) or other equivalent
method to identify the secret keys, or some ways required by CMCA,such as
initial information (distributed key medium and its PIN code), etc. to prove that

you holds the relevant keys.

322 A M 3 5 4 89 X 3] Authentication of

organization identity

PLRISET P BIAE S B 3R A HE 3 AR B B 78 0 S B IE 5 FE B AR
M2 (AED) FoREET G A R, FRRIEARN 1) 5T4E .

Subscriber or subscriber's representative fully delegated by the
organization should sign the application form with company’s chop, and accept
and affords corresponding responsibilities described in the subscriber
agreement.

CMCA 32T FIIE B WG f5, SO TP I S SR VE AT s A%, IR
XI5 L) 58 ZE RAFAT M KL
After CMCA accepts the certificate application, review the identity authenticity

of the subscriber , and properly preserve the subscriber application materials

as agreed by both parties.
3.2.2.1 B H%£5] Authentication of Organization Identity

CA HUR B AL B M LR B AN U T P R SEAFAE T VAR SR &
BN FRIE AR . HAERIRRE IR .

(1 B IEBURE = J7 Bl e A3 U B AR SO AT - A A, AR
PR ftrfE B S aai R 2.

(2) R BWUIZALLS BB R TP IAE T 3 B IR AR H
B OHIEST, B DRIZBURRAT 2 FEN LS. CA L Al iE L S e A A
2 R AE 5 A5 T S HE UM BEAT B S, DRI AR AN B A st an
WrIE FF R T I N B R SRAUE.

(3) 4k CA MUTVER B A PR M5 2, Al &F058 = J7 BhAT R & ol 2
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RHE H SRS A5 BANEI AL

The CA or the authorized RA will confirm the actual existence and legality of

this organization and confirm the applicant's intention. The authentication
procedure is specified as follows.

(1) Check and confirm the vali organization identity document through an
authoritative third-party database to ensure that the provided information is
consistent with the verification results.

(2) Check the authorization documents authorized by the organization to the
authorized representative to handle the certificate and the valid
government-issued photo ID of the authorized representative to ensure that
the authorized representative is authorized by the organization. The CA can
contact the applicant through a telephone number obtained by Authentication
Data Source to confirm the authenticity of some information of the applicant,
such as verifying whether a person in the application form is an authorized
representative.

(3) If CA is unable to obtain all the required information from a third party, it
may entrust a third party to conduct an investigation or request the applicant to

provide additional information and supporting materials
3.2.2.2 DBA/@E & FREVEHI DBA/tradename

FE 3 S DBA B 44 FK, CMCA il DL 7 2 H (1 2 /b —Fhif
IWHFE AL 1% DBA B4 PR
) BURHURSRBEIT ATIE B FIE & SR ROL . AL BT A ROCR,
) ATEERGEEERIR CAn XS 1 gAY
) SNSUEBIESE DBA B ML A BRI BUR LI K74 38 5
)
)

A WO N -~

B IE BH SCA (B IE A
O AP L ARAT XK B, 5 R IR B BU R R IR 95 S0 Fal CA A
9] FE ) oAt B A IE M A

If the certificate subject contains a DBA or tradename, the CA or the

9]

authorized RA shall verify the applicant's right to use the DBA or tradename
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using at least one of the following ways.

1) Valid documents provided by a government agency in the jurisdiction of
the applicant's legal creation, existence, or recognition.

2) Areliable data source. (eg: Dun & Bradstreet)

3) Communication with a government agency responsible for the
management of such DBAs or tradenames;

4) An Attestation Letter accompanied by documentary support; or

5) A utility bill, bank statement, credit card statement, government-issued tax
document, or other form of identification that the CA determines to be

reliable.

3.2.2.3 EAIIEHE Verification of Country

b AL E SR T, CMCANG I LR J7 2Urp i) 22 /b — Bl AT [ X
2551 o
1) I BUEEE = 5 B0 2 A 9 0 DNS L 5% 32 7 I 1P Hb bk 5% H1 15 35 1 1P ik ok
BIAFTEE K, B OR B S AN BIIPHbE 7 B 5 B s A Sebs e B — 35
2) iHRIHAMccTLD.
3) HAEMHGIRBEHIE R -
4) ERACE3.2.2 7R HE SR A RN URIE BE B AR E A
If the certificate subject contains an option of country, the CA or the authorized
RA shall verify the country using one of the following ways.

(1) Confirm the host country by checking the IP address displayed by
the DNS record of the website or the IP address of the applicant through an
authoritative third-party database, and ensure that the country where the
applicant's IP address is located is consistent with the actual country where the
applicant is located.

(2) The ccTLD of the requested domain name.

(3) Information provided by the domain name registrar.

(4) Confirm the country through the information provided by the
applicant in Section 3.2.2.1 of this CP&CPS.

3.2.2.4 w2 BA % Bl Validation of Domain Authorization or Control

XF T34 HIBRAIE , AR UE R SEAR ] LU HiE = B A =] 7 A m B E A,
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CMCANKE R HI LT %555 5 2 () — Ao
For the purpose of domain name validation, entities to be validated may

also be the applicant's parent company, subsidiary company, or affiliate.

CMCA may use one of the following ways for the validation of domain names:

1) BB TT ARAEME— IBEN A, SR 5B — M BB B A

TN FRE AT FQDN A& HIRL o BEALE 0 200K 3% B bR IR 938044 16 2R N 1) FEL 1 HA:

Hb 31 "adimn’, ‘adiministrator’,’'webmaster’,’hostmaster’ &¥, ‘postmaster’, J5 [ /&

(@) ZJEREREA . B e, SRS ES A EYUE, EA]

REELEMA BTN ANAFER. (fKIEBaseline Requirements v2.1.5

3.2.2.4 AR AA BUETT V)

2) JEILAE“ . well-known/ pki-validation” H 3% & Xt £ 52 15 B T8, #iliT
FXTFQDN#E I . (fk#EBaseline Requirements v2.1.5 #3.2.2.4.181)
AR TT D

3) 1HiL7EDNS CNAME. TXTECAAILFH & A7 1E L4 E ME—FELE, LA
BT O AL O HIAL . ZER: 1) AU, B 2) — AT LT RIZ
FRIL A 7. (HiPEBaseline Requirements v2.1.5 ££3.2.2.4.711
BAARIE TR
R AE T V% F B R B UE A RO A BEE T 46 30K .
CMCAAJy.onion B 2 14844 25 /i SSLA IR R 55 2 11E 1
IRIGIE T2 BeAIE 7 3% 4 Baseline Requirements v2.1.5 #53.2.2.9

HRI e S i 22 A0 A R AT RAIE o

1) Send the unique random value by email, and receive a confirming

response using the random value to confirm the applicant's control over the

FQDN. The random value must be sent to the email address identified as the

domain name contact or created by using ' admin,' administrator',’ webmaster,

hostmaster' or ' postmaster', followed by the at-sign("Q"), followed by an

authorized domain name. The email MAY be re - sent in its entirety, including

the re - use of the Random Value, provided that its entire contents and

recipient SHALL remain unchanged.(Based on the domain name validation

method of Baseline Requirements v2.1.5 Section 3.2.2.4.4)

2) Confirm the subscriber's control over the FQDN by making changes to the
agreed information under the "/. well-known/pki-validation" directory.
(Based on the domain name validation method of Baseline Requirements

v2.1.5 Section 3.2.2.4.18)
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3) Confirm the subscriber's control over the domain name by confirming the
presence of a negotiated unique random value in a DNS CNAME, TXT or
CAA record. Requirements: 1) authorized domain name; or 2) an
authorized domain name with a prefix starting with underline character.
(Based on the validation method of domain name in Baseline
Requirements v2.1.5 Section 3.2.2.4.7).

The random value used in the above validation method remains valid for no

more than30 days from the time of creation. CMCA does not issue SSL Global

Server Certificates for domain names in the form of. onion. The above

validation methods 2,3 will implement Multi - Perspective Issuance

Corroboration as specified in Section 3.2.2.9 of Baseline Requirements.

3.2.2.5 IP #ulit gYI&4iE Verification of IP address

CMCA RHILATF 73, Bl HEE A Bk brizh)iz 1P M.
RS IP kR URL (5 —BSURARRAT) HIAEL M 0T X2 5E BIME B E T
1, I 7 A HEE X (P ik SRtz il . 255075 B fE Baseline
Requirments v2.1.5 % 3.2.2.5.1 7.

CMCA AR IP 2k EV SSL ik,
CMCA adopts the following way for the authentication, to confirm the applicant
owns or practically controls the IP address:
By making a change to the agreed-upon information found on an online Web
page identified by a uniform resource identifier containing the IP address, to
confirm the applicant’ s practical control over the IP address. This way of
validation conforms to section 3.2.2.5.2 of the Baseline Requirements v2.1.5.

CMCA does not issue EV SSL certificate for an IP address.
3.2.2.6 iBHECFFIEI6E Wildcard domain validation

XFFIERCAT A, CMCA S AZIBECAT A M k4%, PRAUEIBFECAT ) A M
A% B AR T2 A RS A S H A BBUFHUSEN L, 2 iR
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CMCA FEZEERCAT (%) A i34 BRI A « A 35 e His A i
Mt BT 2 1 AR 3844 BROAIE 5 A 5 BR AR B 8 RE RS AIE B L 58 A P i 342 10
EEREZSI I

WER), CMCA & FF 2RO &AL (1) 8 B i,  ABIZI8 4 KA B AL,
IR EOR G H RO N A, 2 HEE AR XM K.

As for the validation of a wildcard domain name, CMCA verifies the domain

name in the right position of the wildcard to ensure the domain name in the
right position of (*) is obtained through registration, and explicitly owned or
controlled by a business entity, a social organization, or a government
authority etc.

CMCA rejects any certificate request with a domain name in the right position
of the wildcard (*) being a gTLD, public suffix, or a registry-controlled domain
name, unless the applicant proves its rightful control of the entire domain
namespace.

If necessary, CMCA may also perform the independent investigation to confirm
the ownership of the domain name. The subscriber shall not refuse the

requirements when corresponding assistance is needed from CMCA.
3.2.2.7 BRI EME Accuracy of data sources

CMCA KA HERf . R 5 A SR =7 BE R BIEIE S IS H G R . ks
A — DB IR AT, CMCA 2 X 1Z B IR A T AR RE « s i e s 1 A
LR P SO T Dy VEREAT V- o RE 25 58 BA T JLASJ7 T

1) iR ftnfs B AERR ;

2) ZHHEIR R IR, ORI DR B R

3) BlEMIBLRTT, LA BRI H 1

4) BE 0~ IF ] A K AT oy 1

5) s B S AR o

X SSL UL SR AR, 27 3R AT AT HARAIHE B A (I TR AN A
CP&CPS % 6.3.2 FiHh 21 HIEHi KA REY, WA=
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CMCA uses accurate and reliable third - party data sources to verify the
information of certificate applicants. CMCA evaluates the dependence on the
data source, the accuracy of the data, and data change and forgery resistance
before choosing whether to rely on a data source. The following aspects will be
considered:

1) Years of information provided;

2) The frequency of data source updates to ensure that data is kept up to

date;

3) The supply side of the data and the purpose of data collection;

4) Open availability and accessibility;

5) Difficulty in falsifying or altering data.

For data sources that validate SSL certificates, you can reuse data or files
that are dependent for no more than the maximum validity period of the

certificate as stipulated in Section 6.3.2 of this CP&CPS.
3.2.2.8 CAA id5 CAA records

CMCA 7E25 % SSL AR Z A, K0 2 AAIE - 1 J0 44 4 e b i 4 — A

dNSName fit CAA ic a2, FFB0E 2 ) 3 48R « WA KRS, WIIE CAA
SR TTL I [A] 5% 8 /NRFY (P BERF)
CMCA will check for CAA records for each dNSName in the certificate
SubiectAlternative Name extension before issuing the SSL certificate and
follow the instructions found. If a certificate is issued, it must be within the TTL
time or 8 hours of the CAA record (the greater one).

CMCA i 45 RFC8659 [kl e 4bHE “issue” . “issuewild” & “iodef” K
JETERRRS: # “issue” . “issuewild” FRZEAFAETE HH P AR E “cmeca.net” ,
] CMCA AZERA M HIEF; %7 CAA LK A7 “iodef” Fr%%, Nl CMCA 5
P 2 7 30 e R A T N AR UE 1S
CMCA shall process the property tags of "issue", "issuewild" and "iodef" as

specified in RFC8659: if the "issue", "issuewild" tags exist and do not contain
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"cmca.net", CMCA will not issue the corresponding certificate, if the “iodef tag
appears in the CAA record, CMCA will communicate with the applicant and
then decide whether to issuethe certificate.

CMCA LR %1 CAA L B ARG DU AP 8 AL H 264 1) fEdE
CMCA HyE:At vt & i) CAA LR 2) 2B/b il — R E B &4k CAA i
35 3) B FTTE X SANELESR 7] ICNNA AR [X 35 1) DNSSEC 46 iF 4 .

CMCA is permitted to treat a record lookup failure as permission to issue if:

1) The failure is outside the CA's infrastructure.

2) The lookup has been retried at least once.

3)The domain's zone does not have a DNSSEC validation chain to the ICANN

root.

323 MA B X 5 Authentication of Individual

Identity

CMCA A2 NAUEASME 55, B 70 ZORBUEE X b BB S BUIP BRN 51
S50, HEM ) CMCA Kz HIE+S S NS B 51 I S S B2 5
BL IRRECTAES I A S O IE R BN R

CMCA objects individual certificate business. This requirement is only targeted

/

for identity authentication of authorized clerks for corporate application. CMCA
will check whether the certificate applicant information is consistent with the ID

card information provided, and file the digital certificate applicant ID card.

3.2.4 3% BIWHF YT P 1= 8 Subscriber information not

validated

CMCA 25K HIUE3 5 BB R Bk {5

The certificate information issued by CMCA has no unverified information.
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3.2.5# U HEIA Validation of Authority

L HEEACRA LN IS UE T, 752 H7m 2 08 R RS B DR His &
T CRHLH R AL CMCA A 5T N IZIRBUE B, RS B %
HRAT o

G ARG TP N TP BAE L5 I, N2 3R 47 B A% S0 iR i B 2 AR
CP&CPS K Z K.

CMCA oV HiF & fR 2 AL AR HFIE T . 2 HiE & LA DR 2048 ik
FHIFN, MAERZAEZIRE N DA AL N SRAZUE S HiFTE K . CMCA f£
AT 380 RS 5 A A B TS TR SR, 2 ) R 3 S A BN B TS B
When the applicant applies for a certificate on behalf of the organization
subscribers, sufficient certification information is required to demonstrate
whether the applicant has been authorized by the organization. CMCA has the
responsibility to confirm the authorization information and properly preserve
the authorization information.

When the agency authorizes the handler to engage in certificate business, the
verification procedure should refer to equirements of this CP&CPS.

CMCA gives its consent to applicants to designate independent individuals to
apply for certificates. In case the applicant appoints the certificate applicant in
writing, submission of certification application request by people other than the
designated clerks is prohibited. Upon receipt of the written request confirmed
by the applicant, the applicant shall be provided with a list of its authorized

personnel.

3.2.6 E3&{EN Interoperational guidelines

XT T H1E CMCA 2 RR(E(E1E R T8 DV iE+fi. OV ik /& EV iE+5, CMCA
AFEXT 7 B A 2 ARE, AR HARN AT A IR Dt .

CMCA AR RATATAZ XANUERIESS o
For applying for DV certificates, OV certificates and EV certificates under

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
MHk: www. cmea. net #0032 T3k 168 T



i E FE ECAF 1
CHINA MOBILE CERTIFICATE AUTHORITY CMCA A ER{EAEUE IS

CMCA Gilobal Trust System, CMCA undertakes the identification function of
subscriber identity and temporarily does not entrust other agencies to perform
this responsibility .

CMCA refrains from issuing any cross-certified certificates.

S3IBHEHMIBERBWIRIRSE £ 5 Identification and

authentication for re-key request

FEVT PR BIART, 17 7 ZEERAGHT AR LR UE T A0 B St . UE1S
FEORE SR A S B R RO, AT RS, T E#3) CMCA —
FRESRAT PP — N R I B I n 9], BiAZS% (A1 4.7) ¢« XT4E
FEH", CMCA BA SR ZMR S . %/ Wi EOBHE I, 7R B3 S5 ST
xR, FIRHTIR B W IE D BRGESCAR R BERL ([F] 4.1) , JFtih E#3) CMCA i #%.

Before the subscriber certificate expires, the subscriber needs to obtain a
new certificate to maintain the continuity of the certificate use. Certificate
Update requests include both Key Update and Certificate Update. For key
update, CMCA generally requires subscribers to produce a new key pair
instead of expired key with specific reference (as 4.7), CMCA will not complete
the certificate update form and submit the information (as 4.1) and reviewed by

CMCA.

SB1ME N EHHFEHEIRE X 5 Identification and

authentication for renewal request

T UER R AR5 S S PR A s O, IR B E A,

2o E M5 CMCA 22 RAE-HA AN — o8 1 48, AR0NART 397 K.

IERERT— N H, P EES) CMCA SHRRIE T FAA 3 JMEHNIE TS

UEAS %0 PR S UESS EER, $ZIRBT45 5 Sl 20 BRIR S e Bk} (JR] 3.2)
I E# 5 CMCA LB & A% «

Prior to the expiry of the subscriber certificate, the subscriber needs to obtain
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the new certificate to keep the certificate usage continuity.

The certificate issued by CMCA is generally 1 year, not more than 397 days.
One month before the certificate expires, CMCA reminds the certificate holder
to apply for a new certificate.

Certificate customer fill out certificate apply form, submit relevant information
according to initial authentication step (same as 3.2), and be reviewed by

CMCA or its authorized organization.

32 HEHE EHAMERIRE X J Identification and

authentication for renewal after revocation

P 61 I R UE 5 0 20 B8 A SR IR A FABHNT R4 IR 3.2 BRI Wi B RIE 1
The revoked certificate must regenerate the new public-private key pair and

apply for the new certificate in accordance with 3.2.

AR ERBWHLIRE X 5 dentification and

authentication for revocation request

CMCA SEMLIAA A CP&CPS4.9.1.1 Fridk B i 75 ZHUH T /7 IR H R,
A BAIFHEHIE TS, X AE LTS ABEAT 4 o AN SRAT 7 LS ZOREIE TS, 4%
A CP&CPS 2 3.2 Tifilid AT B %71
CMCA or RA can revoke a certificate based on reasons stated in section
4.9.1.1 of this CP&CPS without authentication. Subscribers who request to

revoke certificate follows CP&CPS section 3.2..
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4. EBEmEAHARIEER Certificate life cycle

operational requirements

4.1 iEB HiF Certificate application

41.143F B H iF £ 5 Who Can Submit a Certificate

Application

FEAMTSEAK TS 2248 CMCA 2 ERIEAEAAR R T 2K HIIEB I, Bl 4 k4
-‘[/%EO
Any entity that needs to use a certificate issued under the CMCA global trust

system can submit a certificate application.

412 M i+ 38 5 | £ Enroliment process and

responsibilities

HITE & B S50 T RT P Eil . A4S CP&CPS 25 U252 I, 45l &
KTUEHEHTEE . BOF]L S5 AHH ORI AH R N 2

HIiE 3 N A] CMCA 3 AZUE S HE R S ROIE ] SCfF, AT W B R HE
HOE T RAEESZAT
The applicant shall have prior knowledge of the matters stipulated in the
Subscriber Agreement, this CP&CPS, in particular those relating to the scope
of application, rights, obligations and guarantees of the certificate.
Applicants should submit a certificate application form and corresponding
supporting documents to CMCA, which means that the applicant has
understood and accepted the subscriber agreement.
(NN

VT R FR S UE TS A A4, 17 7 2R A 2R H R 3% 2 A CP&CPSH T FILE 1Y
HRTUES X% (ACP&CPSAMTECMCAM S ) , JF7FZi% M 3.2.211 B R
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RALESE. WM HIEEE: RE (he NRITAE R T2 e, 7
ARFECMCASR LR SL . e BAUHER (S S, B A HALE 8, 45 T2 0T
CMCAIE AR R 1, 1T 7 NAHAR M A K 2 5t 1T P A e R HINE
HIEF FA B 224

1. Subscribers

The subscribers, the entity applying for the Certificate, shall expres s ly
express its willingness to accept relevant responsibilities and obligations under
this CP&CPS (this CP&CPS is published on CMCA website) and shall provide
true and accurate application information as required by 3.2.2. According to
Electronic Signature Law of the People's Republic of China, If the applicant
fails to provide true, complete and accurate information to CMCA, or has other
faults, causing losses to the electronic signature relying party and CMCA, the
subscriber shall bear corresponding legal and compensation liabilities. The
subscriber has the responsibility to secure the certificate private key that it
owns.
2. NUESE ML

TP AT LA E 2 W CMCAHEIE TS, FHCMCAR AZT F 5 B IR AT P 7 K
NIRRT 3R AR 0 B 4045 B 2 3.2, 2 BER BT %5501,  CMCAX Il i % 71
JE T PR AUET . CMCATE YL FIIENLNY, N2 38 REE T g E B
CMCARNLFE & 4 i [ALRAIE T 7 S 2 AR, [ 5B AT A CP&CPSH T #ILE I
R THES L5
2. Certification and Registration Authority
Subscribers can apply for certificates directly from CMCA, and the subscriber
information is audited by CMCA and the subscriber's request is processed.
According to the requirements of 3.2.2, the registered institution identifies the
identity information provided by the subscriber CMCA issues a certificate to the
authenticated subscriber. CMCA as an electronic certification body, the
certificate subscriber application information should be properly kept. CMCA

shall file the information of the certificate subscriber at the appropriate time,
and shall fulfill the relevant responsibilities and obligations stipulated in this
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CP&CPS.

4.2 iEH®H# Certificate Application Processing

4.2 18 17R 3 5 % % ) 8 Performing identification

and authentication functions

2 CMCA #2 23T P HIEF HTE J5, NM#ZA CP&CPS 3.2 HIZK, XiT
FUHET S OIS 200 . ARYE CP&CPS 3.2 F5 2 SKR 3R 15 1 £idi SlE B ST A 1)
BRI 825 K GRIFIVIRAF 1P bk 156 H0HE BT 1B TR ANE 398
K HizfG BARKAEZN, W CMCA W] A8z 8ds Bk B SO, 2 SEE i

==

After CMCA and its registration agencies receive the subscriber ’ s
certificate application, they will perform identity recognition and verification of
identification over the subscriber according to the requirements of CP&CPS
3.2.CMCA may use the documents and data to verify certificate information,
provided that it obtained the data or document (according to section 3.2 of this
CP&CPS) no more than 825 days prior to issuing the certificate (and for
validation of domain names and IP addresses, any reused data or document
must be obtained no more than 398 days prior to issuing the certificate), and
provided that no changes occurred to the documents and data within such time

period.

4.2.2CMCA iE $ B iF it 4 #0135 42 Approval and

rejection of certificate application

4.2.2.1 {EFHERHLHE Approval of Certificate Applications

CMCA R 58 i 1 E 5 HiE B A & /& B AP BRI R S EBiE Kk 5,
CMCA did &AT IE R kAR e 5 i .

WRFFE Nk, CMCART LULHEIE S i
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1. ZHIE RN A CP&CPS 3.2 XT9T 7 G4 [RAR R N4 B F05E 5
2. HEE R aE B SO P L N AR

After CMCA successfully completes verification steps for the certificate

application and submits a certificate request, when CMCA formally issues
certificates, it means CMCA has approved the certificate application.

CMCA will approve the certificate requests, if the following conditions are
met:

1. The application shall completely meet the requirements from CPS
section 3.2 regarding the subscriber's identification information and
authentication.

2. Applicant accepts or has no opposition regarding the content or
requirements of the subscriber's agreement.

4.2.2.2 iEFHIERE4: Rejection of Certificate Applications

WA KA THIETE, CMCAFELAIUEF H1iE:

1) ZHIEATFEAR CP&CPS 3.2 KT /' B BIAR IR A4 AR E 5

2) HITEE AREIRBLIT R Z A S e AR

3) HEHE BON A ANREREZ T P LA S N A RIELK

4) HiEIEH S ICANN(The Internet Corporation for Assigned Names
and Numbers) ZEHH gTLD (THZIH4)

5) CMCAAHEHEZ HIE 2 %f CMCA RS VEHEY L 8E k.

XFT R CAFTAZE R IT FHES, a0 Rk A a4 13> i, BiCMCA
W tHEZ RIS B A m XM, CMCA NAE441% HE, CMCA R4 Sy ik i
BiifpiaE) R A OGRS DT 48 2 4 TS5 R BUR D LG S5 58 =7 R AT 44 5, B
AR AFHRIE RS E, B0 CMCA 2 HT B T-PRBE M 25 £ f Bl A VE B
) 3 S0 8 7 4 248 () F 515 SR B PR IE 5, SRS UE 5 e KU FR 3 A B3R,
B FEN 2B WIXIIRE . X TR P B FIEAN, CMCA ¥
HAEAE LI

XTI HIE T HE, CMCA I8 %0 HE 3 IE 5 H i R

If the following circumstances happened, CMCA refuses the certificate
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application in case of the following situations:

1) The application does not meet the specifications of subscriber ’ s
identification and authentication in CP&CPS 3.2.

2) The applicant cannot provide the required identity documents.

3) The applicant opposes or does not accept the relevant content or
requirements of the subscriber's agreement.

4) The requested certificates contain a new gTLD under consideration by
ICANN (The Internet Corporation for Assigned Names and Numbers).

5) CMCA considers that the approval of the application will bring about
controversies, legal disputes or losses to CMCA.

For the subscriber certificates issued by the subordinate CAs, if the
application is prohibited clearly by laws and regulations, or CMCA considers
that there are highly risks to approve the application, CMCA shall reject it.
CMCA establishes and maintains a list of high risk certificate applicants
according to the list provided by anti-phishing alliance, antivirus vendor or
related alliance, government agencies which are responsible for network
security affairs and other third parties, or the disclosure of information through
public media reports, or previously rejected certificate requests by CMCA due
to suspected phishing or other fraudulent usage or concerns. CMCA will query
information from the list during accepting certificate application. If the
applicants appear in this list, CMCA will reject their application directly.

For the rejected certificate application request, CMCA will notify the

applicant about the failure of application.

4.2.3 % HE4E B BHi5AY BT 8 Time to process certificate

applications

FEIEPHIEE R TR 2T S 2RO, CMCAE 3 A TLAFHA
THUR AL ERTE A+ 1
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If the certificate applicant submits complete information and meets the
requirements, CMCA will begin the processing of the certificate application
within 3 working days.

CMCA HE A 7E L IR (8] S PR A AL PRAIE S FR 3 R THIES FIE AR B S 5288
AERAHBAR AL 1A RAE B

The capability of the CMCA to process the applications within the period
mentioned above will depend on whether the applicant has submitted the true,

complete and accurate information.

4.3 iFH % % Certificate Issuance

431EBELX P EMINIGFIE FAERSIAEEIT R

CA Actions during Certificate Issuance

R CA HJIEF 25t CMCA BB AIE N G H b R AT E%F5 4, 4R CA
PATIEBRE 4 1Ak

CA MAEE 5 H 5 B ek J5 28 R AE 15 . CA N HITE NBE R IE 15 5 T HAEE
T HIE PR B . BRIE BRI ERAERT & CAINI W43 1812 (CA/Browser
Forum) @i www.cabforum.org & i (KB R .

X 2025 4 3 F 156 HEHREZ G2 KK SSLITLS iE+:, fEIET%EK
Z W, CMCA A5 44 e+ (TBS WE1S) #EAT linting 5l

A trusted person authorized by CMCA deliberately issues a direct
command with respect to certificate issuance by the root CA, in order for the
root CA to perform a certificate signing operation.

The certificate will be generated and issued if the application is approved
by CA. The contents of these certificates are based on the approved
information on the certificate application. The operations of certificate issuance
are in compliance with the requirements of by CA/Browser Forum at

www.cabforum.org.

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
MHk: www. cmea. net 040 7L 3L 168 T



i E FE ECAF 1
CHINA MOBILE CERTIFICATE AUTHORITY CMCA A ER{EAEUE IS

For SSL/TLS certificates issued on or after March 15, 2025, CMCA must
perform pre-issuance linting to check the tbsCertificate (to be signed

Certificate).

432 FNERFNEFEMNANITAVES

Notification of Certificate Issuance

CMCA Toit /240 4538 R LT 7 IEF5 Hiil, CMCA A3 X 5545 ST J Hi i
ZEJ, CMCA & LLHLTE. H-FRRA e o 7 20T P kA7 im s .
CMCA is obliged to inform the subscriber of the result of the application,
whether it is to reject or approve the subscriber's certificate application. CMCA

will notify subscribers by telephone, email or otherwise.

4.4 iEBFESF Certificate acceptance

4.41%) B% = % iE B B9 1T 8 Conduct Constituting

Certificate acceptance

L AT BTV R TTH CMCA E-F 55 W BHIE 15 R 8, RPN 8 e EE
BT %2 TET .

2. CMCA VEMHUALEIT P fevr b, AT N EGESS, JHEIE @ dEer
S Ho Al OMCA AN AW ST SRR IT P, BIARERAT 4552 TR

3. WHEER VAR R I, JF AR B RO IE B EE IE B P BN &

4. 1T P ROGHIE A5 B RS N A R A R I
1. Subscribers access to specialized CMCA certificate service website and
download the certificate. When the certificate is completely downloaded, it
represents that the subscriber have received a certificate.
2. CMCA’ s RA downloads certificate on behalf of the subscribers, when a
subscriber receives a certificate from RA through e-mail represents that the

subscriber has received the certificate.
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3. Subscribers have received the way of obtaining the certificates, and no
objection of the certificates or their contents.
4. Subscribers fail to oppose or conduct the operation of objection over the

certificates or the content of certificates.

4.4.2 5 FINERR S HZHER & 78 Publication of the
certificate by the CA
R PA T 7 UK AR
1. ZERBIETH K ATAE CMCA #ds P b
2. CMCA B2 K HIEF A IEEIT ) o
A Certificate is published through various means:

1. The certificates issued are all published in the CMCA database.
2. CMCA send the issued certificate to the subscriber.

443CMCA %} H fib 52 & B9 & &5 Notification of

certificate issuance by the CA to other entities

X FCMCAZE K HIETS, CMCAAXS Hofth SEARBEAT I &, HAl Sk ] LIRSS
BE L EATER.
For certificates issued by CMCA, CMCA does not notify other entities, and

other parties can query themselves on the information database.

45 % A ik B B9 € B Key Pair And Certificate
Usage

4.51 1T PFRASAFIER Y EH Subscriber private key and

certificate usage

I PERAS TIEB G IF % T CMCA I3 KIEB G, WM& &
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Ay 5CMCA. W7 A7 R IMIBURIAN OS5 AR T P RS2 BIBCIE S, RERHL
3 B i 22 3 ORA7 AR A 06T L )L B8 G R e S LK A A

W A ReEE I B0VE R A CP&CPS LLAAT 7 WS 3 Bl N £ AL
AIEF o

VAT DA S5 ORAIE R AEIE 5 Hh 410 A9 = 31 44 X 2 F) e 55 4 o o &k
F5o

After the subscribers have submitted certificate application and received

certificates issued by CMCA, they are deemed to have agreed to comply with
the terms of CMCA, relying party related rights and obligations. The subscriber
who receives the certificate shall take appropriate measures to properly keep
the corresponding private key to the certificate from unauthorized use.

Subscribers can only use the private key and certificate in the CPS
specified range, and under applicable laws and the subscriber agreement.

For the signature certificate, the private key can be used for the signature
of a message. The subscriber should know about and confirm the signature
content. For the encryption certificate, the private key can be used to decrypt
the information which uses the corresponding public key to encrypt. After the
certificate expires or is revoked, the subscriber must stop using the certificate’
s corresponding private key.

For the SSL/TLS certificates, the subscribers undertake an obligation and
warranty to install the certificates only on servers that are accessible at the

subjectAltName(s) listed in the certificates.

4.5.2 ki 75 AAFIEBAIE A Relying party public key
and certificate usage
A 715 BECMC AL ER 5 AT 2 28 I (IR A5 T iE B (145406 2R i 75 222

1) KB 2 HAZAE 0 B FRIE o8
2) FEAE UL BT e W SR8 R AT ZUE - BoVA ROE+H, S8 E
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CMCARAI M5 HTCRL, Bi# it CMCATR AL OCSP AR 55 i W i ik 15
AR KAIZIET AR A HBUS BE BT SE P R iZaE 1
WA R PSS A FA RES S MR 15 Rk 15

3) EfF ML BTE B B AR R AT ZAE B B N & 5 P 2R B
wH

Creditors' trust CMCA the relationship of trust evidenced by certificates issued

by the global trust system need to:

1) Obtain and install the certificate chain corresponding to the certificate;

2) Confirm that the trust certificate is valid before the trust relationship. These
include: checking the latest CRL, published by CMCA or confirming that
the certificate has not been revoked through the OCSP service provided by
the certificate; checking the reliability of all certificates that have appeared
in the certificate path; checking the validity of the certificate; and checking
other information that can affect the validity of the certificate;

3) Prior to the trust relationship proved by the trust certificate, confirm that the

contents of the certificate are consistent with the contents to be proved.

4.6 1FP EH Certificate renewal

CMCANRAE A IRAFAEAE 5 B HT NS5 .
CMCA does not provide a Global Trust Certificate Update service.

4.6.1iFBEEFFHBIEFEE Circumstance for Renewal

A&
Not applicable.

4.6.2 15K IEB EHAISE{KX Who may request renewal

AEH
Not applicable.
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4.6.3 iEH EH7RFE Processing for Renewal

AEH
Not applicable.

4.6.4 1 & ¥ iE B B 53T P Y E & Notification of new

certificate issuance to subscriber

ANEH
Not applicable.

4.6.5 ¥ B 3= = E #HiE B a9 17 8 Conduct constituting

acceptance of a renewal certificate

AEH
Not applicable.

4.6.6 B FIAIEAR B AL X EHTIEH A 47 Publication of
the renewal certificate by the CA

AEH
Not applicable.

4.6.7 BB FIANIERR FZ Atz B 4b LIk RYiE & Notification of

certificate issuance by the CA to other entities

ANEH
Not applicable.
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4.7 iEB F 4 EH Certificate Re-key

TIE P58 91 SRR 48T 7 AR BRI 35 0 I B T A PR R B IE 1 .
Certificate key update means that the subscriber generates a new key pair

and applies for the issuance of a new certificate new public key.

4.7 1 i EBEAEFHFIER Circumstance for Re-key

12 BT R R P BRI
2. ‘_i’niTFift%?ﬁ}i‘l%wﬁift%@%ﬂﬁﬁéﬂﬂ“;
3. HEWRESFBEVIEHPIEIL.
1. When the subscriber certificate key is corrupted;
2. When the subscriber confirms or suspects that its certificate key is not

secure;

3. Other circumstances that may result in key updates.

4.7.27F R iE P B ¢ F H B9 £ 4 Who may request

certification of a new public key

O G CMCA UE T AT 7 Al i UE 5 %5 4H 56 8T o
Subscribers who have applied for a CMCA certificate can apply for a

certificate key update.

4.7.3 I EBZEAEHIFRKAALIE Processing for Re-key

Al 3.3,

Same as 3.3.
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4.7.4 50 & ¥ iE B B 53T P Y E & Notification of new

certificate issuance to subscriber

[F] 4.3.2,
Same as 4.3.2.

AT5%) B # % % $H F 1 iE B B 1T A Conduct

constituting acceptance of a re-keyed certificate

[F] 4.4.1,

Same as 4.4.1.

476 FANIERBZFN AN BRAENERNEZS
Publication of the re-keyed certificate by the CA

[5] 4.4.2.
Same as 4.4.2.

4.7.7 B FNFRRSZ W AaxT H b SE {68018 & Notification of

certificate issuance by the CA to other entities

[F] 4.4.3,
Same as 4.4.3.

4.8 JIFE T E Certificate Modification
4.81 BT EREE Circumstance for Modification

AN
Not applicable.
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48.2 HEKRIE P T E M £ £ Who may request

certificate modification

AN
Not applicable.

4.8.3 EPBTERHKFE Processing for Modification

A&
Not applicable.

4.8.4 MEFEREXITPBIES Notification of new

certificate issuance to subscriber

AN
Not applicable.

4.8.5 FIRIEZFTEIEBITH Conduct constituting

acceptance of modified certificate

AN
Not applicable.

4.8.6 HBTFINERSHAXNEEIERA LT Publication
of the modified certificate by the CA

A&
Not applicable.
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4.8.7 HTFINERRFZ AT HALSI{EFRE S Notification

of certificate issuance by the CA to other

entities

AN
Not applicable.

49iF H B $ M #E &£ Certificate revocation and

suspension

4.9.1 B BiEBER Circumstances for Revocation

491117 FHE P A R Reasons for Revoking a Subscriber
Certificate

WA N HE G PR —FRE GU A, WL ZLE24/NE 2 3 B UE

1) VT A A A B AR D

2) T PR AICAR A IR G R & H BEZAL

3) AT FAHAE B S B e BB 2 Ty, AR TROIE T IR S5 A4 I Bia B E
S B CAH IR R I PR A Mt 28 IR 15 T

4) CMCASA CHIL T & Bk T P AV B 7715, &7k T A%
R b 5O 3T P FA 8 ( #] 4n Debian 55 % 1 , E & [
http://wiki.debian.orq/SSLkeys) ;

5) CAVLAZRIFIESE, E5rh B A0 2 3844 I Pk ity 4 il AU IE AN FE ]

i

The subscriber's certificate must be revoked within 24 hours if any of the

following occurs:
1) The subscriber applies for revocation of digital certificate in writing;

2) Subscriber notices CA original certificate application is not validly
authorized;

3) Sub scribers believe or suspect that the key is leaking or attacked ,
the server where the certificate is damaged or locked ; or CA has evidence of
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the private key disclosure of the subscriber certificate;

4) CMCA is made aware of a demonstrated or proven method that
can easily compute the Subscriber ’ s Private Key based on the Public Key in
the Certificate (such as a Debian weak key, see
https://wiki.debian.org/SSLkeys);

5) CMCA obtains evidence that the validation of domain authorization
or control for any Fully- Qualified Domain Name or IP address in the Certificate
should not be relied upon.

CA RLiZAE 24 /NS N MASIETS, a0 NI A —TRE 2 00, LZ07E & R
SR

1.4F B A F 75 & Mozilla Root Store Policy 5, CA/Browserit Iz ff)Baseline £
Requirements+ 2£6.1.526.1.6 75 K HLE;

2. CABASE P it FH FOAE 48

3. CAFREBAT )7 B S 1T 7 WAL Bl A FH 2 T T Y — T i 2 i B 2 S 5%

4. CA HUMARFENT P A REA A AE A& A 1P Hidilk, WvkRe
Bt A5 L A VI P A P A AR, Ed A v v R N T R A
PRI EUIR S P 2L T

5. CA [ @ MATIE 4 T30 Uk B IRVE R SR 84

6. CATRBIUE ST ak 15 B A H KA s

7R IFHESEFAE R A RYE CAMN Y #s b1z (CA/Browser Forum) & Afi
[ BFT A ) Guidelines . Baseline Requirement L }2CP&CPS %3k i 4
FRIMAE K s

8. CAMf 7 BURIZBAE 15 A BT AT (5 A HER

9. CA % KUEHHIBCH] O Jmimi slihl e s 1k, BRIE CA CAEH =k, 4%
49 CRL/OCSP;

10. CAIYJCP [ /8{ CP&CPSHIE i 841k 15;

11, R AR A 25 miiAg 2l Bl 1% B B it L s B 7 A AT 432 52 )
MUK, 40 CA/R Y #5135 1R E 35 A FLE B S B, A L RS /K P AN ]
Bz, fE—E RN CA N IZEf.

CA should revoke the certificate within 24 hours, if one or more of the following
must be revoked within 5 days:

1. The certificate no longer complies with Cla uses 6.1.5 and 6.1.6;

2. CA obtained evidence of certificate abuse;
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3. CA was informed that the subscriber has b reached one or more
important obligations under the subscriber agreement or the terms of Use;

4.CA agency learns that the subscriber can no longer legally use the
domain or IP address contained in the certificate, such as the court or
arbitration has stopped the permission of the domain registrar to use a domain
name, or that the use license or service agreement between the domain
registrar and the applicant is terminated;

5. CA learned that a wildcard certificate is used to verify a domain name
that is fraudulent and misleading;

6. The CA was informed of significant changes in the information
contained in the certificate;

7.Found and confirmed that a certificate was not issued under the latest
version of Guidelines . Baseline Requirement released by the CA/ browser
forum (CA/Browser Forum) and the program required by CP&CPS;

8. CA identified or knew the in accuracy of any information in the certificate

9. CA's right to issue certificates has expired or been revoked or
terminated unless CA makes arrangements to continue to maintain
CRL/OCSP;

10. CA's CP&CPS regulations provide to revoke the certificate;

11.The technical content or format of the certificate poses an unacceptable
risk to the application supplier or relying party, such as the decision of the CA/
browser forum to discard an algorithm or key length, which considers its risk
level unacceptable, and within a certain period of time CA such certificate
should be revoked.

4.9.1.2 W45 2 CA LB JE R Reasons for Revoking a Subordinate CA
Certificate

B g CAEB I :

HRAETH—MELZ MG, 2K CA RAEL(7)R N g CAE15:

1.t 2% CA ZOR A THRUE;
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2. % CAEINZEK CA, JFERIIEFEREAEIEA, I HBA J5 24
FEARAL;

3. &K CA HUAHIEHE, IEPHILETE CA SiEH i AP AR A T %
B R S AN FERF 428 6.1.5 1 6.1.6 25 I ER;

4. %R CA WAFUEFS B F AOAE S

5. %k CA BIRFNEBA %I CAIMYE R 18ts (CA/Browser Forum) &
il BT A ) EV Guidelines . Baseline Requirement L& CP&CPS %k
BRI, B CA A My CAI #3183z (CA/Browser Forum) & Afi [
BOHRAH EV Guidelines . Baseline Requirement UL}, CP&CPS 3K,

6. 2 CA i i i+ BT AT A5 B A HERA B0A 1R 3 1E;

7. %% CA Bl )& CA BUEfEE thm e b3z 4F, JH%A LA Al CA JyiZiE
P AR SR

8. 2K CA BiP 4 CA AR BBUR] C Jea T BB B 1E, B CA
CUil i 2eHE, 4k2:4E9" CRL/IOCSP;

9. 2% CA ] CP&CPS s s iE i,

Cases of subordinate CA certificate revocation:

The issuance of the CA shall be revoked within seven (7) days from the
subordinate CA certificate if one or more of the following occurs:

1. Subordinate certification authorities require written revocation;

2. The original certificate request CA, the subordinate CA notice was not
authorized and there was no subsequent supplementary authorization;

3. The issuing CA to obtain evidence that the private key corresponding to
the public key on the certificate to which it belongs been disclosed or no longer
meets the requirements of articles 6.1.5 and 6.1.6;

4. Evidence of abuse in issuing CA obtaining certificates;

5.The issuing CA is aware that the certificate is not issued in accordance
with the EV Guidelines; Baseline Requirment and CP&CPS requirements of
the latest version issued by the CA/ Browser Forum (CA/Browser Forum), or

that the subordinate CA does not comply with the EV Guidelines, Baseline

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
MHk: www. cmea. net %052 T 3k 168 T



i E FE ECAF 1
CHINA MOBILE CERTIFICATE AUTHORITY CMCA A ER{EAEUE IS

Requirment and CP&CPS requirements of the latest version issued by the
CA/Browser Forum;

6. Determineing that any information contained in the certificate is
inaccurate or misleading;

7. Issuing CA or affiliated CA ceased operations for any reason and did not
arrange other CA to provide revocation support for the certificate;

8. Issuing CA or subordinate CA to issue certificates has expired or has
been revoked or terminated unless the CA has arranged to continue to
maintain the CRL/OCSP;

9. CP&CPS provision for revocation of certificates issued.

4921 K iE B B ¥ B £ 4 Who Can Request

Revocation

A ESREEIE B SR : 1T/ RAL CA. EBe e HAB AR IIEETT. B
by TP MRS TT P A A I e 0 A B8 =7 T DL e 7 4 i A s 4%
7730 CHE L www.cmcea.net B B ZR 77 20 FEACUEFS I @R, 38 A1 HIEAS Y
CA U IETS & B R A

Ay, CMCAWRI7E4.9.1 Pk KK I T 1 3h AT 7 BIE1S

The entities that may require certificate revocation include subscribers, RA,

CA, courts and other public authorities. In addition, subscribers, relying parties,
application software suppliers and other third parties can submit a certificate
issue report by online submission or email (see the www.cmca.net official
website contact information for details) to notify the CA reason to revoke the
certificate.

At the same time, CMCA may voluntarily revoke the subscriber's certificate

in the circumstances described in 4.9.1.
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4.9.3 BEHIERAFFZ Processing for Revocation

CMCASRBE7x24%2 7€ 1 R Ge 55, AT LASE N3 52 AN N AIE 45 5 451 SRATIE 15
] REAR T o TT 7 AT N B S R A E A 2 = i A B PR SR UE A AR
[, 7] LLEECMCATT Wk J iy, AR T LA HE: AT A f R P
T~ R A B R R R VE . T R A AT RS IR AR S AT AT
fth FH T
CMCA provides 7x24 stable system services, can accept and respond to
certificate revocation requests and certificate problem reports in real time.
Subscribers, relying parties, application vendors and other third parties may
report problems with certificates in a timely manner through CMCA website,
including private key leaks, certificate misuse or other types of fraud, tradeoffs,
misuse, misconduct or any other matters related to certificates that are not
limited to the following suspicious circumstances.

M NS MBS M. FamARIRIT R MATHE, HCMCA
B AZ I8 S mAIE B HIE E : Bl B R fs M CMCAT E 1T 7 i SOk s I RLE
215 . BRI P FRCAW TS OURER, SRR AIEH I T B A 1EXHZIE
FIEY .
Revocation is divided into active revocation and passive revocation. Active
revocation refers to the case where the subscriber applies for revocation and
cancels the certificate after CMCA passes the certificate; passive revocation
refers to the certificate by the revocation of the certificate.

4.9.3.1E5)) i 44Active revocation

13T R CMCASE HIE T80 H1, CMCARZ S BT U SR 1Y) B 4 FI 42 AL
SEAR ) 7

2.7 PORUE TSR FR B R HR S 45CMCA,  FHCMCA T S -

3T AR PR 75 2 RS S -

E-mail: cmca@aspirecn.com

CMCAURZIHITE G 24 /N A AL BRI HiE .
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1. Subscribers may submit the revocation request to the CMCA and the
CMCA will verify the identity of subscriber and the delegated party.
2. Subscribers submits a revocation application form to CMCA and CMCA
completes the revocation operation.
3. subscribers may request the revocation of a certificate through the following
ways:
E-mail to:cmca@aspirecn.com
4. CMCA will process the revocation requests within 24 hours after receiving.

4.9.3.2#%5 7)) M 44 Passive revocation

I AN A ISR, CMCANRE L& BB AT 7, 2 k0l 4 BIIE
HPNE. MEER. RHRENRSE.
In the case of passive revocation occurs, CMCA will notify the subscriber in an
appropriate form, inform the contents of the certificate, the reason, the
suspension time limit and other matters, and confirm that the subscriber
receives the revocation notice with no objection.

CMCATE R ILAE AT 7 B BURHA 1 B HIE B A AREE B LT, ATR
PECARNXS 1T P UEHIAT MAHIRAE, TR R M HE .

® LA

® i JURGINIETIAR SR TR

o i EFE) CMCA Y NA L E MAHT Pk R A

® Hi[EF2Z) CMCA B HIE M LG B 32 B A5 T 5 “UE S 8 HHE R,

T B D0 2 B I 5 D 1) R
® 1[EFZ) CMCA BRI B E ML 12 6 585 = 5 i RN S5 45 i A 1AIE

5 I REAT # %

® H[Es) CMCA MHIT b4 )5, AUEHURPREIE FITT - IE A58 7 88 L
8 JL [ 5

® MHAIITIETAE 24 N NHEAN CRL , Bif HiEA K CRL, [A4h57
AT

CMCA may revoke a subscriber certificate according to this CP/CPS if any
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issues are identified with the subscriber's identity information or if there is
illegal use of the certificate, without requiring the subscriber to request the
revocation.
® Private key leak for the certificate;
® Subscriber has failed to pay the certificate - related fees;
® Any other reason why CMCA consider it necessary to revoke
subscriber certificates;
® CMCA or authorized registration agencies or acceptance points to fill
in the "certificate revocation application form" in writing, and attach the
issue of the certificate must be revoked report;
® CMCA or authorized registration agencies in accordance with the
requirements of section 3 to review pending revocation of the
certificate application;
® After CMCA revokes the subscriber certificate, the issuing authority will
inform the customer of the revocation and the reason for the
revocation;
® The revoked subscriber certificate enters CRL within 24 hours or is
issued directly to CRL.
R A HAN S =7, A TR L5513 CMCA i i rl BE APtk . UE
BB R O IRVE . P A A AT BRI AE OGO AT ] oA S 10
Relying parties and other third parties have the responsibility and
obligation to report to CMCA suspicious private key leaks, certificate misuse or
other types of fraud, compromise, misuse, misconduct or any other matters

relating to certificates.

4.9.4F %8 iE Kk 7 BR #J Revocation Request Grace

Period

G SR I i e A R A S S, T B R A R D A T
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€ 8 /NI LA SR o oAl SRR I DAL (0 B R A AAE AL BEHIT (1) 48 /NI N

If key exposure occurs or suspected occurs, revocation request must be

submitted in finding leakage or leakage suspicion within 8 hours after
key exposure or suspected exposure is found. Revocation requirements

caused by other reasons must be made in within 48 hours.

4.9.5 B FINIERR S HL A0 3 5 518 K BUET PR Time within

which CA Must Process the Revocation Request

CMCA #£ 2RI K R LRI AR PR, A 55 UE 5 e il 75 BRAIE F5 408 15 SR AR
RHJFLAE L. CMCA AEFRHAEHIE R 109 24 /it o

CMCA shall process the request immediately after receiving the
request for revocation, and investigate the facts and circumstances
related to the certificate problem report or the certificate revocation

request. The cycle of revocation request processing for CMCA is 24 hours.

4.9.6 kK EIEB B HEAER Revocation Checking

Requirement for Relying Parties

WG TT AEAB AT SEUE TS AT NAS AE P A R, B IEF R 4
The relying party shall check the validity of the certificate before trusting the

certificate and confirm that the certificate has not been revoked.

4.9.7 CRL %735 % CRL issuance frequency

WTFER—# 24 /g Bk A CRL - HAT P CRL BIE RN 3 K.
The subscriber certificate CRLs are generally updated and reissued every 24
hours and are valid for 3 days (the value of the nextUpdate field exceeds the

value of the thisUpdate field by 3 days).
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gk CAUEB— BN 12 AN H e A& CRL If H 2048 CRL A 3N
1240 H. TEREEHS CAUET G, KIE 24 /N #HT CRL.

The subordinate CA certificate CRLs are generally updated and reissued every

12 months and are valid for 12 months (the value of the nextUpdate field
exceeds the value of the thisUpdate field by 12 months). After the subordinate
CA certificate is revoked, the CRL will be updated within 24 hours.

4.9.8 CRL % 71 BY & X% J5 ¥} 18] Maximum Latency for
CRLs

CMCA 1) CRL & A e Kt Ja i A R A B A2 JG ) 24 /NN

The maximum latency time for CMCA CRL release is 24 hours.

4.9.9 LIRS E AR T A On-line Revocation/Status

Checking Availability

CMCA [AJ3E-A51T AR 7 S BEAE 2R PR S A IRk %5 . OCSP Hi N ZiAF
HRFC6960 (MK, I HAk OCSP k%5 #3%544 . OCSP k55 2= k455 1IEAE
EUPRENE B HFE— CA %k, OCSP MR 2Z#IE P& —1 RFC6960
5E X2 Aid-pkix-ocsp-nocheck H# fELii. CMCA supports OCSP
responses for subscribers and the relying parties. The OCSP responses
conform to RFC6960, and signed by an OCSP Responder whose Certificate is
signed by the CA that issued the Certificate whose revocation status is being
checked. The OCSP signing certificates contain an extension of type

id-pkix-ocsp-nocheck, as defined by RFC6960..

4.9.10 FELIRSEIHER On-line Revocation Checking

Requirements

CMCA RS IR HEAE LIRS B, UEFIT P AT rl i it OCSP ik %5 4T
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UEFSIRAS R SE I i

CMCA can provide online status query so that certificate subscribers and

dependent parties can perform nowcast query of certificate status through
OCSP service.

H1 E 52 5 CMCARE L OCSPR 45 X REGETFIPOST J5 2o
OCSP service provided by CMCA supports GET and POST method.

XFFAT 7 UEF, CMCA Z/DEIYRE R OCSP {5/E. OCSP i b i K
AR 7 Ko W CLBAERIES, SZEIEH OCSP.

g CA iET, CMCA Z/% 12 NHEH OCSP 5. My
% CA iETly, £ 24 /NN EEHT OCSP 55

X FARZERAPERFPIRSERIERK, CMCA AiklE “good” JIRZ.
For subscriber certificates, CMCA updates the OCSP information at least
every four days.OCSP responses from this service have a maximum expiration
time of seven days. For the revoked certificates, OCSP status will be updated
immediately.
For subordinate CA certificates, CMCA updates the OCSP information at least
every twelve months, and within 24 hours after revoking a subordinate CA
certificate.
CMCA does not respond with a "good" status for the request for status of a

certificate that has not been issued..

4911 B EE MW H Mt X% X Other Forms of
Revocation Advertisements Available
CMCAN AL M8 15 By HAth R A T 20

Currently CMCA does not provide other forms of announcement about the

revoked certificates.
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4.9.12 ¥ 46 11 ¥ B9 45 B FE K Special Requirements

Related to Key Compromise

TR I CMCA, K I MBEE ] 2 A e it FF N, NAZ AL B
UEHS, JFAANE] CRL. MAH)E IRk S: FBIET, $IRE - g AR #4784k .
Whether a subscriber or CMCA, discovers or suspects that key security is
compromised, the certificate should be revoked immediately and posted to
CRL.If you need to continue to apply for a certificate after the revocation,

operate according to the certificate application process.
4.9.13 EBEERIFER Circumstances for Suspension

CMCA ARt EEREAEIEBHIE B HEGEARSS .

CMCA does not provide a certificate hang service for global trust certificates.

49.14 iF K iE B #E & B9 = £ Who Can Request

Suspension

CMCA ARt EFREAEIEBHIE B HEGEARSS .

CMCA does not provide a certificate hang service for global trust certificates.

4.9.15 ¥ & 15 K B0 & & Procedure for Suspension

Request

CMCA At BRAZATUE T FIEF IR 55 -

CMCA does not provide a certificate hang service for global trust certificates.

4.9.16 EERHEAPRPREI Limits on Suspension Period

CMCA ARt EFRFAEIEBHIEBHEGEARSS .

CMCA does not provide a certificate hang service for global trust certificates.
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4.10 JEBIRAIRSS Certificate status services

4.10.1 ¥{EHFE Operational characteristic

IEIRZAE T LB CMCAR AL OCSP PLA CRL 3REX (FEIETEIHAZ 1)
R T R FIR S IR 55 N 1200 5 10 175 SR A 5 2 R i 82 N 8] A0 A AL B RE /T AIE
i 8945 B A DR B IR =R A RO )5
The certificate status service which can be obtained by the OCSP provided by
CMCA and the certificate status service (before the certificate expires) should
have reasonable response time and concurrent processing ability to the query
request. The retention period of certificate revocation information is after the

validity of the certificate.

4.10.2 AR% A 1% Service availability

H [E# 5 CMCATR 724 /N AN W OCSP (FEZRIETRIRASE WD ks, 1
W2 FUVFRIE LT, 1T 7 BEE L SRAHIE AR T IR 5%, W R (8] /N T 1045
The CMCA provides 724 hours uninterrupted OCSP (online certificate status
protocol) service. When the network allows, the subscriber can obtain the
certificate status query service in real time, and the response time is less than

10 seconds.

4.10.3 A[iE4F{E Optional Features

o

None.

4.11 1JM45R End Of Subscription

IR FARIE T T &k 5 E 3 CMCA HIRSs, & UG
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1. ZIEF RIS, UET AN A UE A5 058 Y 3 B AN i B8 AR IE I, iR
LA HB A

2 AEUEF A RANN, BRI B DR T R T 2R O BUE S R g5, W
HIE M ZIE . T EF23) CMCA RARIEIEAS 1T 7 I ZOR AHIE S . IEA51T ™
5 E#3) CMCA [R5 %1k

End of order means that the certificate subscriber terminates the service

CMCA, including the following:

1. When the certificate expires, the certificate subscriber does not extend the
certificate service period or reapply for the certificate, the service termination
automatically arises.

2. During the validity period of the certificate, the unilaterally requests the
termination of the certificate service due to the reason of the certificate
subscriber, such as the subscriber applying for the revocation of the certificate.
CMCA will revoke the certificate according to the requirements of the

certificate subscriber. Certificate Subscriber and CMCA Service Termination.

4.12 FHFEES%®E Key Escrow And Recovery

4121 BH R ERNEM S 173 Key escrow and

recovery policy and practices

AEH . CMCAMNEEAEMISSLUEFIT P IIFAEH, Rt AR E IR R
%
Not applicable. CMCA does not host the private key of any SSL certificate

subscriber and therefore does not provide a key recovery service.
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4.12.2 SIEEBENEHRSRERRKSITA Session key

encapsulation and recovery policy and

practices

AN
Not applicable.

5. NEH#EE. EEMRIEREEF Facility,
management and operational security

controls of certification body

R ERIR YIRS SRR RN 510 22 A .
This chapter describe physical environment, operation process and personnel

security controls.

5.1 Y11 & £$2#l Physical security controls

5411 B it (L B 5 & 3 Physical location and

architecture

CMCARIIZE N AL T A8 T M T R [X s % 333 v [ A% 51y B Uy Fk
s b OBIEESHE, FEANLEANE T =18 A%, M55 B R RE T 2
GJBz20219-94 R #E"C" R E R . ML BAAPIRE Bk Bk, fERRIESE. Mozt
L A6 T AR T8 AU A2 25 ThRE, T ORIE AR IR S5 B SR AT SE 1
The operating computer room of CMCA is located on the 5th floor of B data
Center of China Mobile South Base, 333 Gaotang Road, Tianhe District,
Guangzhou City, Guangdong Province. The electromagnetic shielding
efficiency of the computer room meets the "C" level requirement" of the

GJBz20219-94 standard. The machine room has the functions of earthquake
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resistance, fire prevention, waterproof, constant humidity and temperature
control, independent power supply, standby power generation, access control,
video surveillance and so on, which can ensure the continuity and reliability of

the certification service.
5.1.2 ¥¥8i5)a) Physical access

SR N EANCMCANLES, Fgeid B g Jr Hkit . CMCAPIE Hitx, it
ACMCAWL 7 ZH CMCA TAE N Gis FIHEN

BAEN RFEACMCAZE S WL, A TR SONIEIN T 2R B A AiE, JIF
A 24/ NI AL 45 B A HEAT A%

BAE N Tt NCARZ O X 7 ZOWAFRSUN T ZERIE,  HAh X 30y 57 4L
ITIZERVGE, JF A T2 R B S fE I S 2R AR G Pl k.
Non-CMCA staff entering CMCA machine room need to go through the audit of
China Mobile South Base and CMCA Road. CMCA staff are required to enter
CMCA machine room.

If the operators enter CMCA comprehensive machine room, they must pass
the fingerprint authentication and access control authorization card identity
authentication, and have the 24 - hour video monitoring equipment for
monitoring.

Operators entering the CA core area require dual fingerprint and access card
authentication, while other areas require single fingerprint and access card
authentication. All access information will be recorded in the security system of

the monitoring room.
5.1.3 21 5% Power and air conditioning

® iy HtRIT RNl LW R ELHELT, A TSI A= B, P
KA SIC RS UPS 2% 2 B ML b5 e Fa e /20 0 2 Bk SEPL %, 1748
WSS — iR AL AR 2R ] . ARG N
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=ML . A TR TR AC K30 7 BC RARR T M IEZE XL-21 77 K
BB R F e R EMW R . Zar 5, BB R
GSATIER .

® In order to ensure safe, reliable and continuous operation of computer

equipment, the engineering has introduced three power supplies, of
which two power supplies are connected from total distribution room
UPS of the building to shielding room power distribution cabinet, and
then supply to each computer equipment and access monitoring, etc.
respectively for usage; One power supply is used for electric supply
machine room and special-purpose air conditioning. All electrical
systems are three-phase five-wire systems. Power distribution cabinet
assembled in the engineering shall adopt Changzhou CHINT XL-21
Products. A large number of power wiring shall pass through metal
tube seat for protection in accordance with installation specification. It
is security and reliable, and the overall system can run normally after
inspection.

® Nl RHMENS TR, TSR IR, T e R, 5
il £ 18°C~28°C, JRJZEHIVEH £ 30%~75%RH, AeUs i L LS5 =
PIRLE . KIFEEAT S EEtE . 2 tEER . KR IE ST 2K .

® The machine room adopts two special-purpose air conditioning
machines for machine room, which supplies air below raised floor and

returns air from top side. The temperature range is controlled within
18°C~28°C and humidity range is controlled within 30%~75%RH,

which can meet the requirements of high heat humidity ratio, long time
operation, high reliability and security in the machine room. Reach the

design requirements after detection.
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5.1.4 7k BB BH & Water protection

HE %5 CMCA 7EHL b3 g iy R BUE R i, By tE/KARph, - 78 70 DR &
YL A
CMCA has taken corresponding measures during the construction of machine

room, to prevent water erosion and fully ensure the system security.
5.1.5 X RZB5#A Fire prevention and protection

T E 23 CMCA L 5 E b By KT TR, S 1 K K 55 N 2 L 1 it
WG KRB, T RBE RS a . BURX (ZB) 22X (U, 12,
FESYI I K5 A% R GBJ4S (= R @SBy K VE) e 1 — 2
M K 55 2 o

CMCA can implement the corresponding emergency response measures
such as fire extinguishment, etc. through the coordination with Specialized Fire
Protection Department, to avoid the threatening of fire disaster and fully ensure
the system security. Sensitive area (Floor 3), security area (Floor 4 and 5), fire
resistance rating of its building shall be performed in accordance with
secondary fire resistance rating stipulated in GBJ45 Fire Protection Design of

Tall Buildings.

5.1.6 1} i 7% Media storage

CMCA RE I 24800 R AR, B, U, . woamss, ¥
NE, AHEN FL UGB 2 A AT SERI DR, 8 Gt iR o T A, /) S5 0 55
AL AT 87 AR ) 6 AR

Medias refer to storage media such as light disc, hard disc, floppy disc,
U-disk, memory card and tape, etc., and media storage must get safe and
reliable protection, to avoid the possible harm and destruction caused due to

environmental change such as temperature, humidity and magnetic force, etc.

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
MHk: www. cmea. net # 66 7L L 168 T



i E FE ECAF 1
CHINA MOBILE CERTIFICATE AUTHORITY CMCA A ER{EAEUE LSS0

5.1.7 [E414b 3R Waste disposal

2 CA HURORAF 1A R Bt AN 5 2 A A (B0 PR ik, o [ 2 30
CMCA #4578 B BOX Loy . FrA AL BAT LR AE R, DM AR E, 4
AT ity B ik

BURA ST BURE CRUABRARAN T DG AT B IR YAE ) Y5 0 EE AT Ry R AL 2
X A7 Aok B S 5SS T o, FE AR A A Rl SO 95 A R 5 i 22
AR A T (K45 2 O R AR B o s LA BB PR AR I A U B A B

When relevant data saved by CA institution is no longer needed or filing period
has expired, CMCA will destroy these data completely. All disposal behavior
shall be recorded for the review, and the destruction behavior shall conform to
our country's law.

Sensitive documents (including paper media, CD or floppy disk waste, etc.)
should be crushed before abandonment; for media that store or transmit
information, it should be unreadable before abandonment; and confidential
media should be treated according to the manufacturer's guidance before
abandonment. Encryption machine and other important equipment abandoned
according to encryption machine management methods to destroy.

5.1.8 R &% Off-site backup

CMCAZL | b il WE RIS ML, JFREMKKE, HCA
ARG KA, ] DS R gy o i & BHE R ECAR St .
CMCA established a remote backup mechanism. Set up remote backup
computer room and configure related equipment. When the CA system is in
disaster, the CA system can be restored through the backup data of the

remote backup center.

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
MHk: www. cmea. net ® 67 T 3L 168 T



i E FE ECAF 1
CHINA MOBILE CERTIFICATE AUTHORITY CMCA A ER{EAEUE LSS0

5.2 iz R £1=E# Process security controls

5.2.1 A[{S /A Trusted roles

FEM 5 CMCA BIHRUE 1 LR R R RNl 45 Ay

1) RGEHEAG: BXEEDRGIAT HEERE, B4, HisEAEL
BN G, IFrRYE R B R 55 A IE B A R G A e A

2) ZREEANR: ZREHNGX CA T OYEZEMAZRZEH T, 7
TUAE A B AR, DU A 2 e TARR AT B 2 E

3) WHEH AR WHEHEROSUE S AR, MR HATRME,
PARL &ty E . BERERERAT.

4) WEPFE R G SRR A AT E L

5) ROEIRAG: 8 CA RGHILIF A M 7 BGIE A3 ARk 55 BoR S RF
LR ANZR

CMCA clearly stipulated that the following key functional positions are trusted

7

puii

'~ ©

roles:
1) System management personnel: refers to personnel who carry out daily
management, operation, monitoring, and other daily processing of digital
certificate systems, and can issue server certificates and system role
certificates as needed.
2) Security management personnel: Security management personnel are
responsible for the physical security and system security of the CA center,
responsible for formulating security management systems and operational
procedures, as well as supervising and managing the execution of daily
security work.
3) Key management personnel: Key administrators are responsible for
managing key facilities and operating keys, such as key generation,
backup, recovery, destruction, etc.

4) Certificate business administrator: manages business operators.
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5) Core technical personnel: Refers to professional developers, testers, or

certificate service technical support professionals of the CA system.

5.2.2 B INESFSEER AH Number of people required

per task

CMCA Xf 5z A7 MERE A S I RER B B 70 T, 0 T HUsERE, B H
FR A=) ) 22 LA
XA B e, FREE 5 ANAE AN AT 3 AR E e
MFIEHH . BREDTFE 2 MEFL S EH R
CMCA have a clear division of functions related to running and operation, and
carry out the security mechanism of mutual containment for sensitive
operations.
For the operation of keys and encryption devices, 3 out of 5 trusted personnel
are required to complete it together.
For certificate review and issuance, at least 2 certificate business

administrators are required.

523 M A MIR A5 £ 7 Ildentification and

identification of each role

BT E#22 CMCA BIFEIR A 53 AR il 15 468 ol e atl iod 25 v 22 4= 4 A s
(1, BTA N R Z0EE A E S, AREE AR PE R AR A R I 7R 22, RIR G R A
T TR B, BIEED. Mk S5 Z e M. W T 244 M
AL, FEED CMCA RGUK AL e B it 5 iy iR 1E1T .
All the on-the-job personnel of CMCA are identified and authenticated through
various security tokens. All personnel must pass the authentication and issue
security tokens such as system operation card, access card, login password,
operation certificate, job account number and so on according to the nature of

the operation and the need of the position authority. For employees who use
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security tokens, the CMCA system will record all its operations independently
and completely.

T E#£5h CMCA TEER N 572 06 2506 £ -

® MK LA HER T NS A

® RINHIEEL A RVILE

H [E#5 5 CMCA 1 R Ge IR Fe il i VR0 AN [R] 4 i, 0 # A 3 EAT ALPR %
il o
All mobile CMCA employees must ensure that:

® Security tokens issued belong directly to individuals or organizations

® Security tokens issued do not allow sharing

CMCA system and program by identifying different tokens to the operator

authority control.
5.2.4 FRFT A EIEN Responsibility division principle

HE 5 CMCA Kizgs i LA 57 CA b R HiE FFR . 4:57 1 i Tk
AT, XTI R EAR B thah, IEBRBOER T H, FEEREANE
R Xy NI RN E I PNAEELE
Operating employees and employees who take charge of design, development
and maintenance of CMCA system of CMCA shall assume different
responsibilities, and post of each party is separated with each other. Besides,
in the key link of certificate issuance, different persons serve as the information

entry personnel and the review signer.

2 CA ol B TAHUMSE, BUE CHEAT 7 RIRBUNERAT, Bl RSB0 FIAL
M Bk AR AE ] CA ol REEBGHEATBAERME, CA HuLEREIME B G LRI
1EZ G THEN CA O IRk 5 o RIS T EHARSL, St AE IR 2 mlvaNL
A P L 5 i

— BRI EREN, CA FOrRIERE 2 bz N A 1) TAE

When a CMCA employee is suspected or has performed unauthorized
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operations, such as unauthorized abuse of rights or using the CMCA system
beyond authority or performing unauthorized operations, the CMCA
immediately suspends the employee's access to the CMCA certificate service
system after receiving the information. According to the seriousness of the
circumstances, measures including submitting to judicial authorities for
handling are implemented.

Once the above condition is found, CMCA immediately cancels or terminates

the work of such personnel.

5.3 AG¥Z#l Personnel controls

53M% & . & h M Xk & & E Xk Qualifications,

experience, and clearance requirements

NFEHHEE LA CA b g N A AL E, fREE CA FO % 4is
Ho NFEEHGIZOMANRK T EREE., }ABES.

The personnel management system confirms the personnel and post setting
with CMCA to ensure the safe operation of CA center. Personnel management
system includes the credibility review of personnel, post setting, etc.

HEF 5 CMCA X R TAER K. G177 A& k& HEK, 1 H BT IEAT )
ATLESRECHERT N R, BgmmlfEE.

CMCA has strict requirement to staff in qualification and experience, and the
staff appointed shall have no law fault with high reliability.

CA Pt N 5 IS N B3 SRS 4l b kAT N 2 Rl 5 P i B AES . Al {3 A
R IR T2 (0 SR A, A REUE W ARATT A RE 1 EAT IS LL 5GP 4
ZHABAT ) o
CMCA shall formulate the trusted personnel strategy and conduct the reliability
review and employment of personnel based on this. The trusted personnel

shall receive ad conduct wide background survey to certify that they have the
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ability to conduct the key operation with necessary trust level.

CA Xt NABIZE K P& i 5 HEO AT AT A, SRIPAY
N GBI RIAE B . REAT AIAE N G 5 2 06 UG [ X AT SV VAR
Y Z HUEHE SRR, LR IEN CARER . REBLEZ4 AN,
CA 1o L AZ SN 53 B B A ATRT A5 2
CMCA should investigate the educational level, working experience and credit
standing of employees to assess their credibility. Background investigation of
credible personnel must be consistent with relevant laws, regulations and
policies of the country.

For people participating in the certificate management process as an
employee, agent or independent contractor of the CA, the CMCA shall verify

their identity and credibility.

5.3.2 2 HEFEFF Background review procedures

CA 1l 53 THY AU A% B H i, HR A b o7 75 G AR B AT B AR B 52 T
A LHREA 2 A RIS, iRYE 75 50 45 R HEAH B TAE el TR I B &
AL, CA HUOARYE T X A THHATIRTT . RAL. FoR BUR. & 22550
T 5 I
CMCA staff shall be enrolled with strict review, and the corresponding trusty
staff is added according to the post need. The staff shall experience 2-month
survey period, and corresponding work is arranged, or the staff is refused and
leave the post according to the survey result. CMCA conducts the training in
responsibility, post, technology, policy, laws, safety and other aspects
according to the demand.

CA a2t HOGHE A CA MR AT I I i & . ZEARE AN E &
UL CA Hb X AlEAE S TS5, 3P R STE S AL AT DALE UL E
WIS %R, (AAFET CA P OIEBZ I FEF CA HOIE 5k
55 F
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CMCA would conduct the strict background survey to its key staff. The
operator at the LRA could be reviewed by reference of the survey method
made by the CMCA to the trusted staff. The responsible unit at the LRA could
add survey and training terms on such basis, but shall not violate the certificate
acceptance rule of CMCA and the certificate business statement of CA center.
CA H O SL AR EAN, Hk CA R T2 B & R EFERIL W, AVt
#& CA HDIEBIRS ARRMBURE R FramR TS CA L& ERZE L.
CMCA confirms the process management rules, and CA staff shall not give
away the sensitive information of certificate service system in CMCA due to
constraint from contract and Articles of Association. All staff shall sign the

confidentiality agreement with CA center.

5.3.3 Z5IIEE3R Training requirements

CA rulaxt CA Hle 53 THREAT LU T WA I ZR G RS-
KRG R R

CA FL R RGN

CA iz ER R A4

AT Kol 55 ke

SRR EHINESE

CMCA conducts the comprehensive training of the following contents to its

S

staff:
< Uniform new staff training of company
< Introduction to technical system of CMCA
< Introduction to operation system of CA center
< Post responsibility and business process

< Relevant laws and management method, etc.
H E 2 CMCA s N R IR AL AT 2 JER I BRI A : PKI
PR OCHEIIR . KR DT B E R . DIE RS MR #1E R
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4 5% . 1S09000 Jii EiHA £ .1S027001 13 B 2245 Mk 2 .CP&CPS %%,

CMCA arranges training for recruiters according to their positions and
roles. The training contents include: PKI related knowledge, job responsibilities,
internal rules and regulations, certification system software, related application
software, operating system and network, ISO9000 quality control system,
ISO27001 information security management system, CP&CPS and so on.

Qb FRAIE A5V 55 AH 5 1) G b 255 52 T A5
1) WA ATHE B SRR ER A CIIEE 7)) Rt ReEE . Bl A

FEEEA PKI FR . 5 A% 5 500k 1) BRI R oSk i A% 1 32 S R 2= Cl,

W 2y 1 Jo HoAth AL 2 TR 500K
2) REEANAERIRC, JFHA0 R AR 5B 8 AT S 05 BRI AR BOR

R
3) IRUET AL AL HANF I AR KT SR AL T AR I ZE AR UEF AR, HoARK

I PARAE R B Il A A DL RO B35 bRt — L
4) HRRNKAEL ZK 0 B2 A UET AR AT, ANFRAKFEER AR XA

UG BE
5) EORPTA MG IE L ZCE I 5% TUE AR B SR ZOR ) CA WEEH 1.
Employees involved in the certification business must receive the following
training:

1) Provide skills training to all staff responsible for information authentication
(" Verification experts "). The training includes basic PKI knowledge , audit
and verification systems and processes, major threat factors to the
verification process (For example, phishing and other social engineering
strategies) ;

2) Maintain personnel training records and ensure that "certification experts"
are up to the technical requirements of authentication;

3) Validation experts must be granted different certification authority
according to their different technical level, and the technical level

classification standard should be consistent with the training content and
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performance appraisal standard;

4) Ensure that certification experts at different levels of technology have
sufficient competence before assigning certification authority to
certification experts;

5) All certification experts are required to pass CA internal examinations

on authentication requirements in certification standards.

5.3.4 1 1% i)l A #3 #1 = 3k Retraining frequency and

requirements

T nafE Ao M EEAOH AN, FEEDEZ CMCA HHA 5
K

RIFAT WAL LA . CA O RIR AT . KRG EHEE N, CA LA fEE
R THATAREE RS, DOE R AR

HEF 3 CMCA s 2R A BN BN IR S CA KIS R —
BUIHAE KT
For those who act as credible or other important roles, they are trained at least
once a year by CMCA organizations.
Depending on industry laws and regulations, CMCA strategy adjustment,
system updates, etc., the CMCA may require employees to continue their
training to accommodate new changes.
Personnel of all trusted roles in CMCA should maintain skills consistent with

CA's training and performance plan.

5.3.5 T{ER{ir & # B BAF G /= Job rotation cycle and
sequence
CA .0z & Al ss i A 57 CA 0T 4E3 10 i AR AR 1 ER 51,

X7 b AL ELAR 70 18, BT 53 ANEE 53 173 BN S0
CMCA R H A& TAR I Bl HEIF 52 53 T AF AL 1A e 1915 Iy o
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The CMCA Operations Service staff and those responsible for the
development and maintenance of the CMCA assume different responsibilities,
with their positions separated from each other, namely the principle of
separation between development and operating employees.

CMCA arrange and formulate the employee job rotation cycle and order

according to the specific work situation.

5.3.6 kR M7 B &3 Sanctions for unauthorized

actions

2 CA b B THMEE, B CREAT ¥ RIBUIERAE, BN R LB AL
A Bk AR AE ] CA ol RGEBUEATBARIE, CA FLAEREIME B LBl
1EZ A THEN CA HbE PR SS1A 5R o RYEIHTT ™ AR, S 00 15 $2 58 w2l
RACPREERE . — FURIL BRSNS, CA HO L EIE R ERZ % N 53 1 TAE.
When the personnel in CMCA is doubted or operates without authorization, for
example, the right is abused without authorization or the CMCA system is used
beyond the permission or the operation is conducted beyond the power, CMCA
shall immediately suspend the staff entering the CMCA certificate service
system after knowing the information. Implement the measures, including
submitting to judiciary authorities for handling according to the case
seriousness. Once the above condition is found, CMCA immediately cancels or

terminates the work of such personnel.

53.700 3 & 4 A B E K Requirements of

Independent Contractors

CA RLISER B 8 =07 N RAETER AU S 2 2 B A7 6 56 5.3.3 G
MLREESR, LARER 5.4.1 FHISCHRAF AT A K
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XA & T CMCA WER LAE N 51, (HMEE CMCA A RV 55 )N 51554057
2¥)%, CMCA 4 —ZKa T

(APNZAY=E e S=SLE

2. BRI TAEZL

3. FF& 4 CP&CPS 5.3.3 [fJ#R .
A AH TS A B R 5 AN LR PR — 2
CA shall verify that authorized third party personnel comply with the training

and skills requirements of Section 5.3.3, as well as the event recording
requirements of Section 5.4.1 during the certificate issuance process.
For independent contractors who do not belong within CMCA, but those
engaged in CMCA business, the unified requirements of CMCA are as follows:
1. Personnel files for record management;
2. Experience in related business;
3. Meet the requirements of this CP&CPS 5.3.3.
If you assume a credible role, you need to be consistent with internal

personnel management requirements.

5.3.8 {2 {#44 5 T #93244 Supplements for personnel

B (PEEE CMCA MRS  (FE#3) CMCA izE & H
MIEY « (hE#3) CMCA SR HMIE) . (FE#3) CMCA k%5 E BATE)
FHORVEME . USR] R 0 I DL R AT O B JEE 5

The document includes the Certification Practice Statement of CMCA,
Operations Management Specification of CMCA, Authentication Management
Specification of CMCA, Service Management Specification of CMCA, the
relevant laws, policies, system introduction and the relevant management

system, etc.
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5.4 #Hit HE# 2R Audit log procedures

5.4.1idFEHFRIAR Types of event records

CMCAIL 3 H A5 BB EAR T BN KA.
1. CAEYIEm A I E R, SR, &0, WE. IR

2. RARGRICFKMIERIT S0 E R,

3. UEPAEM AR S ERE, SRR RS IR HER . IET R
LHAE

4. NHRGHE KGR IR, BFFNHRGH BT 4Er H &
RO BILTR . RAEL LR

5. NG5 ST

R HEE B AFRRNE FPAT . s SR S . HERESE.
Log information logged by CMCA includes, but is not limited to, the following
types:

1. Management event within CA key life cycle, including Key generation,
backup, storage, recovery, archival and destruction;

2. Certificate subscriber identity information recorded by the RA system;

3. Actions in the certificate life cycle , including Certificate application,
approval, renewal and revocation;

4. Application system logs and system change records, including log files
generated by daily operation of application systems, system fault processing
records, system change records , etc;

5. Personnel access control records;

The above log information includes record time, serial number, recorded

entity identity, log type, etc.

5.4.2 432 HERIEHA Frequency of processing log

CMCA Xf E4c 1 S8 H A s Pl B BRI g 8 20 3 R H A th Budle /%
RA7, JFRERIET IR &G, BT IkEwt: 4 RHOEHdERRE3)
TRAFAE % 0y et b CE ARE R H e ]IS DR A7 o 5 2R H SR AT — I
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it

CMCA the first class log in the above article is collected and managed by the

key administrator; the 2 and 3 kinds of logs are saved by the database, and the
incremental backup is carried out once a day, and the full backup is carried out
once a week; the 4 kinds of logs are automatically saved on the backup device
every day, and paper records are archived on a monthly basis. Class 5 logs

are audited quarterly.

5.4.3 it B E 8 R EF HI PR Retention period for audit

log

i E 25 CMCA TEEHRFE R E B ILRE L =2, BLAREb A,
CMCA shall preserve the review record in database for three months at least,

and keep in the archives off line for 5 years at least.

5.4.4 Fit HERIR$A Protection of audit log

FE 3 CMCA ST /™ % B 5 iR 12 )& 2, # Ok A T B3 CMCA L
HIN A A RERL X S A0 o IR EEESRAL T A I ERAPOIRAS, AR AR 1R 7 i)
I A ORI RS54 1
CMCA implements the strict visit control management to ensure only the
personnel with the authorization of CMCA could access these review record.
These records are in strict protection status, no visit, reading, amendment,

deletion and other operations are allowed.

5.4.5 it HE &3 #2F Back procedures of audit log

FIE 5 CMCA TRIUEFTA Y o 210 M o A 25 44 [ rh [ 72 3 CMCA %
AR ENRE 54T o ARYEIC IR BRI EER, SR AR AT 2 () &M a4 A,
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AL BER B A AR SR RO R 0

CMCA ensures all review records and review summary are conducted

according to the backup standard and procedure of CMCA. Based on the
record nature and requirement, various online and offline backup tools are
adopted with the real-time, daily, weekly, monthly, yearly, and other various

backup.
5.4.6 HitW&E &St Audit collection system

NHRER . P28 AR R G5 H < H 3248 i TR AE 215 B
Applications, networks, and operating systems will automatically generate

audit data and record information.

547% & M T 4 X F B9 & ¥ Processing to

event-causing subject

H [ 5) CMCA X a7 25 i R I Bk B GOl e diid %, RV vl 13
Rl N IB IS, JF OR B R BN NI S FE M IBOM, e DI el F 22201
IR DS 3BAZ F) VA ] A P 4 445 i

CMCA HRLLE =2 15X 3 B i) SR g AT 18 75
CMCA should take a detailed record of the attacks found in the review, ascend
the attackers within the law, and reserve the right to take appropriate
countermeasures, such as: Cutting off the open service to attacker, submitting
the judicial department for treatment, and other measures.
CMCA has the right to decide whether to notify the entity that caused the

event.

5.4.8 iE 55147 E{d Vulnerability assessments

CMCA BT — R AL, AT
v VR AT T N AN Sy, T BE R BRI TT I L R R
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S A RN A A A 5 K el 5 PR A
2. VPAEXEEEP AT REVE R AR, RIS 25 REAE S B e e B R

BB AT
3. Pl CA XA e I KRB BUR . 18R B R RS BRI Ah
ZHE 7R

CMCA conducts an annual risk assessment as follows:

1) Identify foreseeable internal and external threats that may lead to
unauthorized access, disclosure , misuse , change or destruction of
any certificate data or certificate management process ;

2) Assess the likelihood and potential harm of these threats, taking into
account the sensitivity of certificate data and the certificate
management process; and

3) Assess the adequacy of the policies, procedures, information systems,
technologies, and other arrangements taken by the CA to address
these threats.

MPEH B R R RGNS, P ER3) CMCA KM RS HA K,
BRHEIHEE A, Z2EH L, RGHEIEE RS, BEEE LN ARG LT
flisfy, SERGEATAH N POMEgETEAS, AR, JFAE 96 /NI XS RSN
SSPEHEAT B
For the system vulnerability found in the review process, the relevant key
personnel of CMCA, including audit administrator, safety administrator, system
super administrator or the employed professional system safety evaluation unit,
jointly conduct the corresponding vulnerability evaluation, issue the evaluation
report, and repair the system vulnerability within 96 hours.

T AR PRI B 24, B e, N @i, 2L
BEAT AH LR AL BRI o
The problems in physical security, system security and personnel security

found in the review process should be handled and solved accordingly.
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5.5 1857344 Records archival

5.5.1 13412 R AR Types of records archived

FE S CMCA Xt CA HIHE % 2 4714, T8l 8] 1 7 B # 5) CMCA
HATHRE, RSN A EF2 5 CMCA RATHIET A CRL. # & ¥ ic 3¢
IEHHAIFHE AR (RS G R/AF, A RPN TTAE SR A &
ZSEDI
CMCA would regularly file the CA database, and the internal time is voluntarily
decided by CMCA, and the filing content includes the certificate and CRL
released by CMCA, review data record, certificate application approval data,
etc. (The signature private key is saved by the entity, and the responsibility

related to the private key is undertaken by the entity).

5.5.2)3 ¥4 12 F B & 77 H fR Retention period for

archived records

HE 25 CMCA RifR B T 5E-151E K & I UEA RIS, BLA AR
Fo R, AT 2O RAEFTE P R R B0 HAFE.

CMCA shall retain all documents relating to the certificate request and its
verification, as well as all certificates and their revocation, at least 5 years after

the expiry of any certificate based on the document.

5.5.3 )34 S BI4R3P Protection of archive

AN R B WL e iR ORI, QB i e i B, AP ASE 5 57 A
fiti, WHBEMEBRMRIE, WA XS BE, AR TRBR 5 E

RAA G AU AR N %Ry € 1 2 2207 A Re I el

FE 5 CMCA {RIAH R AL S i B A B A By, BIARR L . HR AN
1677 BIRBIA o
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FE M5 CMCA B4 2 I uEAA A (5 B e 8 1k

The filing contents have both the physical security measures and password

technology guarantee.

Only the working personnel with authorization could access them in the
specific safety method.

Relevant archives should be protected from threat of adverse environment,
such as destruction of temperature, humidity, and magnetic forces by CMCA.

CMCA would verify the integrity of filing information every year.

5.5.4 VA LRI 43 Backup of archived records

P AR SO B 2 B 1 IR AR E 323 CMCA I 1 Bk, IEKGAE
FHORAT A A

AR R B B B IR B T 3, AN R AE R .

HAERBE TAEN B A GAE I B BB O, RS S HEAT B U AR

HE %3 CMCA 7£ 22 L] LR IESE IEXAS 58 S & #AT MBS . 1B 5%
SE (S
All filing document databases are stored in the main storage library of CMCA,
besides their backups would be kept in another place.
The filing database has no information interaction with the outside world in the
method of physical separation or logic separation.
Only the authorized personnel could read the file under the supervision
condition.
CMCA ensures no deletion, amendment and other operations to its files and

backup are allowed in safety mechanism.

5.5.5 10 AT EEER Requirements for time-stamping

of records

P 1745 A BRI TE) s i
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All archived content should be identified with time.
5.5.6 JA$4WrEE &4 Archives collection system

HEF#3) CMCA F RS RIS R S8 N TERAEA EH SR PR 73 2
Document collection system in CMCA consists of manual operation and

automatic operation.

5573 B MKW 5 B /Y 2 IF Procedures for

obtaining and inspecting archived information

PRI N0 ok DR B A B A w95 DL, I B 1 B ORAS SR A5 JE B HERR
T EXTIX AN DUEAT L . CMCA RHE S IR RS S s B
Two copies of the archived data are kept separately and are compared to
ensure the accuracy of the archival information. CMCA verifies the integrity of

the archived information each year.

5.6 B FINERR B F$H EH Key replacement

5.6.1 H{HEEH#2{E Key replacement operation

FEAE R ILLRT, CMCA 4% HEAIE 5 SR AL E RHAR B BH HEAT B e, AR AR
HrUET o FEREAT BB A BN, g 1 CMCA KT HHE B IRINE. CA &
BHEE B ARG LT R

1. 76 CA il PiA i FIASE sRATIE IR R BT I R AE T, HfR7E CA HIiE
AR BrE N Akt A5 23

2. fEFIEB RO T HOEB e RuEBRHN, k8 CA FHEK
CRL, H2&5—ik FEOE+Hid .

3. AERNAEE CA BHIXTHE, R R .

4. RIS RATHH] CA ETh.
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5. MREEANT S AR 2 A IR, ANHIEERET .

Prior to the expiration of certificate, CMCA will replace the root key

in accordance with the provisions of CP, and generate a new
certificate. When generating the new key, specifications of CMCA key
management will be followed strictly. CA key changeover must comply
with the following principles:.
1. The new subordinate certificates can’ t be issued before the end of the life
cycle of subordinate certificate, which ensures that all subordinate certificates
are all expired as the CA certificates expired.
2. From the end of the issue of a new subordinate certificate to the expiration
of the certificate, CA continues to sign CRLs with the original private key until
the last subordinate certificate expires.
3. CA key generation and management must strictly follow the key
regulations.
4. Release the new CA certificate timely.
5. Ensure the entire transition process safely, smoothly and no vacuum of

trust.

5.6.2 %t E & E{EE I Key replacement operation

management

CMCA AL ™ 5 51 B8 (R PR

1\ YV B DR AT IR A T it SR 2R T M e R R A
2. THEELEA SRR TIER. FMB, B S =T WU WA,
3. BT PR R AT 30 KRB FIAHKTT .

CMCA establish strict key turnover management requirements:

1. The key administrator shall submit key replacement approval in advance, and
operation is granted with consent by the policy committee;

2. The key-replacement process will be recorded and recorded in full and

witnessed by a third-party audit institution;
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3. Key replacement will be notified 30 days in advance.

5.7 i & 5 Rk # %% & Damage and Disaster Recovery
(DR)

CA RGN RAMEWE, TR NRIEER A RE OKR. K. RS H R
KE, BT KR RIS A RBIR U NN KRR MR
BEFIRAE IR D B S5 G T2 30 CA W RHER I, REfS IR CA IE A
JEERE
The Disaster Recovery (DR) of CA system refers to the key and customer data
which could recover CA when the disaster (flood, wind disaster, earthquake
and other natural disasters, or electricity interruption, fire hazard, explosion
and other structural damage, and human error, network hacker attack, virus
and other operation problems) or war and other attacks happen and CA is
completely damaged.

T I 7E S b ST HE 28 3 Oy T LS A HE MR R, 9 HE 2% 40 R O AF T T 45
HIFRAIAN S P 8l . A2 5 CMCA € W14 R Ge 4% 10 Ik 55w b A B i id 7k 3¢
I0A] oA 2% A2 B 1) S 25 O A% Pt
The DR could be achieved by setting up a disaster backup center at another
place, and the disaster backup center stores the backup private key and
customer data. CMCA regularly backups the data of the system backup server
by sending it to the disaster backup center in another place through network
transmission.

BN (PKD KA sofEvE RS, T E 23 CMCA Gk EizE
MIRE S . AT — b, CMCA MAE 2 /N N X T35S 3F, CMCA £
24 /NI IR 0T RAEPE AT, AE 32388 M H I O HE SR AN AT S
MANREIE R IZE I, CMCA KAE 48 /NI, ) FH £ 4 Bt A o5 72 250805 &6 o
ORE BT AERS
When the public key infrastructure (PKI) catastrophic failure, CMCA has the
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ability to resume operations. CMCA will solve the general failure within 2 hours;
for emergencies, CMCA within 24 hours; for catastrophic events, in the event
of a disaster or force majeure accident at the main operation site and cannot
operate normally, CMCA will restore electronic authentication services in the
data backup center using backup data and equipment within 48 hours.

CA N AT S A N -4 7 5 e 1
The CA should have event response plans and disaster recovery plans.

CA N g i) Mb 55 JE SR R MK BREF, HITAER A R 22 E Bl 5%
R IS 388 0 O B ORI LR R P R BE R AT Bl AR T
CA shall prepare business continuity and disaster recovery procedures to
inform and reasonably protect application software suppliers, subscribers and
dependencies in case of disaster, security damage or business failure.

CA N B IT 5 Hlk 5 G2 v+, (H AR K A CA B H THIm 2 fit
FONV S5 2t R A 22 4 it
CA do not need to publicly disclose their business continuity plans, but should
provide their business continuity plans and security plans to CA auditors as
required.

CA NAFFEX X LR FPBEAT G, A AN .
These procedures shall be tested, reviewed and updated annually.

WSS IESNETH R 0L B a0 N2

1. Bt RIe st

RXEEF
[EIPESUW:
R REFP
THRI A 44 Rl
UNIGIESGSE: SN
MANHITHE
PRI ] H A%(RTO)
5E IR AR T )

© ® N o 0o bk~ 0N
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The business continuity plan must include the following:
1. Conditions for starting a plan
emergency procedure
Retreat process
Recovery program
Planned maintenance Plan
Cognitive and educational requirements
Personal responsibility

Recovery time target (RTO)

© ® N o o bk~ N

Regular test of the strain plan

RN
o

. CA plan to maintain or resume CA operations in a timely manner
after critical business processes are interrupted or failed
11. Procedures to protect their facilities as far as possible during the

period following the disaster and before restoring a safe
environment in the original base or remote location.

FAMEVR I ) B A TAF (45

il € AR TR 5

By 1%y AN AF A 5

Bl B A T

JE B R 5

AV I 75 I 1) PP A

Specific disaster recovery efforts include:

® Development of disaster recovery plans;
® Backup and storage of data;

® Auxiliary equipment preparation;
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® Start up the disaster recovery plan;

® Time assessment for disaster recovery.

AV R TRl S i«

1. FrAR BSR4 18 DL R 2 4 P 5L BOR LR 1325

2. MRIEIRAERINET, 7 B4 IR 5 R 2 A B LS AL

3. W HREMMEE B A A im0 dkse, H3EdE, InEIET A CRL
AT RS, —EHREHANELTIKE T HS, 24T IABUR
HALER T AU E T AT AH E #23) CMCA R 4eH) H kg5 ik 2
E# 3 CMCA %k .

Disaster Recovery Plan implementation:

1) All passwords are changed by the head of the security department and the
relevant security administrator, policy approval department.

2) Depending on the nature of the disaster, some or all of the certificates
need to be revoked or re-certified later.

3) Where the directory cannot be used or the directory is suspected of being
impure, directory data, encryption certificates and CRL need to be restored.
Once the directory administrator recovers the directory from the backup,
the security department and the policy approval department, the
authorized operation department can restore the CMCA data from the

directory server of the CMCA system.

5.71 F & Fn 11 F & ¥ 32 [F¥ Processing procedure of

accident and damage

FHHO5 3 A ERURE N -

1. DRAEBUA FXS AMR LI T A e REG IE H IR BUIR ST, JF HAT X B30T
BERSE,

2. PR CA NP R 55 #B B A& AR I A%

3. WBLMBERS, B PURRIEF XHAMEHAR SN A bR, idsibEI, X T
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4. PRSNGSR, iz KON EAREE .

The process is as follows:

1)

2)
3)

Ensure all equipment provided outsides could normally provide service,
and set the emergency plan aiming at each link.

All CA application services own basic monitoring.

When the fault occurs, record the fault site as soon as possible aiming at
normally providing service outsides. For the fault with large influence area,
in case the problems couldn't be solved rapidly within 5 minutes after the
problems are found, the emergency plan shall be started.

For the fault which severely influences the public service, promptly report

to the competent leader.

5723t H #FIE . B4 Fn/5 & #E 8 # EF Damage of

computing resource, software and/or data

TR G AN A 52 PRI, AT P3R4
1. KEHEL. CA RGM &M EHHIF FL&:

2. NFSIREESS, EHEATINE;

3. RMRFEBERSG.

When the computing resource, software and/or data is damaged, the following

operations shall be conducted:

1. Recover the environment, CA system and backup data, and on line;
2. Conduct the certification again to recover the certificate for the
customer;

3. Start the original system as early as possible.
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5732k FA 8 i ¥ 4 I 2 ¥ Damage treatment

procedure of entity private key

T SARIE BRI E, T E#s) CMCA A Ui T AP E SR AR

1) A% RISARIE BRI ER, N RS A AT, S RI;
7] 7 K # 5l CMCA BAH LRI M ATLAA) FROIE 5 i 55 W ki 4 HLAIE 45, B
LRI G B 7 ACE R [E 323 CMCA B LR i
HHAEY . T E#z) CMCA #% 4.9 7R AEH MEHE S

2) L E M5 CMCA Bl ML A BLIE 1T 7 B S AR AL B 52 2140
iKf, HHEF25) CMCA BIEMALRPRE LT R AR IE S, JFEANEAS T,
VTP 2B B L AL B P A 5 CMCA 12 4.9 9 R AT IE S i 4

=
E;m\o

3) Y EFEF) CMCA 1) CAWE HHIIFAHII R, S EF#3) CMCA ¥437
B4 CAEF I SN I8 I )38 A3 A2 38 KK A 7 » 2R A2 T i) CA
YR AT CAIEF .

For the damage of entity certificate private key, CMCA has the following

treatment requirements and procedures:

1)

3)

When finding the entity certificate private key is damaged, the customer
shall immediately stop using the private key, and immediately visit the
certificate services website of CMCA or the corresponding RA to revoke its
certificates, or immediately notify CMCA or the RA to revoke his certificate
by phone and e-mail. CMCA releases the revocation information of
certificate according to 4.9.

When finding the entity certificate private key of certificate subscriber is
damaged, CMCA or RA would immediately revoke the certificate, and
notify the certificate subscriber, then the subscriber shall immediately stop
using his private key. CMCA releases the revocation information of
certificate according to 4.9.

When the private key of CA certificate of CMCA is damaged, CMCA would
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immediately revoke such CA certificate and promptly notify the relying
party by wide approaches, then generate new CA key pair and sign new

CA certificate.

5.7.4 R ¥ f5 B9 A %5 ¥ 4 14 8 /7 Business continuity

ability after disaster

FAMER A5 T E 5 CMCA SLRIM A R 4t a7 a4 VR R RGeS
i, RGEZIFRE P IRBURS, RERS RS
After the disaster happens, CMCA immediately recovers the system and data
from the backup system or off-site backup center, then the system is online

and provides the service for the customer to keep the business continuity.

5.8 B FINEAR S HL A EM ALY 548 1E CA or RA

termination

5.8.1 CA £k 1F 7 & Termination reason of CA

CA 2 1Bk 55 1 S5 BRI RT LA) 9 B 32 451 S BRI A 35 BH 2 40 L A
The service termination reason of CA could be divided into key damage reason

and non-key damage reason.
5.8.2 #21F &% Termination notice

A EF2E) CMCA TR Z& LA, S IEaE RS HEEE)
CMCA =3 fiAIE-FIT 7 B HE R, FFAEZIEIRSS 75+ H ATy E 55 e fs Bl
FEERI TR A, TR B IR E D SR AT R A
In event CMCA intends to terminate its operations, it shall notify the

acceptance point and certificate subscribers authorized by CMCA in writing 90
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days prior to termination of operations, and shall report to the State Council’s

information industry department 60 days in advance. All procedures are in

compliance with related laws and regulations.

5.8.3 £&1EY344 Termination filing

25 CMCA 2% R IR IR SR 2 HE A S AMIE S R A A A

CMCA would arrange the storage of file and certificate according to the

relevant law regulations.

5.8.4 22 1} Termination measures

£ CA il Mifa], SR LA T & Bt 2% 1kl 55 -

HLE CA 4 b,
A CA I SEAA
L NERS S
UEF5 S

AL BRAFAS SCAFIE %

S IEVE O B IR S5 5
A H R RS54
PIENER
EH P E ) CMCA A48 B i M [H 45 CMCA %4 5 ;
Kb RN

A BT Ak BRSO RS
H kR CA FALEEL.

During the termination period of CA, the following measures are adopted to

terminate the business:

Draw up the CA termination statement;
Notify the entity related to CA;

Close the secondary LDAP server;
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Certificate cancellation;

Handle the filing document record;
Stop the service of certification center;
File the main LDAP server;

Close the main LDAP server;

Manage the system administrator and safety administrator of

CMCA;

Handle the encryption key;
B Handle and store the sensitive documents;

B Eliminate the host hardware of CA.
5.8.5RA BJ£& 1 Termination of RA

ST

Not involved.
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6. AIE &R 4 B R & £ 17 #l Technical safety

control of certification system

6.1 BEAN RIS AL % Generation and installation of
key pair

H T3P 2 U )R8, B LAZE CP&CPS il T AN (IALE ,
TREPIRT B I8, 2205 B IR PR e BV A ] Ak
Since the key pair is the key of security mechanism, so the corresponding
regulations are formulated in CP&CPS to ensure that the generation, convey,

installation of key pair own the confidentiality, integrity and non-repudiation.

6.1.1 B4AXTEY4E B Generation of CA key pair

CA AL ATE 2 4 B IR S b, B 2 AN RIS N ATE IR 5K A0 )
ARV AT BB A B AR . IR R, BE AR S AR R S I A
FIPS140-2 bt AN E . BT FIPS140-2 ARt I AF 2 B 5 35465 18 85 1A
FFISCREIIRRAE, 500 T 2500 7= 5o A% (A BE0R, R FIPS140-2 Arifk
NSHHAT, RAEEFEDERECRVT T arsE FREREEH, HESRg&
T PRI TR o T G S B A 1 A R R R o [ R A A T S L A
il

CA EEHFINT 1 A2 il 72 75 5 A8 5 bl — 44 A 4% 1A o T T D0 3IE DA Af £R L33 0
CP&CPS DL it 53 B EER o B B0 AR st AR AR AR 38 R 1 S R A

VTP A T P B IR GG A Bl L e A A B B AR L AR R, R
3 CMCA X551 5T # BB EH R R A P= B %, R El#%3) CMCA 4E 4
5B RIS B UES, JERTELT P 7 ZE SR AR L A AR SRR N R BT P AR
B

The key pairs of CAs are generated within the cryptographic devices approved
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and licensed by OSCCA, in a physically secure environment and under the
control of multiple trusted persons. The generation, management, storage,
backup and recovery of the key pair shall comply with the relevant regulations
of FIPS140-2. Since FIPS140-2 is not a standard approved and accepted by
OSCCA and OSCCA implements a strict management of state’s cryptographic
products, CMCA only applies part of the provisions of FIPS140-2 under the
permission of OSCCA. Specifically, the product manual of the device is for
your reference. Hardware Security Module used for key generation must be
evaluated and certified by OSCCA. The generation of the CA key pairs shall be
video recorded or witnessed by a qualified auditor to ensure the generation
process complies with the requirements of this CP&CPS and follow the
separation of roles principle. The procedures and operations related to key pair
generation shall be recorded and archived.

The subscriber key pair is generated by the built-in key generation mechanism
of the subscriber's own server or other devices. CMCA has the obligation to
guide the subscriber to produce the key according to the correct process.
CMCA refuses the weak key application for digital certificate, and can provide
the corresponding technical support personnel to help the subscriber generate

the correct key.

6.1.2 FAFAEIX4/1T P Public key transfer

MBI P EATER, ARERIUEIBELT .
The private key is generated by the subscriber itself, and it is not necessary to

pass the private key to the subscriber.

6.1.3 N AEIEAIEBZ 4 ¥4 Public key transmission
of CA

IEFIT T AHILL PKCS #10 # R AUETH R4 CA, Nl 24 Al SE/ 7
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A HEAT AR5

The certificate subscriber's public key submits the certificate request to CA in

PKCs # 10 format, which should be transmitted in a safe and reliable way.

6.1.4 CMCA BE-FI\IERR S HLHAATARE LTS CMCA
e-certification service agency public key is

transmitted to the relying party

HE 25 CMCA KR AP E1E T E 25 CMCA FRIEF . 1E151T 7 AT A
M EF25) CMCA )Mk F T % [E#% 5) CMCA HRIEH .
Root public key of CMCA is contained in root certificate of CMCA. Certificate
subscribers can download the CMCA root certificate from the website of

CMCA.

6.1.5 B$ARYICE Length of key

CMCA Fr & R BILT P IETS, SCRFA RSA 4R 2048 Al bl I (A sE bt
8 BERR) o MR EZIERNEI . BUM EE B X 3 P A A R YE AT 25K,
CMCA i = 58 2B M

The certificate issued by CMCA, the size of RSA key is 2048 bits or
above(evenly divisible by 8). CMCA will conform to the specifications and

requirements of key size from state’s laws and regulations,government, etc.

6.1.6 2 5 ¥ AY &£ Bk 1 [k & #& & Generation and
quality check of public key

NPSHHE ZENE R R R) . HEES) CMCA MU AHEHER R45C
FEREAF ™ A

The public key parameter is generated by the hardware which is permitted by
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State Cryptography Administration and supported by digital certificate issuing
system of CMCA.

CMCA 7R WX 48 s g8 I 222 SR FL 0 R AT ] s ) 2 6 0 1) RO AR L B ok
RN S TR AT GIEBINE R G &S S S 2 AR E) BAK
HABAR SRR AIPRHEER, A 2B B A IS E A S br e, XEEIRE A E
HIPM . SRS B B W 1) 2 5 R
When purchasing these devices, CMCA requires that they must have the
corresponding qualification of the national cryptography authority, and comply
with the "technical specification for password and related security of certificate
authentication system" issued by the national cryptography authority, as well
as other relevant specifications and standards, such as the quality inspection
standard for generated public key parameters, the built-in protocols of these

devices The algorithm has reached enough security level requirements.

6.1.7 Z4H{EFH BHY Purpose of key use

CMCA (IR HIXH T2 A AR IE -
B YR CA HEAKMMR CA HEAIES:;
B g CAUET;
TR RIE T (40 OCSP Wi MAGHIEIE) .
The root key of CMCA is only used to issue the following certificates:
B The root CA self-signed certificate issued by the root CA itself;
B Intermediate CA certificate;
B Certificates for infrastructure purposes (e.g. OCSP Response verification

Certificates).

WA TR E 2 MRST, BlnE A, 5 SInE Mg . A T
PEANGE S 5 B

The subscriber's key is used to enhance security services, such as identity
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authentication, information encryption and decryption, non-repudiation, and

information integrity.

6.2 FATHRIP BB EIR T2 1= H Private key protection

and cryptographic module engineering controls

6.2.1 BB EREEREFNIEH Cryptographic module

standards and controls

CMCA Jit FI i) B8 A B 8 2 22 [ X 35 A B Rl mT (R 77 i, #56 (GMIT
0028-2014 #AMH 2z A HARER) , Zbrik 5 FIPS 140-2 3155 . CA &
SRV IBIRAT & FIPS 140-2 28 =00 BIHEORER, 1T 7 1] S B AT &
FIPS 140-2 %5 — 2 IR EK .

Cryptographic modules used by CMCA are approved and licensed by OSCCA
and comply with < GM/T 0028-2014 Security Requirements for Cryptographic
Modules>, a standard equivalent to FIPS 140-2. The cryptographic module of
the CA system meets the FIPS 140-2 Level 3 technical requirements, and the
cryptographic modules of the subscribers conform to the FIPS 140-2 level 2

technical requirements.
6.2.2 FA$A 2 A=l Private key multi-person control

CMCA RHIHIA R 8. . & AR S5 45 R T 2 AJEHIHLH]
HRH T =77 3, B RPIRE BEAUR > 8e2) 5 s PlE s irh, 2/
= NEGIFER GRS, BAEE R RIF A PIN 65, 4 e AT 184 .
Generation, update, revocation, backup and recovery operations, etc. of
CMCA private key adopt multi-person control mechanisms. Namely, the
mechanism is three out of five, means the key management authority is
distributed to five key administrators, the operation of private key is performed

in the presence and permission of no less than three employees via inserting
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cards of administrators and inputting their PIN code.

6.2.3 FAfAFEE Private key trusteeship

X CA FA8H,CMCA LA 55 .

For CA private key, CMCA has no managed service.

6.2.4 FA$A & 12 Private key backup

CA HIALEH H I ZE LA, X RAEH B A 5 22 NARAE AR FETH 2 fips level2
LARETORPINERT %, AR Z TN GER, JHREARF DL
R AR
The private key of CA is generated by the encryptor machine, and backup of
the encryption machine requires multiple people to operate, It is stored on
encryption hardware devices that meet FIPS level 2 security requirements,
controlled by authorized security administrators, and stored in a safe in the
shielded machine room.

W BRI AT PP, @UGT 7 BAT &0, JER &t BRETR A 11 4 s
A7 B ORGP, By LB AR IR B 2 it -

The private key of the subscriber is generated by the subscriber. It is
suggested that the subscriber backup the private key by himself, and protect
the backup private key by password or other access control mechanism to

prevent unauthorized modification or disclosure.

6.2.5 FA%AY3#4 Private key archival

24 CMCA [f] CA FHM B, XS 2 AN I AR R A7 520 10 4. I RS
] CA B X R AE(EA CP&CPS 6.2.1 Frik flfifi {25 s, I H CMCA (1
FEHE R AR AR T IAR S 1) CA EHNASHEA TARgH. 4
JFAY CA B XA BARMRAF AR 2 f5, CMCA R4zl A CPS6.2.10 ATk i 77
TEIEAT 2 A th A B
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When the CA key pairs of CMCA expire, these key pairs will be archived for at
least 10 years. The archived CA key pair is stored in the hardware password
module described in CP&CPS 6.2.1. The key management strategy and
process of CMCA ensure that the archived CA key pair will not be used in the
production system. When the backup CA key pair reaches the archive
retention period, CMCA will be destroyed safely in accordance with the method
described in CP&CPS 6.2.10.

CMCA ANXF T FEF AL #EAT A o
CMCA does not archive the private key of the subscriber certificate.

6.2.6 TAASN . SHEHEEIELR Private key transfer into

or from a cryptographic module

CMCA 3L s HLAE al CA S BR, 75 2245 0y Bk CA RARHI, An#E LA 3
AR 3 SO 00 2 N3z
CMCA generates CA key pairs through an encryption machine. When it is
necessary to backup or migrate the CA private key, the private key exported
from the encryption machine is in ciphertext form and controlled by multiple
people.

CMCA AFRAELT 7 AL A S R b o 3 HY B D0, AN Fe PRt .
X TAFTEAE AT B A RS AL B, an SRAT P IS0 H B AT AR AR G XUK:, 3T
AHFERFEF AT, BRAF R ZR A E RSSO 1R 472 i 5 e
CMCA does not provide the export of subscriber’s private key from hardware
cryptographic module and allow this operation. As for the private key stored in
software cryptographic module, and if subscriber is willing to bear the relevant
risks, subscriber can choose the way of import and export with access control

such as password, etc.
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6.2.7FA{H FE B WS E R 10 77 fiF Private key storage on

cryptographic module

ANEH CA S ST 7 N A7 TR S e [ 5 5 5 B 117 i 5 A R A o
Blo
The private key is encrypted and stored in the hardware encryption module
which has passed the product authentication of the national password
management department.

CA REERTTA 5 FIPS140-2 Level 3 224 MUAKAH 24 1) 35 A AFiHe
The CA system adopts a password module that meets the security
specifications equivalent to FIPS140-2 Level 3 security specification.

TP I FAVH AR ERT & 1 B FERE 1) USB Key A7 it sl AHIEFH,
PTG 7E USB Key W7 BOFAD], #FLUR SCHIE ARAE o 0 T4 B A 2 A
AR AL, B AR B A A R P A AN, 3T P AT DL IR A %
ORI AR I AR

Subscriber's private key is stored in the USB key medium or file certificate
meeting the regulations of OSCCA. All the private keys stored in the USB key
are stored in the form of cipher text. For the private key generated by software
cryptographic modules is preferably stored and used in hardware
cryptographic modules. Subscriber can also wuse specific software

cryptographic modules with security measures.

6.2.8 B7EFA$H Private key activation

CA RAHAF TBAE REA T p B e, I HLOHOS ol #2256 6. 2. 2 79548 F hn 85 ik
I E B ARSI, B O FABIRCRR (0 B A A H] USBKey B3x, 8 8h % H]
EHREFE, HHATHOERPIREAE, SE=AEHE R LR R,

The CA private key is stored in the hardware password module, and its

activation data is implemented using the administrator privileges of the
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encryption device according to Section 6.2.2. Administrators with the
authorization to activate the private key log in using USBKey, start the key
management program, and perform the operation of activating the private key.

Three or more managers are required to be present at the same time.

6.2.9 MR FASA BT RS Private key deactivation

X RSsAIET, BIRSSAERF R M. RS BCR St W i e FA R E N R
HIRES .

For the server certificate, the private key immediately enters in the
non-activation status after service procedure is closed; the system is cancelled
or the system is powered off.

XF P EF 5 CMCA LM iz 8 55 4B ST, 2 CA 2 RA
RSt I BUR 8 (logout) B 5 A7 R B 1 1n) 25 A AR E & tH 9K M (close)
184, BUFIBCRAE BB AR W He, AL IE N AR IRAS
For the private key of operation server certificate of CMCA and its RA, when
CA or RA system sends the logout instruction to the cryptographic module or
the password management software sends the close instruction to the
cryptographic module, or the cryptographic module which is used to store the
private key is powered off, the private key enters in the non-activation state.

T EF S CMCA FAHH, 24 CA RIS HH L H & H (logout) B
P B A 1) B A R R O ] (close) 64, AT JHORL B AR A2 S ol A e By
B, ABIHEANARBOE RS
For the private key to CMCA, when CA system sends out logout to
cryptographic module, or the password management software sends out the
close command to cryptographic module, or the hardware cryptographic
module storing private key loses power, the private key will enter in the

inactivated state.
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6.2.10 $HE2ZFA$A Private key destruction

& CA R A dn B W4 R ), T EFE 3N CMCA ¥ CA R4k L RAFAE — N
e A B A AR, JFREAT AR, AR CA A& M 5. FA
CATHAF AR K e, FaEZ A ENRSE5IEL N 2245 CA
AP BOR A Of CA RAFI BB S i BT eI BR . AN B AR TR AR AE B
After the CA private key life cycle ends, CMCA shall continue keeping the CA
private key in a backup hardware cryptographic module, and conduct the
archival. Other CA private key backup is safely destroyed. After the filing
deadline of archiving CA private key ends, the private key shall be destroyed
when many trusted persons participate in. CA private key shall be completely
destroyed from the hardware cryptographic module without any residual

information.

6.2.11 ZEER A ISR Evaluation of cryptographic

module

CMCA s F [ S 1% 28 A 14 8 LA A 0 B B 32 Rl B ey
TN B, AT brE . FVE . PGS RFE R REK,
CMCA uses the high-speed host encryption equipment with independent
intellectual property rights identified and approved by the national encryption
authority, and accepts various standards, specifications, evaluation results and

other requirements issued by CMCA.

6.3 BN EEWHMSE Other aspects of key pair

management

6.3.1 A4V

25 CMCA Xt A 19 2~ PHEEAT IR AR 2
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CMCA archives all public keys.

6.3.2iF B HEEH M EH X F A B Certificate

operational periods and key pair usage periods

CMCA 2~ BHAAL B A HI IR A1 0 AW AR %, (HIFA B 2R — 2.
UEFAE R E IR

The usage period of public key and private key is related to the validity
period of certificate, but they are not completely consistent.
, The setting period of certificate is as follows:

® RIEFA RN MKy 25
g% CAIEHA RO KN 20 4F
M IEBA RN AR 397 K
The root certificate should be valid for a maximum of 25 years

The maximum validity period of subordinate CA certificate is 20 years

The validity period of user certificate shall not exceed 397 days.

6.4 BOERIE Activation Data

6.4.1 BUEHIER =4 Activation data generation

WoE BolE B 45 T E 2 30 CMCA SR 14« o eSS . T E®
CMCA $fimE— AR SFMN ) 14 o XL 14 b E 5 CMCA MRS AU 1
VERIVE RIS TS T T
Activation data includes password and encrypted data provided by CMCA.
CMCA provides the only unpredictable password. These passwords are only
given to subscriber by CMCA according to authorization and operation

permission.
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6.4.2 B EHIERIFRTP Activation data protection

T E 25 CMCA KEUINfR S ML &5 22 Fih o0y ORI BOE Kb, DLIE S RIZAL
i AR A B BOE BE A 2 PE 3 ey, Bos s < B3 8iUE
CMCA adopts multiple ways, including encryption and decryption mechanism
to protect activation data, to avoid unauthorized use. The unauthorized
customer attempts to reach the predicted purpose with the activation data
which shall be automatically locked. Mobile CMCA adopts encryption and
decryption mechanism to protect activation data to avoid unauthorized use.
When unauthorized customers attempt to use activation data to achieve the

intended purpose, the activation data will be automatically locked.

6.4.3 ByEHIER EH 4t 75 @ Other aspects of activation
data

° R BIER 155y Activation of data transmission

1+ CA LRI WA AIAE R IC %, Il H 4 RAFAE CMCA et &= X LS5,
ABEIEAT BT CMCA. ANFEIEARF IR TG L T 5 BT fehiy (I sk % R4
), HABIR SR EAE CMCA 22 BN SO P18 BN S 3L [A] B A 15 0t
Nt
Encryption devices and related IC cards with CA private key are usually stored
in the most secure computer room of CMCA and cannot be carried away from
CMCA. For example, in some special circumstances, the transmission process
needs to be supervised by CMCA security manager and key manager.

PRSI, Gl P g A% T OE AL I, /5 SR EUIN %5 55 OR 47

For certificate subscribers, when the password used to activate the private
key is transmitted over the network, encryption and other protection measures

should be taken to prevent loss.
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° BOEBIERI$E3 Destruction of activation data

CMCA 353 0 W& W ARtk I 75 SR 8158 CA FAP BOH0E Hdfs .

AR BOE BEE A T 2 i P B ATAH S 17 Raf rdth A\ Jeikidsd
VRARAE S AR T L% B 2 Pk R O
CMCA destroys the activation data of CA private key by initializing the device.
The activation data of the subscriber's private key shall be destroyed by the
subscriber when it is not needed. The subscriber shall ensure that the
activation data cannot be recovered directly or indirectly by others through

residual information or storage medium.

6.5 it E &= £iz#H] Computer Security Controls

6.5.1 E{F i HHl & £33 REK Computer security

technical requirements

CMCA HUiE- B2 K R G EHE SO AR % i [E CMCA R 40 3 i 4
¥, REHE CMCA RGEH AR, HE N AARERIFEAZET CMCA 2%,
H1E CMCA NIEF L RGHFEZHAR] FKAIPTKEEZ N, FR RGN L% 2%
4o
The data document and equipment of CMCA digital certificate issuing system
are maintained by CMCA system administrator. Without the authorization of
CMCA administrator, anyone can't operate and control CMCA system; Other
common customer has no system account and password. CMCA system is
deployed in the firewall of multi-level different manufacturers to ensure the
system network security.

HiE CMCA Hb RGN HYTHENIR A 17 a0l kBs . AR, RS
g VR $RAE RS A T SRR Ve i, Fe0ORIE 1o ENLR) 2 T 5
The computers in CMCA system shall adopt the preventive measures such as

firewall, intrusion detection, host service port restriction, operation system
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security patches, etc. to fully ensure the computer's safety and reliability.

TR — BRI IR N YED i B
There is a complete system for the storage and maintenance of the equipment:
1. LANTTTBA RSN R E , s RO . 3t AR R T

Special personnel shall be responsible for the collection and storage of
equipment, and the equipment collection, access to warehouse and scrap
registration shall be made.

2. XA BT, EREARIRYE .
Check, clean and maintain the equipment regularly.
3. fHilEEAYEIE IR, BT R IR R S R IR R I 2 R A& AT

Make equipment maintenance plan and establish a vulnerable spare parts
warehouse meeting the minimum requirements of normal operation.

4. XWEBATYER, DAGCRABIR R SEEEE . HEER 7%, 42
WA S SYEEH RGOS .
When repairing the equipment, the maintenance objects, causes of faults,
troubleshooting methods and main points must be recorded
5. WHRYHER, BAHIRE NS E
When the equipment is maintained, special personnel must be assigned to
supervise on the spot.
6. ME—HBRED.
Unique device password.
I HAE—/MEH CMCA REEH N G il F ME— 1 e iE 4, AN RECER
U7 1] BR A AT TARRA 5T 2R A e /LR, s A2 R ZNE
And every person using CMCA system must use a unique digital
certificate. The access limit of personnel configuration is the minimum
permission required to perform the work responsibilities, and meet the double
factor authentication.
CA XA BENS B3 BUIEFAUA B IK 7 5t 22 R 3 IE .
CA performs multi factor certification for all accounts that can directly lead

to certificate issuance.
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CHINA MOBILE CERTIFICATE AUTHORITY CMCA A ER{EAEUE IS

6.5.2 i EH L £iEH Computer security rating

HrE 53 CMCA 3 1 #5150 46 e 3 i [ 5 0 A 3 JRy A v 2 7 F) 3 i st
B o FMPE 2RI B FHL RGP T E S ST T Bk,
JE AR

The cryptographic equipment used by CMCA is the cryptographic
equipment manufactured through the approval of the State Cryptography
Administration. The network equipment involving security, host, system
software, etc. are the qualified products passing the inspection of the relevant

state department.

6.6 244 dp A HAIEH] System life cycle controls

6.6.1 REH % 1=#l System development controls

CMCA 1) 5 4t HH 745 1B 50MH 9% 22 b AT 2 AT 1 % 57 e DA IEE 5 (1) ]
SEFREITR, HIOTKISRREFT & CMCA RS PRI A& T E «
CMCA system is developed by a reliable developer which meets relevant
national security standards and has the qualification for cryptography
standards, and the developing process complies with all requirements of

CMCA system management.

6.6.2 ZL£ BRI H] Security management controls

CMCA CHilE 1 &M 4 5kmg V& HHIE 5imfEx, CA 88 RGMAT w2
i
CMCA has made various security policies, management systems and

procedures to carry out security management to CA operation system.
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CHINA MOBILE CERTIFICATE AUTHORITY CMCA A ER{EAEUE IS

6.6.3 4 4y A HAR R 2454 Life cycle security control

CMCA TAIE 2R 8 B AR A V£ HA T REEEVE I Tt dal, A a0 1 o0k, i
kA i JE IR 22 4R
Software and hardware of CMCA certification system have sustainable

upgrade plan such as arrangement of software and hardware lifetimes.

6.7 MEBHELITH] Network security controls

1 E 3 CMCA A B Kt LA AR U7 R 3= dI L B9, HBCE R ir 2%
BB VT ) o HasEE AR I T S G & PR IE R S8 M 2% 1) 22 42
CMCA is protected by firewall and other access control mechanisms, and its
configuration only accept the visit of authorized machine. Pass the intrusion
detection, vulnerability scanning and other mechanisms to ensure the system
network security.

CMCA )M 222 %75 & CA/I W #5181z (CA/Browser Forum) K AT Y
Network and Certificate System Security Requirements (NCSSR) HJEK,

The network controls adopted by CMCA conform to the Network and
Certificate System Security Requirements (NCSSR ) published by the
CA/Browser Forum.

RA 2 CMCA AU 72 T4 Ree #t A b E#%5) CMCA %5k 24t T E#
3l CMCA H %4545 " ER 3 CMCA IEBRA RGERZRARR. FTH BN
A LAAH EER 244 M, I HalE & i 5RE.

Only authorized employees of CMCA can enter the equipment or systems
including CMCA issuing system, CMCA registration system, CMCA LDAP
server, CMCA certificate issuing system. All authorized customers shall have

the legal safety token which shall pass the password verification.
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CHINA MOBILE CERTIFICATE AUTHORITY CMCA A ER{EAEUE LSS0

6.8 BJ|EB; Digital Time Stamp (DTS)

¥t a8k (DTS: Digital Time Stamp) &% A5 BB T4, FE
T SR 5 A2 25— I 18] B SO SEAFAE AN 58 2> SCARAE IR 8] _E a2 4R o
AIhE-
Digital Time Stamp (DTS) is the digital signature of time information, which is
mainly used to confirm certain document really exists at certain time and

confirm the logic relation function of many documents on the time.

7. iEH. EBRHIRMELIES RSN
CERTIFICATE, CRL, AND OCSP PROFILES

7.1 3E$P Certificate Profile

CMCA Z R IE 1754 X.509 V3 1iF-fitk . H4% i RFC5280 &, #F
4 CA/Browser [ FTIRAZR . IE T IREATES AR L TR,
All the certificates issued by CMCA conform to the format of X.509 V3
certificate. All of them are set according to rfc5280 and meet the requirements
of the current version of CA / Browser. The most basic fields and contents of
the certificate are shown in the table below.

CMCA GLOBAL TRUST ROOT CA

T3 BE

A V3

Feols 5 40 £ I FENLEL

ESE A ATS SHA256RSA

MR CN = CMCA GLOBAL TRUST ROOT CA
O = Aspire Technologies
C=CN
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I E B ECAF I

CHINA MOBILE CERTIFICATE AUTHORITY CMCA AER{SATAE ML 55 R
ARk 1R R A RO 4RI 5]
AR EH UE 5 SO R (8]
F WEF R34 DN, W, CSP7.1.4
~EA RSA (4096)
=N | Subject Type=CA
izkl}&ﬁﬂ Path Length Constraint=None
%"%ﬂ)ﬂ/f Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)

CMCA GLOBAL TRUST ROOT CA

Certificate Field value

domain

Edition V3

Serial number Random number containing 40 bits
Signature SHA256RSA

algorithm

Issuer CN = CMCA GLOBAL TRUST ROOT CA

O = Aspire Technologies
C=CN

Effective date

Certificate validity start time

Expiry date Certificate expiry date
Subject Subject DN of certificate, see csp7.1.4
Public key RSA (4096)

Basic Constraints

Subject Type=CA
Path Length Constraint=None

Key Usage Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)
CMCA DV SSL CA
UEF R BE
A V3
Feo5 1.5 40 fr I BENL 2L
G = R SHA256RSA
MR & CN = CMCA GLOBAL TRUST ROOT CA
O = Aspire Technologies
C=CN

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
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CHINA MOBILE CERTIFICATE AUTHORITY

CMCA S ERASAEIE-FL 55 I

ARk IR H UEFSA RO AR [A)
ERGIETINE UEH A RONZ AL 1]

T ETI 3 DN, W CSP7.1.4
YNE! RSA (4096)

-GN A N ERSS

[1]Authority Info Access
Access Method=IEBMAIIEMAZE (1.3.6.1.5.5.7.48.2)
Alternative Name:

URL=http://www.cmca.net/filessCMCA_GLOBAL_TRUST_ROOT_CA.cer
[2]Authority Info Access
Access Method=B(LIEFIRZSMY (1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://www.cmca.net/webtrust/status/ocsp

Subject Type=CA
%ZKBE%U Path Length Constraint=None
iEJFE TFHE [1]Certificate Policy:
Policy Identifier=Fra A &g
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.cmca.net/files/cps
CRL KA & ZEREST— URL, FTFIE CRL XX,
%!@H}Eﬁ/z Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)
CMCA DV SSL CA
Certificate Field value
domain
Edition V3
Serial number Random number containing 40 bits
Signature SHA256RSA
algorithm
Issuer CN = CMCA GLOBAL TRUST ROOT CA

O = Aspire Technologies
C=CN

Effective date

Certificate validity start time

Expiry date Certificate expiry date
Subject Subject DN of certificate, see csp7.1.4
Public key RSA (4096)

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b
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CHINA MOBILE CERTIFICATE AUTHORITY

CMCA S ERASAEIE-FL 55 I

Authority access

information

[1]Authority Info Access

Access Method=Certificate issuer (1.3.6.1.5.5.7.48.2)

Alternative Name:
URL=http://www.cmca.net/files/fCMCA_GLOBAL_TRUST_ROOT_CA.cer
[2]Authority Info Access

Access Method=Online Certificate Status Protocol (1.3.6.1.5.5.7.48.1)

Alternative Name:

URL=http://www.cmca.net/webtrust/status/ocsp

Basic Constraints

Subject Type=CA
Path Length Constraint=None

Certificate Policy

[1]Certificate Policy:
Policy Identifier=All award strategies
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.cmca.net/files/cps

CRL The publishing point contains a URL to get the CRL file.

Distributionpoint

Key Usage Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)

CMCA OV SSL CA

TS BE

A V3

Feols 5 40 £ I BENLEL

EE AN RS SHA256RSA

WU CN = CMCA GLOBAL TRUST ROOT CA
O = Aspire Technologies
C=CN

A ROk IR H UEFA RO AR 5]

A RHZIEH UE A RO Z5 1B ]

T WEHRY 3@ DN, . CSP7.1.4

YNGR RSA (4096)

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b
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CHINA MOBILE CERTIFICATE AUTHORITY

CMCA S ERASAEIE-FL 55 I

IV IR AR REE RS

[1]Authority Info Access
Access Method=IEBMANIEMAZ (1.3.6.1.5.5.7.48.2)
Alternative Name:

URL=http://www.cmca.net/files/fCMCA_GLOBAL_TRUST_ROOT_CA.cer
[2]Authority Info Access
Access Method=BAHIIEPRESIMN (1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://www.cmca.net/webtrust/status/ocsp

Subject Type=CA
%ZKBE%U Path Length Constraint=None
iEJFE %Eﬂ% [1]Certificate Policy:
Policy Identifier=Fra A 5%
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.cmca.net/files/cps
CRL BAf & ZEREET— URL, FTF3KS CRL M.
%!@H}Eﬁ/z Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)
CMCA OV SSL CA
Certificate Field value
domain
Edition V3
Serial number Random number containing 40 bits
Signature SHA256RSA
algorithm
Issuer CN = CMCA GLOBAL TRUST ROOT CA

O = Aspire Technologies
C=CN

Effective date

Certificate validity start time

Expiry date Certificate expiry date
Subject Subject DN of certificate, see csp7.1.4
Public key RSA (4096)

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b
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CHINA MOBILE CERTIFICATE AUTHORITY

CMCA S ERASAEIE-FL 55 I

Authority access

information

[1]Authority Info Access

Access Method=Certificate issuer (1.3.6.1.5.5.7.48.2)

Alternative Name:
URL=http://www.cmca.net/files/fCMCA_GLOBAL_TRUST_ROOT_CA.cer
[2]Authority Info Access

Access Method=Online Certificate Status Protocol (1.3.6.1.5.5.7.48.1)

Alternative Name:

URL=http://www.cmca.net/webtrust/status/ocsp

Basic Constraints

Subject Type=CA
Path Length Constraint=None

Certificate Policy

[1]Certificate Policy:
Policy Identifier=All award strategies
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.cmca.net/files/cps

CRL The publishing point contains a URL to get the CRL file.

Distributionpoint

Key Usage Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)

CMCA EV SSL CA

TS BE

A V3

Feols 5 40 £ I BENLEL

EE AN RS SHA256RSA

WU CN = CMCA GLOBAL TRUST ROOT CA
O = Aspire Technologies
C=CN

A ROk IR H UEFA RO AR 5]

A RHZIEH UE A RO Z5 1B ]

T WEHRY 3@ DN, . CSP7.1.4

YNGR RSA (4096)

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b
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CHINA MOBILE CERTIFICATE AUTHORITY

CMCA S ERASAEIE-FL 55 I

IV IR AR REE RS

[1]Authority Info Access

Access Method=IEBMANIEMAZ (1.3.6.1.5.5.7.48.2)

Alternative Name:
URL=http://www.cmca.net/files/lCMCA_GLOBAL_TRUST_ROOT_CA.cer
[2]Authority Info Access

Access Method=BXHIEFRRESMNY (1.3.6.1.5.5.7.48.1)

Alternative Name:

URL=http://www.cmca.net/webtrust/status/ocsp

Subject Type=CA
%ZKBE%U Path Length Constraint=None
iEJFE %Eﬂ% [1]Certificate Policy:
Policy Identifier=Fra A 5%
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.cmca.net/files/cps
CRL & Aii & ZEREST— URL, FTFIE CRL XX,
%!@H}Eﬁ/z Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)
CMCA EV SSL CA
Certificate Field value
domain
Edition V3
Serial number Random number containing 24 bits
Signature SHA256RSA
algorithm
Issuer CN = CMCA GLOBAL TRUST ROOT CA

O = Aspire Technologies
C=CN

Effective date

Certificate validity start time

Expiry date Certificate expiry date
Subject Subject DN of certificate, see csp7.1.4
Public key RSA (4096)

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b
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CHINA MOBILE CERTIFICATE AUTHORITY CMCA éf*'f—é ’f{ iiE :FE" ﬂ%%ﬂm\u

Authority access

information

[1]Authority Info Access
Access Method=Certificate authority issuer
(1.3.6.1.5.5.7.48.2)

Alternative Name:
URL=http://www.cmca.net/files/fCMCA_GLOBAL_TRUST_ROOT_CA.cer
[2]Authority Info Access

Access Method=Online certificate status protocol (1.3.6.1.5.5.7.48.1)

Alternative Name:

URL=http://www.cmca.net/webtrust/status/ocsp

Basic Constraints

Subject Type=CA
Path Length Constraint=None

Certificate Policy

[1]Certificate Policy:
Policy Identifier=All issuance strategies
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.cmca.net/files/cps

CRL The publishing point contains a URL to get the CRL file.
Distributionpoint
Key Usage Digital Signature, Certificate Signing, Off-line CRL Signing, CRL Signing (86)

WER (EV)

UEF5H BAE

A V3

Fr o5 5 40 AL FERLEL

e A AT SHA256RSA

i CN =CMCA EV SSL CA
O = Aspire Technologies
C=CN

AROPEIEH UEHA RO G 6]

RS EIINE WEH A RO 2 ki [A]

B WE A4 DN, W CSP7.1.4

AR RSA
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CHINA MOBILE CERTIFICATE AUTHORITY

CMCA S ERASAEIE-FL 55 I

IV IR AR REE RS

[1]Authority Info Access
Access Method=IEBMANIEMAZ (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://www.cmca.net/filessfCMCA_EV_SSL_CA.cer
[2]Authority Info Access
Access Method=BXHIEFRRESMNY (1.3.6.1.5.5.7.48.1)

Alternative Name:
URL=http://www.cmca.net/webtrust/status/ocsp

S e i [1]Certificate Policy:
UE-F S Policy Identifier=1.2.156.115296.1.1
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.cmca.net/files/cps
[2]Certificate Policy:
Policy Identifier=2.23.140.1.1
CRL & Afi ki ZRIMEET— URL, FFIK(E CRL Xff.
%%ﬁﬁﬁ/ﬁ Digital Signature, Key Encipherment (a0)
88 0 R A F v ZFIHRSHIE (1.3.6.1.5.5.7.3.2)
RS ESHIGIE (1.3.6.1.5.5.7.3.1)
TR A 1

Subscriber certificate (EV)

Certificate Field value

domain

Edition V3

Serial number Random number containing 40 bits
Signature SHA256RSA

algorithm

Issuer CN=CMCAEV SSL CA

O = Aspire Technologies
C=CN

Effective date

Certificate validity start time

Expiry date Certificate expiry date
Subject Subject DN of certificate, see csp7.1.4
Public key RSA

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b
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CHINA MOBILE CERTIFICATE AUTHORITY

CMCA S ERASAEIE-FL 55 I

Authority access

information

[1]Authority Info Access
Access Method=Certificate authority issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://www.cmca.net/filessfCMCA_EV_SSL_CA.cer
[2]Authority Info Access
Access Method=0Online certificate status protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://www.cmca.net/webtrust/status/ocsp

Certificate Policy

[1]Certificate Policy:
Policy Identifier=1.2.156.115296.1.1
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.cmca.net/files/cps
[2]Certificate Policy:
Policy Identifier=2.23.140.1.1

CRL Distribution

point

The publishing point contains a URL to get the CRL file.

Key Usage

Digital Signature, Key Encipherment (a0)

Extended Key
Usage

Client authentication (1.3.6.1.5.5.7.3.2)
Server authentication (1.3.6.1.5.5.7.3.1)

Subject Alternative

name

Domain name

WER (OV)

TS BE

A V3

Feols 5 40 £ I FENLEL

EE AN RS SHA256RSA

WU CN = CMCA OV SSL CA
O = Aspire Technologies
C=CN

A ROk IEH UEFA RO R 1)

AR ZEH E A Y] 25 1B ]

T ETI 3 DN, W CSP7.1.4

N RSA

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b
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CHINA MOBILE CERTIFICATE AUTHORITY

CMCA S ERASAEIE-FL 55 I

IV IR AR REE RS

[1]Authority Info Access
Access Method=IEBMANIEMAZ (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://www.cmca.net/files/fCMCA_OV_SSL_CA.cer
[2]Authority Info Access
Access Method=BXHIEFRRESMNY (1.3.6.1.5.5.7.48.1)

Alternative Name:
URL=http://www.cmca.net/webtrust/status/ocsp

N e [1]Certificate Policy:
UE-F S Policy Identifier=1.2.156.115296.1.2.2
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.cmca.net/files/cps
[2]Certificate Policy:
Policy Identifier=2.23.140.1.2.2
CRL & Afi ki ZRIMEET— URL, FFIK(E CRL Xff.
%%ﬁﬁﬁ/ﬁ Digital Signature, Key Encipherment (a0)
88 0 R A F v ZFIHRSHIE (1.3.6.1.5.5.7.3.2)
RS ESHIGIE (1.3.6.1.5.5.7.3.1)
TR A 1

Subscriber Certificate (OV)

Certificate Field value
domain
Edition V3

Serial number

Random number containing 40 bits

Signature SHA256RSA
algorithm
Issuer CN =CMCA OV SSL CA

O = Aspire Technologies
C=CN

Effective date

Certificate validity start time

Expiry date Certificate expiry date
Subject Subject DN of certificate, see csp7.1.4
Public key RSA

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b
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CHINA MOBILE CERTIFICATE AUTHORITY

CMCA S ERASAEIE-FL 55 I

Authority access

information

[1]Authority Info Access
Access Method=Certificate authority issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://www.cmca.net/files/fCMCA_OV_SSL_CA.cer
[2]Authority Info Access
Access Method=0Online certificate status protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://www.cmca.net/webtrust/status/ocsp

Certificate Policy

[1]Certificate Policy:
Policy Identifier=1.2.156.115296.1.2.2
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.cmca.net/files/cps
[2]Certificate Policy:
Policy Identifier=2.23.140.1.2.2

CRL The publishing point contains a URL to get the CRL file.
Distributionpoint
Key Usage Digital Signature, Key Encipherment (a0)

Extended Key
Usage

Client authentication (1.3.6.1.5.5.7.3.2)
Server authentication (1.3.6.1.5.5.7.3.1)

Subject Alternative

name

Domain name

e (DY)

EFE il
JRA V3
Fr3 5 A8 40 A I BEHLER
ESE A RPN SHA256RSA
WUR CN = CMCA SSL CA
0 = Aspire Technologies
C = CN
ARAAEIEH UEFA ROH R [H]
G ESINE] UEFA RUHZ LR [H]
F R UEP A8 DN, UL CPS7. 1. 4
N RSA

Mtk e RN e X R DR ™ S AT 3 R 7 e 7S b
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CHINA MOBILE CERTIFICATE AUTHORITY CMCA éf*'f—é ’f{ iiE :FE" ﬂ%%ﬂm\u

MR AU 1045 B
[1]Authority Info Access
Access Method=iFHMRNAIMA#E (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://www. cmca. net/files/CMCA DV SSL CA. cer
[2]Authority Info Access
Access Method=IXALIEFIRA WML (1.3.6.1.5.5.7.48. 1)
Alternative Name:
URL=http://www. cmca. net/webtrust/status/ocsp

IE SR RE [1]Certificate Policy:
Policy Identifier=1.2.156.115296.1.2.1
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www. cmca. net/files/cps
[2]Certificate Policy:
Policy Identifier=2.23.140.1.2.1

CRL & Afi &5 ZRAT S E T AN URL, FHT3545 CRL 304
A Digital Signature, Key Encipherment (a0)
1 55 25 B FH v &Py RAE (1.3.6.1.5.5.7.3.2)

MR 55 2 5y BF (1.3.6.1.5.5.7.3. 1)
F & 4 14

Subscriber Certificate (DV)

Certificate Field value
domain
Edition V3
Serial number Random number containing 40 bits
Signature SHA256RSA
algorithm
Issuer CN=CMCA DV SSL CA
O = Aspire Technologies
C=CN
Effective date Certificate validity start time
Expiry date Certificate expiry date
Subject Subject DN of certificate, see csp7.1.4
Public key RSA

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S HR%m: 518057 Hif:  0755-66820666
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CHINA MOBILE CERTIFICATE AUTHORITY

CMCA AER{SATAE ML 55 R

Authority access

information

[1]Authority Info Access
Access Method=Certificate authority issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://www.cmca.net/filessfCMCA_DV_SSL_CA.cer
[2]Authority Info Access
Access Method=0nline certificate status protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://www.cmca.net/webtrust/status/ocsp

Certificate Policy

[1]Certificate Policy:
Policy Identifier=1.2.156.115296.1.2.1
[1,1]Policy Qualifier Info:
Policy Qualifier IdI=CPS
Qualifier:
http://www.cmca.net/files/cps
[2]Certificate Policy:
Policy Identifier=2.23.140.1.2.1

CRL Distribution

The publishing point contains a URL to get the CRL file.

point

igital Signature, Key Encipherment (a
Key Usage Digital Signat Key Enciph t (a0)
Extended Key Client authentication (1.3.6.1.5.5.7.3.2)
Usage Server authentication (1.3.6.1.5.5.7.3.1)

Subject Alternative
name

Domain name

7.1.1iEB R4S Version Number(s)

X.509 V3.

7.1.23EB ¥ R IN Certificate Content and Extensions;

Application of RFC 5280

CMCA ZRINAEF, HAFEBY RIiEE IETF RFC 5280 Frft 2k .

The certificate extension of CMCA follows the requirements of IETF RFC 5280.

7.1.21 RiEFFEY EIH Root CA Certificate

1. Z5HH: Key usage

¥ RFC5280 #4748 75, M % A Digital Signature, Certificate Signing,
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Off-line CRL Signing, CRL Signing (86), iZIif criticality 1515 & 4 true.

Fill in according to rfc5280, the contents are digital signature, certificate
signing, off-line CRL signing, CRL signing (86), and the criticality field of this
item is set to true.
2. FHAZK Basic constraints
Path Length Constraint=None, %[ criticality 3% & 4 true.
Path length constraint = none, and the criticality field of the item is set to true.
3. MURE W E AR Authority Key Identifier
iR B WU PR AT AR CAEF 2811 256 {2 SHA256 HiFI4H . %
iif¥) criticality 15, & N false.
The authority key identifier consists of a 256 bit SHA256 hash of the public key
of the root CA certificate. The criticality field of the item is set to false.
4. FHREPFRIRAF Subject key identifier
FARE AR RFTHR CAUEH A 256 £ SHA256 #FIH . %I
criticality 35 % & A false.
The principal key identifier consists of 160 bit SHA1 hash of the root CA

certificate public key. The criticality field of the item is set to false.
7.1.2.2 RZEHY BRI Subordinate certificate extension

1. %P (Key Usage) Key usage

% RFC5280 #1173 78, N % v Digital Signature, Certificate Signing,
Off-line CRL Signing, CRL Signing (86), iZIif criticality 1515 & A true.
Fill in according to rfc5280, the contents are digital signature, certificate
signing, off-line CRL signing, CRL signing (86), and the criticality field of this
item is set to true.

2. ETi5%EEE (Certificate Policies Extension) Certificate Policies extension

% RFC5280 #7878 . 1ZTifY criticality 381 &/ false.
Fill according to rfc5280. The criticality field of the item is set to false.

3. ALK (Basic Constraints) Basic constraints
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Path Length Constraint=None, 1% criticality 3% & 4 true.

Path length constraint = none, and the criticality field of the item is set to true.
4. CRL kA (CRL Distribution Points) CRL distribution points
% ok foR B &% 7 — A URL , URL M #t b
http://www.cmca.net/crl/CMCA_GLOBAL_TRUST ROOT CA.crl Hl T 3k 15
CRL 3, %W criticality 1% & A false.
The publishing point contains a URL, the URL address is
http://www.cmca.net/cr/CMCA_GLOBAL_TRUST ROOT_CA.crl is used to
get the CRL file, and the criticality field of this item is set to false.
5. Wik & W HARIRST (Authority Key Identifier) Authority key identifier
iR E LR PIAR AT AR CAEF 2811 256 2 SHA256 HisI4H M. 1%
[ criticality 15, & N false.
The authority key identifier consists of a 256 bit SHA256 hash of the public
key of the root CA certificate. The criticality field of the item is set to false.
6. FAREHIRRAF (Subject Key Identifier) Subject key identifier
FRFHFRRFT B H CA IR A K 160 A2 SHAT BFIH . 150 1)
criticality 35 % & A false.
The principal key identifier consists of a 160 bit SHA1 hash of the subordinate
CA certificate public key. The criticality field of the item is set to false.
7. MiKRBEHNIVIE (Authority Info Access)  Authority info access
AR AL U7 R AR LE TSRS WML, T criticality 18515 & A false.
The authority access is the online certificate status protocol, and the criticality

field of the key is set to false.
7.1.2.3 JTFERH RIA Subscriber Certificate

1. FHH (Key Usage) Key usage
%1t RFC5280 #171E 78, N %% A4 Digital Signature, Key Encipherment (a0),
ZI criticality 3% BN true.

Fill in according to rfc5280, the content is digital signature, key encryption
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(A0), and the criticality field of the item is set to true.

2. 1E1i%Em% (Certificate Policies Extension) Certificate Policies extension

i RFC5280 #HTIH TR . %I criticality 18, & N false.
Fill according to rfc5280. The criticality field of the item is set to false.

3. ¥V EZEHH: (Extended Key Usage) Extended key usage

MR A WL RFC5280 71, WA NE i i iiE (1.3.6.1.5.5.7.3.2),
M55 25 IAE (1.3.6.1.5.5.7.3.1). %W criticalityis % & Hfalse.
If yes, it will be filled in according to rfc5280, including client authentication
(1.3.6.1.5.5.7.3.2) and server authentication (1.3.6.1.5.5.7.3.1). The criticality
field of the item is set to false.

4. CRL kA7 & (CRL Distribution Points) CRL distribution points

R EAE T 4 URL, I T343 CRL XCfF, %I criticality 54 & N
false.
The publishing point contains a URL to get the CRL file, and the criticality field
of the item is set to false.

5. MRGHIIZEHFRATT (Authority Key Identifier) Authority key identifier

AR B LR PIAR TRAT B 2 CAUEFS 2~ 11125607 SHA256 T 51| 4L 1k . 1%
[criticalityt % & Nfalse.
The issuer key identifier consists of a 256 bit SHA256 hash of the subordinate
CA certificate public key. The criticality field of the item is set to false.

6. FRZEHFRRTT (Subject Key Identifier) Subject key identifier

FRE AR RFFARR TR 280, 7T T X 73 [8]— AR H AN [F] 2541

CAEPEPIERN D o AP P el A s —E R A S H . 2T

criticality} % & Mfalse.
The subject key identifier identifies the authenticated public key, which can be
used to distinguish different keys used by the same principal (such as when
the certificate key is updated). Its value is derived from the public key or from a
method that generates a unique value. The criticality field of the item is set to

false.
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7. WURFENAIVIE (Authority Info Access) Authority info access
W AL U7 IR B LUIE IR PR, 1T criticality 8% & X false.

The authority access is the online certificate status protocol, and the criticality

field of the key is set to false.
8. {fif# &4 (Subject Alternative Name) Subject alternative name
¥ RFC5280 HFATIE A, 1Y criticality #5i% & X false.

Fill in according to rfc5280, and the criticality field of the item is set to false.
7.1.2.4 RFC5280 KR Application of RFC 5280

NUEIEE N, RFC 6962 JE L H“THEH"A# AL RFC5280 & X IEF",
For purposes of clarification, a precertificate, as described in RFC 6962
shall not be considered to be a “certificate” subject to the requirements of

RFC 5280.

7.1.3 E3EH R FRIREF Algorithm object identifier

HEF 5 CMCA 2 K IFIE 1514 #f RFC 5280 #rift, F SHA256 Hik% 4 .
The certificate issued by CMCA is signed with sha256 algorithm according
to RFC 5280 standard.

CMCA 2R IEFAERAE L R R EE L —

sha256RSA withRSAEnNcryption 1.2.840.113549.1.1.11

SHA256 with ECDSA 1.2.840.10045.4.3.2

CMCA uses one of the following relevant algorithms to issue certificates:

sha256RSA withRSAEncryption 1.2.840.113549.1.1.11

SHA256 with ECDSA 1.2.840.10045.4.3.2

7.1.4 ZFRE R, Name form

CMCA Z R HE CEFFARIEF . HrEEF AT FE+) () DN #B R H
X.500 (Distinguished Name; DN) iz % /53, &1 RFC5280 FHHLE -
The DN of certificates issued by CMCA (including root certificate, subordinate
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certificate and subscriber certificate) adopts X.500 (distinguished name;

According to rfc5280.

7.1.41 iEBHEE Certificate issuer

» DV SSLiEf: (certificate)

CN =CMCADV SSL CA

O = Aspire Technologies

C=CN

» OV SSLiE+ (certificate)

CN =CMCAQV SSL CA

O = Aspire Technologies

C=CN

» EV SSLIiEP (certificate)

CN =CMCAEV SSL CA

O = Aspire Technologies

C=CN

» CMCAEV SSL CA 41kt (Subordinate Certificate)
CN = CMCA GLOBAL TRUST ROOT CA

O = Aspire Technologies

C=CN

» CMCA OV SSL CA H1ZiiE+; (Subordinate Certificate)
CN = CMCA GLOBAL TRUST ROOT CA

O = Aspire Technologies

C=CN

» CMCADV SSL CA #4tiE+5 (Subordinate Certificate)
CN = CMCA GLOBAL TRUST ROOT CA

O = Aspire Technologies

C=CN

> CMCA GLOBAL TRUST ROOT CA ##iE+: (Root certificate)
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CN = CMCA GLOBAL TRUST ROOT CA

O = Aspire Technologies

C=CN
7.1.4.2 JEB E R Subject Information — Subscriber Certificates

CMCA %5 & IE 15 i B 51 44 77 & X500 % F B 4 e, [F &5
CA/Browser 1z Baseline Requirements # 7.1.4 5 %K.

The distinguished name of the certificate issued by CMCA meets the
requirements of X.500 on distinguished name, and comply with the
requirements of Section 7.1.4 of the CA/Browser Forum Baseline

Requirements.

7.1.5 Z#7BR%$) Name Constraints

CMCA &EIRfEATAR NERNIET, HSHALIRA RV yE 4 e 4,
WIS WA & SCRIR A A B, A8 T 9 SC A4 FRIN 2 RE IE A AR IE SRAR 44 K
The physical name of the certificate issued under CMCA global trust system is
not allowed to be anonymous or pseudo name. It must be an identification
name with clear meaning. When using English name, it should be able to

correctly express the entity name.

7.1.6 3 B 3K BE X R 5 iR F Certificate Policy Object

Identifier

CA HZLEHRIE RIS Y R I, certificatePolicies:policyldentifier % &
A anyPolicy

CMCA 25 HIE 5 N AL & SRS AR IR AT o UE-P SRS RIRAT AL & — N IE P 5y
XTEARIRFT OID AT URL $uhike 3T /7 IEASIRIIE H5 S SRR I 1.2, TR
FiRIIIE A5 SRS X RARRST R P g, ARAE P A TE 1 SRS RARRAT o 1T IR
A5 YA RIS KL URL
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http://www.cmca.net/files/cps

In the Certificate Policy Extension of CA subordinate certificate,
certificatePolicies:policyldentifier set to anyPolicy;

Certificate issued by CMCA should contain policy identifier. The certificate
policy identifier contains a certificate policy object identifier oid and a URL
address. For the Certificate Policy object identifier of subscriber certificate, see
1.2. The Certificate Policy object identifier of subordinate certificate is all
policies, and the root certificate has no certificate policy object identifier. The
policy expression URL of subscriber certificate and subordinate certificate is
http://www.cmca.net/files/cps

IEPFRIRFF AT & CAN Y 2418 4% (CA/Browser Forum) % fii[fjBaseline
Requirements 7.1.6#5 70 53R .

The certificate identifier conforms to section 7.1.6 of the Baseline

Requirements published by CA / Browser forum.

7ATK B BR &l ¥ & 11 B9 A 3% Usage of Policy

Constraints Extension

RAEHAT e

This extended domain is not used.

7.1.8 SREE PR E T HVIE A FiE X Policy Qualifiers Syntax

and Semantics

ARAEHAT e

This extended domain is not used.
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Semantics for the Critical Certificate Policies

Extension

RAEHAT e

This extended domain is not used.

7.2 iEEH$E%I%* CRL PROFILE

CMCA 5E 125 )k CRLGIE - 4 51120, (1T 7 Bl . HA 2 1L SGP.22
CMCA regularly issues CRL (Certificate Revocation List). It is for subscribers’

inquiries. See SGP.22 for details.

7.2.1 liA<S Version number(s)

X.509: V2,

7.22CRL #1 CRL % H# R In CRL and CRL entry

extensions

CRL 7§45 RFC5280 23K . IR A& H A M 7 BORI N 2 i E B IR -

FB N

Version S 721 %M

Signature FTX% CRL T2 4 M H L. 2% RFC3279

Algorithm

Issuer 22k CRL fy5if4, CRL AR -

Effective Date CRL ST A A ik 1]

Next Update CRL 0 2 A . CRL MR A BIRS % 4.9.7.
Revoked RS B BIRIEB R85 DL H 3, WUl s .
Certificates
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CRL FH:AFB

CRL meets the requirements of rfc5280. The list contains the most basic

fields and contents specified in the following table:

Field Content

Version Refer to section 7.2.1

Signature The algorithm used to sign CRL. Refer to rfc3279

Algorithm

Issuer The entity that issues the CRL, the issuer of the CRL.

Effective Date Release time of CRL file

Next Update The next release time of CRL. Refer to 4.9.7 for release
frequency of CRL

Revoked List of certificates for the plug. Including certificate serial

Certificates number, revocation date and revocation reason.

CRL basic fields
H[E#3 CMCA R 24 /N H 3 R A BB i) CRL.
CMCA automatically releases the latest CRL every 24 hours.

7.3 FEZ&IFBIRSE R OCSP Profile

CMCA FiEFiH F #2it OCSP (FEZIIE F5tRAS 2 f)) ilkds, OCSP 4 CRL 1)
BRGNS, DT EUEFT P A AW RS S B
CMCA provides OCSP (Online Certificate Status Protocol) service for the
certificate customer, and OCSP is the effective complement of CRL in order

that the certificate subscriber promptly inquires the certificate status
information.

7.3.1 li& S Version number(s)

FE R 5 CMCA MIE5% P it OCSP (fEZRIE RS &) 4, OCSP
N CRL WA RN, J7HIEFIT )7 S SRR E S .

WA 58 RFC 6960 & X ] OCSPV1 hi.
CMCA provides OCSP (Online Certificate Status Protocol) service for the
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certificate customer, and OCSP is the effective complement of CRL in order
that the certificate subscriber promptly inquires the certificate status
information.

The version number is OCSPV1 defined by RFC 6960.
7.3.20CSP # &Il OCSP extension

A&
Not applicable.

8 A IE #l #3 B it 1 H b 3 f4 Audit and other

assessments of certification body

8.1 Hit s E B Frequency or circumstances of

audit

CMCATEMN N H L BEAT PR-AG -

1. W . CMCABEATHL N T, B URRYEAH SN H ] 2
KEMAHL, BDRFEE—IR;

2. FEMITMPEAARA: BHAERRE, R LUE S0 B
[TESR N T

3. =TT H iF AR WebTrustdi it: 31T WebTrustdi i, HE It
ety A A H AT H TR AR s = H .

CMCA evaluates in the following situations:

1. Internal audit: CMCA organizes internal audits on its own, with a
frequency of regularly organizing them according to the requirements of
relevant internal audit departments, at least once a quarter.

2. Evaluation and inspection by competent authorities: usually annual
inspection, mainly based on the requirements of relevant national regulatory
authorities.

3. WebTrust audit of the third party audit company: conduct an
annual WebTrust audit, and the release date of the audit report shall not be
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later than three months after the end of the audit period.

8.2 i+ & % & Qualification of auditor

1. WERHITFANR B : —BOVA RN Z 2SR, BUZ A F A8 B

KIGE R A

Qualification of internal auditors: Internal security management personnel of

the company, or auditors designated according to relevant management

requirements of the company;

2. FEMITPHEE T BTN B E R IR IRTT & 2R A TH A B

Evaluation and audit by the competent department. The competent

department confirms the qualification requirements and assigns auditors who

meet the requirements;

3. HB=77WebTrustdi i+ % 1. XJ /s THLA AN E TR AT

B AR 55 %4, WebTrustii vHAHC FIVEFER . AriERI
LK

B H&WebTrustdi TH 2K k55 51 ot AR B3 4% 55

B ARHRTER, THEHEE

B HAMSTEH TR, SRR IR IE MRG0, N A RS

2%
Third party WebTrust audit qualifications: The requirements for external audit
institutions and auditors are as follows:
B Familiar with public key infrastructure technology, information security,
WebTrust auditing related laws, regulations, and standard specifications.
B Having service qualifications and professional qualifications required for
WebTrust auditing
B Possess relevant professional skills, tools, and skills

B Having an independent auditing spirit, constrained by laws, regulations,

and professional ethics, and enjoying a good reputation in the industry
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8.3 Hit&¥ 5 h E# 3 CMCA i % & Relationships
between auditors and CMCA

8.31 Wit & 5 th E # 3 CMCA A % %& Relationships
between auditors and CMCA

H 115 CMCA BLGARATME 55 W 5543 ok 0 H & e DA i Pty 2 WL ) )
FHRR
The auditor and CMCA shall have no business, financial transactions or other

interests that may affect the objectivity of the assessment.

8.4 it A& Audit content

X E %5 CMCA I THEFEART LT WA
1. CA Y3 B Fnd il

2. HYVEHERAE

3. Al CA il

4. RS A S PR

5. CA LSRN

The regulation audit to CMCA should include::
1. CA physical environment and control

2. Key management operations

3. Basic CA control

4. Certificate lifecycle management

5. CA business rules

8.5 WEBE5 AR EXRIAIEHE Resolution for problems

and deficiencies

IR ARAE B TR R R B AT B A 2 2 4L, EE2 S CMCA KR ¥ & it
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AR N B HE S — I SO 3, PR PRIE LR .
If finding the standard implemented has deficiencies during the audit, CMCA

will prepare a rectification plan according to the audit report contents and solve

the deficiencies as soon as possible.

8.6 IEE & R E X5 %% Communications of results

HCOMCAZZATI T E BT TR A B 0Pl 5, AT BT [ A AR K AT
CMCARR B i Efl 45 R . HACMCARERZ AN di THIL I Hi i )5, CMCASTE A
A Wt B AATAMNER TSR . ACMCAREAT W ER )5, ST R A A RN
FREAT RIS .

When CMCA is inspected or evaluated by the industry authorities, the industry
authorities will release the inspection or evaluation results of CMCA to the
public.

When CMCA is audited by an external auditor, CMCA will publish the external
audit results on the company's website.

When CMCA conducts internal audit, the audit results will only be

communicated within the company.

8.7 H {t Other

CMCA TEIIE 1525 A 18] g 7™ 4% 1 i 55 ot & DA A ARAEX) CP&CPS ¢ BR i
TR PR N 28 /D g 2 R AT — IR N R 1, BEALIEO A 70 2 = (v — )
L FEAD IR BT PEAL
In order to strictly control the service quality and ensure the compliance with
CP&CPS and BR standards, CMCA shall conduct self-audit at least once a
quarter during the certificate issuing period, and randomly select 3% (or one

sample if less than one) samples for evaluation.
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9 L EFEME M55 KR Legal responsibility

and other business terms

9.1 22 Fees

911 FBELEFMEFHFHA Certificate fees

R T BT E, CMCARWIEHE B, JFEAETT P I CMCA
VIEE TSI, $EFTE BNE BRI R SHEH A
According to the regulations of the marketing and management departments,
CMCA will charge a reasonable fee and inform the subscriber of the issuing
and updating fee of the certificate in advance when ordering the certificate
from CMCA.

9.1.2 iEPE &R Certificate inquiry fee

CMCA & AU IS 3, (H O B T 101 Al 25 WAL 2% BRI AR
CMCA does not charge for this service, but reserves the right to charge for this

service.

QIS IFERHEHBARTSEENEEMHERE Query fee for

certificate revocation or status information

CMCA B AU IS 2, B DR B X IR I 55 WAL 9% BB o
CMCA does not charge for this service, but reserves the right to charge for this

service.

9.1.4 Efh iR %% A Other service charges

CMCA {x B YSUHR HLAth A 55 5% A BUR
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CMCA reserves the right to charge for other services.

9.1.5 IRF &K A& Refund policy

FrAFCMCA:TS 1 ACP&CPSHTILE M 5T S X 55, 1T/ Al LESRIR . &
W, CMCAXSIT il 3% - AR ik

R ECMCAZDR I 7e 8 sk, WEmRIE B HEEE, A
CMCAXS it B4 A Ja AN RAEAT AT 54T

Unless CMCA is in breach of its responsibilities and obligations under this

/

CP&CPS, subscriber may request a refund. Otherwise, the fees charged by
CMCA to subscribers will not be refunded.

The subscriber shall provide complete, true and accurate certificate application
information that meets the requirements of CMCA, otherwise CMCA will not be

responsible for the losses and consequences.

9.2 % H{E Financial responsibility

FE#3 CMCA S H AP 73 SCHUH % B A 47 s A A B AT H3TAE R
ZTERETT, DA Ae I ARFEXIIT L R 5538 B XU o

H E 3 CMCA B4 E INZRFE A IR MM EE =07 AT I 55 % %

FE 25 CMCA X FUEH B E RS = AR XS, 7 R 7 i e, #
EENTIE 5 A <, FIORSOAT ol IRk 357 AR R I 2
CMCA and its authorized branch shall own the economic ability to maintain its
operation and perform its responsibility, and shall have the ability to undertake
the risk incurred due to the subscriber, relying party, etc.
CMCA entrusts just and objective third party for financial audit regularly each
year.
For the risks incurred for certificate operation service, in order to safeguard
customer's rights and benefits, CMCA will establish financial indemnification

fund to pay for indemnification incurred for certificate business.

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
Mk www. cmea. net #0139 T H 168 T



i E FE ECAF 1
CHINA MOBILE CERTIFICATE AUTHORITY CMCA A ER{EAEUE LSS0

9.2.1 {RK&3FE[E Insurance coverage

HrE 25 CMCA MR Y55 A 1K Dk 8 FAR AR s, LFREAMR T

1. IV 5 BB B R K K S5 R AN

2. UERTUER, ORES VIR G T EF2 S CMCA 1T 7 AHIEF AR T

3. PRI [ A AEUE A RO A .

FEF3 CMCA {EORES VG Fl A UK IH A R 514

CMCA determines its insurance policies according to the business
development condition, including but not limited to:

1. The fire hazard of building and hardware facility, and other accident

insurance;

2 . Certificate liability insurance, with insurance covering the certificate

subscribers of CMCA and certificate relying party;

3. The insurance time is within the effective date of certificate.

CMCA only bears limited liabilities within the insurance scope.

9.2.2 Hfth#57* Other assets

CMCA i R BA 05 1 55 5 TR A7 e IR 2278 IR DRUEAR . 55 i B AT
I B ARSI T P SO R AT (5T

ISR OPIE T RS
CMCA ensures that it has sufficient financial strength to maintain its normal
operation and ensure the performance of corresponding obligations, and
reasonably assumes the responsibility to subscribers and relying parties.

The same applies to certificate subscribers.
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9.2.3 ¥R &S AAREK L IBIR Insurance or guarantee of
end entity

I RCMCARYE A CP&CPSEUAT VAT E , LA w95 H) 8 ZiUR 4H i 2 0/
BAME TR, CMCARHZ IRAR L BE R AL E « AL 18k E B B (1 )
TRARTEAH L I £2 54T o
If CMCA is liable for compensation and / or compensation in accordance with
this CP&CPS or any laws and judicial decisions, CMCA will be liable for
compensation in accordance with relevant laws and regulations, arbitration

institutions' decisions or court decisions.

9.3 Ml 5515 & & Business information confidentiality

9.3.1 R E{5 2 EE Confidential information scope

1. CMCASIT P Z I« BER PR AT B 8 TIREE S BRAF
VRIS E BUBUR  PUEHLR SRR ZEK, CMCAZK AN A A AT B2 e 1T 7 IE
Fif5 B LAMART B RRAME B

2. TP RHETHEGE R, 1T R ARG ACP&CPSHIFLE % ERE , W
BT B St A SIS Rk, 77 B E AT A&

1. The agreements, letters and commercial treaties between CMCA and the
certificate issuing authority authorized by CMCA, between CMCA and
relying party/subscribers, and those between RAs authorized by CMCA
and relying party/subscribers shall not be published arbitrarily by one party
without the approval of the other party generally, unless expressly
specified by laws.

2. The private key of certificate subscribers is confidential, which should be
properly kept by certificate subscribers and can't be disclosed to
unauthorized third party. The losses caused by disclosure of private key by

certificate subscribers shall be borne by the subscribers.
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9.3.2 FEBTFR%EHI{EE Information not within the scope of

confidential information

1. CARGZ K IETE B MCRLAHIE B
2. TERMEIT I ER B ANE B AT, O3z 7 Friea B (s 2.
3. fEFRHE T P E Bl MG B B ESGRER A E B2 5, ARl TR ITH)
JE AL T A 3 i 45 L
4. 2N TTEE R HoAh A BOA 2 AR R — 5 20 B s A A R
5. BB ER I =5 P Fe e 2 7 BRI & .
6. HAbFLUEE AL, ATHRERSHE R
1. Certificate information issued by CA system and information in CRL.
2. Data and information held by the receiving party prior to the disclosure of
data and information by the provider.
3. Information disclosed by the provider, or after the disclosure of the data
and information, not for the reasons of the recipient.
4. Become part of the data and information in the public domain, either
publicly or through other means.
5. Data and information disclosed to the receiving party by a third party
entitled to disclose.
6. Other information that can be obtained through public and public channels.

9.3.3 & 3P & T {5 B BY 3§ £ Responsibility of business

information confidentiality

CMCA A &M ™ i BRI . WEMBLARTBORRIVEE R, BiEE
ARFEMALE . K EESE. CMCA R A TV E B2 (5 B AR % 7 H Mk
Il
CMCA has a variety of strict management systems, processes and technical
means to protect confidential information, including but not limited to business
secrets, customer information, etc. Every employee of CMCA should receive

training on information confidentiality.
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9.4 ™ AFRRFAREE Privacy of individual information

9.4.1 B2FARE /5 R Privacy plan

Z A NEERAME BAEME T CAL RA Bl Fah, AR S SN 77 T His
PEdr, RAEFBTIERT

CMCA B HE AT A TR AL, D ARSRME B IR 5 S8~y AT AR
C4 A % CMCA B AR 1l B .
Customer's individual privacy information is stored in CA and RA databases,
and the certificate private key is stored in database after being encrypted,
which can't be obtained without authorization.
CMCA respects all subscribers and their privacy, and the privacy information
confidentiality scheme of individual privacy complies with the existing laws and

states that it has agreed to accept the privacy protection system of CMCA.

9.4.2 {EXEEFAIRAY{S 2 Information treated as private

CMCA 7E& B A T P IR A A5 B, Br TIEBh e 2 afEmrER
PASAEADIREAZ BAL, 123 P B HEAAS BRI RERAAL 3, T8 (5 B0k A RE
CMCA i/, dR&1T P A B RIFEER . AT TR I8 5V i 22
K, CMCAALAEE AT AFHEARTUTER:

B A RS IR S, a0)E KSR S

B R AR

BT HEAE M AR b

BT HARATIKR S
When CMCA manages and uses the relevant information provided by the
subscriber, in addition to the information already included in the certificate and
the status information of the certificate, the basic information of the subscriber

will be treated as privacy. This information can only be used by CMCA, and
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CMCA will not disclose it arbitrarily without the consent of the subscriber or
according to the legal procedure requirements of the relevant laws and
regulations and public authorities. Including but not limited to the following
information:

B Subscriber's valid ID card number, such as resident ID card number

B The contact phone number of the subscriber

B Subscriber's mailing address and residential address

[

The subscriber's bank account number

9.4.3 I AFEFARY{E 2 Information not deemed private

UEFS N RHE 15 B UL EGZIE B IR E BE R T UL AT, RABAAEEAL

The information included in the certificate and the status information of the
certificate could be publicized, and wouldn't be regarded as the private

information.

9.4.4 1& 37 [2 FA BV 5 £ Responsibility to protect private

information

CMCA. VEMALR . T/ ARH T S LA B N 5542 I A CP&CPS
HIFLE , ZKFEAH RIS AL DRI DA . AEVRENE IR A AU 30 Tl a2
KT, CMCAT] LA E B0 R A B FAME B, CMCATE /AR 4H i s B AT
1T
CMCA, registration agencies, subscribers, relying parties and other institutions
or individuals are all obliged to undertake corresponding responsibilities on
privacy protection in compliance with provisions of this CP&CPS. Under

requirements of laws and regulations or public authorities through legal
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procedures, CMCA can pronounce private information to specific objects, and

CMCA does not need to bear any incurring responsibility.

9.45 FHABRIMEENESMERZE Notice and Consent to

Use Private Information

1. AR, CMCATEMLS5E N 12 A CP&CPSHEIE I B FA PR 4P B3R
8 PR AR AR T B R, TEie 2 B8 A B EAL, CMCA AT BLAH & #0137 .
2. PR, FEARNERE A ISR AT E R T, CMCARS E X 5

P F= FRAME S8, CMCARRT LIAH & 5T 7.

1. Subscriber agrees that CMCA may use any subscriber information
obtained in the business scope and in accordance with the privacy
protection policy stipulated in this CP&CPS, whether it involves privacy or
not, CMCA may not inform subscribers.

2. Subscriber agrees that CMCA may not inform subscribers when disclosing
privacy information to specific objects, as required by any law, regulation
or public authority.

9.4.6 {KEEHRITEIZFH{E 2 E Information disclosure in

accordance with legal or administrative procedures

BRAERTE T 51254, CMCAASKAT ' R 15 B b4 oAb AN KBRS =77
DIRAE

1. ANE L ATEGER T SO AR BB T IR BUMREAEE L. M
RIE A2 S ALE I BB A

2. PR AR AR BB AL

3. ACP&CPSHLE 1 H At ] LUK & HITE IE o
CMCA will not provide subscriber's confidential information to other individuals
or third parties unless the following conditions are met:
1. The application filed by the judicial, administrative departments or other

departments authorized by laws and regulations through legal
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authorization in accordance with the provisions of government laws and
regulations, rules, decisions, orders, etc.

2. Subscriber's authorization for information disclosure is in writing.

3. Other circumstances that can be disclosed in this CP&CPS.

9.4.7 HiE BT IFH Other information disclosure

CMCA. I/ JEMHL . AR5 S5 WAL B N 5544 I A CP&CPS
HIRLAE , AR AR R DRI B FA DT . AEVEERZ N ERA LR ER 1 1385 5V  Fr 5
VT RS SR ALESR T, CMCAT] BLIVRS E KX R A EAAME S, CMCALH
R AH FH A AT AT DA
CMCA, subscribers, registered institutions, relying parties and other
institutions or individuals are obliged to bear the corresponding responsibility
for privacy protection in accordance with the provisions of this CP&CPS.
CMCA can publish private information to specific objects under the legal
procedures or the written authorization requirements of subscribers by laws
and regulations or public authority departments, and CMCA does not need to

bear any responsibility.

9.5 H1IR 7= Intellectual property rights

CMCA=ZA IR B XTIEFS L AL CMCASR (I (1) i« BERE, Bl &5 & 1
B A R FRAF AR A AR B CMCATIT I K AT IICP&CPS . B SCREFME
KA HIUEF A CRLAE FI BT A AU RIR B A & T-CMCA.
CMCA shall enjoy and retain all intellectual property rights such as copyright,
patent application right and other intellectual property rights to certificate and
all software, data, data, etc. provided by CMCA; The ownership and
intellectual property rights of CP&CPS, technical support manual, issued
certificate and CRL formulated and issued by CMCA are all attributed to
CMCA.
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9.6 fFif 5184 Representations and warranties

9.6.1 B FNIERRSZHAARIBRASIB{R CA  representations

and warranties

9.6.1.1 REzH CMCA KT {ERN X 55 Responsibilities and obligations of
CMCA

FE RS CMCA AT B ME—FI LR (1) DTAEAT L5542 -
® R [EFZ) CMCA HUHZA B AN A TR 22 B SEAE DA 3 R
FA DA I
® [RIETEFEZ) CMCA K% 4 APIFE T E #2 5) CMCACSF W 45 2 %
S HAF BN R 7 5
® H[EME) CMCA HALAIHAT I 2 e HLHIFF & B X B HIE ;
® HHEMZE) CMCA FHEFZm N (AT MABAESERTT . KT =
W R ARIE, EUEBABORA, CMCA fEXK M EHIEHN, Ci#sy BR
€, LLL& CMCA i) CP&CPS.
o H1[EHFZ) CMCA iE-BHHRAIUE S R g, XUUTE R #4758 5k
BRI SAE, 2R UEEE )E, A X AT AHSRUEFHERAE:
1A% 35k 44 B 1P ik iR AR
2 IEAS AL
3.5 B HERATE
4.5 R FER
5.FiE N5 1
6.1 7
7RE
8.fil4H
The sole and absolute responsibility and obligation that CMCA shall bear

are:

Mgk SRIINT BT X R DX IR 7 ST 22 A v i S #isgm: 518057 Hi%:  0755-66820666
Mk www. cmea. net #0147 W H 168 T



i E FE ECAF 1
CHINA MOBILE CERTIFICATE AUTHORITY CMCA A ER{EAEUE IS

® Ensure the public key algorithm used and issued by CMCA wouldn't be
broken under the existing common technical conditions;

® To ensure secure storage and protection of the signature private key in
CMCACSF,;

® The security mechanism established and implemented by CMCA
complies with the requirements of national policies;

® CMCA declares and warrants to the certificate beneficiary (subscriber,
application software supplier and relying party) that during the validity
of the certificate, CMCA has complied with BR regulations when
issuing and managing the certificate, as well as CP&CPS of CMCA.

® CMCA certificate guarantee, in the process of certificate business,
conducts complete and accurate verification of the following
information. After the verification is passed, relevant certificate
operation can be performed:

1. right to use domain name or IP address

. Certificate Authorization

. accuracy of information

. no misleading information

. applicant's identity

. user agreement

~N OO o0 A WD

. status
8. revocation

B FRBE ER T %K, T E# 3 CMCA. HEF3) CMCA RS ML,
HEFE5) CMCA SRALRIVEMALL . EZ) CMCA I 5t AN A L AT X
55 R, ANIENE S5 A BRI N, SR AR5 JEn] DA 75 AR e R [ 72
) CMCA iR A5 & 1) X S5 el rp E#2 5l) CMCA 0 Z506f AT AR LB 7K
Wi o
Except for the above-mentioned terms of responsibility, CMCA, CMCA service

organization, registered institution authorized by CMCA and employees of
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CMCA shall not bear any other obligations. It must be noted that the content of
this certification business statement has no information that can imply or
explain that CMCA must undertake other obligations or CMCA must make

other commitments to its actions.

9.6.1.2 EMZ=IrMAA[H1 /1 Objective accident and force majeure

HE 25 CMCA AKS i T2 U= A s H A AN AT 470 70 F A3 s ) #8 4 2R I i
FEIRARFEATAA 2R IR B 52 DA T . XA I SN Gy, 28 5 — J7 WUs Bl
TREMAT N BT FFh. B, Mg KR BIE. MR KRB AR IR 9 HE
Paray
~J o
CMCA doesn't undertake any loss, damage or indemnification responsibility to
the operation failure or delay incurred due to objective accident or other force
majeure. These events include the labor dispute, intentionally or unintentional

behavior of one transaction party, strike, riot, turmoil, war, fire hazard,

explosion, earthquake, flood or other catastrophes.
9.6.1.3 Hftk Others

FE5 9.6.1.2 S5 B A HATATIB LT, T EEES) CMCA 132 2520,
AR5 9.6.1.1 %K. A CP&CPS ¥iE 15111 X 55 .

T EARMHED S RE, NRIBEBRZett, PE#5) CMCA £2ZKiE
FAT P it SEHAIE S DRIE S E#25) CMCA BESE 47 H#UEAT 9.6.1.1 %K.
Under any circumstance listed in Article 9.6.1.2, due to being affected, CMCA
can be exempted from the responsibilities and obligations specified in Article
9.6.1.1, the CP&CPS.

Due to the progress and development of technology, to ensure the certificate
security, CMCA may require certificate subscribers to replace certificate timely,

to ensure that CMCA can perform Article 9.6.1.1 in a better way.
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9.6.2 M ¥ 3 B BF i* 5 3B & RA representations and

warranties

VE ML A8 57 A RNV 55 A B 26, ALK (R [E#23) CMCA i85
HBEY M (hER 3 CMCA RA B HEY ZMyEH B,

TR 35 2508 <7 42 HEE R R AL UE T8 K A T AK PAT SR AR, B ORIIE
FHRE A B HERSG AT AT SE
RAs must abide by the CPS terms, as well as the standardizing system of
Operations Management Specification of CMCA and Management
Specification of CMCA RA.
RAs must follow and strictly implement the certificate authentication process
according to the standard for certificate authentication before the certificate is

issued, to ensure the accuracy and reliability of certificate issuing.

9.6.3 iT PHIPRIA 5384R Subscriber representations and

warranties

FERERAERZHT, AT CANHE 223 NI Ao, UEF51T P b AR AT 4R
i M E ) (CMCA B b B g R) o Fra BIEHIT P — BRI
MEL BPERAH PR (P ER3 CMCA BUFiEHiT P ) T HIFTE %K,
P — B AT PSR B 2, KR R SOk R I e RS T, B
FH L HVEAR 5T AT
Before issuing the certificate, for the clear interests of CA and certificate
beneficiary, the certificate subscriber must submit the paper signed and sealed
CMCA digital certificate application form. Once all certificate subscribers
submit this material, it means that the default user agrees to all the terms in
CMCA digital certificate subscriber agreement. Once the user violates the
terms in the subscriber agreement, he will bear the consequences and

responsibilities caused by the violation of the terms, including the
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corresponding legal liabilities.

UEF5 HIE AN CA FIIE 1552 25 AAE AR TS AN ARAIE o

FITA FRORE P 0T 0 250 7™ A% 18 < 5 T 15 Hi i LA S L B A BT A BRI ¢ 4
FAHRIIRER, A& ORI IR 5 5

UEFT PR B % R RIS BT 75 RIS B AU e e HE
BRIELSEI, UEFAT P H AR M BT A UE T i MR st 51 58, itk
E 50 CMCA Bi52 B gk 28 FIA% 5K

UEBRR G, IETT FEIE - H g R IR 52 CMCA %K IETS;
UES VT P ARAE BT B (R e A B AR A, il e A, T
VTP A Ry SR () — D i) 5 T4

UE 5 VT 7 06 200 % 8 S A0 AR I M 45 75 B R 0 B b b S B
CMCA 44 FH i) 22 4 fi it

TEAS LT P 7% AR ACAE NV 55 75 B 1) 26 B A S5 E B A S IE B BUCR, 675
B SFUES T IR A 7 T A RBR )5

— BRAAT AT RE S A ENLAIE S, WERIT PSR B
ol 2 DL HARE L, IE ST P R S %58 Ak [E A2 3 CMCA kb [E B
2 CMCA #HAHITEMNIN, IS RIGEIR . 8 S AL PR A it «

ARUEFSIT 7 /5 BB HIAE S, ML ) CA it i3

The applicant of the certificate undertakes and guarantees for the Ca and the

beneficiary of the certificate.

All certificate subscribers shall strictly abide by the procedures of
ownership and safety savings about the certification application and
private key;

All statements and information filled in the certificate application form
or filled online by certificate subscribers must be complete, accurate
and true, which are for inspection and verification of CMCA or LRAs;
After the certificate is issued, the certificate subscriber accepts the
certificate issued by CMCA through the email box on the certificate

application form;
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® The certificate subscriber guarantees that the certificate applied for is
used within a reasonable and legal range. If the certificate is used in
violation of the regulations, the certificate Subscriber shall bear all the
problems and responsibilities arising therefrom;

® Certificate subscribers must strictly follow and obey the security
measures specified in the CP&CPS or recommended by CMC;

® Certificate subscribers should be familiar with the regulations of the
CP&CPS and certificate policies related to the certificate, and shall
follow related restrictions about use of subscriber's certificate;

® In case of any circumstance that may result in security crisis, such as
certificate subscriber's losing, forgetting or disclosing private key or
other circumstances, the certificate subscriber shall inform CMCA or
RAs authorized by CMCA to apply for adopting the disposal measures
for reporting the loss of the certificate or revoking the certificate;

e If the subscriber needs to terminate the use of the certificate, he

should apply to the CMCA in time.

9.6.4 {k#i /7 5L 53E R Representations and warranties

of relying party

R T AEAE R P E % 5)) CMCA EAS RSB, 05 25 DR UEIRESF AN S LA R 263K
BT AR ARG BECR, TRRERA A E T
W AT AEAE AT AT CAEFSHT, 25 2506 A 55 )T ) CRL AR A IEH ARG,
RAAFNZES B BAR RIS, ZEB A
W E R AN, AT E S A5 AT el R B A ATT AR T AR I
A K201
The relying party shall promise to follow and implement the following terms
when trusting the certificate of CMCA:

B The relying party gets familiar with the relevant certificate policy, and
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knows the use purpose of the certificate.

B The relying party shall check the latest CRL to inspect the certificate
status before trusting any CA certificate. The certificate could be
effective only it isn't cancelled by confirmation.

B All relying parties shall promise their trusts to certificate indicate they

promise they know the relevant regulations here.

965 Hih& 5 & W FRiA 5 iE &8 Representations and

warranties of other participants

HAhZ 53500 B RS5O . DAL AR AL H - DA UE A 50 e 55 (0 S A4 75 22
Hsy E 5 CMCA 1) CP&CPS.
Other participants, such as LDAP serve providers and other entities providing
services related to electronic authentication, shall follow the CP&CPS of

CMCA.

9.7 3 B4R % #F Disclaimers of warranties

AN RIS F S NSO BOTC SR A e B ANATEEE R RIS, i X
ARAE LW AR S AL 1 L) A SO, R 2 1 E A2 3 CMCA Bl % K
MRt . SR AT 2 2y N i HE N4 EB Kk, 1 [E 25 CMCA Ak
H 5UEP A AR BV R G 54T, (HA] DUARYE 32 5 H Hia KIR b & 0.
In case the certificate applicant intentionally or unintentionally provides the
incomplete, unreliable and expired information, but he also provides the
necessary review document according to the normal processes, thus obtains
the digital certificate issued by CMCA. All economic disputes incurred due to
this shall be undertaken by the applicant, and CMCA doesn't undertake legal
and economic responsibility related to the certificate consent, but could provide

the survey assistance and help according to the request of the victim.

T E 25 CMCA AZERSEATAT H Al AR 2R A N BH L LA [ 72 5h CMCA 44
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X KRB A RSB HIE B P SR RAE T
CMCA shall not bear any legal responsibility caused by preparing, publishing

or spreading unreliable information by any other unauthorized person or
organization in the name of CMCA.

FEF2 S CMCA FEREVF AT B I N, MR ¥ 52 5 3 Bah A i ER an s fR 1t
R A2 S AL« ANATRH” R824 K s, (HIF AR R IE R 54T
CMCA truthfully provides the "non-repudiation" digital signature basis in the
electronic transaction and operation according to the requirements of victim or
laws within the permitted scope of laws, but it doesn't undertake legal
responsibility.

H 2 5)) CMCA AN AR AR — 77 7647 #IE 5 sl 4 F IR 53 7 v 51 S ) B e
() ()48 R AR H BEAT:

CMCA doesn't undertake the responsibility to the direct or indirect loss

incurred by any party in the certificate trust or usage process.

9.8 FFRH\E(E Limited liability

A CMCA IR ¥4 CP&CPS BATATIERIE , LL A m)EH E ZiK FH I 42 AT
[EAME TR, CMCA RHZIRARSIERHEI I HUE P E ALY 1€ BHE R 1Y
F PR ARE AR B I A2 5T AT
If CMCA is liable for compensation and / or compensation in accordance with
this CP&CPS or any laws and judicial decisions, CMCA will be liable for
compensation in accordance with relevant laws and regulations, arbitration

institutions' decisions or court decisions.

9.9 £ Indemnities

1. BRAEE SO E €, X T AEF AR CP&CP ST N HIIAIEAR 55 15 £
HERIAR G, CMCAANIEILT A AR 7 A HE AT ] D 2 R Bk 2 5T A

Unless otherwise specified or agreed, CMCA shall not be liable to the
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subscriber and / or the relying party for any loss not caused by the certification
services under this CP&CPS
2. AT P B 5 AT 1 RS B CMC AR AL R DAIE AR 25 11 38 52 [ 453 2K,
CMCAK 1k # A CP&CPSHIHH F< sk 4 T A M. (I £2 . (HIER4nMeT, 4nRCMCA
REAGIE I AR BEA IR 52 14 I (R T2 440%) « (R TIMIEIRSSE BINED |
CMCA[H FE B % E K CP&CPSsL i ¥y, WAL N CMCAA KA LA i 45
CMCARE AT 7 B A8 7 AR A AT AT I 452 B M T3 AT
CMCA will make corresponding compensation in accordance with the relevant
provisions of this CP&CPS for the losses suffered by subscribers or relying
parties in civil activities due to the certification services provided by CMCA.
However, in any case, if CMCA can prove that the services provided by CMCA
are implemented in accordance with the electronic signature law, the
administrative measures for electronic authentication services and the
CP&CPS filed by CMCA with the competent authorities, it shall be deemed that
CMCA does not have any fault, and CMCA will not be liable for any
compensation or compensation to the subscriber or the relying party.
3. LIWACP&CPSE LA SEAFME, L THKeHE, CMCAA

PR AT AR T A3 R/ R M2 B A

) AT AN B 5 AR AR PB) 45 2R B4 B T 4 P R e N4 2K
(EE B EE AR NLECA R RETH . LR R 2B Te Al AT AT 4
v TR AR B A . T Al FARAT A

(2) I EIRZE (1) TR 40 2 AH N AR R Bl B 7 52 PR 4 2% B 35

(3) FCMCARIAT AT 3 E I 5K

(4) FAFHMRBHIR, MET. &5 RE. SR

29
~F o

Regardless of the contrary or different provisions of this CP&CPS, CMCA shall
not be liable for any compensation and / or compensation for the following
losses or damages:

(1) Any indirect loss, direct or indirect loss of profit or revenue,
damage to reputation or goodwill, loss of business opportunities or
opportunities, loss of project, loss or inability to use any data, equipment or
software of subscriber and or relying party;

(2) Loss or damage arising from or incidental to the loss mentioned in
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(1) above;

(3) Losses caused by non CMCA actions;

(4) Losses caused by force majeure, such as strikes, wars, disasters,
malicious code viruses, etc.

4. TLIWACPECPS LA REAFME, WRCMCAIRYEACP&CPSEHL
FEAVEREE , DL R A 8 ZIURSE I8 B2 A0/ BAMa2 DT AT ), CMCARS 2 AR ¢
IREEI L RE AR AL k8 B B B TR AR TEAR L T 2 54T
If CMCA is subject to this CP&CPS or any law, whether or not this CP&CPS is
otherwise or not specified CMCA will be liable for compensation in accordance
with the relevant laws and regulations, the arbitration agency's decision or the
court judgment if the law stipulates that the judicial judgment shall bear the
liability for compensation and / or compensation.

9.10 B HIPR 54k It Term and termination

9.10.1 BYHAR Term of validity

A CP&CPS H kA z HEIEAX AR, E—RAH CP&CPS [N k&k: A&
CP&CPS 7t —hitAx CP&CPS A%tz HuifE CMCA 2 15 BT IE AR 5 15 2R 25
This CP&CPS shall come into effect on the date of issue, and the CP&CPS of
the previous version shall be invalid at the same time; This CP&CPS shall
become invalid on the effective date of the next version of CP&CPS or when

CMCA terminates the electronic authentication service.

9.10.2 £&1F Termination

CMCA 21k H 7 INIEAR S5, 4 CP&CPS #1k.

When CMCA terminates the electronic authentication service, this CP&CPS
will terminate.
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9.10.3 ¥ H B 1t 5 1% & Termination and reservation of

validity

A CP&CPS 1L J5, HA ¥ A £ 1k, CP&CPS Hii) N A4 40 A T R
H, ABX b2 TR AERERESE, A CP&CPS HX & 77 TR RIUE M 51T
FelRIIRTE o
After the termination of this CP&CPS, its effect will be terminated at the same
time, and the contents in the CP&CPS will be regarded as invalid use.
However, for the legal facts occurring before the date of termination, the
provisions of this CP&CPS on the liability of all parties and the exemption of
liability still apply.

9.11 W&5EMN/IAEBEE5/AE Individual notification
and communication to participants
S 5HFMHER—D T TR CP&CPS I MRS e, BESEE

S, RTELE S Rl e I &2 CMCAL.

BEZ Mk www.cmca.net

BE £ HB4H: cmca@aspirecn.com

If participants need to know more about any service, specification, operation
and other information mentioned in this CP&CPS, they can contact CMCA
through website or email.

Contact website: www.cmca.net

Contact email: cmca@aspirecn.com
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9.12 {&£1] Amendments

9.12.1 {&iT#EFF Revision procedure

BATHE 7 54 CP&CPS1.5.4“CPS #t#EfL "M H .
The revision procedure is the same as CP&CPS section 1.5.4 "CPS approval

procedure"”.

9.12.2 & H#1 %I F1 HI PR Notification mechanism and time
limit

&7 J5 11 CP&CPS &tttk /5 ¥ 37 RI7E CMCA ™% www.cmca.net &
Zi
The revised CP&CPS will be published on CMCA's website (www.cmca.net)

as soon as it is approved.

9.12.3 W& Z MBS Situations where business

rules have to be modified

CMCA 404 4« CP&CPS HEAT B IE LM HE: CP&CPS HHKNE 5
ERNRERA 2 H SR AT AU A UE MY 55 A B R S8 sl 3R R 5%
The situations that CMCA must modify this CP&CPS include: the inconsistency
between the relevant contents of CP&CPS and the governing laws, and the
clear requirements of the national regulatory authorities for the change or

adjustment of the certification business of CMCA.

9.13 & 4 I8 Dispute resolution

A AUES S SOAIENY 55 75 B ROAE 5 Ho e « 18 37 S AR LA, 2
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WO S AL A SR K NAIEND 55 75 W R 240 3R
JUBRIAS AN 55 75 B 51 2 1) B ARAIE 45 SR Sz VRN 55 75 B SG ) — D) 4
W HHEAYFEE B S RERSER GRID AR A FEA TN AR E -

In case the provisions in this CP/ mutually contradict with other provisions and

guideline, the customer shall receive the constraint stated in the CP&CPS.

For all disputes incurred by this CP&CPS or related to this CP&CPS, all parties
consent the local People's Court of ASPIRE TECHNOLOGIES (SHENZHEN)
LTD. to administer.

9.14 %% Governing laws

AR5 SRS Rz AR 55 7 B AE 205 T M A e N R SE AN [ H 728 A4 0
RN RRE
This CP&CPS is subject to the control and explanation of Law of Electronic

Signature of the People's Republic of China in all aspects.

9.15 B FAERFF &1 Applicable laws

T A A AR AR AR A 3 S e 18 2 R AE T [ S LR &R, o E A 5]
CMCA YIEMESS P B HAT . RE . B PEATIAT Ao 25y Y vh e N R [ (13
(e

IR R R I RN I A 5 7B G — IR e AR, T AN A AT T o A
AR AEAR] R ASE FHAIE T o
The implementation, interpretation, translation and validity of CMCA
certification business statement shall be governed by the laws of the People's
Republic of China regardless of the choice of contract or other legal terms and
whether or not a business relationship is established in China.

The choice of law is to ensure that there is a uniform procedure and
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interpretation for all customers, regardless of where they live and where they

use certificates.

9.16 —f% %=k General terms

9.16.1 5c¥ 1Y Entire agreement

A PR ONT AT ) XS S BT 8 S Tk R i) A S B AN [ 2, BT A XY
Ja AT IA B AT PSR AR A S
The agreement and appendixes shall constitute complete understanding and
consent between both parties with respect to the matters concerned, and shall
supersede all temporary agreements or memorandum of understanding

between them prior to the effective date of the agreement.
9.16.2 3%iL Assignment

TR ST /R B R AR . PATH . AR AR EHE M Z1L
N, HEF%5) CMCA 1] CP&CPS Rk Htll i, FEXRT ALK ). &7 R
PEAE CEFEIE G EEERTIEA RS hE23) CMCA 1) CP&CPS ik
AR AH LS5 o
For any of successor, performer, heir, representative, manager or assignee
expressed or implied by either party, the CP&CPS of CMCA will ensure their
rights and benefits and bind on them. Either party may transfer (including

merger or transferring controllable securities) the rights and obligations
specifically described in the CP&CPS of CMCA according to laws.

9.16.3 57 EIt Segmentation

HE %5 CMCA ) CP&CPS HIAT AR 25 sk B ST, 4 SR PR 9 A A Ji AT
FEAEATYE I N R I REABEHAT, B4 CP&CPS HR I (LA BT
ToRLELAN BESAT B %R 0 IE D R 2t & B AR LU B S N . FH SR
HEN TR RE, T ES CMCA 1 CP&CPS il i€ i STAEFR H). PRIEDK
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HE vt 20 a R B WA HEER S, R AT B A A 26
FFArmBARAT o

In case any terms of CP&CPS or its applications of CMCA are invalid or

couldn't be implemented due to any reason or within any scope, the residual
part (and the serviceability of invalid or unexecutable terms of other parties) of
CP&CPS would make reasonable explanation to reflect the original intention of
the party. The relevant parties know and agree that the responsibility limitation
as regulated in the CP&CPS of CMCA, guarantee, or other exceptions or
limitation, or elimination of damages is the individual term which could be

independent of other terms and could be implemented.

9.16.4 5&%l#H 1T Enforcement

CMCA A8, kT, W7 55 LT CMCA ) CP&CPS W HIFTH
FE o FUETT S AT S5 SRR AT CMCA 1) CP&CPS I, A
WNZSARRE KA AT I AR E
CMCA states that certificate subscribers, relying parties, etc. must implement
all the provisions in CP&CPS of CMCA. If the certificate subscriber, relying
party and other entities do not implement a provision of CP&CPS of CMCA, it
is not considered that the entity will not implement this or other provisions in

the future.

9.16.5 7~ A[$1/] Force majeure

T E 25 CMCA MU UENLRRS AN PA T e AT 2% 1) 68 70 34 i pe
[E %25 CMCA ] CP&CPS #lE HIfHIR TTiTidi [ . IERELIIEEAT o7 AA]
P —BOFETT BN Gy o) — T U B B AT N R 230 W B3,
GGG BT, KO JBRIE. HIRE . KR At O R A2
CMCA and certifying authority shall not be responsible for the violation, delay
or failure of fulfillment of guarantee liability specified in the CP&CPS of CMCA
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caused by the following force majeure events. The force majeure generally
includes the labor dispute, intentionally or unintentional behavior of one
transaction party, strike, riot, pestilence, turmoil, war, outage, fire hazard,

explosion, earthquake, flood or other catastrophes.

9.17 H fb 5=k Other terms

HER S CMCA 5B P 5 5547 00 € HoAth 265K, B HRRAE iR Ui B
AL 0 N 2 %
CMCA could separately confirm other terms after negotiation with the specific

customers, including other relevant content terms instructed in the above.
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Appendix: Certificate information

Root/CA Certificate

Information

CMCA GLOBAL
TRUST ROOT CA

Country=CN

Organization= Aspire Technologies

Common Name= CMCA GLOBAL TRUST ROOT CA
Serial Number=
181faf8edf0c227ace014a3ca094479bfbb1c85a
Validity= July 12, 2024 to July 13, 2049

SHA1digest=
fbd422815e6d06136d0d3f76cdf42fb0e2206b24

CMCAEV SSL CA

Country=CN

Organization= Aspire Technologies

Common Name= CMCA EV SSL CA

Serial Number=
6ad784ca44a73bb0d09404bcad77c3502d15fc25
Validity= July 12, 2024 to July 12, 2044

SHA1digest=
a26fc8a6e8fc6800a62534bf089adcb2aea55404

CMCA OV SSL CA

Country=CN

Organization= Aspire Technologies

Common Name= CMCA OV SSL CA

Serial Number=
4f05bd17db8c6b31107b9108cc3bb7acde556fd5
Validity= July 12, 2024 to July 12, 2044

SHA1digest=
4658702c9549c8ce64964b212938e63b93f4b8fa

CMCA DV SSL CA

Country=CN
Organization= Aspire Technologies
Common Name= CMCA DV SSL CA
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Serial Number=
6dfObb4095e70fadcdcaafc17b26141cdd2bc942
Validity= July 12, 2024 to July 12, 2044

SHA1digest=
f75f383a4320b2eece6207709538c6a05cd1821
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